Object Oriented Code RE with
HexRaysCodeXplorer

Eugene Rodionov Alex Matrosov

@vxradius g @matrosov



Agenda

* Object Oriented Code Reversing Challenges
-- virtual methods
-- templates

* Reversing Object Oriented Malware
-- Flamer
-- Sednit

* HexRaysCodeXplorer in use

nse



Modern C++ Malware for Targeted Attacks
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Why reversing C++ code
1s a hard problem?

Virtual Methods & Templates

nse



Virtual Methods

class Cat {
private:

public:

int _tmain(int argc, _TCHAR* argv[])

int _weight;
Cat(int weight) : _weight(weight) {};

int eat(int food) {
return _weight += food;

}s

Cat* cat = new Cat(130);
int newWeigth = cat->eat(20);

VS

class Animal {

protected:
int _weight;

public:
Animal(int weight) : _weight(weight) {};
virtual int eat(int food) = 0;

}s

class Cat
public:
Cat(int weight)

: Animal {
: Animal(weight) {};

virtual int eat(int food) {
return _weight += food;

}s
}s

int _tmain(int argc, _TCHAR* argv[])
{

Animal* cat = new Cat(130);

int newWeight = cat->eat(20);
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Virtual Methods

int  cdecl wmain()

{

memset{&uw?, BxCCu, BxFhu);

ul {Cat =)operator new(iu}); // allocate object Cat

uh = B;

if § vh )

1
Cat::Cat{uvi, 138);
u2 = ui;

b

else

{

/f initialize object Cat

u2

¥

u3d =

uh =

rat =
Cat::zeativ?, 28);
FELUril u,

Ff call method eat

int _ cdecl wmain()

{

uL ({Cat =)operator new(8u}; /7 allocate object Cat
uy a;
if { G )
{
Cat::Cat{ws, 138);
w3 = ui;
e

else

{

/f initialize object Cat

vl

L

rat

u3d->ufptr->eat{vi, 28});
Feturn o,

ff call eat method

void  thiscall Cat::Cat{Cat =this, int weight)
1

char v2; // [sp+Ch] [bp-CCh]@1

Cat =const thisa; // [sp+DBh] [bp-8h]@E1

memset{&v?, BxCCu, @xCCuj);
thisa = this;
nimal ~=~Animalffanimal *'¢2thic—%ufntyr  weinohty -

thisa->»ufptr = (AnimalUthl =)&Cat:: uftable';




Virtual Function Tables

Class A

meta

viPtr

attr_1

attr_2

struct_winhttp * thiscall WinHttp Init{struct winhttp =this)
{
struct winhttp =u1; // esi@l

vl = this;
this->field 1
this->field 2
this->field 3
this->field &4
this->field &
this->vftbl B8
this->field 18 = ¢,
this->field 9
this->field 8
this->field 12
this->field 11
this->»field 7 = -

this->field 6 = {int)calloc{BxFu, 1u);

RN
o
= =
Vel ~ I~
-

-k

sub 188131FB{v1};
sub_18811528();
return uvi;

A::vfTable

}

A::al()

RTTI Object
Locator

A::a2()

signature

A::a3()

pTypeDescriptor

truct winhttp UTABLE_@ =)&WinHttp:: vftable';

.Fdata:-188320689208
.Fdata:-188320689208
.Fdata:-18832460894

pClassDescriptor

class WinHttp: IAgentChannel;
dd offset 77 RiWinHttp@d6Brd
const WinHttp:: uftable®

.rdata:18838894 ?7? 7WinHttp@E6BE@ dd offset sub 188128B8

.rdata:18830898
rdata:18830889C
.rdata:-1488388A0
Fdata:1883 08804
.rdata:188308A8
.rdata:188388AC

dd offset sub_18812DES
dd offset sub_18811328
dd offset sub_188113ESQ
dd offset sub_188113F8
dd offset sub_18812D78
dd offset sub_188138B0



Virtual Function Tables

Class A

; const WinHttp::"RTTI Complete Object Locator'
?? R4WinHttpEEGBE RTTICompleteDbjectLocator <8, 8, B8, offset ?7 ROTAVWiInHttpREEES,

: DATA XREF: .rdata:18838898To0

offset 7?7 R3WinHttpEES:>

; WinHttp::"RTTI Class Hierarchy Descriptor’
= 77 R3WinHttp@E8 RTTIClassHierarchyDescriptor <8, 8, 2, offset ?7_ R2WinHttpREESs>
; DATA XREF: .rdata:const WinHttp:: RTTI Complete Object Locator'to
: -tdata:188343EC O
; WinHttp::"RTTI Base Class Array’

Voeuvuc J

0 0

struct_winhttp * thiscall WinHttp Init{struct winhttp =this)

{ .
struct_winhttp =u1; // esi@1 I pClassDescriptor

vl = this;
this->field 1
this->field 2
this->field 3
this->field_ X4
this->field 5
this->uftbhl @
this->field_18

g
o
B; -rdata:188388908 class WinHttp: IAgentChannel;
o
§
{

-rdata:188388908 dd offset 77 RiWinHttp@d6Brd

: : _— - .rdata:10808308894 ; const WinHttp:: uftable’
Struct_winhttp UTABLE O *)&NATEp:: wrtable’; .rdata:1 8038894 77 7WinHttp@E6B@ dd offset sub 108128B0

this->field 9 = 8; .rdata:108830898 dd offset sub_18812DBO
this->field 8 = 8; .rdata:1883889C dd offset sub_18811328
Enigjggig_ﬁ - g .rdata:1068388A8 dd offset sub_188113E8

- 5 .rdata:100308A4 dd offset sub_1@88113F0

this->field 7 = 1
this->field 6 = {int)calloc{BxFu, 1u);
cub_ 1880131FB{v1};

sub_18811528();

return uvi;

-rdata:1883088A08 dd offset sub_18812D78
-rdata:1883088AC dd offset sub_188138B0
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Virtual Function Tables

* lead to indirect method calls
-- difficult to analyze statically

* i1nitialized in constructors
-- need to track back object creation
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C++ Templates

* extra code to analyze
-- another way to create polymorphic types

std: :vector<int> std::vector<char>
std: :vector<std::string> std::vector<custom_type>

* problematic to recoghize standard library
code (FLIRT)

-- playing with compiler optimization

°
O p t 1 O n S Mavigator Scale: 1 pixel = 512 bytes; Range: 10001000-10041000
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C++ Code Reconstruction

* Object identification
-- type reconstruction

* (Class layout reconstruction
-- Identify constructors/destructors
-- Identify class members
-- Local/global type reconstruction
-- Associate object with exact method calls

* RTTI reconstruction
-- vftable reconstruction
-- Associate vftable object with exact object
-- class hierarchy reconstruction

Problems

nse



Reversing Object
Oriented Malware

Practical Approaches: REconstructing Flamer Framework




REconstructing Flamer Framework

Vector<Consumer> Vector<Command Executor>

DB_Query| | ClanCmd | FileCollect Driller GetConfig

Mobile
Consumer

Cmd Vector<Task>

Consumer
CmdExec Sniffer Munch FileFinder

Lua
Consumer

Vector<DelayedTasks>

Share LSS
Supplier Sender

Media
Consumer Euphoria

Frog Beetlejuice

http://www.welivesecurity.com/2012/08/02/flamer-analysis-framework-reconstruction/
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http://www.welivesecurity.com/2012/08/02/flamer-analysis-framework-reconstruction/

Bx18256aad ax18256afc: VECTOR_DATA 2 VTABLE method count: 23
8x18256bbé Bx18256bd8: FILE_MAPPING_1 VTABLE method count: 18
2x18256bd8 @x18256bf@: GLOBAL_EVENT_1_VTABLE method count: 6
Bx182679a0 @x192679f8: PROCESS_HANDLE_VTABLE method count: 28
Bx18267a98 @x18267acc: THREAD _HAMDLE_VTABLE method count: 15
Bx18267ba8s ax18267b7c: FILE_VTABLE_® method count: 29

Bx18267bco @x10267bd8: EVENT_VTABLE method count: 6

Ox18267dfé @x10267ed468: PROCESS_HANDLE_VTABLE_@ method count: 28
Bx18267e48 ax18267e868: EVENTGLOBAL_HZI_VTABLE method count: 16

Bx18267 90 Bx10267ebd: KASPER_EVENT_ENTRY_VTABLE method count: 8
@x18267f16 @x10267f34: TOKEN_HAMDLE_VTABLE method count: 9

Bx18268118 Bx18268126: USTRING_REG_PATH_VTAELE method count: 2
Bx18268128 Bx182681a4: FILE_1 vTable method count: 31

2x18268260 Ox19268298: ENC_2_VTABLE method count: 14

Bx18268478 Bx182684a8: ZLIB HLPR_VTABLE method count: 12

Bx182684e8 Bx1826853c: ENC_3 VTABLE method count: 23

Bx1826856C Bx18268598: SYSTEM_HANMDLE_INFO _VTABLE method count: 9
Bx18268688 @x182686bc: DICT_1_VTABLE method count: 13

Bx18268d78 8x18268dd4: MAIN VECT_3 VTABLE method count: 23

2x18268186 @x18268fe8: CONCOL_HAMDLER_VTABLE method count: 26
Bx182693co Ox192693d8: CMD_EXECUTER_VIPER_VTABLE method count: 4
8x18269496 Bx182694ec: MAIN VECT_1 VTABLE method count: 23

Bx18269418 Bx1826954c: MAIN_VECT_2_VTABLE method count: 23

2x18269558 @x182695ac: MAIN_VECT_4_ VTABLE method count: 23

Bx18269768 Bx182697dc: MAIN _VECT_2 IDLER_VTABLE method count: 29
Bx182697dc Bx18269818: _MAIN_VECT_2_IDLER_VTABLE method count: 15
Bx18269818 8x18269874: VECT_VTABLE method count: 23

Bx18269874 Bx18269884: MAIN VECT_4 TIME_UPDATER_VTABLE method count: 4
Bx18269a2c @x18269a68: MAIN 3 VECT_ 1 _VTABLE method count: 15
2x18269b48 @x18269bbc: MAIN_VECT_2_HNT_VTAEBLE method count: 29
2x18269bc8 @x18269c3c: MAIN_VECT_2_ VOLUME_SUPPLIER_VTABLE method count: 29
Bx18269c48 @x18269cb4: MAIN VECT_2 VIRTUAL _VOLUME_SUPPLIER_VTABLE method count:
Bx18269e18 Bx10269e84: MAIN _VECT_2?_ Headache(Consumer_VTABLE method count: 29



http://www.welivesecurity.com/2012/08/02/flamer-analysis-framework-reconstruction/

Identifying Used Types

* Smart pointers
* Strings
* Vectors to maintain objects

* Custom data types:
-- tasks
-- triggers
-- and etc.




Data Types Being Used: Smart pointers

SMART_PTR
{
*pObject; // pointer to the object
*RefNo; // reference counter

: /7 eaxiE

LOBYTE{uvZ2Y = newil);
ifF { v2 )

®=y2 = 1;
else

w2 = B;
al->*RefHo = u?;
al->0bject = pObject;
return ail;

b




Data Types Be1ng Used: Smart pointers

SmartPtr_InializeByObject proc near :

dword ptr
dword ptr
dword ptr
dword ptr

mouv eax, offset sub_181C698A
call __EH_prolog

push BCX

push

call alloc_men int =u2; /7 eaxi@1
pop eCcx

moy [ebp+var_18], eax = -
and [ebpruar 4], w2 alloc_mem( %) ;

test eax, eax if (w2 )

—__Userpurge

jz short loc_100041F5 *2 = 1;

mou dword ptr [eax], else
jmp short loc_188841F7 u2 = B;

al1->*RefHo uz;

loc_188041F5: : - al->0bject
pax, eax return al;

loc_100841F7:
or [ebp+var_4],
mou eck, [ebp+var_C]
mou [esi+4], eax
mou eax, [ebp+arg_8]
mou [esi], eax
mou eax, esi
mouv large fs:d@,
leave
retn
SmartPtr_InializeByObject endp




Data Types Being Used: Vectors

struct VECTOR

{
void *vTable; // pointer to the virtual table
int NumberOfItems; // self-explanatory
int MaxSize; // self-explanatory
void *vector; // pointer to buffer with elements
}s

* Used for handling objects:
-- tasks
-- triggers

nse



Data Types Being Used: Strings

struct USTRING_STRUCT

{

}s

void *vTable; // pointer to the table

int RefNo; // reference counter

int Initialized;

wchar_ t *UnicodeBuffer; // pointer to unicode string

char *AsciiBuffer; // pointer to ASCII string
int Asciilength; // length of the ASCII string
int Reserved;

int Length; // Length of unicode string
int LengthMax; // Size of UnicodeBuffer

nse



Approaching Flamer

* Identify Object Constructors

* Reconstruct Object
Attributes

* Reconstruct Object Methods

Type
reconstruction

Control Flow Graph
Reconstruction

nse



Identifying Object Constructors

USTRING_PTR_STRUCT *__ thiscall UStringPtr_Construct(USTRING_PTR_STRUCT =this, wchar_t =String)

d
USTRING_PTR_STRUCT =u2; // ebx@1
USTRING_STRUCT =u3; // eax@1
USTRING_STRUCT =u4; f/ eax@2

v?2 = this;
this->vTable = UStringPtr_Utable;
vd = alloc_mem{36};

if ( w2 )

vh = UString_InitByWcharStr{v3d, String);
else

vl = 8;
v2->3tring = ui;
UStringPtr_Reinit{&uv2->String, 8);
return v2;

nse



REconstructing Object’s Attributes

141
159
143
145
160
144
132
143
133
135
165
135
157
158
156
146
162
163
172
173
164
130
133

MAIN_VECT 3_OBJ_X_1 STRUCT
MAIN_VECT _3_ENTRY

MAIN_VECT 3_1_STRUCT

MAIN_VECT 3_1_PTR_STRUCT

MAIN_VECT _3_1_ENTRY
MAIN_VECT 3_1_1 STRUCT
MAIN_VECT 2 _STRUCT

MAIN_VECT _2_0OBJ_HEAD_VTABLE

MAIN_VECT 2_OBJ_HEAD_STRUCT
MAIN_VECT 2 _OBJ_HEAD 1 STRUCT
MAIN_VECT _2_NHT_STRUCT

MAIN_VECT _2_MUNCH_OBJ_STRUCT

MAIN_VECT _2_JIMMY_STRUCT

MAIN_VECT _2_JIMMY_2_STRUCT

MAIN_VECT 2_JIMMY_1 STRUCT
MAIN_VECT 2 _IDLER_STRUCT

MAIN_VECT 2_GADGET_SUPP_STRUCT
MAIN_VECT 2 _GADGET SUPP_1 STRUCT
MAIN_VECT 2 _COMMAND_FILE_FINDER_STRUCT

MAIN_VECT 2 COMMAND FILE_FINDER_MNOTIF_ENTRY ..

MAIN_VECT 2 CMD_RUNMER_STRUCT
MAIN_VECT 1 STRUCT
MAIN_VECTOR_4 GLOB_STRUCT

Qo0aa010
Q0000044
Q000004C
Qo0aoo0s
Qo0aa010
Qooooo24
Q00a00s0
Q0000074
Q00o0ozs
Qoooooze
Q00o0o9s
Qo0aaoDe
00000138
Q0000150
00000038
Qo00o0sc
0000030C
Qo0aa010
Q00000DCc
Qooooo014
Qo0aao09c
Qo0000E4
Q0000034

Auto

Auto
Auto

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

Auto
Auto
Auto

struct {int vTable;int field 1;int field2;int field3;}

struct {int vTable;int field4;int field5;char fielda_0;char fieldé_1;char fielda_2;cha...
struct fint vTable;MAIN_VECT 3_1_1 STRUCT Main31;GLOBAL_EVENT STRUCT ...

struct {MAIN_VECT _3_1_STRUCT *pObject;int *RefMo;}
struct {int vTable;int field0;int field 1;int field2;}

struct {int vTale;VECTOR_DATA_1_STRUCT Vect1;VECTOR_DATA_1 STRUCT Vec...

struct {int field0; VECTOR_DATA_1_STRUCT VectorOfObjects; GLOBAL_EVENT ST...
struct {int fieldd;int field 1;int field2;int field3;int field4;int field5;int fields;int field...
struct {MAIN_VECT 2 OBJ_HEAD VTABLE *vTable;HANDLE_INFO_STRUCT *Thr...
struct fint vTable; MAIN_VECT 2 OBJ _HEAD_1 STRUCT Vect21;}

struct {MAIN_VECT 2 OBJ_HEAD_STRUCT Header;SMART PTR_STRUCT ENtryP...

struct {MAIN_VECT 2 _OBJ_HEAD_STRUCT Header; MAIN_VECT 2 MUNCH_OB...

struct {MAIN_VECT 2 JIMMY 1 _STRUCT Jimmy1;MAIN VECT 2 JIMMY 2 STRU..

struct {MAIN_VECT 2 _OBJ_HEAD STRUCT head;GLOBAL_EVENT STRUCT 1 5y...

struct {int vTable;int field 1;int field2;int field3;int field4;int field5;int fields;int field...

struct {MAIN_VECT _2_OB]_HEAD STRUCT Header; MAIN_VECT 2 IDLER_STR...
struct {MAIN_VECT 2 OBJ_HEAD STRUCT Header;EVENT HANDLE_STRUCT Ev...
struct {int vTable;int field0;int field 1;int field2;}

struct {MAIN_VECT 2 DOB]_HEAD STRUCT Header:MAIN_VECT 4 OB]_HEAD S..
struct {HAMDLE INFO_PTR_STRUCT HandleInfo;USTRING_PTR_STRUCT Folder...
struct {MAIN_VECT_2_0OB]_HEAD_ STRUCT Header;int CmdDispatcher;int Comma...
struct {int vTable;VECTOR_DATA_1_STRUCT VectorOfCmdDispatchers; GLOBAL_E. ..

struct {GLOBAL_EVENT STRUCT 1 SyncEvent;VECTOR_DATA_1 STRUCT Vector;}

nse



REconstructing Object’s Attributes

141
159
143
145
160
144
132
143
133
135
165
135
157
158
156
146
162
163
172
173
164
130
133

MAIN_VECT 3_OBJ X_1 STRUCT

MAIN_VECT_3_ENT Y Please enter text |

MAIN_VECT 3_1.6
MAIN_VECT 3_1F
MAIN_VECT 3_1F
MAIN_VECT 3_1_1
MAIN_VECT 2_STF
MAIN_VECT _2_OB:
MAIN_VECT 2_OB:
MAIN_VECT _2_OB:
MAIN_VECT 2_NH
MAIN_VECT _2_MUI
MAIN_VECT 2_JIM
MAIN_VECT 2_JIM
MAIN_VECT 2_JIM
MAIN_VECT 2 _IDL
MAIN_VECT 2_GAI
MAIN_VECT 2_GAI
MAIN_VECT 2_COl
MAIN_VECT 2_COl
MAIN_VECT 2_CM
MAIN_VECT _1_STF

Please edit the type dedlaration

Qo0aa010

Auto

struct {int vTable;int field 1;int field2;int field3;}

struct MAIN VECT 2 COMMAND FILE FINDER STRUCT

MATH_UECT_2_ 0BJ_HEAD_STRUCT Header;
MATH_UECT_4 DB.J
int table;

UECTOR_DATA_1 STRUCT wvect;

int field®8;

HEAD

STRUCT HMainiHead;

GLOBAL_EVENT_STRUCT_1 sync;

EVENT HAHWDLE STRUCT EventHandle;

(8.4

Cancel

Help

nject;int *Refio;}
field2;}

UCT VectorOfObjects; GLOBAL_EVENT 5T...
field3;int field4;int field5;int fieldg;int field. ..
ELE *yTable;HANDLE _INFO_STRUCT *Thr...
| HEAD_1 STRUCT Vect21;}

UCT Header; MAIN_VECT 2 MUNCH_OB...
|UCT head;GLOBAL_EVENT STRUCT 1 Sy...
UCT Header; MAIN_VECT 2 IDLER_STR...

UCT Header;EVENT_HANDLE_STRUCT Ev...
field2;:

MAIM _VECTOR_4 GIOE_oTROCT

LILIULILUL 55

HLUTO

SOUCT {GLUBAL_EVENT _STRUCT_I oy

cEvent;VECTOR_DATA_1_STRUCT Vector;}

ar fields_0;char fieldd_1;char fieldé_2;cha...
STRIUCT Main31;GLOBAL_EVENT _STRUCT ...

|UCT Vect1;VECTOR_DATA_1_STRUCT Vec...

UCT Header:SMART _PTR_STRUCT ENtryP..

CT Jimmy L;MAIN_VECT 2 JIMMY_2 STRU..

field3;int field4;int field5;int fields;int field...

lUCT Header;MAIN_VECT 4 OBJ_HEAD S...
andlelnfo;USTRING _PTR_STRUCT FolderM. ..
|UCT Header;int CmdDispatcher;int Comma...
RUCT VectorOfCmdDispatchers;GLOBAL_E...

nse



REconstructing Object’s Methods

csocket_v_table dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

ofFfset
ofFfset
ofFfset
ofFfset
ofFfset
oFfset
ofFfset
offset
ofFfset
ofFfset
oFfset
ofFfset
offset
ofFfset
ofFfset
oFfset
ofFfset
ofFfset
ofFfset
ofFfset
oFfset

aliqgn

InitializeTransport
OpenTransport
CloseTransport
TcpConnect ; returns 1 if DK B 8 - otherwise
TcpbDisconnect
sub_1E4EF

sub_1E518
ReleaseModeFromList
TcpListen

TcpAccept

Tcpsend

TcpReceive

Udp5Send
ReceiveDataFromUdp
GetTcpAddressInfo
sub_1E5A8
setTimeout
sendOverlUdp

ret_#8

GetErrorCode
GetIrpitatus




REconstructing Object’s Methods

(|
Please edit the type dedaration i Please enter text EI

struct STRUCT SOCKET UTABLE Please edit the type dedaration

InitTransport;
OpenTransport;
CloseTransport;
TcpConnect;
Tcphisconnect;
fieldS;

field6;
ReleaseHodeFromList;
TcpListen;
TcpAccept;
Tcp3end;
TcpReceive;
Udpsend;
UdpReceive;

TcpGetAddrInto;
field1%;
SetTimeout;
SendOverldp ;
field18;
Field19;
field28;

#ipragma pack(push, 1}
struct STRUCT SOCKET

STRUCT SOCKET UTABLE =uTable;
STRUCT_4 4 =structhh;

int meml;

int field5;

int fieldé;

int field7;
int field8;
int field9;
int field18;
int field11;
int tcp_drv_ver;
int field13;
int field1k;




REconstructing Object’s Methods

4 Please enter text

<(l

Please edit the type dedaration i Please enter text

struct STRUCT SOCKET UTAEBLE Please edit the t[.-'IZIE dedaration

{

if ( tv
{
v2->s

(v2->
?

result

i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

1
1ne raiviunry,

int field28;

2->struct5.UdpSocket )

truct5.UdpSocket = (v2->struct5.structi43->vTable->0penTransport)(// open UDP

v2->structS.structiy,

v,

2,

v2,

a,

0);
structS5.structi43->vuTable->SetTimeout)(v2->struct5.UdpSocket, 4060);

= (u2->structb.structi43->vlable->SendOverUdp)(
v2->struct5.UdpSocket,
v2->structS5.domain,
au2->structS.IpAddress);



Reversing Object
Oriented Malware

Practical Approaches: REconstructing XAgent Framework :




XAgent Framework

Agent Modules
Vector<lAgentModule>

AgentKernel

AgentKernel Local Channel

Cryptor
Storage P Controller DNameRags

Module
FileSystem

Module
Remote

KeyLogger Communication Channels

Vector<lAgentChannel>
Process
Retranslator
Module

WinHttp

http://www.welivesecurity.com/2014/10/08/sednit-espionage-group-now-using-custom-exploit-kit/ ng



http://www.welivesecurity.com/2014/10/08/sednit-espionage-group-now-using-custom-exploit-kit/

Object Interconnection: IAgentModule

struct IAgentModule {

}s

LPVOID
LPVOID
LPVOID
LPVOID
LPVOID

receiveMessage;
sendMessage;
getModuleld;
setModuleld;
executeModule;

IAgentModule

T

AgentKernel

Module
Module
: Remote
FileSystem
Keylogger

Process
Retranslator
Module

nse



Exploring RTTI¥*

Vftable

Methods

~_ 1883B57C 5

£, 18638504
2, 18638004
=2, 18838A10
2 1008369B8
£, 18638088
=, 1883800C
&, 18036518
£ 188388FC
£ 188385F4
=, 188385E8
&, 10636538
£z, 1e@3e98c
£ 18838858
£, 18638026
2, 18638034
£z, 188385CC
S 100368240
£, 18638864
=, 18638878
o2, 18038954
2. 16636894

* IDA Classinformer plugin

5

L I I T L L o T o N L= O T o R (R

7

Flags

M
M

Type
AgentKernel
AgentKernel

CClassFactory

CEventsink

CoObjectWithsite
CUnknown<IClassFactory:
CUnknown<IObjectWithSite>

ChannelController

Cryptor

Gdiplus::Bitmap
Gdiplus::Image
IKernelProvider
ILocalDataStorage
IPTExternChannel

LocalStorage

LocalStorage

ModuleFileSystem
ModuleRemoteKeylLogger
ProcessRetranslatorModule

ProcessRetranslatorModule

Reservedipi

WinHttp

Hierarchy
IKernelProvider:

AgentKernel: IAgentModule, IKernelProvider;

CClassFactory: CUnknown<IClassFactory», struct IClassFactory, struct IUnknown;

CEventSink: struct DWebBrowserEvents2, struct IDispatch, struct IUnknown;

CObjectWithSite: CUnknown<IObjectWithSite», struct IObjectWithSite, struct IUnknown;

CUnknown<IClassFactory»: struct IClassFactory, struct IUnknown;
CUnknown<IObjectWithsite>: struct IObjectWithSite, struct IUnknown;
ChannelController: IChannelController;

Cryptor: ICryptor;

Gdiplus::Bitmap: Gdiplus::Image, Gdiplus::GdiplusBase;
Gdiplus::Image: Gdiplus::GdiplusBase;

IKernelProvider:

ILocalDataStorage:

IPTExternChannel:

IlLocalDataStorage:

LocalStorage: IlocalParamStorage, IlocalDataStorage;
ModuleFileSystem: IAgentModule;

ModuleRemoteKeylLogger: ILAgentModule;

IPTExternChannel:

ProcessRetranslatorModule: IAgentModule, IPTExternChannel;
Reservedipi: IReservedipi;

WinHttp: IAgentChannel;

nse



Exploring RTTI¥*

Vftable Methods Flags Type Hierarchy

=

=2 186838594 5 M AgentKernel AgentKernel: IAgentModule, IKernelProvider;

Sz, 18838904 6 CClassFactory CClassFactory: CUnknown<IClassFactory», struct IClassFactory, struct IUnknown;
Lz, lee3esle 7 CEventsink CEventSink: struct DWebBrowserEvents2, struct IDispatch, struct IUnknown;

-rdata:18830883C ; class FoduleRemoteKeylLogger: IAgentHodule; {(#iclassinformer)

.rdata:1883083C dd offset ¥7 HuHuduleHemuteHeyLuggerE@ﬁB@ ; const HoduleRemoteKeyLogger:: RTTI Complete Object Locator®
.rdata:10030840 ; const ModuleRemoteKeylLogger:: uftable’

-rdata:1688388408 ?7_7YHoduleRemoteKeyLogger@@65BR@ dd offset HoduleRemoteKeylLogger recuvHessage

-rdata:1883808L0A ; DATA XREF: HoduleRemoteKeyLogger+3ETo
-rdata:1088308LY dd offset ModuleRemoteKeylLogger sendHMessage

.rdata:18830848 dd offset TAgentModule getId

-rdata:1883 8840 dd offset IAgentModule setld

-rdata:18838850 dd offset ModuleRemoteKeyLoqqer run

Sz, 18838934 5 M LocalStorage LocalStorage: IlocalParamStorage, IlocalDataStorage;

Sz 188385CC 5 ModuleFileSystem ModuleFileSystem: IAgentModule;

Sz 18838848 5 ModuleRemoteKeylogger ModuleRemoteKeylLogger: IAgentModule;

. 16636864 2 M ProcessRetranslatorModule IPTExternChannel:

=, 186838876 5 M ProcessRetranslatorModule ProcessRetranslatorModule: IAgentModule, IPTExternChannel;
Sz 18838954 3 ReservedApi ReservedApi: IReservedApi;

Sz 18838894 7 WinHttp WinHttp: IAgentChannel;

* IDA ClassInformer plugin n%e



XAgent: LocalDataStorage

2, 18836926 4 M Localstorage IlocalDataStorage:
22, 18838934 5 M LocalStorage LocalStorage: IlLocalParamStorage, IlocalDataStorage;

struct_local data storage *  thiscall LocalDataStorage Init{struct local data storage #*this, void *a?, void =a3, int a4, int a%, int a6, int a¥)
1

u7 = this;

this->uftbl 1 {struct_local data storage UTABLE 4 =)ILocalDataStorage:: uftable’;

w33 = az;

this->uftbl B = {struct local data storage UTABLE A =)LocalStorage:: vftable®;

this->vftbl_1 {struct_local data storage UTABLE % =)LocalStorage:: wftable'{for “ILocalDataStorage'};

this->Field 4 = 7;

this->field 3 = 8;

Local
DataStorage

Registry File

reader/writer reader/writer




XAgent: Cryptor

L2, 188388FC 3 Cryptor Cryptor: ICryptor;

struct cryptor = thiscall Cryptor_ Init{struct cryptor =this, void =key, rsize t key size)
{

struct cryptor =u3; // esi@i

struct_crypto_1 =ul; /5 eax@

struct_crypto_ 1 =u5; F/f eax@?

vl = this;
this->vftbl 8@ {struct _cryptor UTABLE 8 *)Cryptor:: uftable’;
this->field 1 a;
vy = (struct _crypto_ 1 =}joperator new{B8u);
if ( vh )
v5 = init_buffer{vs, key, key size};
else
v = A;
u3->key = uh;
return v3;

-rdata:-188308F8 ; class Cryptor: ICryptor; {#iclassinformer)

-rdata:-1883088F8 dd offset ?? RACryptor@EE6BE ; const Cryptor:: RTTI Complete Dbject Locator®
.rdata:18083088FC ; const Cryptor:: uftable’

-rdata:1808388FC 77 7Cryptor@E@6BE@ dd offset validate buffer

-rdata:188388FC

-rdata:-18830988 dd offset encrypt_buffer_8

-rdata:1868308984 dd offset decrypt_buffer

-rdata:10863089068




XAgent: Cryptor

DR et e N s

key

plain text

nse



XAgent: IReservedApi

2, 18638954 3 Reservedipi ReservedApi: IReservedipi;

struct _name _node * thiscall DHameMode: :DHameHode(struct name node =this)

{

struct _name_ node =result; // eazx@1

result = this;

this-»>uftbl A = {struct name node UTABLE A =)&ReservedfApi:: vftable’;
this->hHMutex = 8;

return result;

-rdata:18838958 ; class ReservedApi: IReservedApi; {#iclassinformer)

-rdata:1a868389508 dd offset ?? R4ReservedApi@ER6BRE ; const ReservedApi:: RTTI Complete Object Locator®
rdata:186838954 ; const HESEruedei::‘uFtahle'

.rdata:188308954 ?? YReservedApiEE6BE dd offset get volume serial number

-rdata:1868308954

-rdata:180308958 dd offset create mutex

-rdata:186830895C dd offset shell execute open




XAgent: Identifying Used Types

* Strings: std::string

* Contalners to maintain objects:
-- std::vector
-- std::1list

nse



XAgent: Identifying Used Types

void * thiscall std::string{void =this, int a2, unsigned int a3, unsigned int a&)

{

this;

az; __declspec(nocreturn) void Xlen() const

%{_DUORD *){a2 + 16); L b = T e o

f uf & a7 % { 1 2port EIH_ET'IE _I"I_E O )
sub_18@198C1("invalid string position™); _Xlength_error("string too long");

Ui = U0 - dd, }

if { a% < u? )

uf = al; .
if ( vk == (void *)a2 ) __declspec({noreturn) wvoid Xran() const

{ f // report an out _of range error

sub_188814EB(a3 + v7, -1); _Xout_of range("invalid string position™);

sub_188814E8(8, ad);

rFeturn ul; }
} ¥
if { ui > B27FFFFFFE )

sub 18819874("string too long™});
Uy = UWURLY ¥)pug + 57

oojects:

:vector
:1list

I |
I |

v 0n
~+ -+
Q Q

nse
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HexRaysCodeXplorer since 2013

Hex-Rays Home > Decompiler

Hex-R Decompiler: Manual

News Comparisons Sales Support SDK Manual Reference

Third-party plugins

Below is the list of noteworthy public third-party plugins for the
decompiler.

* HexRaysCodeXplorer by Aleksandr Matrosov and Eugene Rodionov

Hex-Rays Decompiler plugin for better code navigation Here is
the main features list schedule for first release:
o navigation through virtual function calls in Hex-Rays
Decompiler window;
o automatic type reconstruction for C++ constructor
object;
o useful interface for working with objects & classes;

e hexrays-python

Python bindings for the Hexrays Decompiler This is an IDA Pro
plugin which provides python bindings around the Hexrays
Decompiler SDK API.

* fMore to come...

Happy analysis!

* CodeXplorer V1.0 released
on REcon’2013

* First third-party plugin
for Hex-Rays Decompiler

* v1.0 supports IDA v6.4 and
Decompiler for x86 v1.8

nse



HexRaysCodeXplorer Features

* Hex-Rays decompiler plugin x86/x64

* The plugin was designed to facilitate static analysis of:
-- object oriented code
-- position independent code

* The plugin allows to:

-- partially reconstruct object type
-- navigate through decompiled virtual methods

nse



Hex-Rays Decompiler Plugin SDK

ctree maturity t




Hex-Rays Decompiler Plugin SDK

* Type citem t is a base class for: (/’—<:C“9“LJ:)“‘\\
-- cexpr_t - expression type
-- cinsn_t - statement type (:cexpr_t:) (:(ﬁnsn_t:)

* Expressions have attached type information

*  Statements include:
-- block, if, for, while, do, switch, return, goto, asm

* Hex-Rays provides iterators for traversing the citem t objects within
ctree structure:

-- ctree_visitor_t, ctree parentee_t

nse



Hex-Rays Decompiler Plugin SDK

n asg
| ea: 1CF8
int
*
B " call
ea: FFFFFFFF ea: 1LFS8
* ST int DWORD
helper _ RUR4 var.4 vd
* He ea: FFFFFFFF ea: FFFFFFFF

ct _DWORD __ fastcall{ DWORD, BYTE)jint

=

thin

nse
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HexRaysCodeXplorer: Gapz Position Independent Code

gl _context {ExnllucatEFuulwithTag}{ﬂ, 2576, "ZPAG" ) ;
_gl_context gl _context;

L (get_export_by hash){kernel_base, hash_ntoskrnl_PsCreateiystemThread, vil};
v13 = hash_routin;

_gl_context->PsCreateiystemThread = viZ;

vi4 = {get_export_by hash)({kernel_base, hash_ntoskrnl_PsTerminateSystemThread, vi13);
v15 = hash_routin;

_gl_context->PsTerminateSystemThread = v1k;

vi6 = (get_export_by hash){kernel_base, hash_ntoskrnl_KeDelayExecutionThread, vi5);
v17 = hash_routin;

_gl_context->KeDelayExecutionThread viG;

gl _context->Zwlpen3ymboliclLinkObject){&hSymLink, Ox80000000, &v301)




IDA’ s
object type

‘Local Types’

HexRaysCodeXplorer: Virtual Methods

1s used to represent

3] 22
2] 23
2 24
3] 25
=] 26
3 27
2] 2=

STRUCT _IPL_THREAD 5
STRUCT _IPL_THREAD 2 2
STRUCT _IPL_THREAD_2_3
STRUCT _IPL_THREAD_2_11
STRUCT_IPL_THREAD_2_10

hal_hashes

ndis_hashes

STRUCT IPL_THREAD 2 8
STRUCT_IPL_THREAD_2 12
STRUCT_IPL_THREAD_2 7
STRUCT_BLANE

STRUCT IPL_THREAD 2 9§
STRUCT IPL_THREAD 2 4
STRUCT_IPL_THREAD_2 5
STRUCT _IPL_THREAD 3 2
STRUCT_HOOK_INFO
STRUCT IPL_THREAD 2 &
STRUCT IPL_THREAD 2 7 1
STRUCT_IPL_THREAD_2 2 1

ANANCIN 7N
% Please enter text

Please edit the type decdaration

B rtn

#pragma pack(push, 1)
ctruct STRUCT IPL THRERAD 2 3

free_proc buff 3;

EiSHSN;
hook_routine;
unhook;

some_code_part_3;
self_buffer 3;
Field8;

field?;

oK Cancel | Help

DPC_interlocked_get dword 9;




HexRaysCodeXplorer: Virtual Methods

int _ stdcall block_3_init(STRUCT IPL THREAD 2 3 =kelf buffer, STRUCT_IPL_THREAD_1 =a2)
{

STRUCT_IPL_THREAD_2 xu2; // ebx@1 ‘ p resent

int _self_buffer; f/ esi@i

int (*get_some_code)(void); /7 edi@1

STRUCT_IPL_THREAD_2_3 =u5; // eax@1
int vé; // eax@1 5 Please edit the type dedaration

STRUCT IPL THREAD 1 =u7; Ff STAC hiE1
- - - = #pragma pack(push, 1)

v2 = a2->proc_buffer; struct STRUCT IFL THREAD 2 3

_self_buffer = self_buffer; _ free_proc_buff _3;
get_some_code = {(&self_buffer[Bx36].f1eld® + -self_buffer->free_proc_buff_3 + 3); i disasm:
aZ->proc_buffer->alloc_mem{az->proc_buffer, &self_buffer, 48, 8); int disasm;

vS = self_buffer; a i hook_routine;
a2->proc_buff_3 = self_buffer; - unhook;
vs5->self_buffer_3 = self_buffer; ; DPC_interlocked_get dword 9;
self_buffer->free_proc_buff_3 = _self buffer - *_self buffer + B8x112F; ' int some_code_part_3;
self_buffer->DPC_interlocked_get_dword 9 = self_buffer - = _self buffer + BXAA7; iiga';{'”‘-"‘ 35
self_buffer->hook_routine = _self_buffer + BxAF8 - = self _buffer; fieldg-
self_buffer->unhook = _self_buffer + B:F7%4 - = self_buffer; -
self_buffer->_disasm = _self_buffer + Bx3BB - = self buffer;

self_buffer->disasm = self_buffer->_disasm;

v6 = get_some_code();

wf = a?;

self_buffer->some_code_part_3 = vb; /4 D2B7

(vZ2->replace_dword){_ self buffer + 32, =(_self buffer + 12}, OxBEBBBBBB, v7);

return 8;




HexRaysCodeXplorer: Virtual Methods

a2->bull_unload_hook = (global_struct->proc_buff_3->hook_routine){
uo
Hulllamoaad,
aZz->HN81 unload_hgok,
uo
uo
TL"

memptr .4 {m=12)
ea: 27C6F
int

memptr.4 {(m=8)
ea: 27C63
STRUCT_IPL_THREAD 2 3 =

var .4 global_struct
ea: FFFFFFFF
STRUCT_IPL_THREAD 1 =




HexRaysCodeXplorer: Object Type REconstruction

* Hex-Rays’s ctree structure may be used to partially
reconstruct object type

* Input:
-- pointer to the object instance
-- object initialization routine entry point

* Output:
-- C structure-like object representation

nse



struct winhttp * thiscall WinHttp Init{struct winhttp =this)

{

HexRaysCodeXplorer: Object Type REconstruction

* citem t objects:
-- memptr, idx, memref
-- call, ptr, asg

truct_winhtt 1; i@
struct win p =u /f esl ea: FFFFFFFF

v1 = this; struct winhttp UTABLE 0 =@struct winhttp UTABLE 0 =
this->field A1
this->field 2
this->field 3
this->field 4
this-»fipld & -

this->uftbl B struct winhttp UTABLE @ *)&WinHttp:: uftable’;
TN1s->r1eld_18 = /]

this->field 9 = 8;

this->ServerHame

- var.4 this

ea: FFFFFFFF ea: FFFFFFFF
struct winhttp = int ( stdcall ==)(int, int)

g
]
g
g
§
{

=ﬂ;

this->field 12 a;

this->field_ 11 a;

this->field 7 15%;

this->field 6 {int)calloc{BxFu, 1u);
sub 188131Fo{vi);

sub_18811528{);

obj.-1 WinHttp:: vuftable’
ea: FFFFFFFF
int ( stdcall *){int, int)



HexRaysCodeXplorer: Object Type REconstruction

* citem _t objects:
-- memptr, idx, memref e f: o
-- call, ptr, asg =

ea: 17087444

v2 = #*{ DWORD =)(this + 216); 4590
v3 = this + 217; |:> ea: 170D4FB5
= #( DWORD =){this + 216) + 1; int
var.h a2 num 24
ea: FFFFFFFFfea: 17087444
int signed int
add

var.4 vl L
gea: FFFFFFFF@ea: 170D4FBS
int int
var .4 this num 212
ea: FFFFFFFF@ea: 170D4FBS
int signed int

nse




HexRaysCodeXplorer: Object Type REconstruction

// reference of DWORD
¥Y(al + 12) =

45Q
ea: 74F6
_ DWORD

*(

ptr.4 |
ea: 74F6

_ DWORD

num OxEFCDAB8Y
ea: 74F6
unsigned int

ea: 74F6
int

var.4 ail num 12
ea: FFFFFFFF@ea: 74F6
int Signed int

this->field 4 = T7;
this->field_3 = 0;
this->field_2 = 0;
v2 = (char =)&this->field_5;

vig = 09;

this->field_ 5 = 0;

u3 = operator new(8u);
if (w3 )

00007530 ModuleFileSystem: 7

=] output window

New type created:

struct

{
struct_file_system_UTABLE_O® =uftbl_0;
__int16 field_1;
_BYTE gap&[6&];
__int16 field_2;
_BYTE gapE[14];
int field_3;
int field_4;
_BYTE gap24i[8];
int field_5;

at offset 12 in buffer al
OXEFCDABS89;

nse



HexRaysCodeXplorer: v1.7 [NSEC Edition]

Automatic virtual table identification

-P.

Type reconstruction

nse



HexRaysCodeXplorer: v1.7 [NSEC Edition]

* Automatic virtual table identification

Ox10030664 - Ox1003066¢: std::system_error:: uftable’ methods count: 2

Ox100306T70 Ox10030678: std::ios_base::failure:: uftable’ methods count: 2

Bx100306cy Ox10030700: std::basic_streambuf<char,std: :char_traits<char>>:: uftable’' methods count: 15

Ox10030704 Ox10030740 : std::basic_stringbuf(char,std::char_traits<char>,std::allocator(char))::‘Uftable' methods count: 15
Ox10030744 Ox10030768: std::num_put(char,std::ostreambuf_iterator(char,std::char_traits(char>>>::‘uftable' methods count:
0x100307h4 - Ox1003BTcc: std: :numpunct<char>:: vftable’ methods count: 6

Ox10030840 Ox10030854: ModuleRemoteKeyLogger:: uftable’ methods count: 5

Ox10030858 Dx10030860: IPTExternChannel:: uftable' methods count: 2

Bx1003086Y4 Ox1003086¢: ProcessRetranslatorModule: : uftable'{for "IPTExternChannel'} methods count: 2

Ox10030870 Ox10030884 : ProcessRetranslatorModule:: vftable’ methods count: S

Ox10030894 - 0x100308b0: WinHttp:: uftable’ methods count: 7

Bx100308b8 Ox100308c8: std::tr1::_Ref_count<char>:: uftable' methods count: Y4

Ox100308fc - Ox10030903: Cryptor:: uftable’ methods count: 3

Ox1003090c Ox1003091c: ILocalDataStorage:: uftable' methods count: Y4

Ox10030920 - Ox10030930: LocalStorage:: vftable ' {for ILocalDataStorage’'} methods count: 4

Ox10030934 OxX10030948: LocalStorage:: uftable' methods count: 5

0x10030954 - 0x10030960: ReservedApi:: vftable’ methods count: 3

Ox10030980 Ox10030998: CUnknown<IClassFactory>:: uftable' methods count: 6

Ox1003099¢c - 0x100309bY4: CUnknown<IObjectWithSite>:: uftable’ methods count: &

9



HexRaysCodeXplorer: v1.7 [NSEC Edition]

thiscall LocalDataStorage Init{struct local data storage =this,

struct_local _data_storage =

1

u7 = this;

this->uftbl 1
az;

this->uftbl @
this->vftbl_1
this->field 4
this->Ffield 2

w33 =

Ox10030664
Ox1800306T0
Ox100306cH
Ox10030704
Ox10030744
Ox100307b4
Ox10030840
Ox10030858
Ox10030864
Ox1003087T0
Ox10030894
0x100308b8
0x100308fc
0x1003090c
Ox10030920
0x10030934
Ox10030954
Ox10030980
Ox18003099c

Px1003066¢ :
Ox10030678:
Px10030700 :
Px10030740 :
Ox10030T68:
Ox100307cc:
Px1003085Y:
0x10030860:
Px1003086¢ :
Px1003088Y :
0x100308b0O:
Px100308c8:
Px10030908:
Px1003091c:
Px10030930:
Px10030948:
Px10030960:
Px10030998:
0x100309bY4 :

{struct_local data storage UTABLE_4 =*)IlLocalDataStorage::

{struct_local data_storage_ UTABLE_B =)LocalStorage::
{struct_local data_storage UTABLE_%4 *)LocalStorage::

std: :system_eg
std::i0s_base
std: :basic_st
std: :basic_st
std: :

std::

ModuleRemotek
IPTExternChan
ProcessRetran
ProcessRetran
WinHttp:: uft
std: :trl1::_Re
Cryptor:: uft
ILocalDatasto
LocalStorage:
LocalStorage:
ReservedApi::

CUnknown<IClals

CUnknown<I0bj

“uftable’;

“uftable’;
“uftable"{ for

‘:} Please enter text

Please edit the type dedaration

struct struct_local_data_storage
{
struc oca ata_storage_| *Y
struct local data stura e UTABLE 4 *uftbl 1
pa 1le_
B?TE gapn[1u]
int field _3;
int Fleld_u;
_BYTE gap28[4];
__int16 path_file 2;
_BYTE gap26[14];
int field 6;

| Ok | | Cancel

void

#32, woid =a3d, int a4, int a%,

“ILocalDataStorage"};

int a6,

“_} Please enter text

[S5)

Please edit the type dedaration

dstruct struct local data storage UTABLE @ |

1
int sub_18818118;
int sub_18818248;
int sub_1868183C8;
int sub_188184D0;
int sub_188171B0;

OK | | Cancel

‘-;‘ Please enter text

==)

Please edit the type dedaration

LY
int sub_188176E8;
int sub_18817728;
int sub_18817760;
int sub_18817838;

| OK | | Cancel

l*struct struct_local_data_storage UTABLE_4 I i

m

int a¥)




HexRaysCodeXplorer: v1.7 [NSEC Edition]

* Automatic virtual table identification
* Support for IDA Pro x64

* Bugfixes
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HexRaysCodeXplorer: Next plans

* Switch to IdaPython

nse



Why python?

import idaapi

class ( ):
def __init_ ( s s ):
idaapi.ctree_visitor_t. init_ ( , idaapi.CV_FAST | idaapi.CV_INSNS)
.dumper = dumper
.cfunc = cfunc
return

def ( ,
print ins.opname
return

class (object):
def __init_ ( ):
.ret = {}

def ( s ):
f = idaapi.get_func(ea)
cfunc = idaapi.decompile(f)
visitor = CTreeNisitor( , cfunc)
visitor.apply to(cfunc.body, )

def O:
dump = CAstDumper()
dump .dump(here())
if __name__ == "_main__"'
main()




HexRaysCodeXplorer: Next plans

* Switch to IdaPython

* Further research & development:

-- find cross-references to
object attributes

-- handling nested structures

-- code similarity based on data
flow analysis

< %

AV
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Thank you for your attention!
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