CodeSecret Security Report

Repository Secret Exposure Assessnent

Target: https://github. com exanpl e/ acne- api
Scan W ndow. 2026-04-13T01: 30: 00Z to 2026-04-13T01: 30: 21Z

Ri sk Score Total Findings Fi | es Scanned
30/ 100 7 482
Moder at e Verified 3 21.17s

Executive Sunmary

CodeSecret anal yzed 482 files and found 7 potential secrets (3 verified). Sources:
filesystem=4, git history=2, pattern=1. Current exposure is Mderate (30/100) with 3
critical and 0 high-severity secret classes requiring urgent rotation.

Severity Breakdown

3 0 0 0

Fi ndi ng Sour ces

4 2 1 0

Technol ogi es Detected

Pyt hon pyproject.tonml, src/main.py
Docker Dockerfil e, docker-conpose.ym
Terraform infra/main.tf

Top Secret Findings

AWS Access Key 3
G t Hub Token 2
Heuristic token in URL paraneter 1
Private Key 1

Finding Details

T S 20 7 T

AWS Access Key confi g/ dev. env AKI Al OSFCDNN7 EXAMPLE

AWS Access Key confi g/ stagi ng. env 14 No Gt AKI A

AWS Access Key confi g/ prod. env 11 No FS AKI AXKXXXXXYYYYYYYYY

G t Hub Token scripts/rel ease. sh 8 No FS ghp_1234567890abcdef ghi j kl mopgr st
G t Hub Token ci /depl oy. ym 33 Yes Gt ghp_abcdef ghi j 1234567890mopgr st uv
Private Key keys/id_rsa 1 Yes FS

Heuristic toke... src/client/api.ts 44 No Pattern -



Priority Actions

1. Rotate and revoke all verified secrets i mediately.

2. Purge exposed credentials fromgit history and i ssue trackers.

3. Move all runtine secrets to a nmanaged vault with environnment injection.
4. Enable fail-on-findings in Cl to block future secret |eaks.

Renedi ati on Overvi ew

AWS Access Key (CRITICAL)

Exposed cl oud credentials can allow attackers to access infrastructure and data.
I mredi ate fix: Rotate/revoke keys i medi ately.

Gt Hub Token (CRITI CAL)

Repo tokens may all ow source exfiltration, package tanpering, and pipeline abuse.
I medi ate fix: Revoke token now.

Private Key (CRITICAL)

Leaked private keys can grant direct server or service access.
I medi ate fix: Rotate key pair.



