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PS:\> Get-DomainUser -LDAPFilter ' (samaccountname=riccardo)’

* Riccardo Ancarani

* Security Consultant @F-Secure

* Team member of:
* Active Directory Security Review (ADSR)
e Attack Path Mapping (APM)
* Purple Team

* Verystrong Tuscan accent

* Pagliaccio su Twitter (@dottor_morte)



The aim of this presentation is to understand common persistence TTPs against Active
Directory.
We will:

Analyse and dissect the most used persistence techniques
* Discuss common attacker’s pitfalls

* Create detections around the techniques and pitfalls

* Deploy deceptions

* Prevent, where possible

DISCLAMER: Not every detection will be applicable to your environment, we do understand
that some techniques require a enhanced level of logging that might not always be
production ready



Today’s Agenda:

e Whatis Active Directory (AD) * Prevention is dead: Long Live Prevention
* Why you should defend it * Common pitfalls
e Detection vs Prevention * Red Forest (ESAE Architecture)
e ADTTPs * Password Audit
* DCSync * BloodHound Audit

 AdminSDHolder
* Ticket Forgery
* DSRM

* Skeleton Keys
* DCShadow



What is Active Directory?

Active Directory (AD) is a collection of services that
provide:

Centralised management through Group Policy
Objects (GPOs)

Resource Location via DNS

Directory Service via LDAP

Centralised authentication via Kerberos
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Why you should defend it

Active Directory is responsible for managing
every domain-joined asset, like your laptop, the
CEO’s laptop and other business critical server.
Most of the time, if an attacker compromises AD it
means that they have full control over the entire
company and are in a position to cause a serious
business damage.

Office 365

Microsoft Azure
Active Directory



Defending Active Directory is hard and required deep technical knowledge
in multiple fields and offensive techniques.

Just a small subset of the techniques are mapped to the ATT&CK framework,
there is no de-facto knowledge base for attacker’s actions:

* Blog posts
* Twitter

* Paid training (SpectreOps, MDSeC, secure)
o« 277

Moreover, threat eradication after a full compromise can be a madness, as AD
offers hundreds ways of establishing persistence.



Detection vs Prevention

Detection: Being able to identify an active threat within an environment
Prevention: Stopping the threat before they have the ability to cause any harm

A common trend is to focus on detection; in general, prevention can be hard to
maintain and some times unfeasible against modern adversaries. However, when
we talk about AD things change:

Detection and prevention should receive the same attention, focus on only one aspect
will leave your environment exposed.

For each TTP, we will provide both.
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DCSync

&/ mimikatz 2.1.1 x64 (oe.eo0)
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DCSync

Domain Administrators and other well-known
privileged groups can perform DCSync.
However, every user that has the following ACLs
over the domain object can do the same:

* Replicating Directory Changes
* Replicating Directory Changes All
* Replicating Directory Changes In Filtered Set

L e I I mAd s terdy s Aem D=1 "7)0
nttps.//adsecurity.org/?p=1/2%9

isengard.local Properties ? X
General Managed By Object Securty Attribute Editor
Group or user names:
& OGCWLPT1000002 A
& AZRWVIR1000000

Domain Admins (ISENGARD\Domain Admins)
$2 Domain Controllers (ISENGARD\Domain Controllers)

82 Enterprise Read-only Domain Controllers {ISENGARD\Entempris...

S2 Enterprise Admins (ISENGARD\Entemrise Admins) v
Add... Remove
Pemissions for Domain Admins Allow Deny
Reanimate tombstones ] B
Replicating Directory Changes ]
Replicating Directory Changes All []
Replicating Directory Changes In Filtered Set []
Replication synchronization [ |
For special pemmissions or advanced settings, click e
Advanced.
OK Cancel Apply Help




DCSync

From a persistence perspective, this translates to an attacker that already
compromised our environment and added the "DCSync ACLs” to a
principal they control. What we can do now is the following:

* Detect when a DCSync attack happens
* Prune ACLs to remove DCSync rights from unwanted principals



DCSync: Detection

Detection of DCSync can happen in two ways:
* Analysing network traffic
* Enabling auditing on the domain object and look for specific event IDs



DCSync: Detection

From a network traffic perspective,
DCSync generates DCE/RPC traffic.

The incriminated RPC method is
DsGetNCChanges.

Usually invoked between domain
controllers to ensure data
consistency. If generated from a non
DC host should be considered
suspicious.

o0

4w & ©

£ vmnet1

MR QessEF L= H @ aQa i

I tcp.stream eq 6

m '] Expression... ok
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No.

Time

1229 19.5116..
1230 19.5116..

1232 19.5118..
1233 19.5124..

1245 19.5578..
1247 19.5579..
1248 19.5579..

1250 19.5581..
1251 19.5588..

Source

172.16.119.1
172.16.119.1

172.16.119.1
172.16.119.1

172.16.119.14

172.16.119.1
172.16.119.1

172.16.119.1
172.16.119.1

Destination Protocol

172.16.119.140 TCP
172.16.119.140 TCP

172.16.119.140 TCP
172.16.119.140 TCP

0 172.16.119.1  TCP

172.16.119.140 TCP
172.16.119.140 TCP

172.16.119.140 TCP
172.16.119.140 TCP

Length

Info

66 54034 - 49667 [ACK] Seq=34.
66 54034 - 49667 [ACK] Seq=34.

0
66 54034 - 49667 [ACK] Seq=34.
66 [TCP Window Update] 54034 .

a-34.

20=30.

1514 49667 - 54034 [ACK] Seq=30.

66 54034 - 49667 [ACK] Seq=34.
66 54034 - 49667 [ACK] Seq=34.

66 54034 - 49667 [ACK] Seq=34.
66 [TCP Window Update] 54034 .

Frame 1189: 406 bytes on wire (3248 bits), 406 bytes captured (3248 bits) on interface @
Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: Vmware_f5:11:74 (00:0c:29:f5:11:74)

Internet Protocol Version 4, Src: 172.16.119.1, Dst: 172.16.119.140

Transmission Control Protocol, Src Port: 54034, Dst Port: 49667, Seq: 32667, Ack: 288423, Len: 340
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FragLen: 340,
DRSUAPI, DsGetNCChanges

0000 00 Oc 29 f5 11 74 00 50 56 c@ 00 01 08 00 45 02
0010 01 88 00 00 40 00 40 06 f2 bf ac 10 77 01 ac 10
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. --w.-.




DCSync: Detection

Event ID 4662 (an operation was
performed on an object) can be used to
spot DCSync activities.

To enable it: Computer Configuration
-> Windows Settings - > Security
Settings -> Local Policies -> Audit
Policies -> Audit Directory Service
Access

Event 4662,|Microsoft Windows security auditing.

General Details

Security ID:
Account Name:
Account Domain:
Logon ID:

Object:
Object Server:
Object Type:
Object Name:
Handle ID:

Operation:
Operation Type:
Accesses:

Access Mask:

ISENGARD\Administrator
Administrator

ISENGARD

x2C1CSE

DS

domainDNS
DC=isengard,DC=local
0x0

Object Access
Control Access

0x100

Control Access

roperties:
{1131f6aa-9c07-11d1-f79f-00c04fc2dcd2}
{19195a5b-6da0-11d0-afd3-00c04fd930c9}




DCSync: Detection

Look at the properties of the event:
The property {1131f6ad-9c07-
11d1-£79f-00c04fc2dcd2}

corresponds to DS-Replication-Get-
Changes-All.

Event not generated from a DC? Look
at the ‘Security ID’ field in the event.

Event 4662,|Microsoft Windows security auditing.

General Details

Security ID: ISENGARD\Administrator
Account Name: Administrator
Account Domain: ISENGARD
Logon ID: x2C1C9E
Object:
Object Server: DS
Object Type: domainDNS
Object Name: DC=isengard,DC=local
Handle ID: 0x0
Operation:
Operation Type: Object Access
Accesses: Control Access
Access Mask: 0x100
roperties: Control Access
{1131f6aa-9c07-11d1-f79f-00c04fc2dcd2}
{19195a5b-6da0-11d0-afd3-00c04fd930c9}




DCSync: Bypass

This detection can be bypassed if an attacker performs a DCSync using a Domain
Controller computer account &

An example with Cobalt Strike:

beacon> execute-assembly /mnt/hgfs/Downloads/Tools/Rubeus.exe askigt /user:DCO1$ /rc4:09d6144033bf83ad4af1409d13950cc3 /ptt

[*] Tasked beacon to run .NET program: Rubeus.exe askigt /user:DC01$ /rc4:09d6144033bf83ad4a01409d13950cc3 /ptt
[+] host called home, sent: 318133 bytes

[+] received output:

v1l.5.0
Action: Ask TGT

1 Using rc4_hmac hash: 09d6144033bf83ad4a01409d13950cc3
] Building AS-REQ (w/ preauth) for: 'isengard.local\DCO1$'
1 TGT request successful!

base64(ticket.kirbi):




DCSync: Bypass

7  Filtered: Log: Security; Source: ; Event ID: 4662. Number of events: 8

Keywor... Date and Time Source EventID TaskC..
<, Audi... 13/06/2020 12:34:21 Micros... 4662 Directo...
M M <, Audi... 13/06/2020 12:34:21 Micros... 4662 Directo.,.

In general, detection of actions performed by

L Audi... 13/06/2020 12:23:38 Micros... 4662 Directo...

computer accounts in general are more ‘lax” and 9 s 106200 122158 Mo _dt? Diecin. N

Event 4662, Microsoft Windows security auditing.

can bypass basic or default SIEM rules. —

However, if you impersonate another DC account e nothing happens ol 2
J J
. it Subject:
no event will be generated at all 2a Secy iy
g b Account Name: DCO1$
Account Domain: ISENGARD
Logon ID: 0x33A0C
Object:
Object Server: DS
beacon> dcsync isengard.local ISENGARD\saruman Object Type: computer L L v
[*] Tasked beacon to run mimikatz's @lsadump::dcsync /domain:isengard.local /user:ISENGARD\saruman ' '
[+] host called home, sent: 417354 bytes Log Name: Security
[+] received output: . . . o, .
S : M ft Wind L d: 13/06/2020 12:34:21
[DC] 'isengard.local' will be the domain ouree \crosoft Windows secunity  Logge i f
[DC] 'dcel.isengard.local' will be the DC server Event ID: 4662 Task Category: Directory Service Access
[DC] 'ISENGARD\saruman' will be the user account Level: Information Keywords: Audit Success
. User: N/A Computer: dc01l.isengard.local
Object RDN : saruman OpCode: ko

** SAM ACCOUNT ** More Information: Event Log Online Help

SAM Username : saruman

User Principal Name : saruman@isengard.local

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00010200 ( NORMAL_ACCOUNT DONT_EXPIRE_PASSWD )
Account expiration

Password last change : 13/04/2020 11:16:39
Object Security ID : $-1-5-21-2861894363-4105861430-582032721-4420
Object Relative ID : 4420

Credentials:
Hash NTLM: bldf6b55f3631c¢31887907fb22c2a66b



DCSync: Prevention

With prevent a DCSync in this case, we mean
removing the ability of an attacker of abusing
the DCSync rights gained after a full
compromise.

We will do it using the BloodHound
framework.

AUTHENTICATED USERS@ISENGARD.LOCAL

¥ GenericWrite ?
™ T ———e o

ADMINISTRATORS@ISENGARD.LOBRVER OPERATORS@ISENGARD.LOCAL

%ENGARD LOCAL
..

U ERPRISE ADMINS@ISENGAR

BACKUP OPERATORS@ISENGARD.LOCAL

OPERATORS@ISENGARD LOCAL

MemberOf ‘O

C ————

RD.LOCAOMAIN ADMINS@ISENGARD

PRINT OPERATORS@ISENGARD. LOCAL

MemberOf e

C E——— P
01.ISENGARD.LOCAL DOMAIN CONTROLLERS@ISENGARD.LOCAL

s0¥
‘-’

GROUP POLICY CREATOR OWNERS@ISENGARD.LOCAL




DCSync: Prevention

BloodHound will allow us to identify

relationships between AD principals and find

control paths of privileged entities. Can be

used by:

* Redteamers to identify privilege escalation
paths

* Blue teamers to evaluate the security
posture of their environment

https://qithub.com/BloodHoundAD/BloodHound




DCSync: Prevention

Three main components:

* Theingestor, a C Sharp based software that
must be executed in order to gather all the data,
no admin privileges required &

* The database server, which will contain all our
data (neo4j)

 The BloodHound Ul, an Electron app that
provides an interface to the database server

https://qithub.com/BloodHoundAD/BloodHound




DCSync: Prevention

Using BloodHound, we will be able to find all the AD
principals with DCSync rights, including our
attacker.

https://github.com/BloodHoundAD/BloodHound




DCSync: Prevention

= ISENGARD.LOCAL
Database Info Node Info Queries

old
Foreign Members

One of the pre-built queries will help you
finding all the principals with DCSync rights: Forin Gones

Foreign Admins
Foreign GPO Controllers

Inbound Trusts

* Onthetop-leftsearch bar, type: Cactve inbound Tt
domain:<YOUR DOMAIN NAME > e T

Effective Outbound Trusts

d C||Ck the domain ObjeCt and ”NOde /nfO” First Degree Controllers

First Degree Controllers

* “Calculated Principals with DCSync UnrolledGontrollrs

Trancitiva Cantrallare
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Calculated Principals with DCSync Privileges

Privileges”
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GARD.LOCAL ISENGARD.LOCAL
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Pictures
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DCSync: Exercise

* Runthe BloodHound ingestor in your domain

* Upload the data en-pastebinandsendmethelinkon the BloodHound Server

* Find all the principals with DCSync rights

* (bonus) Using the Active Directory Users and Computers (ADUC) remove the
unnecessary ACLs (f careful, can break stufff)



AdminSDHolder

] Active Directory Users and Computers [dcO1.isengard.local]
| Saved Queries

v i isengard.local

AdminSDHolder is a security feature that ensures that a I Sect e com

template of “safe” ACLs is applied to protected groups such ! Buitin

| Computers

as “Domain Admins” and so on. The template used for the 51 Domain Controllers

~| ForeignSecurityPrincipals
ACLs is taken from the SDDL of the AdminSDHolder object 51 Grouper-Groups
. | Keys
|tse|f | LostAndFound
| Managed Service Accounts
o People
. . . . | Program Data
The ACLs are restored periodically by the Security Descriptor B Quarantine
. o | Stage
Propagator (SDPROP) process every 60 minutes o B System
| AdminSDHolder
| ComPartitions
~| ComPartitionSets
| DomainUpdates
| IP Security
| Meetings
~| MicrosoftDNS
| Policies
| RAS and IAS Servers Access Check




AdminSDHolder: Abuse

] Active Directory Users and Computers [dc01.isengard.local]
| Saved Queries
v i isengard.local

But who protects the ACL of AdminSDHolder itself? ) Sechnacom
No one! j Builtin
| Computers

2 | Domain Centrollers
| ForeignSecurityPrincipals

In fact, an attacker with administrative rights can modify the i1 Grouper-Groups

| Keys
ACLs of AdminSDHolder and after the next SDPROP cycle 3 LostAndFound

| Managed Service Accounts
they will be applied to all the privileged groups. 2 People t

| Program Data

2 | Quarantine

o Stage

v [ | System

| AdminSDHolder
~| ComPartitions
~| ComPartitionSets
| DomainUpdates
| IP Security
| Meetings
| MicrosoftDNS
| Policies
| RAS and IAS Servers Access Check




AdminSDHolder: Abuse

The ACL that an attacker can apply to AdminSDHolder are, in general, the same ACLs that are
well-known to be abusable.

Examples are:

* GenericWrite

* GenericAll

* Force Change Password
* Add Member

e ...and many more

It would be tedious to discuss all of them, but in a nutshell:

If an attacker can configure arbitrary ACLs on an object (user, computer, group, OU) they can
most likely compromise it.



AdminSDHolder: Detection

There are different strategies for detecting
such attacks and they are mainly divided

Into two categories:
* Real time detections

* Auditing on the AdminSDHolder

object

* Periodic scanning of dangerous ACLs
* Periodic scanning of AdminCount=1

users

* Baselining of your environment

Event 4662, Microsoft Windows security auditing.

General Details

An operation was performed on an object.

e Who did it

Subject:
Security ID: ISENGARD\Administrator
Account Name: Administrator
Account Domain: ISENGARD
Logon ID: 0x3AC56
Object:
Object Server: DS
Object Name: CN=AdminSDHolder,CN=System,DC=isengard,DC=local
Handle ID: 0x0
Operation:
Operation Type: Object Access
Accesses: WRITE_DAC
Access Mask: 0x40000 To what
Properties: WRITE_DAC
Log Name: Security
Source: Microsoft Windows security Logged: 13/06/2020 12:25:11
Event ID: 4662 Task Category: Directory Service Access
Level: Information Keywords: Audit Success
User: N/A Computer: dc0l.isengard.local
OpCode: Info

More Information: Event Log Online Help

A




AdminSDHolder: Detection

It is possible to use BloodHound to identify dangerous ACLs that an attacker may have
configured (very useful to find misconfigurations in general, not just persistence)

AdminSDHolder does not exist within BloodHound, but since its ACLs are propagated to
protected groups, we will see them applied to “Domain Admins” (as an example)



AdminSDHolder: Detection

Local Admin Rights

First Degree Local Admin

Group Delegated Local Admin Rights
Derivative Local Admin Rights

Execution Privileges

First Degree RDP Privileges

Group Delegated RDP Privileges
First Degree DCOM Privileges
Group Delegated DCOM Privileges

Outbound Object Control

First Degree Object Control
Group Delegated Object Control
Transitive Object Control

Inbound Object Control

Explicit Object Controllers
Unrolled Object Controllers WriteDacl
Transitive Object Controllers

Notes DOMAIN ADMINS@ISENGARD.LOCAL

Ge“er'\cA\\

FRODO@ISENGARD.LOCAL

Pictures
Drop pictures here to upload!




AdminSDHolder: Exercises

Check the ACLs of AdminSDHolder in your env, make sure it’s not messed up (lab or real
life), you can use BloodHound or ADUC

* (optional) Enable auditing on AdminSDHolder and write a detection for ACL write (see
previous slides)



Ticket Forgery

Defined as the act of crafting a Kerberos ticket in order to impersonate another AD
principal. We can have:

» =8 Golden Tickets =" : forging TGT to impersonate any user to access any service
 Silver Tickets: forging TGS to access a specific service while impersonating any user

A recap on Kerberos tickets, it’s going to be quick | promise...



Ticket Forgery: Golden Tickets

* Ticket Granting Tickets (TGTs) are signed using the krbtgt password hash
* Ticket Granting Service (TGS) can be signed using the service account password hash

Domain Controller

Interaction bypassed with golden

(present TGS for access)

M .
mutual authentication is requested

=

Application Server

*Photo taken from https://adsecurity.org/?p=1515



Ticket Forgery: Golden Tickets

With Mimikatz, it is possible to forge a Golden Ticket using the following command:

kerberos: :golden /krbtgt:84E67ADE7426FAEB743D0F4437F7122F
/domain:isengard.local /user:Administrator /sid:S-1-5-21-
3623811015-3361044348-30300820

* /krbtgt:84E67ADE7426FAEB743D0F4437F7122F isthe NTLM hash of
krbtgt

* /domain:isengard.local isthetargetdomain

e /user:Administrator isthe userwe wanttoimpersonate

e /s8id:S5-1-5-21-3623811015-3361044348-30300820 istheSID of the

target domain



Ticket Forgery: Golden Tickets

Detecting forged ticket is hard, the main ways you can approach it are:

Weird stuff happening with encryption levels (ATA has an encryption downgrade
event)
Detect when the ticket gets used on the endpoint, by parsing logon sessions and
the various tickets and look for anomalies such as

* Expiration times not matching current Kerberos policy

* Logon session with tickets belonging to different users (possibly using old

encryption algs)

Using some form of user behavioral analytics on administrative accounts



Ticket Forgery: Golden New Search
Tickets index="ad_hunting" EventCode=4769 TicketEncryptionType!=0xffffffff | regex user!=(.*)\$ | stats count All time » n

user,TicketEncryptionType

v 3,304 events (before 04/06/2020 04:14:39.000) No Event Sampling v Job ¥ > & 4 4 Fast Mode v

Exa m p |e Of e n C ry pti O n Events Patterns Statistics (12) Visualization

d d t. .t 20 Per Page ¥ # Format Preview v
g y user ¢ 7 TicketEncryptionType < s count+ ~
Administrator@TEST.LOCAL 0x12 2451
I Administrator@TEST.LOCAL 0x17 7 I
Administrator@test.local 0x12 52
Database@1@TEST.LOCAL 0x12 206
Database@1@test.local 0x12 4
e Ticket Encryption Type: [Type = HexInt32]: the cryptographic suite that was used for issued TGS. 0xi2 8
0x12 347
Type Type Name Description ox17 10
. . . . 0x12 176
0x1 DES-CBC-CRC Disabled by default starting from Windows 7 and Wisidows Server 2008 R2.
0x17 10
0x3 DES-CBC-MD5 Disabled by default starting from Windows"/ and Windows Server 2008 R2. 0x12 4
0x12 29

0x11 AES128-CTS-HMAC-SHA1-96 Supported starting from Window's Server 2008 and Windows Vista.

0x12 AES256-CTS-HMAC-SHA1-96 Supported starting frein Windows Server 2008 and Windows Vista.

0x17 RC4-HMAC Default suite for operating systems before Windows Server 2008 and Windows Vista.

0x18 RC4-HMAC-EXP Default suite for operating systems before Windows Server 2008 and Windows Vista.




Ticket Forgery: Golden Tickets

C:\Users\Administrator\Desktop> .‘\Rubeus.exe triage /service:krbtgt

E— |
Mimikatz default TGT EndTime is |SasiiaiEik —|- —
10 years (can be easily changed) ) —/

ion: Triage Kerberos Tickets (All Users)

Target service : krbtgt

C:\Users\Administrator'\Desktop> .‘\Rubeus.exe triad Current LUID : 0x2bd08

\ | | LUID | UserName | Service
O e e e -
T 111 N\ Y. ) 0x2bd08 | Administrator @ isengard.local | krbtgt/isengard. local 02/06/2030 14:36:31 |
NN T2 T 1D ) I Il | | 0Ox3e4 | dc01§ @ ISENGARD. LOCAL | krbtot/ISENGARD.LOCAL | u4yunyzucu cz:33:42 |
_| '|;| /| /| ) /( f 0x29587 | DCO1§ @ ISENGARD. LOCAL | krbtgt/ISENGARD.LOCAL | 04/06/2020 21:54:13 |
' Ox3e7 | dc01§ @ ISENGARD. LOCAL | krbtgt/ISENGARD.LOCAL | 04/06,/2020 21:5 |
e

C:\Users\Administrator\Desktop> _

ion: Triage Kerberos Tickets (All Users)

| Target service : krbtgt
| Current LUID : 0x2bd08

| Administrator @ ISENGARD.LOCAL | krbtgt/ISENGARD.LOCAL | 05/06/2020 00:34:30 |
Ox3e4d | dc01$ @ ISENGARD.LOCAL | krbtgt/ISENGARD.LOCAL | 04/06/2020 22:53:42 |
| DCO1S @ ISENGARD.LOCAL | krbtgt/ISENGARD.LOCAL | 04/06/2020 21:54:13 |
| dc01$ @ ISENGARD.LOCAL | krbtgt/ISENGARD.LOCAL | 04/06/2020 21:54:13 |



Ticket Forgery: Golden Tickets
Behavioral monitoring can help us spotting usage of golden or silver tickets:

* Events related to a user being generated from a workstation they never accessed
* Events related to a user generated at odd hours

Easy to say, hard to implement.
Can be a good start to baseline only privileged users.



Ticket Forgery: Golden Tickets

In case you have evidences of an attacker that managed to compromise your domain, reset
the krbtgt password twice. Why twice?

The KRBTGT account is disabled and stores the current password as well as the previous one. The KRBTGT password
hash is used to sign the PAC in Kerberos tickets as well as encrypt the TGT (Authentication ticket). If a ticket is
signed/encrypted with a different key (password) then the DC (KDC) is expecting, it checks the KRBTGT previous
password to see if that is successful. This is the reason why both passwords are kept.

Source https://adsecurity.org/?p=1515



Ticket Forgery: Golden Tickets Foc_wemzze:

mov edx, 1Ch

You can change the krbtgt password to a

v

dummy random one, the system will take Loc_tsoptszsr:
care of assigning to the user a random one —
(replication must be enabled, see Loc_186048245;
1 | : ) ;:2 £:Z:‘1,1;2f‘;8004324F
moQ: [rax], cx|
v4

| =

It is recommended to reset the krbtgt

loc_18004B24F:

add ecx, risd
(j | add rax, 2
paSSWOr at eaSt Once a year cmp ecx, OEh
jb short loc_18004B246

i = . I
lea rax, [rbp+var_30]
mov [rsp+80h+var_58], ri4
xor rod, rod
mov [rbp+var_38], rax
lea r8, [rbp+var_40]
mov [rbp+var_40], 1C001Ch
lea rdx, word_180082DD0@
mov dword ptr [rsp+80h+var_60], rilad
mov rbp+var_50[, eax
test eax, eax
jns short loc_18004B2F0@

kdcsvc!KdcUpdateKrbtgtPassword



Ticket Forgery: Silver Tickets

As a reminder, Silver Tickets allow an attacker to access a system while impersonating an
arbitrary user using a specific service.

Example:

An attacker that compromised a file share server would be able to use a silver ticket to

access again the system (and only that system!) while impersonating any user within the
domain.



Ticket Forgery: Silver Tickets

kerberos: :golden /domain:dollarcorp.moneycorp.local /sid:S-1-
5-21-268341927-4156871508-1792461683 /target:dcorp-
dc.dollarcorp.moneycorp.local /service:HOST
/rcd:6f5b5acaf7433b3282ac22e2le62ff22 [/user:Administrator /ptt

e /rcd: 6f5SbbSacaf7433b3282ac22e2le62f£f22 isthe NTLM hash of the
computer account

e /domain: dollarcorp.moneycorp.localisthetarget domain

e /user:Administrator isthe userwe wanttoimpersonate

e /s8id:S-1-5-21-268341927-4156871508-1792461683 istheSID of the target
domain

e /target: dcorp-dc.dollarcorp.moneycorp.local isthe FQDN ofthe

target computer account



Ticket Forgery: Silver Tickets

While golden ticket provide an easier way of maintaining persistence as only few people
change krbtgt password, with silver ticket it’s a bit different. In fact, computer

accounts rotate their password every 30 days persistence opportunities are limited
...or not?



Ticket Forgery: Silver Tickets

Key points to remember:

Every computer joined to AD has an associated computer account object

By default, computer should change their password every 30 days -> Not actually
enforced and can be disabled by a GPO (Domain member: Maximum machine account
password age)

Password change can be disabled locally with
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Net

logon\Parameters\DisablePasswordChange = 1

Can also be disabled using the “Domain controller: Refuse machine account password
changes” and “Domain member: Disable machine account password changes” GPO
settings



Ticket Forgery: Silver Tickets

As we saw, a lot of opportunities to mess with computer passwords. What can we do?
* Periodically audit GPO settings (Get-GPOReport —-All —-ReportType Xml -
Path C:\report.xml)andgrep fordangerous settings

* Audit the registry key associated with the password change

Despite the fact that the registry key we showed is controlled by the “Domain member:

Disable machine account password changes” setting and therefore the GPO configuration
takes precedence, attackers can bypass it:



Ticket Forgery: Exercises

* Onyour Domain Controllers, export the GPO settings in an XML file and grep for:
* DisablePasswordChange

* RefusePasswordChange

* Enable auditing on:
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Net

logon\Parameters\DisablePasswordChange
* Checkwhenthe krbtgt password was last changed in your domain



DSRM

Directory Services Restore Mode is a break glass mechanism used to repair Domain
Controllers.

The password you configure for DSRM is associated with the local “Administrator”
account on the domain controller (NOT the Domain Administrator).

An attacker that compromised the domain/forest can extract the DSRM password and
use it to Pass-the-Hash and log into the domain controller as an administrator.



DSRM

However, adversaries need to modify the registry key before being able to use the
DSRM account without rebooting the DC (not the most opsec technique &) located at
HKILM\System\CurrentControlSet\Control\Lsa\DSRMAdminLogo

nBehavior

The values can be:

* 0O, the account can be only used in the DSRM mode

* 1, the account can be used only if the AD services are not running
* 2, theaccount can always be used, discouraged by Microsoft



DSRM

The most promising detection opportunity

is to audit for changes in this registry key I oL
Domain : DCO1
: 16c48a561dd221871ae328c3aa486e68
: 5-1-5-21-578449316-4247154012-2592114742

: 43bb5a382e3dbd6a3269f26ead587572

N T aTatalas B A -FaTah!

: Administrator
NTLM: ea3304523627a00f1825265652677fccC

: 000001f5 (501)
: Guest

: 000001F7 (503)
DefaultAccount

C:\Users\Administrator>reg add HKLM\System\CurrentControlSet\Control\Lsa /v DSRMAdminLogonBehaviour /t REG_DWORD /d 2

The operation completed successfully.




DSRM: Exercise

* [nallyour DCs, check the
HKLM\System\CurrentControlSet\Control\Lsa\DSRMAdminLogo

nBehavior regqistry key and make sureit’s setto O
* Enable auditing of that registry key



Skeleton Key

The Skeleton Key is a persistence mechanism that patches DC'’s Isass.exe process with the
aim of adding a “master password” which the attackers can use to authenticate as any user
within the domain.



Skeleton Key

Deploying the skeleton key requires
administrator access to a Domain _ _ | _

) PS C:\Users\Administrator\Desktop> .‘mimikatz.exe
ContrO”er' ForteStlng purposes Can be . BEREE, mimikatz 2.2.0 (x64) #19041 May 19 2020 00:48:59

. 54 LEE A ##. "A La Vie, A L'Amour”™ - (oe.eo0)
Created as fO”OWS using Mlmlkatz: ## / \ #¢ /*** Benjamin DELPY ‘gentilkiwi’ ( benjamin@gentilkiwi.com )
## N\ [/ ## = http://blog.gentilkiwi.com/mimikatz
"## v ##' Vincent LE TOUX ( vincent. letoux@gmail.com )
=222 = http://pingcastle.com / http://mysmartlogon. com e

E)ITJ-\fj-J-GEQJ .. CiEEk)lng mimikatz # privilege: :debug
; Privilege "20" OK
misc: :skeleton

mimikatz # misc::skeleton
[KDC] data

[KDC] struct

[KDC] keys patch OK

[RC4] functions

[RC4] imit patch 0K

[RC4] decrypt patch 0K

mimikatz # _




Skeleton Key

From now on, we can log in as any user within the domain using the password “mimikatz”

The attack is based on patching the memory of Isass and therefore will not survive a
reboot of the DC.

EX Administrator: Command Prompt

Microsoft Windows [Version 16.06.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>net use z: \\dc@l.isengard.local\C$ mimikatz /user:saruman@isengard.local
The command completed successfully.




Skeleton Key

* Youshould have an EDR/AV able to prevent injection into LSASS
 Canenable , but can mess with non-signed LSA drivers and can be
bypassed using Mimikatz

* You could try to hunt for this by authenticating using the ‘mimikatz’ password but it’s a
weak detection

* Can be detected with encryption downgrade events
* This is because by design the Skeleton key needs to accept only RC4 encryption
types (both the original malware and Mimikatz)



Skeleton Key

Before the skeleton key patch, the account supports AES encryption (left image),

however, after the patch only RC4 can be used:

v

pvno: 5

msg-type: krb-as-rep (11)

padata: 1 item

» PA-DATA PA-ENCTYPE-INFO02
crealm: ISENGARD.LOCAL

cname
ticket

v enc-part

etype: | eTYPE-AES256-CTS-HMAC-SHA1-96 (18)}

kvno:

2

cipher: 5e2892e1¢293297¢c09e94a8cc6687d6d699d753ef8b9f6c8. ..

00 0c 29
00 8a 61
77 85 00
08 05 3d
67 fd 7b
9b 13 97
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df 9e cf

co
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Te
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)'S" )tE
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cempre e G
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................
=1 .Qt qn alnie
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» Record Mark: 1501 bytes

v as-rep

pvno:

5

msg-type: krb-as-rep (11)
crealm: ISENGARD.LOCAL

> Cname

> ticket

v enc-part
etype:
kvno:

eTYPE-ARCFOUR-HMAC-MD5 (23)

2

cipher: c4a0674acc86456e91b88ef6c0575d500a2751bc26c8eb9l. ..

0000
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0020
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Skeleton Key

We can use Rubeus from an external
machine to ask a TGT on behalf of a

user that was configured to support
AES encryption.

Normally, we should be able to obtain a
TGT.

Rubeus.exe asktgt /user:saruman /password:Betray2020! /dc:172.16.119.140 /domain:isengard.local /enctype:aes256

[*] Action: Ask TGT

| ing aes256_cts_hmac_shal hash: 7B506D3DF9043D675AF6825
] Building AS-REQ (w/ preauth) for: 'isengard.locall\saruma

+] TGT request successful!

*] base64(ticket.kirbi):

*

[
[
[
[

doIFRDCCBUCgAWIBBaEDAgEWo0TI ERDCCBEBhggQ8MITEOKADAGEFOR
IaADAgECORowGBsGa31idGdoGwSpc2VuZ2FyZCSsb2NhbKOCA/ gwgg
by9w91/Zrt1i1iqoS1ViCT+fo3WTSNh7yIQD8d3B13yroD3eKgI24G
wcTieP7/jHV2TQ5dBxDsYczomtXEr67QF sx800giGD2UIgCbhMWZ7M
zIjVD/IHjRssh3tg87kPpFh2WZ0enh7LoU+PmxsKpS@cAkybOhV2Ao
gQ12Tkjau3ALG77XMxC8BMhd+CONNWRKq2NGoiEMRbnDOUix90B7mW,
BWipLUH902z6rdCHS+aSZbMuILINzSTIRDRVKGN4YuCUCrtENFROOYA
UJa4Q3ipAy0SoCG+I11Ki7x+ITMVBFkhw8IZNAAMFQoIQScjZycsiB
p+JcOJAmpSAE1wAVOXCS5B2DTpnK/3ZrRPkG8f+7hxrDL6ACDh6OMVV
eEr6zWFpMSFo2KfUbSy/kd7HWIhOnZjtCcqtdcfSASUWS7TWGN1900
C+BqvWs5]1/vS4PEQWEVDqTqeaekpfboXtC/q/23mk8q50TEtAzEe/d
HDe2r4BtgPU49jS3AQI6Cr7EaHGepo@x+GT3+Y1MvcO8BS/uNa/SMX
v3KSLV2YY1gAlpjzYWh/br59106VWMIMYS59VzLYSDow+ERT@e0zDQg8,
evadmveic8WQ3IBTWowCcaWUQB8I6WKNLKWCEFSTz8AxxD6Zt+y2REa
hL6wys3CDFADMX83q+SXBaK4PBUK3GUNjkc+BTxNC/jwFPN2RmKGm9
7iLCt1F7CDHDk9hixCD6k8a9uoly98WmVBp41gmIrFPxNcr2afTudz
DSE8k9+zeokwhBZbntGHB4idz33z9dywlY+h5aT7Se@N4TVXszkyXq
IiDg3qlro9at4MxMEXRRBB3olbnjymLjZaipocTMO7n6vkx3KPwojC
uo7Njd19tTTdKOINDVFOVOsFNfjpw/3DfujYsL1uQGq4XqOB6zCBEK
MIHRMIHOOCswKaADAgESOSIEIB2crS5ZFyaG62gx0S9CMAHT3P8ITKN
QVIELkxPQOFMohQWEQADAZEBOQsWCRsHC 2Fydi1hbqMHAWUAQOEAAK
ERgPMjAYMDA2MDgWMDUSMTBapXEYDz IwMjAWN]EGMTQ10TEWWQEQGw
AwIBAqEaMBgbBmtyYnRndBsOaXN1bmdhcmQubGojYWw=

ServiceName
ServiceRealm
UserName
UserRealm
StartTime
EndTime
RenewTill
Flags
KeyType
Base64(key)

krbtgt/isengard.local
ISENGARD.LOCAL

saruman

ISENGARD. LOCAL

6/7/2020 3:59:10 PM

6/8/2020 1:59:10 AM

6/14/2020 3:59:10 PM

name _cannnicalize. nre authent, i
aes256_cts_hmac_shal

ALYVAIRAJUUI aucoLuLzgus L/ wl0Q2WNZH

saruman Properties

Member Of
Sessions

Published Certificates
Environment

Password Replication  Dialin

Remote Desktop Services Profile COM+

General  Address Account  Profle  Telephones

User logon name:

User logon name (pre-Windows 2000):
[ISENGARD\

@isengard local

saruman

Logon Hours... Log On To...

[] Unlock account

Account options:

Object
Remote control

Organization

1}

This account supports Kerberos AES 128 bit encryption.
This account supports Kerberos AES 256 bit encryption.

|| Do not require Kerberos preauthentication

Account expires

Cancel

Help



Skeleton Key

However, if we apply the patch and try
to ask another TGT, we should receive a
KDC ERR ETYPE NOTSUPP, that
means that the encryption we
requested is not supported.

A Rubeus.exe asktgt /user:saruman /password:Betray2020! /dc:172.16.119.140 /domain:isengard.local /enctype:aes256

[*] Action: Ask TGT

This is a good indicator for the Skeleton
Key as we know that the account we’re foee mmises s s oK.
using should support AES (because we e [eior] (R

configured it to do so!)




Skeleton Key: Exercises

* Configure a “honeypot” account in your domain that supports AES encryption

* Using Rubeus, from a non-DC host, try asking a TGT using the following
command:

Rubeus asktgt /user:honeyuser /password:Secretl23
/enctype:aes256 [/dc:DC IP] [/domain:DOMAIN.LOCAL]



DCShadow

It turns out, that in order to act as a Domain Controller
you don’t actually need to be one. What you really
need is:

e Acouple of RPC services

* Two SPNs

* Rights to modify the “Configuration” container

Complex technique to examine comprehensively, gives
the attackers enormous opportunities for persistence
without sending any logs to the real DCs™:

e Add SIDHistory
* Modify the Schema (edit the SDDL of LAPS
protected password for example)

THEY TOLD'ME | COULD
BE AHYTIIIHG WANTED

N %\

S0 1BEGAMEA




DCShadow: Detection

Event 4742, Microsoft Windows security auditing.

Event ID 4742 (computer account was changed) | coon oune

will be generated when the attacker will modify S
the SPN of the computer account that will be Subject: -
Security ID: ISENGARD\Admlnlstrator
promoted to DC. P o
Logon ID: 0x363F4
Computer Acc_ount That Was Changed:
The SPNs will be in the form: AccountName:  DQOIS
Account Domain: ISENGARD
Log Name: Security
@ GC / * Source: Microsoft Windows security Logged: 14/06/2020 16:14:12
Event ID: 4742 Task Category: Computer Account Management
o E 3 5 l 4 2 3 5 — 4 B O 6 — 1 l D :]_ —AB O 4 — Level: Information Keywords: Audit Success

User: N/A Computer: dc01l.isengard.local

OOCO4FC2DCD2/* OpCode: Info

More Information: Event Log Online Help




DCShadow: Detection

Event ID 5137 (A directory service object was created)
will be generated when the attacker creates a new DC

object. Look for
CN=Sites,CN=Configuration keywords.



DCShadow: Detection

Event ID 4929 (An Active Directory replica
source naming context was removed ) will
be generated from a non-DC machine

General | Details

An Active Directory replica source naming context was removed.

Destination DRA: CN=NTDS Settings,CN=DC01,CN=Servers,CN=Default-First-Site-
Name,CN=Sites,CN=Configuration,DC=contoso,DC=local

Source DRA:

Source Address: 2d361dd6-fc22-4d9d-b876-ec582b836458._msdcs.contoso.local
Naming Context: DC=contoso,DC=local

Options: 16640

Status Code: 0

Log Name: Security

Source: Microsoft Windows se« Logged: 8/27/2015 11:54:50 AM

Event ID: 4929 Task Category: Detailed Directory Service Re|
Level: Information Keywords: Audit Success

User: N/A Computer: DCO01.contoso.local

OpCode: Info

More Information: Event Log Online_

Copy

https://blog.stealthbits.com/detecting-dcshadow-with-event-logs/




What We Did Not Cover

* GPO Persistence -> Audit your GPOs periodically (Get-GPOExport tothe
rescue)

* General ACL Persistence (password resets and so) -> Audit your AD using
BloodHound

* Host based persistence -> It would take another 224429 talks to cover that
* Kerberos Delegation Persistence -> Audit using BloodHound and baseline



Prevention is dead: Long Live Prevention

Being able to detect this stuff is cool, however we must do as much as we can do
prevent attackers from gaining that type of access.

Securing everything can be impossible, but we can and should try



Common Pitfalls

* Poor passwords for service
accounts

* Admins logged on everywhere

* Fu@®edupACLs

Pathetic.




Common Pitfalls
HOW do We llllllllllllllfixllIIIIIIIIIIII them?

* |Implement tiering model and work
towards the red forest

* Periodically crack your own passwords

* Periodically perform BloodHound audits



Red Forest (ESAE Architecture)

The red forest is an architectural model proposed by Microsoft to secure on-
premise AD.

The main controls/strategies are:

* Implement administrative tier model

* Deploy a bastion forest

* Use Privileged Access Workstations for admins

* Restricted Admin mode for RDP where possible

* Deploy LAPS

* Deploy endpoint firewalls



Red Forest (ESAE Architecture)

Used to create containment zones, the administrative tier dictates how AD should

be divided into three different tiers:

e Tier O: Control everything in the environment, such as DCs, backup servers,
Domain Admins and so on

e Tier 1: Enterprise Servers and applications

e Tier 2: Control workstation and user devices

The main idea is to accept that an attacker would eventually breach your
perimeter and compromise a low level tier, but implement as many controls as
possible to block escalation to Tier O.



Red Forest (ESAE Architecture)

Control restrictions implemented
to block users from a lower-tier
to manipulate a higher-tier user.
ACLs are the most common s
example of control relationship.

Control

Lower Tier
Control

Higher Tier
Control

Example: A standard user should
not be able to reset a password of | !
a Domain Administrator e ‘. A

Only as required
by role




Red Forest (ESAE Architecture)

Logon restrictions are in place to
prevent privileged users to log into
lower tiers servers

Same Tier
Logon

Used to prevent credential theft,

usually implemented using logon e T
. . o ogon

restrictions via GPO —
Logon

Example: A domain admin should not Blocked
be logged into a standard user A

Only as required

workstation gl



Red Forest (ESAE Architecture)

An interesting exercise is to identify all the AD
principals that belong to Tier O:

* Domain Admins
* Enterprise Admins
e Allthe other risky groups (

)

* Allthe users with ACLs over the users/groups
above

* Allthe workstations the users/groups above
have a session

All the users that have admin access to
the workstations privileged users have
a session on

All the users that control OUs where a
privileged principal is



Red Forest (ESAE Architecture)

* Backup Servers

* Virtualisation Servers

* Admins of the above

* Allthe users with ACLs over AdminSDHolder

* Allthe users with ACLs over the domain object

* Allthe users that control GPOs applied to the
computers where a privileged user have a
session



Red Forest (ESAE Architecture)

Huge painin the ass to implement, creates a considerable management overhead,
expensive. However, even partial implementation will drastically increase the security
posture of your environment.

Not convinced? Take the last five reports of pentest that you did/received where Domain
Admin access was obtained. Would at least some of these controls prevent that?



Password Cracking

Weak passwords can be very problematic:
e Kerberoasting

* AS-REP Roasting

* Password Spray

* Responder

In our engagements, 90% of the times we get DA
because we cracked someone’s password




Password Cracking

How to start cracking your own passwords?

* Use a dedicated laptop, secured and isolated as much as possible
* DCSync yourself, either using Impacket or Mimikatz

* Using or ,do a first round of +

* Be ready to panic

If you don’t crack your passwords, someone else wil| i



Password Cracking

Commands to DCSync with Mimikatz:

log dcsync.csv
lsadump: :dcsync /all /csv

Using Impacket:

secretsdump.py -just-dc
TSENGARD/Administrator:PasswordPazzerellaxD@172.16.119.140 |
tee dcsync.csv



Password Cracking

Mimikatz:
cat dcsync.csv | awk '"{print $3}' > hashes.txt

Crack:
hashcat -m 1000 dcsync.csv ~/tools/password-

cracking/wordlists/rockyou.txt -r ~/tools/password-
cracking/rules/best64.rule

As you advance, use , different rules, keyboard runs and so on.



Password Cracking

Some clients have problems with cracking
user passwords, for legal reasons 22

You don’t necessarily need to crack the
passwords, since they’re hashed you can
compare them and identify password reuse

clusters (the bigger the clusteris, the dumber
the password)

With a few tweaks, can be integrated into
BloodHound:

SharesPasswordWith
SharesPasswordWith

Share. 5.
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BloodHound Auditing

It is also recommended to perform periodic
audits of your AD environment using
BloodHound.

Using the framework at its fullest require

considerable technical skills and time to learn.

We automated most of the basic checks with
the project available
on GitHub

Find all Users with Kerberos Pre-Authentication Disabled

This query will identify all the users with Kerberos pr enticati i It will be ible to obtain an AS-REP ticket on their behalf and attempt to
crack it. To execute the attack: Rubeus.exe asreproast

results returned from the query.

Find ACL Misconfiguration on GPO Objects
Control over a GPO object can be delegated.

No results returned from the query.

Shortest Path to Domain Admins

The following query will return the shortest paths to the Domain Admin group.

<HasSession Q

@
P~ HACKER LARANCARANI@HACKER LAB
ADMINISTRATOREHACKER LAB % g

2 Oy, B N
Ny ©,
%BTGT@HACKER.&D, )

DOMAIN USERS@HACKER.LAB

DOMAIN ADMINS@HACKER.LAB




BloodHound Auditing

From a blue team perspective, things you
could use BloodHound for:

* Find ACL misconfigurations

* Find computer where privileged users have

a session on
* Find privileged service accounts
* ..somany otherthings

No results returned from the query.

Find all Users with Kerberos Pre-Authentication Disabled

This query will identify all the users with Kerberos pr enticati i It will be ible to obtain an AS-REP ticket on their behalf and attempt to
crack it. To execute the attack: Rubeus.exe asreproast

No results returned from the query.

Find ACL Misconfiguration on GPO Objects
Control over a GPO object can be delegated.

No results returned from the query.

Shortest Path to Domain Admins

The following query will return the shortest paths to the Domain Admin group.

_HasSession Q

@
P~ HACKER LARANCARANI@HACKER LAB
ADMINISTRATOREHACKER LAB % g

2 Oy, B N
Ny ©,
%{BTGT@HACKER.L%), el

DOMAIN USERS@HACKER.LAB

DOMAIN ADMINS@HACKER.LAB




BloodHound Auditing

AD baselining using BloodHound & useful to find persistence via ACL/DCSync

MATCH p=(a)-[r]->(b)

SET a.old =1

S E T r ® O l d = l AUTHENTICATED USERS@ISENGARD.LOCAL ADM|N|STRATO§@ISENGARD.LOCAL
SET b.old =1

RETURN count (p) q

MATCH p=(a)-[r]->(b) WHERE NOT EXISTS(r.old) OR NOT EXISTS(a.old) OR NOT EXISTS(b.old) RETURN p

# Import the new data and then

MATCH p=(a)-[r]->(b)

WHERE NOT EXISTS(r.old) OR NOT EXISTS (a.old) OR NOT
EXISTS (b.old)

RETURN p



BloodHound Auditing

An alternative can be to use the “DirSync” feature.

DirSync is a mechanism to poll AD for changes from a previous state, can easily be used from
C#/PowerShell. Useful to detect:

* ACL Backdoors (AdminSDHolder)

* Group Membership Changes (monitor privileged groups)

* DCShadow Changes

\Users’\Administrator\Desktop> .\DirSync.exe
DN = CN=AdminSDHolder ,CN=System,DC=1sengard,DC=local
Detected ACL Chanae:
I NT AUTHORITY\Authenticated Users has GenericAll
] NI AUIAUKLIY\SYSIEM nas wenericall
BUILTIN\Administrators has WriteDacl
BUILTINYAdministrators has WriteOwner

BUILTIN)Administrators has ExtendedRight
ISENGARD\Domain Admins has GenericAll
ISENGARD\Enterprise Admins has WriteDac]
ISENGARD\Enterprise Admins has WriteOwner
ISENGARD\Enterprise Admins has ExtendedRight
\Users'Administrator'Desktop>




BloodHound Auditing: Exercise

As an exercise, using the BloodHound data
you previously gathered, identify all the
service accounts with high privileges in your
domain.

Example of cypher query:

MATCH p=(u:User {hasspn:
true})-[*1..]->(t {highvalue:
true}) RETURN p

o SQLAdmIn (49158)
C ——
m

()

HasSession @
e

HasSession
m =

@ SharesPasswordWith g SharesPasswordWitr o




Some other useful resources:

* Microsoft - Monitoring Active Directory for Signs of Compromise

* Microsoft - Audit Policy Recommendations

* Microsoft - Planning for Compromise

* Microsoft - Appendix L: Events to Monitor

e Microsoft - Active Directory administrative tier mode|

e F-Secure - Tending to The Red Forest: Considerations and Harsh Realities of a Red
Forest Implementation




