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Abstract

This document describes how to program firmware for MOC108, including two methods: programming by
UART, or programming by SPI.
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1. Programming by UART in Bootloader mode

This section is about how to upgrade application firmware by UART in Bootloader mode.

1.1 Connect the user UART

Power on the development board, and connect user UART to PC, and set serial terminal as below:

Serial Options
Port: COMS5 v Flow control
Baud rate: 921600 v [JoR/sR
[CJrrsfcTs
Data bits: 8 v []XC»UXOFF
Parity: None v
Stop bits: 1 v

Serial break length: | 100 5| milliseconds

1.2 Enter into Bootloader mode

Keep Boot button pressed, and then reset the board, and serial terminal will show below information:

MOC108 BOOTLOADER MENU

“Comamnd | Arguments | pescription
“read | <addresss <sizes | read flash
“write | <addresss T write flash
Terase | <addresss <sizes | erase flash
“boot | <modes | boot to APP, ATE or ac_
“reboor | 1 reboor

@ author : Snow Yang

@ version : 1.1.0

@ Date DoNow 32017 17:31:24

1.3 Get help command

Input help command , it will output help information:
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Comamnd | Arguments | Description
_________ +__________________+________________________
read | <address> <size> | read flash
_________ +__________________+________________________
write | <address> | write flash
_________ +__________________+________________________
erase | <address> <size> | erase flash
......... )
boot | <mode> | boot to APP, ATE or QC
_________ +__________________+________________________
reboot | | reboot

@ Author : Snow Yang

@ version : 1.1.0

@ Date : Nov 3 2017 17:31:24

$ help

read [address] [size]. read flash.

write [address] [size]. write flash.

erase [address] [size]. erase flash.

boot .boot to application.

reboot .reboot system.

$

1.4 Upgrade firmware

Input write [address] command, to use Ymodem protocol to program files into certain address(Start address)

in flash. (write command will erase and then program.) -

Input write 0x13200, to update application firmware, as below:

+ serial-com18 [E3

read | <address> <size> | read flash
_________ +________________-_+_______--_-_____________
write | <address> | write flash
_________ +__________________+________________________
erase | <address> <size> | erase flash
_________ [ S S S S
boot | <mode> | boot to APP, ATE or QC
_________ +__________________+______________________-_
reboot | | reboot
@ Author : Snow Yang
@ Vversion : 1.1.0
@ Date : Nov 3 2017 17:31:24
$ help

read [address] [size]. read flash.
write [address] [size]. write flash.
erase [address] [size]. erase flash.
boot .boot to application.

reboot .reboot system.

$ write 0x13200 <~

waiting for the file to be sent ... (press "a' to abort)
cccccll

Choose menu bar-Transer- Send Ymodem, and select the firmware, as below picture:
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i@ Select Files to Send using Ymodem

Look n: | || MOC108_0000.FGV3.A202 V@ e m-

=73 - EREE =)

[ ] MOC108_0000.FGV3.A202_all.bin 2017/11/10 14:10 BIN 3274

| ] MOC108_0000.FGV3.A202_ota.bin 2017/11/10 14:10 BIN 324

(5 MOC108_ATFG_Change log.txt 2017/11/10 14:24  SCACO

5 aC log.txt 2017/11/10 14:13 AR

v

< >
File name: | ] Add

Files of type: AllFtles (")

Files to send

F:\AT2.0\MOC108\MOC 108_0000.FGV3.A202\MOC108_0000.FGV3.A202_of

Remove

OK

—

Cancel \

Choose the ota.bin that you want to program, and click “Add” and “OK” to start programming. After
programming successfully, it will show below information:

>
MOC108 BOOTLOADER MENU
comamnd | Arguments | Description
......... N LS i L
read | <address> <size> | read flash
_________ +__________________+____-______________-____
write | <address> | write flash
_________ +_________-______-_+-___-________-______-___
erase | <address> <size> | erase flash
_________ +__________________+__________________-_____
boot | <mode> | boot to APP, ATE or QC
_________ +_________________-+________________________
reboot | | reboot
@ Author : Snow Yang
@ version : 1.1.0
@ Date : Nov 3 2017 17:31:24
$ help

read [address] [size]. read flash.
write [address] [size]. write flash.
erase [address] [size]. erase flash.
boot .boot to application.

reboot .reboot system.

$ write 0x13200

waiting for the file to be sent ... (press 'a' to abort)
[dedddddddddddddddddddddadaddddaddddddddddaddddddadddddadadadddad oo oo ool
[dedddddddddaddddddadadddddadaddddadddddadaddddaadaddaddaddddaadadddadaoddd oo aal
starting ymodem transfer. Press ctrl+C to cancel.

10 KB/sec _ 00:00:43

100% 464 KB 0 Errors

Programming Completed Successfully!

$
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1.5 Verify programming result

Keep Boot pin low, STATUS pin high, and reset the board, then it will enter into QC mode, and you can get the
firmware version from user UART. The serial parameter is same as boot mode. Reference QC log is as below:

+ serial-com18 (1) E3

MXCHIP Manufacture Test ====
serial Number: 0000.FGV3.A202
App CRC: 0624
Bootloader version: 1.1.0
Library version: mocl08.001
APP Version: Mico fog_v3_AT_v2.0.2, build at 14:06:36 Nov 10 2017
Driver: mocl08_wlan
MAC: BO-F8-93-10-87-8A
scan AP Success:
SSID: mxchip-rd, RSSI: -33
SSID: mxchip-offices, RSSI: -33
SSID: AP003, RSSI: -38
SSID: wangzhilei, RSSI: -40
SSID: DEE, RSSI: -42
SSID: biubiubiubiubiu, RSSI: -44
SSID: william Xu, RSSI: -45
SSID: Xiaomi.Router, RSSI: -47
SSID: MILB, RSSI: -50
SSID: AP002, RSSI: -53
SSID: AP040, RSSI: -53
SSID: AP019, RSSI: -53
SSID: mxchip-offices, RSSI: -55
SSID: EMw3801, RSSI: -57
SSID: TP-LINK_5C26, RSSI: -58
SSID: AP004-Tenda-F1203, RSSI: -58
SSID: AP035, RSSI: -58
SSID: mxchip-rd, RSSI: -58
SSID: test_123, RSSI: -60
SSID: TP_LINK_MESH_TEST, RSSI: -60
SSID: AP026, RSSI: -63
SSID: mxchip-rd, RSSI: -65
SSID: AP034, RSSI: -67
SSID: HiwiFi_ODB866, RSSI: -67
SSID: mxchip-offices, RSSI: -68
SSID: ctsh, RSSI: -69
SSID: SNSS-ACCF2395F660, RSSI: -69
SSID: TESTWIFIS5, RSSI: -70
SSID: SNSS-ACCF2395F72C, RSSI: -71
SSID: yyh, RSSI: -71
SSID: mxchip-rd, RSSI: -72
SSID: mxchip-guest, RSSI: -72

13ZBURY UOISSAG
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2. Programming by SPI with hardware downloader

EMWE-MOCI108 is a hardware downloader for MOC108. It can program firmware into MOC108 by Flash SPI
interface.

It supports three modes: write mode, read mode, and MAC mode.

2.1 Update downloader firmware and MOC108 firmware

Enter into downloader firmware program mode: Keep the button pressed, and insert USB, the LED will
light red, as below:

There will be a MXHIP disk in PC, as below:

NMXCHIP (E:)

o 7.34 GB 5T , £ 7.35 GB

2.1.1 Update downloader firmware

There is a firmware for the MCU of downloader, and the update method as below:

1. Copy update.bin to the “MXCHIP” disk, as below:
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HEEfE » MXCHIP (E)
"y "‘-"'_E'Fﬁ

=) update.bin

Then pull out and insert the USB cable again. When it shows MXCHIP logo on the downloader’s screen,
the update is successful.

2.1.2 Update MOC108 firmware

There are three types of firmware: Boot, app, ate. You can update one type of firmware ,or update two or three
at one time.

1. Copy the firmware you want to update into MXCHP disk. Below picture is an example of updating three
firmware at one time.

HEEEE > MXCHIP (E2)

Ly

Tk

.'F::-—i

= app.bin
=) ate.bin
= boot.bin

2. Pull out and insert USB cable again, the screen will show the firmware information:

Write mode
BOOT S S8 K

APPSR G25ER
ATE: 305 K

Notice:

The bin file names are fixed. Keep them as “app.bin”, “ate.bin”, “boot.bin”. Don’t modify the bin file name, otherwise
the downloader can’t find the bin files.

2.2 Working modes of the downloader

Switch between the three modes by the button.

MOCI108 Firmware Programming



M{CHIP® Download Handbook [Page 9]

2.2.1 Write mode

Write mode is to program firmware into MOC108.

If the firmware of MOC108 has already been copied to the downloader, the downloader will enter into write

mode as default when powered on, and the LED will light as yellow. Please refer to below picture:

Write mode

HOR— Mgt \ E
—

{

E {
- 01
.d

After MOC108 chip or module is connected to the downloader, the programming will start automatically, and

the LED will shine as yellow. Please refer to below picture:

After the process bar is completed, the screen will show success ”Ji%Z})”,  and the LED will light as green. This

means the programming is successful. Please refer to below picture:

2.2.2 Read mode

Read mode is to read the content of MOC108 flash.

Press the button once to switch between the three modes. Please refer to below picture for read mode:

When MOC108 chip or module is connected, it will read flash automatically. Please refer to below picture:
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After reading successfully, entering into writing mode, there is a “TOTAL.BIN” in the disk, and this is the content
in flash. Please refer to below picture:

o IEEERE > MXCHIP (E)

~

1]

.E-—{

= app.bin
= ate.bin

£ boot.bin
&I TOTALBIN

2.2.3 MAC mode

MAC mode is to write the MAC address of MOC108.

Press the button once to switch between the three modes. Please refer to below picture for MAC mode:

e s
MAC moae

ROR—MER

Open the serial terminal, and select the STMicroelectronics Virtual COM Port. Set the baud rate as 115200, and

HEX mode, to send MAC address, please refer to below picture:
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3. Sales Information and Technical Support

For consultation or purchase the product, please contact Mxchip during working hours:
From Monday to Friday, morning 9:00~12:00, afternoon 13:00~18:00

Telephone: +86-21-52655026

Contact address: 9thFloor, No.5, Lane2145 Jinshaliang Road Putuo District, ShangHai.

Postcode: 200333

Email: sales@mxchip.com
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