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Cyber Law and Ethics 
Code: PEC-AIML801B 
Contacts: 3L 
 

Name of the Course: Cyber Law and Ethics 
Course Code: PEC-AIML801B Semester: VIII 
Duration:6 months Maximum Marks: 100 
Teaching Scheme Examination Scheme 
Theory: 3 hrs./week Mid Semester exam: 15 
Tutorial: NIL Assignment and Quiz : 10 marks 

 Attendance: 5 marks 
Practical: NIL End Semester Exam: 70 Marks 
Credit Points: 3 
 Unit Content Hrs/Unit Marks/Unit 

 1 Intellectual Property: Intellectual property, copyrights, 
patents, trade secrets and its laws, employees and trade 
secret, key intellectual property issues, plagiarism, 
reverse engineering, open source code, competitive 
intelligence, trademark infringement, cybersquatting. 

 8 
 

 2 Software Development: Strategies for engineering 
quality software, importance of software quality, 
software product liability, software development 
process, capability maturity model integration, safety 
critical system, quality management standards. 

 8 
 

 3 The Impact of Information Technology on 
Productivity and Quality of Life: Impact of IT, IT investment and productivity, digital divide, impact of it on healthcare cost, electronic health records, use of mobile and 

 8 
 

 wireless technology in healthcare industry, telemedicine, medical information websites.   
 4. Social Networking: Social networking website, 

business Application of online social networking, 
social networking ethical issues: cyberbullying, cyber 
stalking, sexual predators, uploading inappropriate 
material. Online virtual world: crime in virtual world, educational and business uses. 

 8  

5 Ethics of IT Organization: Key ethical issues, non- 
traditional 
Workers, contingent workers, H-1 B workers, 
outsourcing, whistle blowing, green computing, ICT 
industry code of conduct. 

8  
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Text book and Reference books: 
 1. “Ethics in Information Technology”, 4th Edition, George Reynolds Strayer 
University, 2012. 
2. “Ethics and Technology: Controversies, Questions, and Strategies for Ethical 
Computing”, 3rd Edition, Herman T. Tavani, John Wiley & Sons, 2011. 
2. “Information Technology Ethics: Cultural Perspectives”, Soraj Hon ladarom, 
Charles Ess, Idea Group Inc (IGI), 2007. 
3. “Information Security and Cyber Laws” by Gupta & Gupta, Khanna Book 
Publishing, New Delhi.  

Mobile Computing  
Code: PEC- AIML801C Contacts: 3L 
 

Name of the Course: Mobile Computing 
Course Code: PEC- AIML801C Semester: VIII 
Duration: 6 months Maximum Marks: 100 
Teaching Scheme Examination Scheme 
Theory:3 hrs./week Mid Semester exam: 15 
Tutorial: 3L Assignment and Quiz: 10 marks 

 Attendance: 5 marks 
Practical: NIL End Semester Exam: 70 Marks 
Credit Points: 3 

 Unit Content Hrs/Unit Marks/Unit 
 1 Introduction to Personal Communications Services 

(PCS): PCS Architecture, Mobility management, 
Networks signalling. Global System for Mobile 
Communication (GSM) system overview: GSM 
Architecture, Mobility management, Network signalling. 

5  

 2 General Packet Radio Services (GPRS): GPRS 
Architecture, GPRS Network Nodes. Mobile Data 
Communication: WLANs (Wireless LANs) IEEE 802.11 standard, Mobile IP. 

5  

 3 Wireless Application Protocol (WAP): The Mobile 
Internet standard, WAP Gateway and Protocols, wireless 
mark up Languages (WML). Wireless Local 
Loop(WLL): Introduction to WLL Architecture, wireless Local Loop Technologies. 

7  

 4. Third Generation (3G) Mobile Services: Introduction to 
International Mobile Telecommunications 2000 (IMT 
2000) vision, Wideband Code Division Multiple Access 
(W-CDMA), and CDMA 2000, Quality of services in 3G 

7  


