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5G is the next generation of mobile telecommunications technology. It represents a step change in what is possible
with wireless networks, and will lead to a vastly increased number of use-cases that are embedded more deeply
into the fabric of society than is currently the case. Potential uses include smart cities, self-driving cars, and
internet of things devices.

While this has the potential to unlock huge economic growth, it also makes mobile networks a critical dependency
of a modern economy and as such, control over the development and implementation of 5G technology has been
heavily securitized.

This paper constitutes a narrative literature review of the security aspects of 5G, and as such, aims to outline the
different views, approaches, theories and models used by various scholars and real-world actors. This includes
a description of different models of technological development that are used to conceptualize 5G, realist and
neoliberal views of how 5G affects the world order, and finally, a description of conspiracy theories around 5G.



1 Introduction

5@ is the fifth and latest generation of mobile phone technology, which is currently being deployed worldwide.
Unlike previous generations of mobile phone technology, SG adoption has been heavily securitized [1] and
controversial.

In the review, relevant papers were identified by searching Google Scholar using the terms “5G”, “international
security”, “national security”, and by searching for literature among prominent think tanks and international
organizations such as Chatham House, United Nations Institute for Disarmament Research (UNDIR), Center
for New American Security (CNAS), Center for Strategic and International Studies (CSIS), German Council
on Foreign Relations (DGAP) etc. Citations were then followed from the above sources in order to get a

comprehensive overview of the current literature on the security relevant aspects of 5G.

2 Categorical Interpretations of 5G

There are multiple competing and overlapping technological frameworks which can be used to categorize 5G,
plausible selection of which is outlined. Rotolo, Hicks and Martin outline a definition for *emerging technology’
based off of five criteria, which serve as a basis to ascertain whether a given technology such as 5G can be classed
as ’emerging’ [2]. More broadly, Banta describes the field of technology assessment [3], which is aimed at
predicting the longer term outlook of a technology, and this framework is used by the US Department of Defence
to better understand the potential effects of 5G [4].

Related to technology assessment, the EU has undertaken a risk assessment of 5G in order to better understand
the differences between it and previous versions of mobile networks, and the consequent risks of 5G adoption [5]].
Various think tanks in the US [[6] and the EU [[7], as well as UNDIR [8] having taken this approach, focusing on
supply chain security in particular as summarized by US-based nonprofit MITRE [9].

A less convincing interpretation of 5G is that of a *disruptive innovation’ as defined by Christensen [10] (though
competing definitions exist, see Kawamoto and Spers [11]), or as a military innovation as defined by Horowitz
and Pindyck [12].

3 Realist conceptualizations

Many actors consider 5SG within a realist framework, where policies arise from the unregulated competition
between states [13] and interactions between states are regarded as zero sum. The German think tank SWP
sees 5G as a contested technological sphere of influence that is part of a larger rivalry between the US and
China [14; [155 [16] with Europe in the middle and without a strong foreign policy stance of its own (though
able to wield regulatory power to exert some measure of influence [17]]). Another German think tank, DGAP
highlights China’s use of strategic subsidies to advantage Huawei at the expense of European suppliers and
(indirectly) Germany’s national security and democratic values [[18]. The NATO Cooperative Cyber Defence
Center of Excellence recently released a paper to the same effect [[19], raising the point that there is precedent for
China to exploit its technological advantages for SIGINT operations [20], and describing the opaque ownership
structure of Huawei, which suggests covert state involvement [21; 22]].

China certainly sees itself as playing an adversarial role in a realist world; the US has repeatedly leveled the
charge of high-tech intellectual property theft against China [23; 4; 24; [25]. Such a viewpoint sees the many
geopolitical advantages gained from dominance over 5G, especially since as many emerging technology scholars
have pointed out new threats caused by new technologies such as 5G can develop over time [26; 27].

Some realist viewpoints, prominently advocated for by the US, argue for preventing Chinese infiltration of 5G
networks by banning Huawei equipment altogether [4]. However, risk consultancy Eurasia Group warn that
barring Huawei could have serious effects on the market structure for 5G, especially if international cooperation
is degraded and incompatible standards emerge [28]]. Furthermore, Lysne outlines the need for "heterogeneity
of suppliers’ as critical part of an effective approach for 5G security, which would be far harder with a highly
segmented market [29].



4 Neoliberal conceptualizations

Neoliberalism aims to build coordination and cooperation among nation states through international organizations,
and takes a more constructive view of how states can interact [30]].

Like the US, the UK acknowledges the threats that China poses in the 5G supply chain [31], but has responded by
working with China to set up a review board with access to Huawei software and hardware that aims to review it
for exploitable threats [32] (in line with what the think tank SNV suggests [33]). Chatham House points out that
the UK’s existing mobile network infrastructure has a strong path dependence on 5G [34]], which goes towards
explaining this engaged and somewhat mitigatory approach.

The EU takes a typically non-aggressive and neoliberal approach. It doesn’t reject Huawei but instead gives
member states cover to do it of their own accord through its critical 5G Cybersecurity report [35]]. That said, the
EU’s cybersecurity agency notes that supply chain attacks are only one vector by which 5G could be used for
malicious purposes, viewing Huawei’s trustworthiness as an issue less important to the overall picture of 5G
security, but sees 5G as an important and complex threat overall [36]].

The EU is built on the idea that trade helps to reduce conflict, yet scholars such as Henry Farrell are moving
back towards a realist view by showing how trade can be weaponized to undermine this foundation, and how
Huawei is an example of China has failing to integrate properly into the global neoliberal economic system [37]].
A recent paper from the Carneige Endowment for International Peace describes how the EU is shifting to a more
aggressive approach in order to maintain it’s multilateral approach in this more adversarial environment [38]].

Going forward the German think tanks SWP and SNV suggest the EU could try other multilateral solutions than
trade, such as trying to export its cybersecurity laws to other places in order to bolster the security and resilience
of the whole ecosystem [[17;[39].

5 Misconceptions of 5G

Recent empirical observations have shown members of the general public to be intensely skeptical of 5G, with
multiple studies describing misinformation campaigns and conspiracy theories that associate 5G as a causative
factor for the 2020 coronavirus pandemic [40; 415 42]]. This has had a particular impact in the UK, where mobile
network base stations have been destroyed [40] and the National Government has issued advice to citizens
that there is no link between the 2020 coronavirus pandemic and 5G [43]. Yet the scientific consensus does
not pervade all of Government, Glastonbury Town Council recently released a controversial report by it’s 5G
Advisory Committee on the dangers and risks of 5G to human health [44]].

6 Conclusions

In line with the Collingridge dilemma [45]], the effects of SG on society will only be revealed as it is implemented.
In the midst of this uncertainty, this paper has examined the literature on 5G from a range of actors, examining
how 5G is conceptualized and the real world effects it is having on the behaviour of actors on the world stage.

For nation states, trustworthiness of suppliers is of vital importance since 5G technology is hard to verify. As
such, further research on the relationship between the market structure of 5G and the trustworthiness of vendors
is important and required in order to explore how states can use collaborative and economic tools such has
competition law to improve the overall health of the 5G ecosystem.

Similarly, more research is warranted on how 5G is framed by actors and perceived by ordinary users. While
conventional wisdom may consider 5G as a public technology which contributes to the public good (as defined by
Drezner [23]]), the wealth of misinformation around 5G suggests that it has potential to be understood differently.
This is important, since different disinformation campaigns targeting 5G and other emerging technologies could
be used as a hybrid warfare tactic by malign actors [46] in future conflicts.
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