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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 4 . 0 4 . 2 4 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 4 . 0 4 . 2 4 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 4 . 0 4 . 2 4 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

B e b o p i s a s u i t e o f d e c e n t r a l i z e d t r a d i n g p r o d u c t s . O u r b e b o p . x y z a p p o f f e r s e a s y a n d

s e a m l e s s t r a d i n g t o b o t h b e g i n n e r a n d s a v v y t r a d e r s . O u r A P I s a n d S D K b o a s t p o w e r f u l

a n d p e r f o r m a n t t o o l s f o r a n y p r o t o c o l , d A p p o r D A O t r a d e e x e c u t i o n , a s w e l l a s f o r

l i q u i d i t y p r o v i d e r s a n d s o l v e r s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

B e b o p S e t t l e m e n t . s o l

b a s e /

B e b o p P a r t n e r . s o l B e b o p S i g n i n g . s o l B e b o p T r a n s f e r . s o l

E r r o r s . s o l

l i b s /

C o m m a n d s . s o l O r d e r . s o l S i g n a t u r e . s o l

T r a n s f e r . s o l

l i b s / c o m m o n /

B y t e s L i b . s o l S a f e C a s t 1 6 0 . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 1 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s .

0 1

5 2

F i x e d 3 o u t o f 8 i s s u e s
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6 M a j o r I s s u e s

C V F - 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n a t u r e . s o l

R e l a t e d c o d e :� �
6 9 v := shr(248, calldataload(add(sig.offset, 64)))� �
T h e ‘ g e t R s v ‘ f u n c t i o n o f t h e ‘ S i g n a t u r e ‘ c o n t r a c t e x t r a c t s t h e ‘ r ‘ , ‘ s ‘ , a n d ‘ v ‘ c o m p o n e n t s

f r o m a s i g n a t u r e i n E t h e r e u m :� �
function getRsv(bytes calldata sig) internal pure returns (

↪→ bytes32, bytes32, uint8){

if(sig.length != 65) revert InvalidSignatureLength();

bytes32 r;

bytes32 s;

uint8 v;

assembly {

r := calldataload(sig.offset)

s := calldataload(add(sig.offset, 32))

v := shr(248, calldataload(add(sig.offset, 64)))

}

// ... rest of the function logic

}� �
T h e i s s u e i s w i t h t h e w a y t h e r e c o v e r y i d e n t i f i e r ‘ v ‘ i s r e t r i e v e d f r o m t h e s i g n a t u r e d a t a .

T h e b i t s h i f t i n g i s u n n e c e s s a r i l y c o m p l e x i n t h i s c a s e b e c a u s e t h e ‘ v ‘ v a l u e h a s o n l y 1 b y t e

a n d i s a l w a y s l o c a t e d i n t h e l a s t b y t e o f t h e s i g n a t u r e . T h e r e f o r e , t h e s a m e r e s u l t w i t h

l e s s o v e r h e a d c a n b e a c h i e v e d b y d i r e c t l y l o a d i n g o n l y t h a t b y t e ( i n s t e a d o f 3 2 b y t e s ) .

R e c o m m e n d a t i o n R e p l a c e t h e b i t - s h i f t i n g o p e r a t i o n w i t h a d i r e c t b y t e l o a d t o s a v e o n e

b i t s h i f t :� �
v := calldataload(add(sig.offset, 33))� �

9



7 M o d e r a t e I s s u e s

C V F - 1 . I N F O

• C a t e g o r y F l a w • S o u r c e B e b o p T r a n s f e r . s o l

I n t h e B e b o p T r a n s f e r a b s t r a c t c o n t r a c t , t h e f u n c t i o n _ t r a n s f e r T a k e r T o k e n s ( ) i s u t i l i z e d

d u r i n g t h e “ M a n y - t o - O n e ” t r a d e t o t r a n s f e r t h e t a k e r ’s t o k e n s . I t r e c e i v e s t h e ‘ o r d e r ‘

p a r a m e t e r w h i c h c o n t a i n s a l l i n f o r m a t i o n a b o u t t h e o r d e r i n c l u d i n g t h e t a k e r _ a m o u n t s

a r r a y . H o w e v e r , u n d e r t h e ‘ N A T I V E _ T R A N S F E R ‘ c o m m a n d c o n d i t i o n , t h e b e l o w c h e c k� �
1 5 9 } else if (command == Commands.NATIVE_TRANSFER) {

1 6 0 if (msg.value != order.taker_amounts[i]) revert

↪→ NotEnoughNativeToken();� �
o n l y v e r i f i e s t h e a m o u n t o f a n i n d i v i d u a l v a l u e o f t h e g i v e n a r r a y i n d e x . T h e c h e c k d o e s

n o t p r o v i d e m u c h v a l u e a s , d u e t o t h e “ M a n y - t o - O n e ” t y p e o f t r a d e , t h e r e c a n b e s e v e r a l

‘ N A T I V E _ T R A N S F E R ‘ c o m m a n d s i n o n e M u l t i O r d e r m a k i n g i t p o s s i b l e f o r t h e a t t a c k e r t o

s t e a l E T H f r o m t h e c o n t r a c t b y s e n d i n g i t o n c e a n d w i t h d r a w i n g t h e s a m e a m o u n t s m u l t i p l e

t i m e s i n o n e t r a n s a c t i o n ( i f t h e c o n t r a c t h o l d s a n y e x t r a E T H ) .

P r e - c o n d i t i o n s

– T h e ‘ B e b o p S e t t l e m e n t ‘ c o n t r a c t h o l d s a t l e a s t 2 0 E T H .

– T h e a t t a c k e r n e e d s t o b e a b l e t o c r e a t e a n d e x e c u t e M a n y - t o - O n e M u l t i O r d e r s .

A t t a c k

1 . T o c r e a t e a M a n y - t o - O n e M u l t i O r d e r , a t t a c k e r c r a f t s a n ‘ o r d e r ‘ w i t h t w o

‘ N A T I V E _ T R A N S F E R ‘ c o m m a n d s a n d s e t s t h e c o r r e s p o n d i n g e n t r i e s i n

t h e   ‘ t a k e r _ a m o u n t s ‘   a r r a y o f t h e   ‘ o r d e r ‘   p a r a m e t e r t o   ‘ [ 1 0 E T H , 1 0 E T H ] ‘ .

2 . A t t a c k e r i n i t i a t e s a t r a n s a c t i o n c a l l i n g   ‘ s w a p M u l t i ( ) ‘   w i t h t h e c r a f t e d   ‘ o r d e r ‘ a n d 1 0

E T H a s ‘ m s g . v a l u e ‘ ( m a t c h i n g * o n l y * * t h e f i r s t v a l u e * i n   ‘ t a k e r _ a m o u n t s ‘ ) .

3 . T h e c o n t r a c t e x e c u t e s t h e   ‘ _ t r a n s f e r T a k e r T o k e n s ( ) ‘   f u n c t i o n f o r e a c h ‘ N A T I V E _ T R A N S -

F E R ‘ c o m m a n d i n t h e   ‘ o r d e r ‘ .

4 . D u e t o t h e f l a w e d c h e c k , t h e   ‘ m s g . v a l u e ‘   ( 1 0 E T H ) i s e n o u g h t o p a s s t h e v e r i f i c a t i o n

f o r b o t h t r a n s f e r s ( o f 1 0 E T H e a c h ) .

5 . A t t a c k e r s u c c e s s f u l l y r e c e i v e s a t o t a l o f 2 0 E T H f r o m t h e c o n t r a c t i n a s i n g l e M u l t i -

O r d e r t r a n s a c t i o n , e f f e c t i v e l y s t e a l i n g 1 0 E T H .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g t h e t o t a l s u m o f ‘ t a k e r A m o u n t s [ ] ‘ a n d m a t c h i n g

‘ m s g . v a l u e ‘ a g a i n s t t h a t v a l u e .

C l i e n t C o m m e n t . C o n t r a c t d o e s n ’ t h o l d a n y t o k e n s o r E T H , s o i t ’s n o t a p r o b l e m . A n d

i f t h e r e i s s o m e h o w s o m e t o k e n s e t h i n t h e c o n t r a c t , t h e n a n y o n e c a n s w e e p i t u s i n g

f u n c t i o n s w a p S i n g l e F r o m C o n t r a c t . N e v e r t h e l e s s , t h e c h e c k h a s b e e n r e m o v e d .

1 0



C V F - 2 , 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l , S i g n a t u r e . s o l

R e l a t e d c o d e :� �
8 8 /// 1x: ETH_SIGN� �� �
4 5 /// | 1x: ETH_SIGN� �
T h e c o m m e n t s f o r e x t r a c t i n g s i g n a t u r e t y p e s i n S i g n a t u r e . s o l a n d O r d e r . s o l :� �

///+---+----- signature type

/// 00: EIP-712

/// 01: EIP-1271

/// 1x: ETH_SIGN� �
H a v i n g m u l t i p l e v a l i d c o d e s ( ‘ 1 0 ‘   a n d   ‘ 1 1 ‘ ) f o r t h e s a m e s i g n a t u r e t y p e ‘ E T H _ S I G N ‘ i s u n n e c -

e s s a r y a n d c o u l d l e a d t o m i s i n t e r p r e t a t i o n s . I f a n o t h e r s i g n a t u r e t y p e n e e d s t o b e a d d e d

i n t h e f u t u r e a n d r e q u i r e s a b i n a r y v a l u e s t a r t i n g w i t h   ‘ 1 ‘ , i t m i g h t c o n f l i c t w i t h t h e c u r r e n t

b r o a d d e f i n i t i o n o f ‘ E T H _ S I G N ‘ . T h e i s s u e a p p e a r s i n t w o i n s t a n c e s : ‘ S i g n a t u r e . e x t r a c t -

M a k e r F l a g s ( ) ‘ a n d ‘ O r d e r . e x t r a c t S i g n a t u r e T y p e ( ) ‘ .

R e c o m m e n d a t i o n C o n s i d e r c h o o s i n g a s i n g l e , f i x e d b i n a r y v a l u e t o r e p r e s e n t t h e

‘ E T H _ S I G N ‘ s i g n a t u r e t y p e . F o r e x a m p l e , u s e ‘ 1 0 ‘ a n d r e s e r v e u n u s e d v a l u e ‘ 1 1 ‘ f o r f u -

t u r e u s e . A l s o , m a k e s u r e t o d o c u m e n t t h e c h o s e n e n c o d i n g s c h e m e c h a n g e s .

1 1



C V F - 5 , 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p T r a n s f e r . s o l

R e l a t e d c o d e :� �
1 6 7 if (batchTransferDetails.length > 0){

assembly {mstore(batchTransferDetails, sub(mload(

↪→ batchTransferDetails), 1))}� �� �
2 4 1 assembly {mstore(batchTransferDetails, sub(mload(

↪→ batchTransferDetails), 1))}� �
T h e f u n c t i o n s _ t r a n s f e r T a k e r T o k e n s ( ) a n d _ t r a n s f e r M a k e r T o k e n s ( ) i n t h e B e b o p T r a n s f e r

c o n t r a c t i t e r a t e t h r o u g h t h e t a k e r _ t o k e n s a n d m a k e r _ t o k e n s a r r a y s t o p r o c e s s e a c h t o k e n

t r a n s f e r . I n _ t r a n s f e r T a k e r T o k e n s ( ) , i f a P E R M I T 2 c o m m a n d i s e n c o u n t e r e d , a n e w e l e m e n t

i s a d d e d t o t h e b a t c h T r a n s f e r D e t a i l s a r r a y f o r e a c h r e m a i n i n g t o k e n i n t h e l o o p . A s i m i l a r

f u n c t i o n a l i t y o c c u r s i n _ t r a n s f e r M a k e r T o k e n s ( ) w i t h b a t c h t r a n s f e r s . H o w e v e r , r e s i z i n g

a n a r r a y e v e r y i t e r a t i o n i s s u b o p t i m a l a n d e x p e n s i v e i n t e r m s o f g a s . S o l i d i t y n e e d s t o

a l l o c a t e n e w m e m o r y , c o p y e l e m e n t s , a n d p o t e n t i a l l y d e a l l o c a t e t h e o l d a r r a y . T h i s c a n

m a k e t h e o v e r a l l t r a n s a c t i o n m o r e e x p e n s i v e a n d i m p a c t t h e u s a b i l i t y o f t h e c o n t r a c t .

R e c o m m e n d a t i o n C o n s i d e r c o u n t i n g t h e n u m b e r o f P e r m i t 2 t r a n s f e r s i n a l o c a l v a r i a b l e

a n d t h e n u p d a t i n g t h e a r r a y l e n g t h o n c e a f t e r t h e l o o p .

C l i e n t C o m m e n t . T h e c u r r e n t v e r s i o n i s m o r e g a s o p t i m a l i n t e r m s o f t h e l i k e l i h o o d o f

u s i n g t h e c o n t r a c t . B e c a u s e i n y o u r c a s e y o u w i l l h a v e t o s p e n d g a s o n c a l c u l a t i n g t h e

l e n g t h o f t h e a r r a y f o r e a c h t r a d e . A n d i n t h e c u r r e n t c o d e , w e n e e d t o s h o r t e n t h e a r r a y

o n l y i f t h e t r a d e c o n t a i n s a m i x o f P e r m i t 2 a n d a n o t h e r t r a n s f e r , w h i c h c a n n o t h a p p e n

w h e n u s i n g a s t a n d a r d B e b o p f l o w .

1 2



C V F - 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p T r a n s f e r . s o l

R e l a t e d c o d e :� �
5 4 address tokenAddress = order.taker_tokens[0][0];� �
I n ‘ B e b o p T r a n s f e r . _ g e t A g g r e g a t e O r d e r I n f o ( ) ‘ t h e f u n c t i o n v a r i a b l e a d d r e s s t o k e n A d d r e s s

s t o r e s t h e v a l u e o f o r d e r . t a k e r _ t o k e n s [ 0 ] [ 0 ] .

H o w e v e r , t h e t r a n s a c t i o n w i l l r e v e r t e v e r y t i m e ‘ o r d e r ‘ . * * t a k e r _ t o k e n s * * [ * * 0 * * ] [ * * 0 * * ] ‘ * *

i s e m p t y . T h i s h a p p e n s b e c a u s e S o l i d i t y d o e s n o t h a n d l e n u l l v a l u e s a n d a n a t t e m p t t o

a c c e s s a n o n - e x i s t e n t e l e m e n t l e a d s t o a r e v e r t .

R e c o m m e n d a t i o n E i t h e r i m p l e m e n t c h e c k s f o r e m p t y a r r a y s o r c o n s i d e r r e m o v i n g t h e

‘ a d d r e s s t o k e n A d d r e s s ‘ v a r i a b l e f r o m t h e f u n c t i o n .� �
require(order.taker_tokens.length != 0, "empty array");� �
o r� �
if(order.taker_tokens.length == 0) revert EmptyArray();� �
C l i e n t C o m m e n t . T h e a r r a y i s n o t e x p e c t e d t o b e e m p t y , s i n c e i t c o n t a i n s t o k e n s f o r t h e

t r a d e .
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C V F - 8 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e B e b o p T r a n s f e r . s o l

R e l a t e d c o d e :� �
1 7 8 encoded = abi.encodePacked(encoded, keccak256(abi.encodePacked(

↪→ _nested_array[i])));� �� �
1 8 7 encoded = abi.encodePacked(encoded, keccak256(abi.encodePacked(

↪→ _nested_array[i])));� �
T h e f u n c t i o n s ‘ _ e n c o d e T i g h t l y P a c k e d N e s t e d I n t ( ) ‘ a n d ‘ _ e n c o d e T i g h t l y P a c k e d N e s t e d ( ) ‘

i n t h e ‘ B e b o p S i g n i n g ‘ c o n t r a c t h a v e t h e s a m e f u n c t i o n a l i t y f o r p a c k i n g t w o - d i m e n s i o n a l

a r r a y s ( B e b o p S i g n i n g . s o l ) :� �
uint nested_array_length = _nested_array.length;

for (uint i = 0; i < nested_array_length; i++) {

encoded = abi.encodePacked(encoded, keccak256(abi.

↪→ encodePacked(_nested_array[i])));

}

return encoded;� �
T h e c u r r e n t i m p l e m e n t a t i o n c r e a t e s a n e w e n c o d e d a r r a y o n e v e r y l o o p i t e r a t i o n u s i n g

’ a b i ė n c o d e P a c k e d ( ) ’. H o w e v e r , e a c h i t e r a t i o n a l l o c a t e s f r e s h m e m o r y t o h o l d t h e c o n c a t e -

n a t e d d a t a , a n d p r e v i o u s d a t a i s c o p i e d i n t o t h e n e w a r r a y r e p e a t e d l y . T h i s i s r e d u n d a n t

a n d c o n s u m e s s i g n i f i c a n t a m o u n t s o f g a s , e s p e c i a l l y f o r l a r g e r n e s t e d a r r a y s .

R e c o m m e n d a t i o n T o o p t i m i z e t h e f u n c t i o n s ’ _ e n c o d e T i g h t l y P a c k e d N e s t e d I n t ( ) ’ a n d ’ _ e n -

c o d e T i g h t l y P a c k e d N e s t e d ( ) ’ c o n s i d e r a v o i d i n g r e d u n d a n t a r r a y a l l o c a t i o n s a n d d a t a c o p i e s .

F o r e x a m p l e , c o n s i d e r r e d e s i g n i n g t h e m a s f o l l o w s :

1 . P r e - c a l c u l a t e t h e t o t a l l e n g t h f o r a r e s u l t i n g a r r a y .

2 . A l l o c a t e t h e e n c o d e d b y t e s a r r a y w i t h t h e c a l c u l a t e d l e n g t h o n c e , b e f o r e t h e l o o p ,

t o a v o i d m u l t i p l e a l l o c a t i o n s .

3 . A p p e n d a l l t h e a r r a y s d i r e c t l y t o t h e p r e - a l l o c a t e d e n c o d e d a r r a y u s i n g ‘ a b i ė n c o d e -

P a c k e d , e l i m i n a t i n g r e d u n d a n t c o p i e s .
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8 R e c o m m e n d a t i o n s

C V F - 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s o v e r c o m p l i c a t e d a n d s u b o p t i m a l .

R e c o m m e n d a t i o n H e r e i s h o w i t c o u l d b e s i m p l i f i e d a n d o p t i m i z e d .� �
5 function slice(bytes memory _bytes, uint256 _start, uint256 _length)

↪→ internal pure returns (bytes memory) {� �
C V F - 1 0 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ a d d ( l e n g t h m o d ( m u l ( 0 × 2 0 , i s z e r o ( l e n g t h m o d ) ) ) ” i s c a l c u l a t e d

t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 7 let mc := add(add(tempBytes, lengthmod), mul(0x20, iszero(lengthmod)

↪→ ))� �� �
3 2 let cc := add(add(add(_bytes, lengthmod), mul(0x20, iszero(

↪→ lengthmod))), _start)� �
C V F - 1 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S a f e C a s t 1 6 0 . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e s i m p l i f i e d a s : f u n c t i o n t o U i n t 1 6 0 ( u i n t 2 5 6 v a l u e )

i n t e r n a l p u r e r e t u r n s ( u i n t 1 6 0 r e s u l t ) { i f ( ( r e s u l t = u i n t 1 6 0 ( v a l u e ) ) ! = v a l u e ) r e v e r t U n s a f e -

C a s t ( ) ; }� �
1 0 function toUint160(uint256 value) internal pure returns (uint160) {

if (value > type(uint160).max) revert UnsafeCast();

return uint160(value);

}� �

1 5
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C V F - 1 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e f i e l d s s h o u l d b e “ I E R C 2 0 ” .� �
1 5 address taker_token;

address maker_token;� �
C V F - 1 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e f i e l d s s h o u l d b e “ I E R C 2 0 [ ] ” .� �
3 1 address[] taker_tokens;

address[] maker_tokens;� �
C V F - 1 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s i n g l e a r r a y o f s t r u c t s w i t h f o u r f i e l d s ,

r a t h e r t h a n f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s s a r y .

C l i e n t C o m m e n t A r r a y s c a n b e o f d i f f e r e n t l e n g t h s b e c a u s e t h e n u m b e r o f m a k e r a n d

t a k e r t o k e n s c a n b e d i f f e r e n t .� �
3 1 address[] taker_tokens;

address[] maker_tokens;

uint256[] taker_amounts;

uint256[] maker_amounts;� �

1 6



C V F - 1 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s i n g l e a r r a y o f s t r u c t s w i t h s i x f i e l d s ,

r a t h e r t h a n s i x p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s s a r y .

C l i e n t C o m m e n t A r r a y s c a n b e o f d i f f e r e n t l e n g t h s b e c a u s e t h e n u m b e r o f m a k e r a n d

t a k e r t o k e n s c a n b e d i f f e r e n t .� �
4 4 address[] maker_addresses;

uint256[] maker_nonces;

address[][] taker_tokens;

address[][] maker_tokens;

uint256[][] taker_amounts;

uint256[][] maker_amounts;� �
C V F - 1 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e f i e l d s s h o u l d b e “ I E R C 2 0 [ ] [ ] ” .� �
4 6 address[][] taker_tokens;

address[][] maker_tokens;� �
C V F - 1 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s i n g l e a r r a y o f s t r u c t s w i t h f o u r f i e l d s ,

r a t h e r t h a n f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s s a r y .

C l i e n t C o m m e n t A r r a y s c a n b e o f d i f f e r e n t l e n g t h s b e c a u s e t h e n u m b e r o f m a k e r a n d

t a k e r t o k e n s c a n b e d i f f e r e n t .� �
4 6 address[][] taker_tokens;

address[][] maker_tokens;

uint256[][] taker_amounts;

uint256[][] maker_amounts;� �

1 7



C V F - 1 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n I n c a s e E T H S I G N w o u l d a l w a y s b e e n c o d e d a s 1 0 , i t w o u l d b e p o s s i b l e

t o s i m p l i f y t h i s c o d e l i k e t h i s : s i g n a t u r e T y p e = S i g n a t u r e . T y p e ( f l a g s & 0 × 3 ) ; ”

C l i e n t C o m m e n t A r r a y s c a n b e o f d i f f e r e n t l e n g t h s b e c a u s e t h e n u m b e r o f m a k e r a n d

t a k e r t o k e n s c a n b e d i f f e r e n t .� �
9 0 if (flags & 0x02 != 0) {

signatureType = Signature.Type.ETHSIGN;

} else if (flags & 0x01 != 0) {

signatureType = Signature.Type.EIP1271;

} else {

signatureType = Signature.Type.EIP712;

}� �
C V F - 1 9 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : p a r t n e r I d = u i n t 6 4 ( f l a g s » 6 4 ) ;� �
1 0 1 partnerId = uint64((flags &

0x00000000000000000000000000000000FFFFFFFFFFFFFFFF0000000000000000)

↪→ >> 64);� �
C V F - 2 0 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O r d e r . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : p a r t n e r I d = u i n t 6 4 ( f l a g s » 6 4 ) ;� �
1 0 5 partnerId = uint64((flags &

0x00000000000000000000000000000000FFFFFFFFFFFFFFFF0000000000000000)

↪→ >> 64);� �

1 8



C V F - 2 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T r a n s f e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s i n g l e a r r a y o f s t r u c t s w i t h t w o f i e l d s ,

r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
2 1 uint256[][] makerAmounts;

uint256[] makerNonces;� �
C V F - 2 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s h o u l d b e “ I E R C 2 0 ” .� �
3 7 address token;� �
C V F - 2 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o m m a n d s . s o l

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g t h i s s e t o f c o n s t a n t s w i t h a n e n u m .� �
8 bytes1 internal constant SIMPLE_TRANSFER = 0x00; // simple transfer

↪→ with standard transferFrom

bytes1 internal constant PERMIT2_TRANSFER = 0x01; // transfer using

↪→ Permit2.transfer

1 0 bytes1 internal constant CALL_PERMIT_THEN_TRANSFER = 0x02; // call

↪→ permit then standard transferFrom

bytes1 internal constant CALL_PERMIT2_THEN_TRANSFER = 0x03; // call

↪→ Permit2.permit then Permit2.transfer

bytes1 internal constant NATIVE_TRANSFER = 0x04; // wrap/unwrap

↪→ native token and transfer

bytes1 internal constant TRANSFER_TO_CONTRACT = 0x07; // transfer to

↪→ bebop contract

bytes1 internal constant TRANSFER_FROM_CONTRACT = 0x08; // transfer

↪→ from bebop contract� �

1 9



C V F - 2 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n a t u r e . s o l

R e c o m m e n d a t i o n I n c a s e E T H S I G N w o u l d a l w a y s b e e n c o d e d a s 1 0 , i t w o u l d b e p o s s i b l e

t o s i m p l i f y t h i s c o d e l i k e t h i s : s i g n a t u r e T y p e = T y p e ( f l a g s & 0 × 3 ) ;� �
5 0 if (flags & 0x02 != 0) {

signatureType = Signature.Type.ETHSIGN;

} else if (flags & 0x01 != 0) {

signatureType = Signature.Type.EIP1271;

} else {

signatureType = Signature.Type.EIP712;

}� �
C V F - 2 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n a t u r e . s o l

R e c o m m e n d a t i o n T h e “ S i g n a t u r e . ” p r e f i x i s r e d u n d a n t .� �
5 1 signatureType = Signature.Type.ETHSIGN;� �� �
5 3 signatureType = Signature.Type.EIP1271;� �� �
5 5 signatureType = Signature.Type.EIP712;� �
C V F - 2 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S i g n a t u r e . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .� �
7 2 if(uint256(s) >

0x7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF5D576E7357A4501DDFE92F46681B20A0)

↪→ revert InvalidSignatureValueS();� �

2 0



C V F - 2 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
6 error OrderInvalidSigner();

error InvalidEIP721Signature();

error InvalidEIP1271Signature();

error InvalidETHSIGNSignature();

1 0 error InvalidSignatureType();

error InvalidSignatureLength();

error InvalidSignatureValueS();

error InvalidSignatureValueV();� �� �
1 8 error InvalidNonce();

error OrderExpired();

2 0 error OrdersLengthsMismatch();

error TokensLengthsMismatch();

error CommandsLengthsMismatch();

error InvalidPermit2Commands();

error InvalidCommand();

error InvalidCommandsLength();

error InvalidFlags();

error PartialFillNotSupported();

error UpdatedMakerAmountsTooLow();� �� �
3 0 error MakerAmountsLengthsMismatch();� �� �
3 2 error NotEnoughNativeToken();

error WrongWrappedTokenAddress();

error FailedToSendNativeToken();� �� �
3 6 error InvalidSender();

error ManyToManyNotSupported();� �� �
3 9 error InvalidPendingTransfersLength();

4 0 error InvalidPermit2TransfersLength();� �� �
4 3 error PartnerAlreadyRegistered();

error PartnerFeeTooHigh();� �

2 1



C V F - 2 8 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B e b o p P a r t n e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 3 mapping(uint64 => PartnerInfo) public partners;� �
C V F - 2 9 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p P a r t n e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ p a r t n e r s [ 0 ] ” i s c a l c u l a t e d t h r e e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 7 partners[0].fee = 0;

partners[0].beneficiary = address(0);

partners[0].registered = true;� �
C V F - 3 0 F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e B e b o p P a r t n e r . s o l

D e s c r i p t i o n T h e s e a s s i g n m e n t s d o n o t h i n g a s d e f a u l t v a l u e s f o r s t o r a g e v a r i a b l e a r e z e r o .� �
1 7 partners[0].fee = 0;

partners[0].beneficiary = address(0);� �

2 2



C V F - 3 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p P a r t n e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ p a r t n e r s [ p a r t n e r I d ] ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 8 if(partners[partnerId].registered) revert PartnerAlreadyRegistered()

↪→ ;� �� �
3 1 partners[partnerId] = PartnerInfo(fee, beneficiary, true);� �
C V F - 3 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p P a r t n e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s s h o u l d b e m a d e e a r l i e r .� �
2 9 if(fee > HUNDRED_PERCENT) revert PartnerFeeTooHigh();

3 0 if (beneficiary == address(0)) revert NullBeneficiary();� �
C V F - 3 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p P a r t n e r . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s a n i n v a l i d p a r t n e r

a d d r e s s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .� �
3 0 if (beneficiary == address(0)) revert NullBeneficiary();� �

2 3



C V F - 3 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p T r a n s f e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
4 import "../interface/IDaiLikePermit.sol";

import "../interface/IPermit2.sol";

import "../interface/IWETH.sol";� �
C V F - 3 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e “ I W E T H ” .� �
2 2 address internal immutable WRAPPED_NATIVE_TOKEN;� �
C V F - 3 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s t o k e n s h o u l d b e m o r e s p e c i f i c .� �
2 3 address internal immutable DAI_TOKEN;� �
C V F - 3 7 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h i s v a r i a b l e i s r e d u n d a n t . J u s t g i v e a n a m e t o t h e r e t u r n e d v a l u e .� �
3 0 uint256 id;� �

2 4



C V F - 3 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ w r a p p e d N a t i v e T o k e n ” a r g u m e n t s h o u l d b e “ I W E T H ” .� �
3 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress) {� �
C V F - 3 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ p e r m i t 2 ” a r g u m e n t s h o u l d b e “ I P e r m i t 2 ” .� �
3 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress) {� �
C V F - 4 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ d a i A d d r e s s ” a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
3 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress) {� �

2 5



C V F - 4 1 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p T r a n s f e r . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e s a c t u a l l y d o n ’ t h a v e n a m e s .

R e c o m m e n d a t i o n C o n s i d e r n a m i n g t h e m .� �
4 5 /// @return quoteTakerAmount - full taker_amount for One-to-One or

↪→ One-to-Many trades, for Many-to-One orders it's 0

/// @return lenInfo - lengths of `pendingTransfers` and `

↪→ batchTransferDetails` arrays� �� �
5 0 ) internal pure returns (uint, Transfer.LengthsInfo memory){� �
C V F - 4 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k b e d o n e e a r l i e r .� �
6 5 if (tokenAddress != order.taker_tokens[i][j]){� �
C V F - 4 3 F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n S h o u l d b e “ e l s e i f ” .� �
7 2 if (curCommand == Commands.PERMIT2_TRANSFER || curCommand ==

↪→ Commands.CALL_PERMIT2_THEN_TRANSFER) {� �

2 6



C V F - 4 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ t o k e n ” a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .� �
9 3 address from, address to, address token, uint256 amount, bytes1

↪→ command, Transfer.Action action, uint64 partnerId� �
C V F - 4 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 [ ] ” .� �
1 8 8 address[] calldata maker_tokens,� �
C V F - 4 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p T r a n s f e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ t o k e n A d d r e s s ” a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .� �
3 2 6 address takerAddress, address tokenAddress, Signature.

↪→ PermitSignature calldata takerPermitSignature� �� �
3 4 6 address takerAddress, address tokenAddress, Signature.

↪→ Permit2Signature calldata takerPermit2Signature� �
C V F - 4 7 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e B e b o p S i g n i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ O r d e r S i g n e r ” .� �
1 3 event OrderSignerRegistered(address maker, address signer, bool

↪→ allowed);� �

2 7



C V F - 4 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p S i g n i n g . s o l

R e c o m m e n d a t i o n C o n s i d e r u s i n g a h a s h e x p r e s s i o n i n s t e a d o f a h a r d c o d e d v a l u e . S o l i d i t y

c o m p i l e r i s s m a r t e n o u g h t o p r e c o m p u t e h a s h e x p r e s s i o n s .

C l i e n t C o m m e n t N o i t ’s n o t s m a r t e n o u g h , b e c a u s e i n t h a t c a s e b y t e c o d e i n c r e a s e s a n d

t h e r e i s a n e r r o r : ” C o n t r a c t c o d e s i z e i s 2 5 0 7 8 b y t e s a n d e x c e e d s 2 4 5 7 6 b y t e s ” .� �
1 8 // bytes4(keccak256("isValidSignature(bytes32,bytes)"))

bytes4 private constant EIP1271_MAGICVALUE = 0x1626ba7e;� �� �
2 4 /// keccak256(abi.encodePacked(

/// "EIP712Domain(string name,string version,uint256 chainId,

↪→ address verifyingContract)"

/// ));

bytes32 private constant EIP712_DOMAIN_TYPEHASH =

0x8b73c3c69bb8fe3d512ecc4cf759cc79239f7b179b0ffacaa9a75d522b39400f;� �� �
3 0 /// keccak256(abi.encodePacked(

/// "AggregateOrder(uint64 partnerId,uint256 expiry,address

↪→ taker_address,address[] maker_addresses,uint256[] maker_nonces

↪→ ,address[][] taker_tokens,address[][] maker_tokens,uint256[][]

↪→ taker_amounts,uint256[][] maker_amounts,address receiver,

↪→ bytes commands)"

/// ));

bytes32 private constant AGGREGATED_ORDER_TYPE_HASH =

0x3d51b1f10b459dc4622654aaef17e16ff20b62e8761c430cb560da4c77abfb2f;� �� �
3 6 /// keccak256(abi.encodePacked(

/// "MultiOrder(uint64 partnerId,uint256 expiry,address

↪→ taker_address,address maker_address,uint256 maker_nonce,

↪→ address[] taker_tokens,address[] maker_tokens,uint256[]

↪→ taker_amounts,uint256[] maker_amounts,address receiver,bytes

↪→ commands)"

/// ));

bytes32 private constant MULTI_ORDER_TYPE_HASH =

4 0 0xa02532bc5112e1e5e70d8f4d7600f876b48a99c7c65c04bc378eac85ca24df27;� �
( 4 2 )

2 8



C V F - 4 9 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B e b o p S i g n i n g . s o l

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g h o w t h i s v a l u e w a s c a l c u l a t e d , o r e v e n b e t t e r ,

s p e c i f y t h e v a l u e a s a n e x p r e s s i o n .� �
2 1 uint256 private constant ETH_SIGN_HASH_PREFIX =

0x19457468657265756d205369676e6564204d6573736167653a0a333200000000;� �
C V F - 5 0 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B e b o p S i g n i n g . s o l

D e s c r i p t i o n T h e e x a c t s e m a n t i c s o f k e y s a n d v a l u e s i n t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
5 0 mapping(address => mapping(uint256 => uint256)) private

↪→ makerNonceValidator;

mapping(address => mapping(address => bool)) private

↪→ orderSignerRegistry;� �
C V F - 5 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p S i g n i n g . s o l

D e s c r i p t i o n T h i s e x p r e s s i o n i s c o d e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r e x t r a c t i n g i n t o a u t i l i t y f u n c t i o n .� �
5 6 abi.encode(EIP712_DOMAIN_TYPEHASH, DOMAIN_NAME, DOMAIN_VERSION,

↪→ block.chainid, address(this))� �� �
6 6 abi.encode(EIP712_DOMAIN_TYPEHASH, DOMAIN_NAME, DOMAIN_VERSION,

↪→ block.chainid, address(this))� �

2 9



C V F - 5 2 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e B e b o p S i g n i n g . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
7 5 emit OrderSignerRegistered(msg.sender, signer, allowed);� �
C V F - 5 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p S e t t l e m e n t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
6 import "./interface/IBebopSettlement.sol";� �
C V F - 5 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p S e t t l e m e n t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ w r a p p e d N a t i v e T o k e n ” a r g u m e n t s h o u l d b e “ I W E T H ” .� �
1 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress)� �
C V F - 5 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p S e t t l e m e n t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ p e r m i t 2 ” a r g u m e n t s h o u l d b e “ I P e r m i t 2 ” .� �
1 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress)� �

3 0



C V F - 5 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e B e b o p S e t t l e m e n t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ _ d a i A d d r e s s ” s h o u l d b e m o r e s p e c i f i c .� �
1 7 constructor(address _wrappedNativeToken, address _permit2, address

↪→ _daiAddress)� �
C V F - 5 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p S e t t l e m e n t . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 1 receive() external payable {}� �
C V F - 5 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p S e t t l e m e n t . s o l

D e s c r i p t i o n T h i s c h e c k m a k e s i t r e d u n d a n t p a s s i n g t h e “ t a k e r _ a d d r e s s ” f i e l d .

R e c o m m e n d a t i o n C o n s i d e r n o t p a s s i n g t h i s f i e l d , r e m o v i n g t h i s c h e c k , a n d j u s t u s i n g

“ m s g . s e n d e r ” i n s t e a d t o s a v e g a s .� �
3 7 if (msg.sender != order.taker_address) revert InvalidSender();� �� �
4 6 if (msg.sender != order.taker_address) revert InvalidSender();� �� �
1 2 3 if (msg.sender != order.taker_address) revert InvalidSender();� �� �
1 9 8 if (msg.sender != order.taker_address) revert InvalidSender();� �

3 1



C V F - 5 9 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p S e t t l e m e n t . s o l

D e s c r i p t i o n T h e o r d e r o f a c t u a l a r g u m e n t s a n d t h e o r d e r o f c o r r e s p o n d i n g d e s c r i p t i o n s

a r e d i f f e r e n t .

R e c o m m e n d a t i o n C o n s i d e r r e o r d e r i n g e i t h e r a r g u m e n t s o r d e s c r i p t i o n s .� �
2 6 5 /// @param updatedMakerAmount for RFQ-M case maker amount can be

↪→ improved

/// @param takerTransferCommand Command to indicate how to transfer

↪→ taker's token� �� �
2 7 1 bytes1 takerTransferCommand,

uint256 updatedMakerAmount� �
C V F - 6 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B e b o p S e t t l e m e n t . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .� �
2 8 8 newMakerAmount = (updatedMakerAmount * filledTakerAmount) / order.

↪→ taker_amount;� �
C V F - 6 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B e b o p S e t t l e m e n t . s o l

D e s c r i p t i o n T h i s e v e n t c o n t a i n s t o o l i t t l e i n f o r m a t i o n t o r e a l l y b e u s e f u l .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g m o r e p a r a m e t e r s i n t o i t .� �
2 9 6 emit BebopOrder(eventId);� �� �
3 5 1 emit BebopOrder(eventId);� �� �
4 2 1 emit BebopOrder(Order.extractEventId(order.flags));� �

3 2
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