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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 7 . 0 6 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 7 . 0 6 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 9 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 1 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a T i t l e p a g e f i x

1 . 2 1 3 . 0 6 . 2 3 A . Z v e r y a n s k a y a
C V F - 2 7 . C l i e n t c o m m e n t

u p d a t e d

2 . 0 1 3 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

B l o c k s w a p L a b s i s a r e s e a r c h a n d d e v e l o p m e n t f i r m m a k i n g b l o c k c h a i n t e c h n o l o g y

a c c e s s i b l e t o m a i n s t r e a m u s e r s . A s c o r e c o n t r i b u t o r s t o B l o c k s w a p N e t w o r k a n d P r o o f

o f N e u t r a l i t y N e t w o r k , B l o c k s w a p L a b s a r e b u i l d i n g a p e r m i s s i o n l e s s m i d d l e l a y e r a n d

c a t a l y z i n g w e b 3 d e v e l o p m e n t t h r o u g h c r e d i b l y n e u t r a l p u b l i c b e n e f i t i n f r a s t r u c t u r e

s o l u t i o n s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

m a i n . c c

i n c l u d e /

t h r e s h o l d . h u t i l s . h

s r c /

t h r e s h o l d . c c u t i l s . c c
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 4 c r i t i c a l , 1 4 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s .

Critical
Severity

Active

Fixed

Issues

1

3

Major
Active Fixed

6 8

Moderate
Active Fixed

3 3

Minor
Active Fixed

( n o s e c u r i t y i s s u e s )
1 3 1 7

F i x e d 3 1 o u t o f 5 4 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . c c

D e s c r i p t i o n C o n t r a s t t o t h e s p e c , t h e e n c r y p t i o n k e y i s d e r i v e d a s < r e c i p i e n t p u b -

k e y > * < s e n d e r p r i v k e y > . T h i s i s i n s e c u r e .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a p r o p e r D i f f i e H e l l m a n k e y e x c h a n g e . y o u u s e t h e

s a m e p r i v a t e k e y f o r d i f f e r e n t d e r i v e d k e y s . Y o u w i l l n o t b e a b l e t o h a v e a c r y p t o g r a p h i c

s e c u r i t y p r o o f i f y o u d o t h a t .

Y o u h a v e a c o r r e c t e n c r y p t i o n s c h e m e i n t h e s p e c , w h i c h w o r k s d i f f e r e n t l y .� �
3 1 6 Binary Hybrid::Encrypt(const Point &public_key, const Binary &

↪→ plaintext) const noexcept {

/// I think we have exact function for that

3 1 8 Aes aes;

auto key = public_key * private_key_;

3 2 0 aes.SetupKey(HashOnce(key.ToBinary()));

return aes.Encrypt(plaintext);

}� �
C V F - 2 . I N F O

• C a t e g o r y F l a w • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n T h e s p e c r e q u i r e s A E S - G C M h e r e w h i l e A E S - C B C i s u s e d .

C l i e n t C o m m e n t W e u s e A E S - C B C i n c o m b i n a t i o n w i t h t h e E C D S A s i g n a t u r e w h i c h e n -

s u r e s t h e m e s s a g e i n t e g r i t y o n t r a n s i t . E n c r y p t o r a n d s i g n e r a r e s u p p o s e d t o b e t h e s a m e

e n t i t y i n t h e p r o t o c o l .� �
3 2 0 return aes.Encrypt(plaintext);� �
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C V F - 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n A l l a l l e g e d p o i n t s s h o u l d b e c h e c k e d t o s a t i s f y t h e c u r v e e q u a t i o n . T h e

p r o o f c o n s t r u c t i o n i s i n s e c u r e o t h e r w i s e .� �
3 4 8 NizkVerify(const Point &pk1, const Point &pk2, const Point &key,

↪→ const Binary &ciphertext, const Point &w1, const Point &w2,

↪→ const BigNumber &z) {� �
C V F - 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h e r e s u l t i n g g e n e r a t o r i s a p o w e r o f a n o t h e r g e n e r a t o r , i . e . t h e d i s c r e t e l o g

b e t w e e n t h e m i s k n o w n . T h i s m a k e s t h e s c h e m e i n s e c u r e .

R e c o m m e n d a t i o n C o n s i d e r h a s h i n g n i n t o t h e c u r v e d i r e c t l y .

C l i e n t C o m m e n t O p e n S S L l a c k s H a s h - T o - C u r v e s u p p o r t . H e r e w e u s e a n a p -

p r o a c h f r o m Y A C L l i b r a r y b u i l t o n t o p o f O p e n S S L h t t p s : / / g i t h u b . c o m / s e c r e t f l o w / y a -

c l / b l o b / e d 0 9 5 f 0 4 2 5 5 f e 8 c 4 4 6 6 1 8 4 b 4 6 c 3 1 5 3 1 2 7 0 2 2 0 f 1 8 / y a c l / c r y p t o / b a s e / e c c / o p e n s s -

l / o p e n s s l _ g r o u p . c c # L 2 6 0� �
4 2 base_ = Point::FromBigInteger(n);� �

1 0



7 M a j o r I s s u e s

C V F - 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e D K G o b j e c t s h o u l d b e s t a t e f u l a n d s t o r e t h e c u r r e n t r o u n d n u m b e r

a n d t h e e n c r y p t i o n s h a r e s , r a t h e r t h a n p a s s i n g t h e m b e t w e e n r o u n d f u n c t i o n c a l l s .

C l i e n t C o m m e n t W e a c k n o w l e d g e t h a t , t h o u g h t h i s c o d e i s o n l y f o r d e m o n s t r a t i o n p u r -

p o s e s o n l y . I t w i l l b e n e v e r u s e d i n p r o d u c t i o n . I n o u r p r o d u c t i o n c o d e ( J S + S o l i d i t y )

s m a r t c o n t r a c t s t r a c k t h e c u r r e n t r o u n d n u m b e r , t h o u g h i t i s o u t o f s c o p e f o r t h i s a u d i t .� �
1 2 class KeyGenerator {� �
C V F - 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e n a m e i s c o n f u s i n g . I t s h o u l d b e c a l l e d ‘ R e e n c r y p t i o n ‘� �
1 1 8 Binary Decrypt() const {

auto shared_key = encrypt_public_key_ * shared_private_key_;

1 2 0 return hybrid_.Encrypt(recipient_public_key_, shared_key.

↪→ ToBinary());� �
C V F - 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h i s T O D O s h o u l d b e r e s o l v e d o r r e m o v e d .� �
1 6 0 shared_key_[i] = Point::FromBinary(binary.value());

/// TODO this might be the problem� �

1 1



C V F - 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e s e v a r i a b l e s s h o u l d b e i n i t i a l i z e d i n a c o n s t r u c t o r r a t h e r t h a n i n

s e p a r a t e c a l l s .

C l i e n t C o m m e n t A c k n o w l e d g e d , b u t w o n ’ t d o i t s i n c e i t ’ s n o t r e l e v a n t i n p r o d .� �
3 1 9 size_t old_total_;

3 2 0 size_t old_threshold_;

size_t new_threshold_;

size_t index_;

std::vector<Point> old_hybrid_key_list_;

Hybrid hybrid_;� �
C V F - 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e m a i n . c c

D e s c r i p t i o n T h e s h a r e d p r i v a t e k e y s \ o v e r l i n e { s k _ j } a r e n o t p u b l i c k n o w l e d g e .

R e c o m m e n d a t i o n C o n s i d e r s t o r i n g t h e m i n K e y G e n e r a t o r o b j e c t s

C l i e n t C o m m e n t N o t r e l e v a n t i n p r o d .� �
1 2 6 std::tie(shared_private_key[i], shared_public_key[i], public_key[i])

↪→ = generator[i].Round5(a_table);� �

1 2



C V F - 1 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e u t i l s . c c

D e s c r i p t i o n P l a i n A E S - C B C d o e s n o t p r o t e c t a g a i n s t a d v e r s a r i e s t h a t m o d i f y t h e c i p h e r -

t e x t : t h e r e s u l t w i l l s t i l l d e c r y p t t o s o m e v a l i d p l a i n t e x t . M o r e o v e r , o n l y c e r t a i n p l a i n t e x t

b i t s w i l l b e a f f e c t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a n a u t h e n t i c a t e d e n c r y p t i o n m o d e s u c h a s G C M , O C B ,

o r o t h e r s .

C l i e n t C o m m e n t W e u s e A E S - C B C i n c o m b i n a t i o n w i t h t h e E C D S A s i g n a t u r e w h i c h e n -

s u r e s t h e m e s s a g e i n t e g r i t y o n t r a n s i t . E n c r y p t o r a n d s i g n e r a r e s u p p o s e d t o b e t h e s a m e

e n t i t y i n t h e p r o t o c o l .� �
3 0 Binary Aes::Encrypt(const byte *key, const byte *iv, const Binary &

↪→ plaintext) {� �
C V F - 1 1 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e u t i l s . c c

D e s c r i p t i o n C o n t r a r y t o t h e n a m e , t h e p r o o f d o e s n o t e n s u r e t h a t t h e c i p h e r t e x t w a s

c r e a t e d o n a c e r t a i n k e y . I n s t e a d , t h e p r o o f o n l y g u a r a n t e e s t h a t ‘ k e y ‘ i s o b t a i n e d f r o m

‘ p u b l i c _ k e y ‘ u s i n g t h e ‘ p r i v a t e _ k e y _ ‘

C l i e n t C o m m e n t W e ’ v e c h a n g e d t h e f u n c t i o n s i g n a t u r e , d o n o t u s e p u b l i c k e y h e r e a c -

c o r d i n g t o s p e c .� �
3 3 0 std::tuple<Point, Point, Point, BigNumber> Hybrid::NizkProof(const

↪→ Point &public_key, const Binary &ciphertext) const noexcept {� �

1 3



C V F - 1 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . c c

D e s c r i p t i o n T h e o r d e r o f a r g u m e n t s i s d i f f e r e n t i n t h e s p e c : c i p h e r t e x t i s h a s h e d b e f o r e

k e y = c 2� �
3 3 6 hash.Update(Point::FromBigInteger(private_key_).ToBinary());

hash.Update(public_key.ToBinary());

hash.Update(key.ToBinary());

hash.Update(w1.ToBinary());

3 4 0 hash.Update(w2.ToBinary());

hash.Update(ciphertext);� �
C V F - 1 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h i s f u n c t i o n c a l c u l a t e s a p o l y n o m i a l m o d u l o t h e c u r v e o r d e r , w h i l e t h e f u n c -

t i o n s i g n a t u r e g i v e s a b s o l u t e l y n o c l u e r e g a r d i n g t h i s f a c t .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r p a s s i n g t h e c u r v e o r d e r a s a n a d d i t i o n a l a r g u m e n t o r

r e n a m i n g t h e f u n c t i o n .

C l i e n t C o m m e n t R e n a m e d t o ‘ E v a l u a t e P o l y n o m i a l ‘ a s y o u s u g g e s t e d .� �
3 BigNumber Polynomial(const std::vector<BigNumber> &coefficient,

↪→ size_t x) {� �
C V F - 1 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n M o d u l o h e r e w o u l d b e r e d u n d a n t , i f b o t h , ” i t e m ” a n d ” p o w e r ” w o u l d b e

b e l o w t h e c u r v e o r d e r .

C l i e n t C o m m e n t N o t c r i t i c a l , a c k n o w l e d e d .� �
7 result += item * power % Curve::GetOrder();� �

1 4



C V F - 1 5 . F I X E D

• C a t e g o r y F l a w • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n N o r a n g e c h e c k i s m a d e f o r t h e a r g u m e n t .� �
2 3 void KeyGenerator::SetIndex(size_t index) noexcept {� �� �
3 6 void KeyGenerator::SetThreshold(size_t threshold) noexcept {� �
C V F - 1 6 . F I X E D

• C a t e g o r y F l a w • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h a t ” h y b r i d _ k e y _ l i s t ” a n d ” h y b r i d _ k e y _ l i s t _ ” a r e

o f t h e s a m e l e n g t h .� �
4 9 void KeyGenerator::SetHybridKeyList(const std::vector<Binary> &

↪→ hybrid_key_list) {� �

1 5



C V F - 1 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n I t i s u n c l e a r i f t h e a r g u m e n t c a n b e t r u s t e d t o b e o f t h e r i g h t f o r m . B y d e f a u l t ,

a l l i n p u t s s h o u l d b e v a l i d a t e d , w h i c h d o e s n o t h o l d h e r e .

C l i e n t C o m m e n t W e a c k n o w l e d g e t h a t , t h o u g h t h i s c o d e i s o n l y f o r d e m o n s t r a t i o n p u r -

p o s e s o n l y . I t w i l l b e n e v e r u s e d i n p r o d u c t i o n . I n p r o d u c t i o n w e v a l i d a t e i n p u t s ( t h o u g h

i t i s o u t o f s c o p e f o r t h i s a u d i t ) a n d i n t h i s P o C t h e r e i s n o w a y t o p a s s a n i n v a l i d i n p u t .� �
9 0 std::vector<std::pair<size_t, Binary>> KeyGenerator::Round2(

const std::vector<std::vector<Binary>> &e, const std::vector<

↪→ Binary> &e_hat� �� �
1 3 6 bool KeyGenerator::Round2Check(� �� �
1 3 9 const std::vector<Binary> &e,

1 4 0 const Binary &e_hat,

const Binary &evidence� �� �
1 7 9 std::vector<std::pair<size_t, Binary>> KeyGenerator::Round4(const

↪→ std::vector<std::vector<Binary>> &a) {� �� �
2 0 3 bool KeyGenerator::Round4Check(size_t i, size_t j, const std::vector

↪→ <Binary> &a, const Binary &e_hat, const Binary &evidence) {� �� �
2 3 7 std::tuple<Binary, Binary, Binary> KeyGenerator::Round5(const std::

↪→ vector<std::vector<Binary>> &a) {� �� �
2 6 7 KeyGenerator::Round6(size_t new_total, size_t new_threshold, std::

↪→ vector<Binary> &new_hybrid_key_list) {� �

1 6



C V F - 1 8 . F I X E D

• C a t e g o r y F l a w • S o u r c e u t i l s . h

D e s c r i p t i o n T h i s c l a s s h a s n o d e s t r u c t o r w h i c h s h o u l d e r a s e t h e k e y f r o m t h e m e m o r y .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g o n e .

C l i e n t C o m m e n t A d d e d , n o w t h e k e y s a r e n u l l e d .� �
2 0 class Aes {� �

1 7



8 M o d e r a t e I s s u e s

C V F - 1 9 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e n a m e ‘ s h a r e d _ k e y ‘ i s c o n f u s i n g : i t s h o u l d b e s o m e t h i n g r e l a t e d t o

e n c r y p t e d p r i v a t e k e y s h a r e s .� �
1 4 8 std::vector<size_t> SetSharedKey(const std::vector<Binary> &

↪→ shared_key) {� �
C V F - 2 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n T h e a s s i g n m e n t i s r e d u n d a n t a s t h e v a r i a b l e w i l l b e o v e r w r i t t e n a t t h e

n e x t o p e r a t i o n .� �
3 7 int out_len1 = ciphertext.size();� �� �
4 2 int out_len2 = ciphertext.size() - out_len1;� �� �
5 8 int out_len1 = recovered_text.size();� �� �
6 4 int out_len2 = recovered_text.size() - out_len1;� �
C V F - 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n H e r e i t s h o u l d b e a s s e r t e d t h a t t h e c i p h e r t e x t d o e s n o t g r o w .� �
4 6 ciphertext.resize(out_len1 + out_len2);� �

1 8



C V F - 2 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n T h i s m u l t i p l i c a t i o n s h o u l d b e c a l c u l a t e d m o d u l o t h e c u r v e o r d e r . O t h -

e r w i s e ” p o w e r ” c o u l d b e c o m e r e a l l y b i g f o r a l a r g e n u m b e r o f c o e f f i c i e n t s m a k i n g t h e

w h o l e c a l c u l a t i o n v e r y s l o w .

C l i e n t C o m m e n t T y p e c o n v e r s i o n s a r e d i f f i c u l t a n d t h i s i s o n l y f o r o p t i m a l i t y r e a s o n s s o

l e a v i n g f o r n o w + B i g N u m b e r l i m i t a t i o n s a r e v e r y h i g h .� �
8 power *= x;� �
C V F - 2 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g w h i c h s t a t e m e n t i s p r o v e n .

C l i e n t C o m m e n t E x p l a i n e d i n t h e s p e c a n d p a p e r .� �
2 5 8 std::tuple<Point, Point, Point, BigNumber> NizkProof(const Point &

↪→ public_key, const Binary &ciphertext) const noexcept;� �
C V F - 2 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g w h i c h s t a t e m e n t i s v e r i f i e d .

C l i e n t C o m m e n t E x p l a i n e d i n t h e s p e c a n d p a p e r .� �
2 6 1 NizkVerify(const Point &pk1, const Point &pk2, const Point &key,

↪→ const Binary &ciphertext, const Point &w1, const Point &w2,

↪→ const BigNumber &z);� �

1 9



9 M i n o r I s s u e s

C V F - 2 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e s e t w o f u n c t i o n s c o u l d b e m e r g e d i n t o a s i n g l e t e m p l a t e f u n c t i o n .

C l i e n t C o m m e n t D o e s n o t i m p a c t f u n c t i o n a l i t y .� �
8 BigNumber Polynomial(const std::vector<BigNumber> &coefficient,

↪→ size_t x);� �� �
1 0 Point Polynomial(const std::vector<Point> &coefficient, size_t x);� �
C V F - 2 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n I t i s c a l l e d ‘ n u m e r a t o r ‘ .

C l i e n t C o m m e n t R e n a m e d .� �
2 5 5 auto member = BigNumber::FromUInt64(1);� �
C V F - 2 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h e s e m u l t i p l i c a t i o n s s h o u l d b e d o n e m o d q t o p r e v e n t b l o w u p .

C l i e n t C o m m e n t O v e r l o a d f o r m u l t i p l i c a t i o n o p e r a t i o n c a l l s o p e n s s l f u n c t i o n u n d e r t h e

h o o d h t t p s : / / l i n u x . d i e . n e t / m a n / 3 / b n _ m u l _ w o r d . T h i s g u a r a n t e e s u s t o p r o d u c e a v a l i d b i g

n u m b e r w i t h o u t b l o w u p .� �
2 5 9 member *= j + 1;

2 6 0 denominator *= i - j;� �� �
2 6 3 member *= j + 1;

denominator *= j - i;� �

2 0



C V F - 2 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h i s i s r e d u n d a n t .

C l i e n t C o m m e n t R e m o v e d .� �
2 8 0 assert(new_shared_public_key_ == Point::FromBigInteger(

↪→ new_shared_private_key_));� �
C V F - 2 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . h

R e c o m m e n d a t i o n T h i s r o u n d s h o u l d b e m e r g e d w i t h R o u n d 1 .

C l i e n t C o m m e n t I r r e l e v a n t W . R . T p r o d a n d f u n c t i o n a l i t y .� �
2 8 4 std::pair<Binary, Binary> Round2() {

return std::make_pair(

new_shared_private_key_.ToBinary(),

new_shared_public_key_.ToBinary()

);

}� �
C V F - 3 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e m a i n . c c

R e c o m m e n d a t i o n T h i s f u n c t i o n i m p l e m e n t s a d e m o o f t h e p r o t o c o l a n d d o e s n ’ t l o o k l i k e

a p r o d u c t i o n c o d e .

C l i e n t C o m m e n t T h a t ’s t h e p o i n t , j u s t f o r d e m o p u r p o s e s o n l y .� �
1 4 int main() {� �

2 1



C V F - 3 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e m a i n . c c

R e c o m m e n d a t i o n T h i s c h e c k i s n o t N I Z K .

C l i e n t C o m m e n t R e m o v e d .� �
1 0 4 /// Perform NIZK checkfor the proof� �
C V F - 3 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e m a i n . c c

R e c o m m e n d a t i o n T h i s c o m m e n t s h o u l d b e r e s o l v e d o r r e m o v e d .

C l i e n t C o m m e n t R e m o v e d .� �
1 8 3 auto ciphertext = encryptor.Encrypt(plaintext);

/// TODO looked here� �
C V F - 3 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n T h e s e c o m m e n t e d l i n e s s h o u l d b e r e m o v e d o r r e p l a c e d w i t h u s e f u l

c o m m e n t s .

C l i e n t C o m m e n t R e m o v e d .� �
3 4 // ThrowIf(rc != 1, "EVP_EncryptInit_ex error!");� �� �
4 0 // ThrowIf(rc != 1, "EVP_EncryptUpdate error!");� �� �
4 4 // ThrowIf(rc != 1, "EVP_EncryptFinal_ex error!");� �� �
5 4 // ThrowIf(rc != 1, "EVP_DecryptInit_ex error!");� �� �
6 1 // ThrowIf(rc != 1, "EVP_DecryptUpdate error!");� �� �
6 6 // ThrowIf(rc != 1, "EVP_DecryptFinal_ex error!");� �

2 2



C V F - 3 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . c c

R e c o m m e n d a t i o n C o n s i d e r m e n t i o n i n g w h i c h e n d i a n n e s s i s u s e d .

C l i e n t C o m m e n t M e n t i o n e d i n h e a d e r f i l e .� �
1 7 8 BigNumber BigNumber::FromBinary(const std::array<byte, N> &bin) {� �� �
1 8 4 BigNumber BigNumber::FromBinary(const Binary &bin) {� �� �
1 9 0 BigNumber BigNumber::FromUInt64(uint64_t x) {� �
C V F - 3 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . c c

D e s c r i p t i o n ‘ p u b l i c _ k e y ‘ i s c 1 i n t h e s p e c .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n o t a t i o n .

C l i e n t C o m m e n t R e n a m e d .� �
3 3 0 std::tuple<Point, Point, Point, BigNumber> Hybrid::NizkProof(const

↪→ Point &public_key, const Binary &ciphertext) const noexcept {� �
C V F - 3 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . c c

D e s c r i p t i o n T h i s i s ‘ c 2 ‘ i n t h e s p e c .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n o t a t i o n .

C l i e n t C o m m e n t R e n a m e d .� �
3 3 4 auto key = public_key * private_key_;� �

2 3



C V F - 3 7 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n I t s h o u l d b e c a l l e d ” E v a l u a t e P o l y n o m i a l ” .

C l i e n t C o m m e n t R e n a m e d .� �
1 3 Point Polynomial(const std::vector<Point> &coefficient, size_t x) {� �
C V F - 3 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n ‘ + 1 ‘ i s n o t r e a l l y n e c e s s a r y .

C l i e n t C o m m e n t A c k n o w l e d g e d , b u t t h i s j u s t f o r d e m o p u r p o s e s .� �
7 3 s1_list_[index_] = Polynomial(a1_, index_ + 1);

/// Evaluate polynomialfor your own index� �� �
7 8 auto s1 = Polynomial(a1_, i + 1);

/// Evaluate polynomialfor every index except oneself

8 0 auto s2 = Polynomial(a2, i + 1);� �
C V F - 3 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h i s i n d e x i s j i n t h e s p e c .

R e c o m m e n d a t i o n C o n s i d e r u n i f y i n g .

C l i e n t C o m m e n t R e n a m e d .� �
9 5 for (size_t i = 0; i < total_; i++) {

/// Go over all indices secept oneself� �

2 4



C V F - 4 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h i s i n d e x i s l i n t h e s p e c .

R e c o m m e n d a t i o n C o n s i d e r u n i f y i n g .

C l i e n t C o m m e n t R e n a m e d .� �
1 0 3 for (size_t j = 0; j < threshold_; j++) {� �
C V F - 4 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n T h i s c o m m e n t e d l i n e s h o u l d b e r e m o v e d o r r e p l a c e d w i t h a u s e f u l

c o m m e n t .

C l i e n t C o m m e n t R e m o v e d .� �
1 0 4 /// Reminder e[i][j] = Point::Create(a1_[i],

base_,a2[i]).ToBinary();� �
C V F - 4 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e t h r e s h o l d . c c

D e s c r i p t i o n T h i s s h o u l d b e c o m p u t e d o n l y i f d e c r y p t i o n f a i l s .

C l i e n t C o m m e n t F o r d e m o n s t r a t i o n p u r p o s e s w e s h a l l k e e p i t a n d i n g e n e r a l t h i s t a k e s

m i l l i s e c o n d s .� �
1 1 1 OStream out;

auto[key, w1, w2, z] = hybrid_.NizkProof(public_key, e_hat[i]);

out << key << w1 << w2 << z;

evidence_[i] = out.ToBinary();� �

2 5



C V F - 4 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e t h r e s h o l d . c c

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o ‘ H a n d o v e r ( ) ‘

C l i e n t C o m m e n t W e d o n ’ t e v e n h a v e t h i s i n p r o d , t h i s i s f o r d e m o n s t r a t i o n p u r p o s e s o n l y .� �
2 6 6 std::pair<std::vector<Binary>, std::vector<Binary>>

KeyGenerator::Round6(size_t new_total, size_t new_threshold, std::

↪→ vector<Binary> &new_hybrid_key_list) {� �
C V F - 4 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e u t i l s . h

D e s c r i p t i o n I t i s u n c l e a r w h a t k i n d o f A E S i s m e a n t h e r e .

R e c o m m e n d a t i o n C o n s i d e r n a m i n g f o r a p a r t i c u l a r m o d e o f o p e r a t i o n .� �
2 0 class Aes {� �

2 6



C V F - 4 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g w h a t t h e s e f u n c t i o n s a r e d o i n g .� �
2 4 void SetupKey(const Block &key) noexcept;� �� �
2 6 Binary Encrypt(const Binary &plaintext) const;� �� �
2 8 std::optional<Binary> Decrypt(const Binary &ciphertext) const;� �� �
3 3 static Binary Encrypt(const byte *key, const byte *iv, const

↪→ Binary &plaintext);� �� �
3 5 static std::optional<Binary> Decrypt(const byte *key, const byte

↪→ *iv, const Binary &ciphertext);� �� �
9 9 BigNumber MulInvert(const BigNumber &mod) const noexcept;� �� �
1 7 2 Point(const Point &) = delete;� �� �
2 0 8 static Point Create(const BigNumber &n, const Point &q, const

↪→ BigNumber &m);� �� �
2 1 5 Block HashOnce(const void *data, size_t length);� �� �
2 1 7 Block HashOnce(const Binary &binary);� �� �
2 5 0 void SetKey(const BigNumber &key) noexcept;� �� �
2 5 4 Binary Encrypt(const Point &public_key, const Binary &plaintext)

↪→ const noexcept;� �� �
2 5 6 std::optional<Binary> Decrypt(const Point &public_key, const

↪→ Binary &ciphertext) const noexcept;� �� �
2 5 8 std::tuple<Point, Point, Point, BigNumber> NizkProof(const Point

↪→ &public_key, const Binary &ciphertext) const noexcept;� �� �
2 6 1 NizkVerify(const Point &pk1, const Point &pk2, const Point &key,

↪→ const Binary &ciphertext, const Point &w1, const Point &

↪→ w2, const BigNumber &z);� �
2 7



C V F - 4 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e u t i l s . h

R e c o m m e n d a t i o n T h i s d e c l a r a t i o n m i s s e s s o m e o p e r a t o r s , s u c h a s ” - = ” , ” / = ” , ” > ” , ” < ” e t c .

C l i e n t C o m m e n t W e d o n ’ t u s e t h e m s o w e d o n ’ t n e e d t h e m .� �
6 1 class BigNumber {� �
C V F - 4 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e u t i l s . h

D e s c r i p t i o n T h i s c l a s s s h o u l d w o r k w i t h i n t e g e r s m o d u l o q a n d n a m e d a c c o r d i n g l y .

C l i e n t C o m m e n t J u s t n a m i n g , c l e a r f r o m c o n t e x t .� �
6 1 class BigNumber {� �
C V F - 4 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e u t i l s . h

R e c o m m e n d a t i o n T h e n a m e i s c o n f u s i n g , a s t h i s f u n c t i o n d o e s m o d u l a r e x p o n e n t i a t i o n

r a t h e r t h a n s i m p l e e x p o n e n t i a t i o n .

C l i e n t C o m m e n t R e s o l v e d .� �
9 7 BigNumber Power(const BigNumber &n, const BigNumber &mod) const

↪→ noexcept;� �

2 8



C V F - 4 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

D e s c r i p t i o n T h e p a r t i c u l a r b i n a r y f o r m a t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
1 0 1 Binary ToBinary() const;� �� �
1 1 8 static BigNumber FromBinary(const std::array<byte, N> &bin);� �� �
1 2 0 static BigNumber FromBinary(const Binary &bin);� �
C V F - 5 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

D e s c r i p t i o n T h e p a r t i c u l a r b i n a r y f o r m a t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
2 0 0 Binary ToBinary() const;� �� �
2 0 4 static Point FromBinary(const Binary &bin);� �
C V F - 5 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

D e s c r i p t i o n T h i s f u n c t i o n c o n s t r u c t s a p o i n t [ n ] G + [ m ] q .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
2 0 8 static Point Create(const BigNumber &n, const Point &q, const

↪→ BigNumber &m);� �

2 9



C V F - 5 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g t h e i n p u t a n d o u t p u t f o r m a t o f t h i s p r i m i t i v e .

C l i e n t C o m m e n t L o o k s l i k e i t i s c l e a r f r o m t h e t y p e s t h e s e f u n c t i o n s r e t u r n .� �
2 1 9 class Hash {� �
C V F - 5 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e u t i l s . h

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g w h i c h k i n d o f e n c r y p t i o n i s u s e d . C o n c r e t e l y ,

i t s h o u l d b e A E S - G C M w i t h a s e c r e t k e y d e r i v e d f r o m ‘ p u b l i c _ k e y ‘ .

C l i e n t C o m m e n t W e a r e c u r r e n t l y u s i n g A E S - C B C a s s t a t e d p r e v i o u s l y , t h o u g h t h e m o d e

o f o p e r a t i o n c a n b e s e e n i n E n c r y p t f u n c t i o n .� �
2 5 4 Binary Encrypt(const Point &public_key, const Binary &plaintext)

↪→ const noexcept;� �� �
2 5 6 std::optional<Binary> Decrypt(const Point &public_key, const Binary

↪→ &ciphertext) const noexcept;� �
C V F - 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e u t i l s . h

D e s c r i p t i o n T h e f u n c t i o n a l w a y s r e t u r n s ” * t h i s ” .

R e c o m m e n d a t i o n C o n s i d e r c o d i n g t h i s o n c e a t t h e v e r y e n d o f t h e f u n c t i o n .� �
2 9 7 return *this;� �� �
3 0 4 return *this;� �

3 0
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