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C V F - 1 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 6 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 6 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8



C V F - 1 6 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 9 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 9 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 9 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 9 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 2 0 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 2 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 2 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 2 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 2 0 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 0 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 0 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 0 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2



C V F - 2 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 1 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 2 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 2 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 1 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 1 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 2 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 2 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 3 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 4 . 0 5 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 4 . 0 5 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 5 . 0 5 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 0 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a S c o p e u p d a t e

2 . 0 0 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

2 . 1 0 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a I n t r o d u c t i o n u p d a t e

3 . 0 1 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

B l o c k s w a p L a b s i s a r e s e a r c h a n d d e v e l o p m e n t f i r m m a k i n g b l o c k c h a i n t e c h n o l o g y

a c c e s s i b l e t o m a i n s t r e a m u s e r s . A s c o r e c o n t r i b u t o r s t o B l o c k s w a p N e t w o r k a n d P r o o f

o f N e u t r a l i t y N e t w o r k , B l o c k s w a p L a b s a r e b u i l d i n g a p e r m i s s i o n l e s s m i d d l e l a y e r a n d

c a t a l y z i n g w e b 3 d e v e l o p m e n t t h r o u g h c r e d i b l y n e u t r a l p u b l i c b e n e f i t i n f r a s t r u c t u r e

s o l u t i o n s .

9



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w s e v e r a l r e p o s i t o r i e s :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

m - g /

G a t e w a y . s o l G a t e w a y T o k e n . s o l

/ m - g / c o n s e n t /

C o n s e n t V e r i f i c a t i o n . s o l

m - g / e r r o r s /

C o m m o n E r r o r s . s o l

m - g / t - m / d i s p e n s e r /

R e c o v e r y . s o l

m - g / t - m / d i s p e n s e r / d E T H /

d E T H D e s t i n a t i o n

D i s p e n s e r . s o l

d E T H O r i g i n

D i s p e n s e r . s o l

m - g / t - m / d i s p e n s e r / E R C 2 0 /

E R C 2 0 D e s t i n a t i o n

D i s p e n s e r . s o l

E R C 2 0 O r i g i n

D i s p e n s e r . s o l

m - g / t - m / i n g e s t o r / d E T H /

d E T H D e s t i n a t i o n

I n g e s t o r . s o l
d E T H O r i g i n I n g e s t o r . s o l

m - g / t - m / i n g e s t o r / E R C 2 0 /

E R C 2 0 D e s t i n a t i o n

I n g e s t o r . s o l
E R C 2 0 O r i g i n I n g e s t o r . s o l

1 0

https://github.com/bswap-eng/ABDK/tree/8eb19f1266eb366397cd6acf713ab95d253d562f
https://github.com/bswap-eng/ABDK/tree/88c2c67845fcfe046fc0159c1aa4e5445625240d


m - g / a c c u m u l a t o r /

A c c u m u l a t o r . s o l A c c u m u l a t o r F a c t o r y . s o l

m - g / g - i / d E T H /

s a v E T H D e s t i n a t i o n

G a t e w a y . s o l

s a v E T H D e s t i n a t i o n

R e p o r t e r . s o l
s a v E T H G a t e w a y . s o l

s a v E T H O r i g i n

G a t e w a y . s o l

s a v E T H R e g i s t r y

D e s t i n a t i o n G a t e w a y . s o l

m - g / g - i / d E T H /

S t a k e H o u s e

U n i v e r s e A P I . s o l

S t a k e H o u s e

U n i v e r s e D e s t i n a t i o n

G a t e w a y . s o l

m - g / g - i / E R C 2 0 /

E R C 2 0 G a t e w a y . s o l

m - g / i n t e r f a c e s /

I A c c o u n t M a n a g e r . s o l I A c c u m u l a t o r . s o l
I A c c u m u l a t o r

M e t a d a t a . s o l

I E I P 7 2 1 S i g n a t u r e . s o l I G a t e w a y . s o l I G a t e w a y D i s p e n s e r . s o l

I G a t e w a y I n g e s t o r . s o l
I G a t e w a y O p e r a t o r

C o n t r o l C e n t r e . s o l
I G a t e w a y S t r u c t s . s o l

I R B S E n d o r s e r

S i g n a t u r e . s o l
I s a v E T H D i s p e n s e r . s o l I S a v E T H M a n a g e r . s o l

I S a v E T H R e g i s t r y . s o l

m - g / R P B S /

E n d o r s e r R e g i s t r y . s o l
R P B S V e r i f i c a t i o n

L i b r a r y . s o l

1 1



4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

1 2



5 O u r f i n d i n g s

W e f o u n d 1 c r i t i c a l , 1 9 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l

i s s u e s h a v e b e e n f i x e d .

Critical
Severity

Active

Fixed

Issues

0

1

Major
Active Fixed

1 6 3

Moderate
Active Fixed

6 1

Minor
Active Fixed

( n o s e c u r i t y i s s u e s )
2 0 9 0

F i x e d 5 o u t o f 2 3 6 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n S h o u l d b e ” _ i s E n a b l e d ” i n s t e a d o f ” t r u e ” .� �
7 0 2 isGatewayAdmin[_gatewayAdmin] = true;� �

1 4



7 M a j o r I s s u e s

C V F - 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e E R C - 1 6 5 s t a n d a r d s u g g e s t t o f i r s t e n s u r e t h a t a c o n t r a c t d o e s s u p p o r t

E R C - 1 6 5 A P I , b e f o r e u s i n g i t .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g E R C - 1 6 5 s u p p o r t a s d e s c r i b e d i n t h e s t a n d a r d :

h t t p s : / / e i p s . e t h e r e u m . o r g / E I P S / e i p - 1 6 5 # h o w - t o - d e t e c t - i f - a - c o n t r a c t - i m p l e m e n t s - e r c -

1 6 5� �
2 1 9 if (

2 2 0 !IERC165(address(_domainMetadata.ingestionModule)).

↪→ supportsInterface(

type(IGatewayIngestor).interfaceId

)

) revert InvalidIngestorInterface();� �� �
2 2 5 if (

!IERC165(_domainMetadata.dispenserModule).supportsInterface(

type(IGatewayDispenser).interfaceId

)

) revert InvalidDispenserInterface();� �
C V F - 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n Z e r o e n v i r o n m e n t I D i s i m p l i c i t l y f o r b i d d e n , a s i t w o u l d c a u s e u n d e r f l o w .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r h a n d l i n g z e r o e n v i r o n m e n t p r o p e r l y , o r e x p l i c i t l y f o r -

b i d d i n g i t .

C l i e n t C o m m e n t D i s a g r e e w i t h t h i s . C h a i n z e r o i s n o t a p o s s i b i l i t y . U n l e s s t h e r e i s a n

E V M c h a i n w i t h I D z e r o , w e c a n n o t a c k n o w l e d g e t h i s .� �
4 8 2 sha256(abi.encode(_environmentId - 1))� �

1 5



C V F - 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” l i f e c y c l e S t a t u s O f E n d o r s e r B y P u b l i c K e y [ p u b K e y ] ” i s c a l c u -

l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
6 5 lifecycleStatusOfEndorserByPublicKey[pubKey] ==

↪→ EndorserLifecycleStatus.ACTIVE ||

lifecycleStatusOfEndorserByPublicKey[pubKey] ==

↪→ EndorserLifecycleStatus.KICKED,� �� �
7 2 uint256(_status) - uint256(lifecycleStatusOfEndorserByPublicKey[

↪→ pubKey]) >= 1,� �
C V F - 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n Z e r o h a s h e s a r e e f f e c t i v e l y c o n s t a n t s . K e e p i n g t h e m i n t h e s t o r a g e i s e x -

p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r j u s t u s i n g z e r o s i n s t e a d o f z e r o h a s h e s .

C l i e n t C o m m e n t W e w a n t t o a v o i d m o d i f y i n g c o d e f r o m o r i g i n a l E t h e r e u m d e p o s i t c o n -

t r a c t s o d o n ’ t w i s h t o c h a n g e t h i s .� �
3 2 bytes32[TREE_DEPTH] public zero_hashes;� �

1 6



C V F - 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” u n i v e r s e . s a v e E T H R e g i s t r y ( ) ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
6 8 uint256 associatedIndexId = universe.saveETHRegistry().

↪→ associatedIndexIdForKnot(_blsPublicKey);

uint256 knotDETHBalanceInIndex = universe.saveETHRegistry().

↪→ knotDETHBalanceInIndex(associatedIndexId, _blsPublicKey);� �
C V F - 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e c o v e r y . s o l

D e s c r i p t i o n S e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d e s c r i b i n g

i n a d o c u m e n t a t i o n c o m m e n t .

C l i e n t C o m m e n t W e w i l l a i m t o a d d d o c u m e n t a t i o n . T h e s e p a r a m s a r e g e n e r i c t o s u p p o r t

m u l t i p l e a s s e t t y p e s i n t h e f u t u r e .� �
1 5 9 function _performDispense(uint256, address, uint256, bytes calldata)

↪→ internal virtual returns (uint256);� �
C V F - 8 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

D e s c r i p t i o n U s i n g b u s i n e s s - l e v e l p r o p e r t i e s t o c h e c k t e c h n i c a l - l e v e l c o n s t r a i n t s , s u c h a s

w h e t h e r a c o n t r a c t w a s i n i t i a l i z e d , i s a b a d p r a c t i c e .

R e c o m m e n d a t i o n C o n s i d e r d e c l a r i n g a s e p a r a t e ” i s I n i t i a l i z e d ” f l a g .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
6 1 if (address(universe) == address(0)) revert ZeroAddress(); // Check

↪→ that the contract is initialised� �
1 7



C V F - 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

D e s c r i p t i o n P r e c i s i o n l o s s i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r l o g g i n g w r a w , u n s c a l e d v a l u e , o r e x p l i c i t l y c h e c k i n g

t h a t ” k n o t D E T H B a l a n c e I n I n d e x ” i s a f a c t o r o f 1 g w e i .

C l i e n t C o m m e n t A n y b e a c o n c h a i n b a l a n c e i s G W E I d e n o m i n a t e d s o t h e r e i s n o l o s s

p o s s i b l e s i n c e t h e b a l a n c e w a s p r e v i o u s l y s c a l e d t o W E I f r o m b e a c o n c h a i n .� �
8 3 knotDETHBalanceInIndex / 1 gwei,� �
C V F - 1 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

D e s c r i p t i o n I n c a s e t h e ” d e p o s i t s ” a r r a y i s s h o r t e r t h a n o t h e r a r r a y s , t h e r e m a i n i n g e l e -

m e n t s o f t h e o t h e r a r r a y s a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y c h e c k i n g t h a t a r r a y l e n g t h s a r e t h e s a m e .

C l i e n t C o m m e n t D i s p u t e d s i n c e : b a t c h P u s h d o e s l e n g t h c h e c k s .� �
6 2 for (uint256 i; i < _deposits.length; ++i) {� �
C V F - 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

D e s c r i p t i o n I n c a s e t h e ” _ e n d o r s e m e n t s ” a r r a y i s l o n g e r t h a n o t h e r a r r a y s , t h e r e m a i n i n g

e l e m e n t s o f i t a r e s i l e n t l y i g n o r e d .

C l i e n t C o m m e n t W e w i l l a d d e x t r a c h e c k s i n f u t u r e g a t e w a y r e l e a s e - t h i s i s n o t a m a i n n e t

c o m m i t .� �
1 2 4 _endorsements[i]� �
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C V F - 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” d o m a i n s [ _ d e p o s i t M e t a d a t a . o r i g i n C h a i n I d ] . ” i s c a l c u l a t e d

s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
1 4 1 if (address(domains[_depositMetadata.originChainId].accumulator) ==

↪→ address(0)) revert ZeroAddress(); // Check that the gateway is

↪→ configured� �� �
1 4 4 if (_depositMetadata.originGateway != domains[_depositMetadata.

↪→ originChainId].destination) revert InvalidOrigin(); // ensure

↪→ the origin gateway address is correct� �� �
2 0 2 domains[_depositMetadata.originChainId].accumulator.

↪→ injectVectorCommitment(_balIncreaseDataRoot);� �
C V F - 1 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H G a t e w a y . s o l

D e s c r i p t i o n T h i s e x p r e s s i o n i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
8 2 universe.saveETHRegistry().associatedIndexIdForKnot(

↪→ _baseParams.paramThree),

_baseParams.paramThree� �� �
9 8 uint256 knotDETHBalanceInIndex = universe.saveETHRegistry().

↪→ knotDETHBalanceInIndex(associatedIndexId, _baseParams.

↪→ paramThree);� �
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C V F - 1 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k e H o u s e U n i v e r s e A P I . s o l

D e s c r i p t i o n T h e n a m e o f t h i s c o n t r a c t d i f f e r s f r o m t h e n a m e o f t h e f i l e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g e i t h e r t h e c o n t r a c t o f t h e f i l e t o m a k e n a m e s t h e

s a m e .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
9 abstract contract StakeHouseUniverse {� �
C V F - 1 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t a k e H o u s e U n i v e r s e A P I . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t f l a g s a r e s u p p o r t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t D o c u m e n t e d a s p a r t o f S t a k e h o u s e .� �
2 9 uint256 flags, // Flags associated with the member� �
C V F - 1 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” i s U T X O E n d o r s e d B y P u b l i c K e y [ _ d e p o s i t M e t a d a t a . d e -

p o s i t L e a f I n d e x ] ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e b e f o r e t h e l o o p .

C l i e n t C o m m e n t A s t h i s d o e s n o t b r e a k a n y t h i n g , w e s e e i t a s a f u t u r e o p t i m i s a t i o n .� �
7 6 require(!isUTXOEndorsedByPublicKey[_depositMetadata.depositLeafIndex

↪→ ][encodePointHex(_endorsements[i].publicKey)], "Already 

↪→ endorsed");� �� �
8 7 isUTXOEndorsedByPublicKey[_depositMetadata.depositLeafIndex][

↪→ encodePointHex(_endorsements[i].publicKey)] = true;� �

2 0



C V F - 1 7 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I R B S E n d o r s e r S i g n a t u r e . s o l

D e s c r i p t i o n T h e ” I ” p r e f i x u s u a l l y m a r k s i n t e r f a c e s , w h i l e h e r e i s i t u s e d f o r a n a b s t r a c t

c o n t r a c t . A l s o , t h i s a b s t r a c t c o n t r a c t i s d e f i n e d i n a f i l e r e s i d i n g i n t h e ” i n t e r f a c e s ” d i r e c -

t o r y .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r t u r n i n g t h i s a b s t r a c t c o n t r a c t i n t o a n i n t e r f a c e o r r e -

m o v i n g t h e ” I ” p r e f i x a n d m o v i n g t h e f i l e o u t o f t h e ” i n t e r f a c e s ” d i r e c t o r y .� �
7 abstract contract IRBSEndorserSignature is RPBS {� �
C V F - 1 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I E I P 7 2 1 S i g n a t u r e . s o l

R e c o m m e n d a t i o n T h e n a m e s h o u l d b e ” I E I P 7 1 2 S i g n a t u r e ” .� �
6 interface IEIP721Signature {� �
C V F - 1 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e p a r a m e t e r s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e p a r a m e t e r s a n d / o r a d d i n g a

d o c u m e n t a t i o n c o m m e n t .� �
8 event Consume(address, uint256, bytes);� �
C V F - 2 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s a n d t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d t h e r e t u r n e d

v a l u e a n d / o r a d d i n g a d o c u m e n t a t i o n c o m m e n t .� �
1 0 function consume(address, uint256, bytes calldata) external returns

↪→ (uint256);� �

2 1



8 M o d e r a t e I s s u e s

C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e f u n c t i o n d o e s n ’ t c h e c k w h e t h e r r e c o v e r y w a s a l r e a d y a c t i v a l t e d f o r t h e

d o m a i n , t h i s i t i s p o s s i b l e t o a c t i v a t e r e c o v e r y s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r p r e v e n t i n g s e v e r a l r e c o v e r y a c t i v a t i o n s f o r t h e s a m e d o m a i n .

C l i e n t C o m m e n t W e w i l l a d d e x t r a c h e c k s i n f u t u r e g a t e w a y r e l e a s e - t h i s i s n o t a m a i n n e t

c o m m i t .� �
2 5 7 function triggerKillSwitch(uint256 _domainId, bool _killPush)

↪→ external virtual onlyGatewayOperator {� �
C V F - 2 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .

C l i e n t C o m m e n t T h e r e i s o n l y 1 2 0 m s u p p l y o f e t h e r . u i n t 2 5 6 i s m o r e t h a n c a p a b l e o f

s t o r i n g t h i s� �
3 2 uint256 updatedActiveBalanceInWei = _totalDETHBalance * 1 gwei; //

↪→ convert gwei to wei value� �

2 2



C V F - 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n T h i s i m p l i c i t l y f o r b i d s z e r o e n v i r o n m e n t I D .

R e c o m m e n d a t i o n C o n s i d e r s u r r o u n d i n g w i t h ” u n c h e c k e d ” o r f o r b i d d i n g e x p l i c i t l y .

C l i e n t C o m m e n t Z e r o c h a i n I D i s n o t a p o s s s i b i l i t y s o d i s a g r e e .� �
1 4 0 sha256(abi.encode(_environmentId - 1))� �
C V F - 2 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y T o k e n . s o l

D e s c r i p t i o n T h i s f u n c t i o n a l l o w s a m i n t e r t o b u r n o t h e r p e o p l e ’s t o k e n s w i t h e x p l i c i t a p -

p r o v a l . T h i s i s v e r y d a n g e r o u s .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r a l l o w b u r n i n g o w n t o k e n s o n l y , o r c o n s u m e a p p r o v a l

f r o m t o k e n o w n e r s .

C l i e n t C o m m e n t W e w i l l s i m p l i f y t h i s t o k e n c o n t r a c t t o e n s u r e o n l y g a t e w a y c a n m i n t a n d

b u r n .� �
6 4 function burn(address _recipient, uint256 _amount) external {� �
C V F - 2 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

D e s c r i p t i o n P r e c i s i o n l o s s i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r h a s h i n g a r a w , u n s c a l e d v a l u e , o r e x p l i c i t l y c h e c k i n g

t h a t ” k n o t D E T H B a l a n c e I n I n d e x ” i s a f a c t o r o f ” 1 g w e i ” .

C l i e n t C o m m e n t B e a c o n c h a i n b a l a n c e s a r e d e n o m i n a t e d i n G W E I s o p r e c i s i o n l o s s i s n o t

p o s s i b l e .� �
1 3 9 knotDETHBalanceInIndex / 1 gwei,� �

2 3



C V F - 2 6 . I N F O

• C a t e g o r y F l a w • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e r e i s n o l e n g t h c h e c k f o r t h i s a r g u m e n t .

C l i e n t C o m m e n t W e w i l l a d d e x t r a c h e c k s i n f u t u r e g a t e w a y r e l e a s e - t h i s i s n o t a m a i n n e t

c o m m i t .� �
1 1 2 RPBSEndorsement[][] calldata _endorsements� �
C V F - 2 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H G a t e w a y . s o l

D e s c r i p t i o n T h i s e f f e c t i v e l y r o u n d s a b a l a n c e d o w n b e f o r e h a s h i n g .

R e c o m m e n d a t i o n C o n s i d e r h a s h i n g t h e p r e c i s e v a l u e .

C l i e n t C o m m e n t B e a c o n c h a i n b a l a n c e s a r e d e n o m i n a t e d i n G W E I s o p r e c i s i o n l o s s i s n o t

p o s s i b l e .� �
8 4 ) / 1 gwei,� �

2 4



9 M i n o r I s s u e s

C V F - 2 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” u n l e s s t h e r e i s s o m e t h i n g s p e c i a l a b o u t t h i s

p a r t i c u l a r v e r s i o n .

R e c o m m e n d a t i o n A l s o r e l e v a n t f o r : d E T H D e s t i n a t i o n I n g e s t o r . s o l , E n d o r s e r R e g i s t r y . s o l ,

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l , A c c u m u l a t o r . s o l , E R C 2 0 O r i g i n I n g e s t o r . s o l , E R C 2 0 D e s -

t i n a t i o n I n g e s t o r . s o l , d E T H O r i g i n I n g e s t o r . s o l , G a t e w a y T o k e n . s o l , E R C 2 0 O r i g i n D i s -

p e n s e r . s o l , E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l , R e c o v e r y . s o l , d E T H O r i g i n D i s p e n s e r . s o l ,

d E T H D e s t i n a t i o n D i s p e n s e r . s o l , E R C 2 0 G a t e w a y . s o l , s a v E T H O r i g i n G a t e w a y . s o l , S t a k e -

H o u s e U n i v e r s e D e s t i n a t i o n G a t e w a y . s o l , s a v E T H D e s t i n a t i o n G a t e w a y . s o l , s a v E T H R e g -

i s t r y D e s t i n a t i o n G a t e w a y . s o l , s a v E T H G a t e w a y . s o l , S t a k e H o u s e U n i v e r s e A P I . s o l ,

R P B S V e r i f i c a t i o n L i b r a r y . s o l , C o n s e n t V e r i f i c a t i o n . s o l , A c c u m u l a t o r F a c t o r y . s o l , I R B -

S E n d o r s e r S i g n a t u r e . s o l , I s a v E T H D i s p e n s e r . s o l , I A c c o u n t M a n a g e r . s o l , I S a v E T H R e g -

i s t r y . s o l , I S a v E T H M a n a g e r . s o l , I G a t e w a y . s o l , I E I P 7 2 1 S i g n a t u r e . s o l , I G a t e w a y O p -

e r a t o r C o n t r o l C e n t r e . s o l , I G a t e w a y D i s p e n s e r . s o l , I A c c u m u l a t o r M e t a d a t a . s o l , I G a t e -

w a y I n g e s t o r . s o l , I A c c u m u l a t o r . s o l .� �
1 pragma solidity ^0.8.13;� �

2 5



C V F - 2 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
2 3 error NotAGatewayOperator();

error GatewayIsPaused();

error DomainIsStillOperational();

error KillSwitchEnabledForDomain();

error DomainOperationsArePausedOrKilled();

error InvalidIngestorInterface();

error InvalidDispenserInterface();

3 0 error EmptyLeaf();

error InvalidLeafIndex();

error InvalidChain();

error InvalidAccumulatorRoot();

error InvalidProofSize();

error OnlyGatewayAdmin();

error ZeroUintValue();

error LessThanBatch();

error DestinationCannotBeCurrentDomain();

error TotalExtendedNotZero();

4 0 error DomainAlreadyAdded();

error RecoveryCheckpointNotInjected();

error RecoveryRootAlreadyInjected();

error RecoveryRootNotInjected();

error UTXOSpent();

error InvalidConsent();

error InvalidConsentId();

error InvalidRPBSEndorsement();

error DestinationGatewayCannotBeThisGateway();

error CannotRegisterMoreThanOneReturnPath();� �

2 6



C V F - 3 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s

t o t h e m .� �
2 3 error NotAGatewayOperator();� �� �
2 5 error DomainIsStillOperational();

error KillSwitchEnabledForDomain();

error DomainOperationsArePausedOrKilled();

error InvalidIngestorInterface();

error InvalidDispenserInterface();

3 0 error EmptyLeaf();

error InvalidLeafIndex();

error InvalidChain();� �� �
4 0 error DomainAlreadyAdded();

error RecoveryCheckpointNotInjected();

error RecoveryRootAlreadyInjected();

error RecoveryRootNotInjected();

error UTXOSpent();

error InvalidConsent();

error InvalidConsentId();

error InvalidRPBSEndorsement();

error DestinationGatewayCannotBeThisGateway();

error CannotRegisterMoreThanOneReturnPath();� �
C V F - 3 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e w o r d ” e v e n t ” i n a n e v e n t n a m e i s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g .� �
5 4 event DepositEvent(� �

2 7



C V F - 3 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n C o n s i d e r s p l i t t i n g t h e e v e n t i n t w o i f m o r e f i e l d s n e e d l o g g i n g .� �
5 4 event DepositEvent(� �
C V F - 3 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n I t i s u n l i k e l y t h a t t h e s i g n a t u r e r a w v a l u e s a c t u a l l y n e e d l o g g i n g .� �
6 4 uint8 v,

bytes32 r,

bytes32 s� �
C V F - 3 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e s e t h r e e m a p p i n g s c o u l d b e m e r g e d i n t o o n e w h o s e k e y s a r e d o -

m a i n I D s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f t h e o r i g i n a l m a p p i n g s .� �
1 2 1 mapping(uint256 => Domain) public domains;� �� �
1 2 4 mapping(uint256 => bool) public isPushKilled;� �� �
1 2 7 mapping(uint256 => bool) public isUTXOSpent;� �

2 8



C V F - 3 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 7 0 constructor() initializer {}� �
C V F - 3 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” C o n s e n t V e r i f i c a t i o n ” .� �
1 7 6 address _consentVerificationModule,� �
C V F - 3 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” R P B S V e r i f i c a t i o n L i b r a r y ” .� �
1 7 7 address _rpbsVerificationModule,� �
C V F - 3 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d

m o d u l e a d d r e s s .� �
1 8 4 if (_consentVerificationModule == address(0)) revert ZeroAddress();

if (_rpbsVerificationModule == address(0)) revert ZeroAddress();� �

2 9



C V F - 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d

a d d r e s s .� �
2 1 1 if (address(_domainMetadata.ingestionModule) == address(0)) revert

↪→ ZeroAddress();

if (address(_domainMetadata.dispenserModule) == address(0)) revert

↪→ ZeroAddress();

if (address(_domainMetadata.accumulator) == address(0)) revert

↪→ ZeroAddress();

if (address(_domainMetadata.destination) == address(0)) revert

↪→ ZeroAddress();� �
C V F - 4 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
2 5 1 emit GatewayOperatorUpdated(_operator, _isEnabled);� �
C V F - 4 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d a l s o h a v e t h e ” _ k i l l P u s h ” v a l u e a s a p a r a m e t e r .� �
2 6 5 emit KillSwitchTriggered(_domainId);� �
C V F - 4 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d h a v e t h e c h e c k p o i n t i n f o r m a t i o n a s a p a r a m e t e r .� �
2 8 0 emit DomainCheckpointInjected(_domainId);� �

3 0



C V F - 4 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d h a v e t h e r e c o v e r y M e r k l e r o o t a s a p a r a m e t e r .� �
2 9 7 emit DomainRecoveryMerkleRootInjected(_domainId);� �
C V F - 4 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
3 0 3 emit GatewayPaused();� �� �
3 0 9 emit GatewayUnpaused();� �
C V F - 4 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
3 2 1 emit DomainPaused(_domainId);� �
C V F - 4 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
3 3 2 emit DomainUnPaused(_domainId);� �

3 1



C V F - 4 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s i n s t e a d o f t h r e e p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
3 4 0 bytes32[] calldata _transactionSummaries,

uint256[] calldata _domainIds,

BaseInputParams[] calldata _baseParams� �
C V F - 4 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h f o u r

f i e l d s i n s t e a d o f f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s s a r y .� �
3 7 6 bytes32[] calldata _transactionSummaries,

DepositMetadata[] calldata _deposits,

bytes32[][] calldata _accumulatorProofs,

RPBSEndorsement[][] calldata _endorsements� �
C V F - 4 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e ” v e r i f y ” f u n c t i o n n e v e r r e t u r n s f a l s e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e c o n d i t i o n a l s t a t e m e n t .� �
4 1 6 if (!rpbsVerificationModule.verify(� �

3 2



C V F - 5 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e ” T R E E _ D E P T H ” c o n s t a n t s h o u l d b e u s e d h e r e i n s t e a d o f a h a r d -

c o d e d v a l u e .� �
4 5 1 if (_depositCount > (2**32 - 1)) revert InvalidLeafIndex();� �� �
4 5 4 if (_proof.length != 32) revert InvalidProofSize();� �� �
4 6 0 for (uint256 i; i < 32; i++) {� �
C V F - 5 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n S h i f t a n d b i t w i s e A N D i n s t e a d o f d i v i s i o n a n d r e m a i n d e r o p e r a t o r s ,

w o u l d b e m o r e e f f i c i e n t h e r e ,� �
4 6 1 if ((_index / 2 ** i) % 2 != 0) {� �
C V F - 5 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h i s i s n e e d e d i f ‘ z e r o _ h a s h e s ‘ d o n o t h a v e p r e i m a g e s , s o t h a t d i f f e r e n t d e -

p o s i t C o u n t s w o u l d r e s u l t i n d i f f e r e n t r o o t s .� �
4 6 8 // every merkle root is wrapped with the total deposit count at time

↪→ of transaction and padding in order to form the accumulator

↪→ root

node = sha256(abi.encodePacked(

4 7 0 node,

_depositCount,

getDomainContextForAccumulatorRoot(_originEnvironmentId)

));� �

3 3



C V F - 5 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” d o m a i n s [ _ d e p o s i t M e t a d a t a . o r i g i n C h a i n I d ] . d i s p e n s e r M o d -

u l e ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
6 2 9 if (domains[_depositMetadata.originChainId].dispenserModule.

↪→ isRecoveryEnabled()) {� �� �
6 3 1 domains[_depositMetadata.originChainId].dispenserModule.

↪→ destinationRecoveryCheckpoint() == 0� �� �
6 3 5 domains[_depositMetadata.originChainId].dispenserModule.

↪→ recoveryMerkleRoot() == bytes32(0)� �� �
6 3 8 totalProcessed = domains[_depositMetadata.originChainId].

↪→ dispenserModule.dispenseViaRecovery(� �� �
6 6 4 totalProcessed = domains[_depositMetadata.originChainId].

↪→ dispenserModule.dispense(� �

3 4



C V F - 5 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” d o m a i n s [ _ d e p o s i t M e t a d a t a . o r i g i n C h a i n I d ] ” i s c a l c u l a t e d

s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
6 2 9 if (domains[_depositMetadata.originChainId].dispenserModule.

↪→ isRecoveryEnabled()) {� �� �
6 3 1 domains[_depositMetadata.originChainId].dispenserModule.

↪→ destinationRecoveryCheckpoint() == 0� �� �
6 3 5 domains[_depositMetadata.originChainId].dispenserModule.

↪→ recoveryMerkleRoot() == bytes32(0)� �� �
6 3 8 totalProcessed = domains[_depositMetadata.originChainId].

↪→ dispenserModule.dispenseViaRecovery(� �� �
6 6 4 totalProcessed = domains[_depositMetadata.originChainId].

↪→ dispenserModule.dispense(� �� �
6 7 5 domains[_depositMetadata.originChainId].accumulator.

↪→ injectVectorCommitment(_transactionSummary);� �� �
6 8 1 domains[_depositMetadata.originChainId].totalExtended +=

↪→ totalProcessed;� �� �
6 8 3 domains[_depositMetadata.originChainId].totalExtended -=

↪→ totalProcessed;� �
C V F - 5 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y . s o l

R e c o m m e n d a t i o n T h e s e b r a c e s a r e r e d u n d a n t .� �
6 8 6 {� �� �
6 9 6 }� �

3 5



C V F - 5 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e m o r e s p e c i f i c .� �
2 5 address public gateway;� �
C V F - 5 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 8 constructor() initializer {}� �
C V F - 5 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” S t a k e H o u s e U n i v e r s e D e s t i n a -

t i o n G a t e w a y ” .� �
3 1 address _universe,� �
C V F - 5 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
3 2 address _gateway� �

3 6



C V F - 6 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
3 4 if (_universe == address(0)) revert ZeroAddress();

if (_gateway == address(0)) revert ZeroAddress();� �
C V F - 6 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e e v e n t n a m e s c a n b e m o r e s p e c i f i c .� �
3 4 if (_universe == address(0)) revert ZeroAddress();

if (_gateway == address(0)) revert ZeroAddress();� �
C V F - 6 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ s t a k e H o u s e ” a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
4 5 function consume(address _stakeHouse, uint256 _paramTwo, bytes

↪→ calldata _blsPubKey) external override returns (uint256) {� �

3 7



C V F - 6 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

d E T H D e s t i n a t i o n I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
4 5 function consume(address _stakeHouse, uint256 _paramTwo, bytes

↪→ calldata _blsPubKey) external override returns (uint256) {� �
C V F - 6 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” E n d o r s e r ” a n d ” E n d o r s e r -

L i f e c y c l e S t a t u s ” .� �
1 3 event EndorserRegistered(string RPBSPublicKey);� �� �
1 6 event EndorserLifecycleStatusUpdated(string RPBSPublicKey);� �
C V F - 6 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e E n d o r s e r R e g i s t r y . s o l

D e s c r i p t i o n T h e s e e v e n t s h o u l d h a v e s o m e k i n d o f e n d o r s e r I D a s i n d e x e d p a r a m e t e r s .� �
1 3 event EndorserRegistered(string RPBSPublicKey);� �� �
1 6 event EndorserLifecycleStatusUpdated(string RPBSPublicKey);� �

3 8



C V F - 6 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d h a v e t h e u p d a t e d s t a t u s a s a p a r a m e t e r .� �
1 6 event EndorserLifecycleStatusUpdated(string RPBSPublicKey);� �
C V F - 6 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n T h e s e t w o m a p p i n g s c o u l d b e m e r g e d i n t o o n e b y i n t r o d u c i n g a n e w

e n d o r s e r l i f e c y c l e s t a t u s : ” U N R E G I S T E R E D ” .� �
2 7 mapping(string => EndorserLifecycleStatus) public

↪→ lifecycleStatusOfEndorserByPublicKey;� �� �
3 0 mapping(string => bool) public isEndorserRegistered;� �
C V F - 6 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 6 constructor() initializer {}� �
C V F - 6 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d o w n e r

a d d r e s s .� �
3 9 require(_owner != address(0), "Owner is zero address");� �

3 9



C V F - 7 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E n d o r s e r R e g i s t r y . s o l

R e c o m m e n d a t i o n T h e f i r s t p a r t o f t h i s c h e c k i s r e d u n d a n t , a s i t i s n o t p o s s i b l e t o s e t

” A C T I V E ” s t a t u s f o r a n u n r e g i s t e r e d e n d o r s e r .� �
8 6 return isEndorserRegistered[pubKey] &&

lifecycleStatusOfEndorserByPublicKey[pubKey] ==

↪→ EndorserLifecycleStatus.ACTIVE;� �
C V F - 7 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
5 import { StakeHouseUniverse } from "../../../StakeHouseUniverse.sol"

↪→ ;

import { savETHRegistry } from "../../../banking/savETHRegistry.sol"

↪→ ;

import { StakeHouseUUPSCoreModule } from "../../../proxies/

↪→ StakeHouseUUPSCoreModule.sol";� �
C V F - 7 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 3 constructor() initializer {}� �

4 0



C V F - 7 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
2 4 address _stakeHouse,� �
C V F - 7 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

D e s c r i p t i o n 2 5 6 b i t s i s e n o u g h t o r e p r e s e n t a r a w , u n s c a l e d v a l u e . S c a l e d v a l u e s j u s t

m a k e c o d e m o r e c o m p l i c a t e d , l e s s e f f i c i e n t a n d m o r e e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g r a w , u n s c a l e d v a l u e s .� �
2 6 uint256 _totalDETHBalance // gwei value� �
C V F - 7 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n R e p o r t e r . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 2 4 e t h e r ” a n d ” 1 g w e i ” s h o u l d b e n a m e d c o n s t a n t s .� �
3 1 uint256 highestSeenBalance = 24 ether + saveETHRegistry.

↪→ dETHRewardsMintedForKnot(_memberId); // a wei value

uint256 updatedActiveBalanceInWei = _totalDETHBalance * 1 gwei; //

↪→ convert gwei to wei value� �

4 1



C V F - 7 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t s m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t .� �
1 2 error TreeFull();

error InvalidManager();

error DepositAlreadyPushed();� �
C V F - 7 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r c o u l d b e m a d e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s

t o t h e m .� �
1 3 error InvalidManager();

error DepositAlreadyPushed();� �
C V F - 7 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n T h e s e t w o v a r i a b l e s c o u l d b e r e p l a c e d w i t h a s i n g l e v a r i a b l e o f t y p e

” u i n t 2 5 6 [ ] ” .� �
2 9 uint256 public override depositCount;� �� �
4 1 mapping(uint256 => uint256) public indexedHashStamp;� �

4 2



C V F - 7 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n T h i s v a r i a b l e s h o u l d b e d e c l a r e d a s i m m u t a b l e .� �
3 8 uint256 public originId;� �
C V F - 8 0 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f k e y s a n d v a l u e s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
4 1 mapping(uint256 => uint256) public indexedHashStamp;� �
C V F - 8 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
4 7 constructor() initializer {}� �
C V F - 8 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d a c c u m u l a t o r

m a n a g e r a d d r e s s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .� �
5 1 if (_accumulatorManager == address(0)) revert ZeroAddress();� �

4 3



C V F - 8 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n H e r e t h e p r e v i o u s z e r o h a s h j u s t w r i t t e n i n t o t h e s t o r a g e i s r e a d b a c k .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e .� �
6 0 zero_hashes[height + 1] = sha256(abi.encodePacked(zero_hashes[height

↪→ ], zero_hashes[height]));� �
C V F - 8 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n T h e c h e c k s h o u l d b e p e r f o r m e d e a r l i e r , b e f o r e m o d i f y i n g t h e s t a t e .� �
7 3 if (depositCount == MAX_DEPOSIT_COUNT) revert TreeFull();� �
C V F - 8 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n T h e v a l u e o f t h e ” d e p o s i t C o u n t ” v a r i a b l e i s r e a d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
7 3 if (depositCount == MAX_DEPOSIT_COUNT) revert TreeFull();� �� �
7 7 indexedHashStamp[depositCount] = block.timestamp;� �� �
8 1 depositCount += 1;� �

4 4



C V F - 8 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

D e s c r i p t i o n T h e ” d e p o s i t C o u n t ” v a l u e j u s t w r i t t e n t o t h e s t o r a g e i s r e a d b a c k .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e .� �
8 1 depositCount += 1;

uint256 size = depositCount;� �
C V F - 8 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c u m u l a t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o j u s t r e m o v e t h e l o o p c o n d i t i o n t o m a k e

t h e l o o p e f f e c t i v e l y ” i n f i n i t e ” .� �
1 0 0 // this code should be unreachable. We assert `false` just to be

↪→ safe.

assert(false);� �
C V F - 8 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 2 error OnlyGateway();� �

4 5



C V F - 8 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d

” I E R C 2 0 G a t e w a y . s o l ” .� �
1 4 interface IERC20Gateway {� �
C V F - 9 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I E R C 2 0 ” .� �
1 5 function token() external view returns (address);� �
C V F - 9 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e m o r e s p e c i f i c .� �
2 3 address public dispenser;� �
C V F - 9 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I E R C 2 0 G a t e w a y ” .� �
2 6 address public gateway;� �

4 6



C V F - 9 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 9 constructor() initializer {}� �
C V F - 9 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
3 2 address _dispenser,� �
C V F - 9 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I E R C 2 0 G a t e w a y ” .� �
3 3 address _gateway� �
C V F - 9 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
3 5 if (_dispenser == address(0)) revert ZeroAddress();

if (_gateway == address(0)) revert ZeroAddress();� �

4 7



C V F - 9 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e E R C 2 0 O r i g i n I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
4 6 ) external override returns (uint256) {� �
C V F - 9 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 1 error OnlyGateway();� �
C V F - 9 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d

” I E R C 2 0 G a t e w a y . s o l ” .� �
1 3 interface IERC20Gateway {� �

4 8



C V F - 1 0 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” G a t e w a y T o k e n ” .� �
1 4 function token() external view returns (address);� �
C V F - 1 0 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I E R C 2 0 G a t e w a y ” .� �
2 0 address public gateway;� �
C V F - 1 0 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 3 constructor() initializer {}� �
C V F - 1 0 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d g a t e -

w a y a d d r e s s .� �
2 6 if (_gateway == address(0)) revert ZeroAddress();� �

4 9



C V F - 1 0 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

E R C 2 0 D e s t i n a t i o n I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r

d e s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
3 5 ) external override returns (uint256) {� �
C V F - 1 0 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 6 error OnlyGateway();

error InactiveKnot();

error KnotKickedFromBeaconChain();

error KnotHasExited();� �
C V F - 1 0 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
4 0 address _gateway,� �

5 0



C V F - 1 0 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I s a v E T H D i s p e n s e r ” .� �
4 1 address _dispenser,� �
C V F - 1 0 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” S t a k e H o u s e U n i v e r s e ” .� �
4 2 address _universe� �
C V F - 1 0 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
4 4 if (_gateway == address(0)) revert ZeroAddress();

if (_dispenser == address(0)) revert ZeroAddress();

if (_universe == address(0)) revert ZeroAddress();� �
C V F - 1 1 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
5 5 address _stakeHouse,� �

5 1



C V F - 1 1 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e d E T H O r i g i n I n g e s t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
5 8 ) external override returns (uint256) {� �
C V F - 1 1 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y T o k e n . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
9 error OnlyAdmin();

1 0 error NotAuthorized();� �
C V F - 1 1 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e G a t e w a y T o k e n . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” A d m i n ” o r ” M i n t e r ” .� �
1 6 event AdminUpdated(address indexed admin, bool isEnabled);� �� �
1 9 event MinterUpdated(address indexed minter, bool isEnabled);� �

5 2



C V F - 1 1 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G a t e w a y T o k e n . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 8 constructor() initializer {}� �
C V F - 1 1 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G a t e w a y T o k e n . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
4 7 emit MinterUpdated(_minter, _isEnabled);� �� �
5 4 emit AdminUpdated(_admin, _isEnabled);� �
C V F - 1 1 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d

” I E R C 2 0 G a t e w a y . s o l ” .� �
1 3 interface IERC20Gateway {� �
C V F - 1 1 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I E R C 2 0 ” .� �
1 4 function token() external view returns (address);� �

5 3



C V F - 1 1 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E R C 2 0 O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 2 constructor() initializer {}� �
C V F - 1 1 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I E R C 2 0 G a t e w a y ” .� �
2 4 function init(address _gateway) external initializer {� �
C V F - 1 2 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e E R C 2 0 O r i g i n D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
2 9 function _performDispense(uint256 _amount, address _recipient,

↪→ uint256, bytes calldata _data) internal override returns (

↪→ uint256) {� �
C V F - 1 2 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d

” I E R C 2 0 G a t e w a y . s o l ” .� �
8 interface IERC20Gateway {� �

5 4



C V F - 1 2 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” G a t e w a y T o k e n ” .� �
9 function token() external view returns (address);� �
C V F - 1 2 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 5 constructor() initializer {}� �
C V F - 1 2 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e m o r e ” I E R C 2 0 G a t e w a y ” .� �
1 7 function init(address _gateway) external initializer {� �

5 5



C V F - 1 2 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

E R C 2 0 D e s t i n a t i o n D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
2 2 function _performDispense(uint256 _amount, address _recipient,

↪→ uint256, bytes calldata _data) internal override returns (

↪→ uint256) {� �
C V F - 1 2 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e c o v e r y . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 3 error DispenseViaRecoveryEnabled();

error RecoveryIsNotEnabled();

error NotPartOfMerkleTree();

error AlreadyRecovered();

error OnlyGateway();

error MerkleRootAlreadyInjected();

error MerkleRootNotInjected();

2 0 error ZeroMerkleRoot();

error DestinationCheckpointAlreadySet();

error UintIsZero();

error DestinationCheckpointIsNotSet();� �

5 6



C V F - 1 2 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e c o v e r y . s o l

D e s c r i p t i o n T h e e r r o r n a m e i s t o o g e n e r i c .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e n a m e m o r e s p e c i f i c , s u c h a s ” D e s t i n a t i o n R e c o v -

e r y C h e c k p o i n t I s Z e r o ” .� �
2 2 error UintIsZero();� �
C V F - 1 2 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e c o v e r y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” R e c o v e r y ” , ” R e c o v -

e r y M e r k l e R o o t ” , e t c .� �
2 9 event RecoveryActivated();� �� �
3 2 event RecoveryMerkleRootInjected();� �� �
3 5 event DestinationRecoveryCheckpointFinalized();� �
C V F - 1 2 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e c o v e r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e m o r e s p e c i f i c .� �
4 4 address public gateway;� �
C V F - 1 3 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e c o v e r y . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e m o r e s p e c i f i c .� �
5 5 function __Recovery_init(address _gateway) internal {� �

5 7



C V F - 1 3 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e c o v e r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
1 0 3 ) external virtual override returns (uint256) {� �� �
1 2 4 ) external override virtual returns (uint256) {� �� �
1 5 9 function _performDispense(uint256, address, uint256, bytes calldata)

↪→ internal virtual returns (uint256);� �
C V F - 1 3 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
9 } from "../../../gateway-implementations/dETH/StakeHouseUniverseAPI.

↪→ sol";� �
C V F - 1 3 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 0 constructor() initializer {}� �

5 8



C V F - 1 3 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” S t a k e H o u s e U n i v e r s e ” .� �
3 3 address _universe,� �
C V F - 1 3 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
3 4 address _gateway� �
C V F - 1 3 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k e d a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
3 6 if (_universe == address(0)) revert ZeroAddress();

if (_gateway == address(0)) revert ZeroAddress();� �
C V F - 1 3 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
5 1 address _stakeHouse,� �

5 9



C V F - 1 3 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r a d d i n g

a d o c u m e n t a t i o n c o m m e n t .� �
5 4 ) internal override returns (uint256) {� �
C V F - 1 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e d E T H O r i g i n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e ” 1 g w e i ” v a l u e s h o u l d b e a n a m e d c o n s t a n t .� �
6 1 (uint256(_amount) * 1 gwei) > universe.savETHMan().

↪→ knotDETHBalanceInIndex(gatewayIndex, _blsPubKey)� �
C V F - 1 4 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 3 error InvalidState();� �

6 0



C V F - 1 4 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” d E -

T H I n g e s t o r . s o l ” .� �
1 5 interface dETHIngestor {� �
C V F - 1 4 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e m o r e s p e c i f i c .� �
2 8 address public ingestor;� �
C V F - 1 4 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 1 constructor() initializer {}� �
C V F - 1 4 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” S t a k e H o u s e U n i v e r s e D e s t i n a -

t i o n G a t e w a y ” .� �
3 4 address _universe,� �

6 1



C V F - 1 4 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
3 5 address _gateway,

address _ingestor� �
C V F - 1 4 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
3 8 if (_universe == address(0)) revert ZeroAddress();

if (_gateway == address(0)) revert ZeroAddress();

4 0 if (_ingestor == address(0)) revert ZeroAddress();� �
C V F - 1 4 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
5 6 address _stakeHouse,� �

6 2



C V F - 1 4 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

d E T H D e s t i n a t i o n D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r a d d i n g

a d o c u m e n t a t i o n c o m m e n t .� �
5 9 ) internal override returns (uint256) {� �
C V F - 1 4 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .� �
2 2 address _token,� �
C V F - 1 5 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” C o n s e n t V e r i f i c a t i o n ” .� �
2 5 address _consentVerificationModule,� �
C V F - 1 5 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E R C 2 0 G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I R P B S V e r i f i c a t i o n L i b r a r y ” .� �
2 6 address _rpbsVerificationModule,� �
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C V F - 1 5 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E R C 2 0 G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d t o k e n

a d d r e s s .� �
3 0 if (_token == address(0)) revert ZeroAddress();� �
C V F - 1 5 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 7 error UnknownAsset();

error InactiveKnot();� �
C V F - 1 5 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P o k e ” .� �
2 3 event Poked(� �
C V F - 1 5 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s p a r a m e t e r s h o u l d b e m o r e s p e c i f i c .� �
2 5 address indexed house, // Associated stakehouse for BLS

↪→ public key� �
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C V F - 1 5 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c -

e s s a r y .� �
3 8 address[] calldata _stakeHouses,

bytes[] calldata _blsPublicKeys,

4 0 bytes32[] calldata _pokeDataRoots� �
C V F - 1 5 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” d o m a i n s [ _ d o m a i n I d ] . ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
6 8 uint256 gatewayIndex = IsavETHDispenser(address(domains[_domainId].

↪→ dispenserModule)).gatewayIndex();� �� �
8 4 domains[_domainId].accumulator.depositCount(),� �� �
9 3 domains[_domainId].accumulator.injectVectorCommitment(_pokeDataRoot)

↪→ ;� �
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C V F - 1 5 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 1 g w e i ” a n d ” 2 4 e t h e r ” s h o u l d b e n a m e d c o n s t a n t s .� �
8 3 knotDETHBalanceInIndex / 1 gwei,� �� �
1 1 9 if (knotDETHBalanceInIndex <= 24 ether) revert InvalidKnotBalance();� �� �
1 2 6 if (knotDETHBalanceInIndex / 1 gwei > type(uint64).max) revert

↪→ DepositTooHigh();� �� �
1 3 9 knotDETHBalanceInIndex / 1 gwei,� �
C V F - 1 5 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d b e f o r e e m i t t i n g a n e v e n t .� �
8 9 if (

9 0 _getPokeLeaf(_domainId, _stakeHouse, _blsPublicKey,

↪→ knotDETHBalanceInIndex) != _pokeDataRoot

) revert InvalidSummary();� �
C V F - 1 6 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H O r i g i n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e c h e a p e r t o c h e c k ” k n o t D E T H B a l a n c e I n I n d e x >

t y p e ( u i n t 6 4 ) . m a x * 1 g w e i ” a s t h e r i g h t p a r t c o u l d b e c o m p u t e d a t c o m p i l e t i m e .� �
1 2 6 if (knotDETHBalanceInIndex / 1 gwei > type(uint64).max) revert

↪→ DepositTooHigh();� �
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C V F - 1 6 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
7 import { StakeHouseAccessControls } from '../../../

↪→ StakeHouseAccessControls.sol';

import { StakeHouseUniverse } from '../../../StakeHouseUniverse.sol'

↪→ ;� �� �
1 1 import { StakeHouseUUPSCoreModule } from "../../../proxies/

↪→ StakeHouseUUPSCoreModule.sol";� �
C V F - 1 6 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 0 constructor() initializer {}� �
C V F - 1 6 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” s a v E T H R e g i s t r y D e s t i n a t i o n G a t e -

w a y ” .� �
3 5 address _saveETHRegistryLogic,� �
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C V F - 1 6 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
3 6 address _dETHLogic,

address _saveETHLogic,� �
C V F - 1 6 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” s a v E T H D e s t i n a t i o n R e p o r t e r ” .� �
3 8 address _savETHManagerLogic,� �
C V F - 1 6 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” s a v E T H D e s t i n a t i o n R e p o r t e r ” .� �
3 9 address _reporterLogic� �
C V F - 1 6 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e D e s t i -

n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .� �
7 8 function memberKnotToStakeHouse(bytes calldata _blsPubKey) external

↪→ view returns (address) {� �

6 8



C V F - 1 6 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

D e s c r i p t i o n D e f i n i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e n i n t o

a s e p a r a t e f i l e .� �
1 9 error UnknownAsset();

2 0 error NoBalanceIncreaseDetected();

error InvalidRoot();

error InvalidRPBSEndorsement();� �
C V F - 1 6 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P o k e ” .� �
3 2 event BalancePokedSuccessfully(� �
C V F - 1 7 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e p a r a m e t e r s s h o u l d b e m o r e s p e c i f i c .� �
3 4 address originGateway, // Address of gateway that

↪→ processed the poke

address indexed house, // Associated Stakehouse registry

↪→ for bls public key� �
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C V F - 1 7 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h f o u r s

f i e l d s , r a t h e r t h e n f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
4 9 bytes32[] calldata _transactionSummaries,

5 0 DepositMetadata[] calldata _deposits,

bytes32[][] calldata _accumulatorProofs,

RPBSEndorsement[][] calldata _endorsements� �
C V F - 1 7 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s -

s a r y .� �
8 3 bytes32[] calldata _originAccumulatorProof,

RPBSEndorsement[] calldata _endorsements� �
C V F - 1 7 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h f o u r s

f i e l d s , r a t h e r t h e n f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
1 0 9 bytes32[] calldata _balIncreaseDataRoots,

1 1 0 DepositMetadata[] calldata _deposits,

bytes32[][] calldata _originAccumulatorProofs,

RPBSEndorsement[][] calldata _endorsements� �

7 0



C V F - 1 7 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h f o u r s

f i e l d s , r a t h e r t h e n f o u r p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
1 3 8 bytes32[] calldata _originAccumulatorProof,

RPBSEndorsement[] calldata _endorsements� �
C V F - 1 7 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” d o m a i n s [ _ d e p o s i t M e t a d a t a . o r i g i n C h a i n I d ] . a c c u m u l a t o r ” i s

c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 4 1 if (address(domains[_depositMetadata.originChainId].accumulator) ==

↪→ address(0)) revert ZeroAddress(); // Check that the gateway is

↪→ configured� �� �
2 0 2 domains[_depositMetadata.originChainId].accumulator.

↪→ injectVectorCommitment(_balIncreaseDataRoot);� �
C V F - 1 7 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

s a v E T H D e s t i n a t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 2 4 e t h e r ” a n d ” 1 g w e i ” s h o u l d b e n a m e d c o n s t a n t .� �
1 5 9 if (_depositMetadata.amount <= (24 ether / 1 gwei)) revert

↪→ NoBalanceIncreaseDetected();� �
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C V F - 1 7 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
5 import { savETHRegistry } from "../../../banking/savETHRegistry.sol"

↪→ ;� �
C V F - 1 7 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e k e y t y p e f o r t h i s m a p p i n g s h o u l d b e m o r e s p e c i f i c .� �
1 1 mapping(address => bool) public isValidHouse;� �
C V F - 1 7 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e v a l u e t y p e f o r t h i s m a p p i n g s h o u l d b e m o r e s p e c i f i c .� �
1 4 mapping(bytes => address) public associatedHouseForKnot;� �

7 2



C V F - 1 8 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ s t a k e H o u s e ” a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
1 7 function setIsValidHouse(address _stakeHouse) external onlyModule {� �� �
2 2 function setAssociatedHouseForKnot(address _stakeHouse, bytes

↪→ calldata _blsPublicKey) external onlyModule {� �� �
2 8 address _stakeHouse,� �� �
4 6 function _onlyValidStakeHouse(address _stakeHouse) internal view

↪→ override {� �� �
5 2 function _onlyStakeHouseKnotThatHasNotRageQuit(address _stakeHouse,

↪→ bytes calldata _blsPubKey) internal view override {� �� �
5 7 function _onlyValidStakeHouseKnot(address _stakeHouse, bytes

↪→ calldata _blsPubKey) internal view override {� �
C V F - 1 8 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
1 7 function setIsValidHouse(address _stakeHouse) external onlyModule {� �� �
2 2 function setAssociatedHouseForKnot(address _stakeHouse, bytes

↪→ calldata _blsPublicKey) external onlyModule {� �� �
2 7 function rageQuitAndCleanup(� �

7 3



C V F - 1 8 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H R e g i s t r y D e s t i n a -

t i o n G a t e w a y . s o l

D e s c r i p t i o n T h e s e t w o f u n c t i o n s a r e i d e n t i c a l .

R e c o m m e n d a t i o n C o n s i d e r m e r g i n g t h e m i n t o o n e , o r i m p l e m e n t i n g o n e t h r o u g h t h e

o t h e r .� �
5 2 function _onlyStakeHouseKnotThatHasNotRageQuit(address _stakeHouse,

↪→ bytes calldata _blsPubKey) internal view override {� �� �
5 7 function _onlyValidStakeHouseKnot(address _stakeHouse, bytes

↪→ calldata _blsPubKey) internal view override {� �
C V F - 1 8 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : i m p o r t { S t a k e H o u s e U n i v e r s e } f r o m ” . / S -

t a k e H o u s e U n i v e r s e A P I . s o l ” ;� �
6 import { StakeHouseUniverse } from "../../gateway-implementations/

↪→ dETH/StakeHouseUniverseAPI.sol";� �
C V F - 1 8 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s a v E T H G a t e w a y . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r s i n t o t h e c o n t r a c t o r m o v i n g t h e m

i n t o a s e p a r a t e f i l e .� �
1 5 error OnlyIndexOwner();

error InvalidBLSPubKey();

error KNOTIsNotInAnIndex();

error AlreadyMigrated();

error InvalidIndexId();� �

7 4



C V F - 1 8 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” S t a k e H o u s e U n i v e r s e ” .� �
3 2 address _universe,� �
C V F - 1 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” C o n s e n t V e r i f i c a t i o n ” .� �
3 5 address _consentVerificationModule,� �
C V F - 1 8 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” R P B S V e r i f i c a t i o n L i b r a r y ” .� �
3 6 address _rpbsVerificationModule,� �
C V F - 1 8 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s c o u l d b e m o r e s p e c i f i c .� �
4 7 address _stakeHouse,� �� �
5 1 address _originGateway,� �� �
5 3 address _destinationGateway� �

7 5



C V F - 1 8 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” s t a k e H o u s e ” r e t u r n e d v a l u e s h o u l d b e m o r e s p e c i f i c .� �
7 5 ) internal override view returns (address stakeHouse, uint256

↪→ gatewayIndex, bytes memory blsPubKey) {� �
C V F - 1 9 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 4 8 ” h e r e s h o u l d e a n a m e d c o n s t a n t .� �
9 1 if (_baseParams.paramThree.length != 48) revert InvalidBLSPubKey();� �
C V F - 1 9 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 2 4 e t h e r ” s h o u l d b e a n a m e d c o n s t a n t .� �
9 9 if (knotDETHBalanceInIndex < 24 ether) revert InvalidKnotBalance();� �
C V F - 1 9 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s a v E T H G a t e w a y . s o l

R e c o m m e n d a t i o n I f n o p r e c i s i o n l o o s i s g u a r a n t e e d h e r e , c o n s i d e r a d d i n g a n e x p l i c i t

a s s e r t .� �
1 0 4 // As per original deposit contract and beacon chain balances, we

↪→ process amounts in gwei with no procesion loss.� �
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C V F - 1 9 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k e H o u s e U n i v e r s e A P I . s o l

R e c o m m e n d a t i o n T h i s c o n t r a c t c o u l d b e t u r n e d i n t o a n i n t e r f a c e .� �
9 abstract contract StakeHouseUniverse {� �
C V F - 1 9 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e A P I . s o l

R e c o m m e n d a t i o n T h e r e t u r n e d t y p e s h o u l d b e m o r e s p e c i f i c .� �
2 1 function memberKnotToStakeHouse(bytes calldata _blsPubKey) external

↪→ view virtual returns (address);� �
C V F - 1 9 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k e H o u s e U n i v e r s e A P I . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
2 5 address stakeHouse, // Address of registered StakeHouse

address sETHAddress, // Address of sETH address associated with

↪→ StakeHouse� �
C V F - 1 9 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e t h i s i s a c o n t r a c t r a t h e r t h a n a l i b r a r y .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g o r t u r n i n g i n t o a l i b r a r y .� �
1 2 contract RPBSVerificationLibrary is IRBSEndorserSignature,

↪→ IAccumulatorMetadata, IGatewayStructs, Initializable {� �
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C V F - 1 9 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e o n t h i s .� �
2 1 mapping(uint256 => mapping(string => bool)) public

↪→ isUTXOEndorsedByPublicKey;� �
C V F - 1 9 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 4 constructor() initializer {}� �
C V F - 1 9 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ r e g i s t r y ” a r g u m e n t s h o u l d b e ” E n d o r s e r R e g i s t r y ” o r

a n i n t e r f a c e e x t r a c t e d f r o m i t .� �
2 6 function init(address _registry, uint256

↪→ _numberOfEndorsementsRequired) external initializer {� �
C V F - 2 0 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

D e s c r i p t i o n T h e f u n c t i o n a l w a y s r e t u r n s t r u e .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g n o t h i n g .� �
3 9 ) external virtual returns (bool) {� �

7 8



C V F - 2 0 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R P B S V e r i f i c a t i o n L i b r a r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” e n c o d e P o i n t H e x ( _ e n d o r s e m e n t s [ i ] ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
7 6 require(!isUTXOEndorsedByPublicKey[_depositMetadata.depositLeafIndex

↪→ ][encodePointHex(_endorsements[i].publicKey)], "Already 

↪→ endorsed");� �� �
8 7 isUTXOEndorsedByPublicKey[_depositMetadata.depositLeafIndex][

↪→ encodePointHex(_endorsements[i].publicKey)] = true;� �
C V F - 2 0 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e C o n s e n t V e r i f i c a t i o n . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e p a r a m e t e r s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 4 "Consent(uint256,address,uint256,bytes)"� �
C V F - 2 0 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n s e n t V e r i f i c a t i o n . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a m e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 8 constructor() initializer {}� �

7 9



C V F - 2 0 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e C o n s e n t V e r i f i c a t i o n . s o l

D e s c r i p t i o n T h e w o r d ” v a l i d a t e ” i s c o m m o n l y u s e d f o r f u n c t i o n t h a t r e v e r t i n c a s e o f

i n v a l i d a r g u m e n t , w h i l e t h e w o r d ” c h e c k ” i s u s e d f o r f u n c t i o n t h a t r e t u r n v a l i d i t y f l a g .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o ” c h e c k C o n s e n t S i g n a t u r e ” .� �
5 0 function validateConsentSignature(� �
C V F - 2 0 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c u m u l a t o r F a c t o r y . s o l

R e c o m m e n d a t i o n T h e p a r a m e t e r t y p e s h o u l d b e ” I A c c u m u l a t o r ” .� �
1 0 event AccumulatorCloned(address indexed newAccumulator);� �
C V F - 2 0 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c u m u l a t o r F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” A c c u m u l a t o r ” o r ” I A c c u m u l a t o r ” .� �
1 3 address public implementation;� �
C V F - 2 0 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c u m u l a t o r F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I A c c u m u l a t o r ” .� �
2 0 function deployAccumulator(address _manager) external returns (

↪→ address) {� �

8 0



C V F - 2 0 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o m m o n E r r o r s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s

t o t h e m .� �
7 error OnlyGateway();

error InvalidSummary();

error InvalidAmount();

1 0 error InvalidRecipient();

error LeafNotValidOnOrigin();

error InvalidOwner();

error InconsistentArrayLengths();

error ChainChanged();

error InvalidDestinationChainId();

error InvalidDestinationGatewayAddress();

error DepositTooHigh();

error InvalidOrigin();

error InvalidDomain();

2 0 error InvalidKnotBalance();� �
C V F - 2 0 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I A c c o u n t M a n a g e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r d e -

s c r i b i n g t h e m i n a d o c u m e n t a t i o n c o m m e n t .� �
2 7 bytes memory,

bytes memory,

bool ,

3 0 uint64,

uint64,

uint64,

uint64,

uint64,

uint64� �

8 1



C V F - 2 1 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I A c c o u n t M a n a g e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e d e -

c l a r e d i n t h i s i n t e r f a c e .� �
5 0 function createStakehouse(� �� �
6 3 function joinStakehouse(� �� �
7 7 function joinStakeHouseAndCreateBrand(� �� �
8 9 function registerValidatorInitials(� �� �
9 9 function registerDeposit(� �
C V F - 2 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A c c o u n t M a n a g e r . s o l

R e c o m m e n d a t i o n S h o r t s t r i n g s c o u l d b e e f f i c i e n t l y p a c k e d i n t o ” b y t e 3 2 ” v a l u e s .

h t t p s : / / g i s t . g i t h u b . c o m / 3 s G g p Q 8 H / 5 6 7 3 5 4 5 3 4 1 7 0 9 0 5 e 0 4 7 b 2 9 9 2 8 6 6 9 7 e 1 9� �
5 3 string calldata _ticker,� �� �
8 0 string calldata _ticker,� �
C V F - 2 1 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I A c c o u n t M a n a g e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .� �
5 5 ) external returns (address stakehouse);� �

8 2



C V F - 2 1 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I A c c o u n t M a n a g e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
6 6 address _stakehouse,� �� �
8 1 address _stakehouse,� �
C V F - 2 1 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A c c o u n t M a n a g e r . s o l

R e c o m m e n d a t i o n T h e s e p a r a m e t e r s s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t B y t e s c a n n o t b e i n d e x e d .� �
1 0 9 bytes blsPubKey� �� �
1 1 4 bytes blsPubKey,� �� �
1 2 2 bytes blsPubKey� �� �
1 2 7 bytes blsPubKey� �� �
1 3 2 bytes blsPubKey� �� �
1 3 7 bytes blsPubKey� �

8 3



C V F - 2 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I S a v E T H R e g i s t r y . s o l

R e c o m m e n d a t i o n T h e ” m e m b e r I d ” p a r a m e t e r s s h o u l d b e i n d e x e d .� �
7 event KnotTransferredToAnotherIndex(bytes memberId, uint256 indexed

↪→ newIndexId);� �� �
1 0 event ApprovedSpenderForKnotInIndex(bytes memberId, address indexed

↪→ spender);� �� �
1 3 event KnotAddedToOpenIndex(bytes memberId, address indexed

↪→ indexOwner, uint256 savETHSent);� �� �
1 6 event KnotAddedToOpenIndexAndDETHWithdrawn(bytes memberId);� �� �
1 9 event dETHAddedToKnotInIndex(bytes memberId, uint256 dETH);� �� �
2 5 event dETHReservesAddedToOpenIndex(bytes memberId, uint256 amount);� �� �
2 8 event RageQuitKnot(bytes memberId);� �� �
3 4 event KnotInsertedIntoIndex(bytes memberId, uint256 indexed indexId)

↪→ ;� �
C V F - 2 1 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I S a v E T H R e g i s t r y . s o l

R e c o m m e n d a t i o n T h e ” i n d e x I d ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
4 0 event IndexOwnershipTransferred(uint256 indexId);� �

8 4



C V F - 2 1 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I S a v E T H R e g i s t r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
7 1 address _stakeHouse,� �� �
8 3 address _stakeHouse,� �� �
9 5 address _stakeHouse,� �� �
1 0 7 address _stakeHouse,� �� �
1 1 9 address _stakeHouse,� �� �
1 3 1 address _stakeHouse,� �
C V F - 2 1 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I S a v E T H M a n a g e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
8 function createIndex(address _owner) external returns (uint256);� �
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C V F - 2 1 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I S a v E T H M a n a g e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e d e -

c l a r e d i n t h i s i n t e r f a c e .� �
8 function createIndex(address _owner) external returns (uint256);� �� �
1 3 function approveForIndexOwnershipTransfer(� �� �
2 1 function transferIndexOwnership(uint256 _indexId, address _to)

↪→ external;� �� �
2 7 function transferKnotToAnotherIndex(� �� �
3 7 function approveSpendingOfKnotInIndex(� �� �
4 7 function addKnotToOpenIndex(� �� �
5 7 function isolateKnotFromOpenIndex(� �� �
6 7 function addKnotToOpenIndexAndWithdraw(� �� �
7 7 function depositAndIsolateKnotIntoIndex(� �� �
8 5 function withdraw(address _recipient, uint128 _amount) external;� �� �
8 9 function deposit(address _recipient, uint128 _amount) external;� �
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C V F - 2 2 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I S a v E T H M a n a g e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
2 8 address _stakeHouse,� �� �
3 8 address _stakeHouse,� �� �
4 8 address _stakeHouse,� �� �
5 8 address _stakeHouse,� �� �
6 8 address _stakeHouse,� �� �
7 8 address _stakeHouse,� �
C V F - 2 2 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I S a v E T H M a n a g e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .� �
1 2 8 function dETHToken() external view returns (address);� �� �
1 3 1 function savETHToken() external view returns (address);� �
C V F - 2 2 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I G a t e w a y S t r u c t s . s o l

D e s c r i p t i o n T h i s i n t e r f a c e c o n t a i n s o n l y s t r u c t s .

R e c o m m e n d a t i o n C o n s i d e r t u r n i n g i t i n t o a l i b r a r y o r m o v i n g t h e s t r u c t s t o t h e t o p l e v e l

a n d r e m o v i n g t h e i n t e r f a c e .� �
7 interface IGatewayStructs is IEIP721Signature {� �
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C V F - 2 2 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G a t e w a y S t r u c t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e f i e l d s s h o u l d b e ” I G a t e w a y ” .� �
2 0 address originGateway;� �� �
2 2 address destinationGateway;� �
C V F - 2 2 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” D e p l o y m e n t ” , ” D o m a i n ” ,

e t c .� �
1 4 event Deployed();� �� �
1 7 event DomainAdded(uint256 indexed domainId);� �� �
2 0 event KillSwitchTriggered(uint256 indexed domainId);� �� �
2 3 event DomainCheckpointInjected(uint256 indexed domainId);� �� �
2 6 event DomainRecoveryMerkleRootInjected(uint256 indexed domainId);� �� �
2 9 event GatewayPaused();� �� �
3 2 event GatewayUnpaused();� �� �
3 5 event DomainPaused(uint256 indexed domain);� �� �
3 8 event DomainUnPaused(uint256 indexed domain);� �� �
4 1 event GatewayOperatorUpdated(address indexed operator, bool

↪→ isEnabled);� �� �
4 4 event GatewayAdminUpdated(address indexed operator, bool isEnabled);� �
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C V F - 2 2 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I E I P 7 2 1 S i g n a t u r e . s o l

D e s c r i p t i o n E I P - 7 1 2 d e s c r i b e s f o r m a t o f m e s s a g e s t o b e s i g n e d , b u t d o e s n ’ t d e s c r i b e

f o r m a t o f s i g n a t u r e s . R e f e r r i n g t o E I P - 7 1 2 h e r e i s m i s l e a d i n g .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o ” I E C D S A S i g n a t u r e ” .� �
5 /// @notice Re-usable interface for sharing a common structure for

↪→ defining an EIP712 signature� �
C V F - 2 2 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I E I P 7 2 1 S i g n a t u r e . s o l

D e s c r i p t i o n T h i s i n t e r f a c e c o n t a i n s o n l y s t r u c t s .

R e c o m m e n d a t i o n C o n s i d e r t u r n i n g i t i n t o a l i b r a r y o r m o v i n g t h e s t r u c t s t o t h e t o p l e v e l

a n d r e m o v i n g t h e i n t e r f a c e .� �
6 interface IEIP721Signature {� �
C V F - 2 2 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e p a r a m e t e r s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e p a r a m e t e r s a n d / o r a d d i n g a

d o c u m e n t a t i o n c o m m e n t .� �
9 event Dispense(address, uint256, bytes);� �
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C V F - 2 2 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I G a t e w a y D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e d e -

c l a r e d i n t h i s i n t e r f a c e .� �
2 1 function activateRecovery() external;� �� �
2 4 function injectForeignDomainCheckpoint(uint256

↪→ _destinationRecoveryCheckpoint) external;� �� �
2 7 function injectRecoveryMerkleRoot(bytes32 _merkleRoot) external;� �� �
3 3 function dispenseViaRecovery(� �
C V F - 2 2 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s a n d t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d t h e r e t u r n e d

v a l u e s a n d / o r d e s c r i b i n g i n d o c u m e n t a t i o n c o m m e n t s .� �
3 0 function dispense(uint256, address, uint256, bytes calldata)

↪→ external returns (uint256);� �� �
4 2 function isPartOfMerkleTree(uint256, address, uint256, bytes

↪→ calldata, bytes32[] calldata) external returns (bytes32, bool)

↪→ ;� �

9 0



C V F - 2 3 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y D i s p e n s e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d e -

s c r i b i n g i n a d o c u m e n t a t i o n c o m m e n t .� �
3 9 ) external returns (uint256);� �
C V F - 2 3 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A c c u m u l a t o r M e t a d a t a . s o l

D e s c r i p t i o n T h i s i n t e r f a c e o n l y c o n t a i n s s t r u c t s .

R e c o m m e n d a t i o n C o n s i d e r t u r n i n g i n t o a l i b r a r y o r j u s t m o v i n g t h e s t r u c t s t o t h e t o p l e v e l

a n d r e m o v i n g t h i s i n t e r f a c e .� �
5 interface IAccumulatorMetadata {� �
C V F - 2 3 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G a t e w a y I n g e s t o r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” C o n s u m p t i o n ” .� �
8 event Consume(address, uint256, bytes);� �
C V F - 2 3 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A c c u m u l a t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e l e a f i n d e x .� �
1 0 function injectVectorCommitment(bytes32 _node) external;� �
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C V F - 2 3 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I A c c u m u l a t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d i n

t h i s i n t e r f a c e .� �
1 0 function injectVectorCommitment(bytes32 _node) external;� �
C V F - 2 3 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I A c c u m u l a t o r . s o l

D e s c r i p t i o n T h e i n t e r f a c e i s a b l e t o d e a l w i t h a r b i t r a r y c o m m i t m e n t s , b u t h e r e t h e w o r d

” d e p o s i t ” r e f e r s t o a p a r t i c u l a r u s e c a s e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o ” c o u n t ” .� �
1 3 function depositCount() external view returns (uint256);� �
C V F - 2 3 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A c c u m u l a t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s s u p e r s e d e d b y t h e ” g e t A c c u m u l a t o r R o o t A n d C o u n t ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .� �
1 3 function depositCount() external view returns (uint256);� �
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