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C o n t e n t s

1 C h a n g e l o g 7

2 I n t r o d u c t i o n 8

3 P r o j e c t s c o p e 9

4 M e t h o d o l o g y 1 1

5 O u r f i n d i n g s 1 2

6 M a j o r I s s u e s 1 3

C V F - 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

7 M o d e r a t e I s s u e s 1 9

C V F - 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6



C V F - 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

8 M i n o r I s s u e s 2 8

C V F - 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 3 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 4 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 5 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 5 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1



C V F - 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 1 0 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 1 0 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 1 0 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 1 0 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5



C V F - 1 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 3 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 5 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 5 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0



C V F - 1 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 8 . 1 2 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 8 . 1 2 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 8 . 1 2 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

7



2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

C h i i s a n E t h e r e u m - b a s e d p r o t o c o l i s s u i n g a d e c e n t r a l i z e d a n d c a p i t a l - e f f i c i e n t

s t a b l e c o i n , k n o w n a s U S C , d e s i g n e d t o b r i n g s t a b i l i t y , s c a l a b i l i t y a n d s u s t a i n a b l e

e c o n o m i c i n c e n t i v e s t o t h e w o r l d o f d e c e n t r a l i z e d f i n a n c e . U S C i s t h e f i r s t s t a b l e c o i n

i s s u e d b y C h i P r o t o c o l . L S T s a r e u s e d a s c o l l a t e r a l t o b a c k i t , a n d i t r e l i e s o n a d u a l

s t a b i l i t y m e c h a n i s m t o m a i n t a i n t h e p r i c e a t $ 1 .

8



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

A r b i t r a g e . s o l R e s e r v e H o l d e r . s o l

c o m m o n /

M i n t a b l e . s o l

d s o /

L P R e w a r d s . s o l O C H I . s o l P o o l H e l p e r . s o l

i n t e r f a c e s /

I A r b i t r a g e . s o l I A r b i t r a g e E R C 2 0 . s o l I B u r n a b l e E R C 2 0 . s o l

I C H I . s o l I C h i L o c k i n g . s o l I C h i S t a k i n g . s o l

I C h i V e s t i n g . s o l I L P R e w a r d s . s o l I M i n t a b l e . s o l

I M i n t a b l e B u r n a b l e . s o l I M i n t a b l e E R C 2 0 . s o l I O C H I . s o l

I O r a c l e . s o l I P r i c e F e e d A g g r e g a t o r . s o l I R e s e r v e H o l d e r . s o l

I R e w a r d C o n t r o l l e r . s o l I S t a k i n g . s o l I S t a k i n g W i t h E p o c h s . s o l

I S T E T H . s o l
I T i m e W e i g h t e d

B o n d i n g . s o l
I T o k e n . s o l

I U n i s w a p V 2 T w a p

O r a c l e . s o l
I U S C . s o l I U S C S t a k i n g . s o l

I W E T H . s o l

l i b r a r y /

E x t e r n a l C o n t r a c t

A d d r e s s e s . s o l

9

https://github.com/Chi-Protocol/chi-contracts/tree/285c1095e9940092ee2e4a1228f7ebdd54edceb8
https://github.com/Chi-Protocol/chi-contracts/commit/d9954a6356cad17f539ee902bdda5b2ae2529e2d


o r a c l e s /

C h a i n l i n k O r a c l e . s o l P r i c e F e e d A g g r e g a t o r . s o l
U n i s w a p V 2 T w a p

O r a c l e . s o l

s a l e /

T i m e W e i g h t e d

B o n d i n g . s o l

s t a k i n g /

C h i L o c k i n g . s o l C h i S t a k i n g . s o l C h i V e s t i n g . s o l

R e w a r d C o n t r o l l e r . s o l S t a k i n g W i t h E p o c h s . s o l U S C S t a k i n g . s o l

t o k e n s /

C H I . s o l U S C . s o l v e C H I . s o l

1 0



4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

1 1



5 O u r f i n d i n g s

W e f o u n d 1 5 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d .

0

0

0 1 5

8 9

5 2 9 7

F i x e d 1 2 1 o u t o f 1 8 1 i s s u e s

1 2



6 M a j o r I s s u e s

C V F - 2 . F I X E D

• C a t e g o r y F l a w • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e r e a r e n o r a n g e c h e c k s f o r t h e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s . F o r e x a m p l e , c o n s i d e r c h e c k i n g

t h a t b o t h ” a m o u n t ” a n d ” d u r a t i o n ” a n o t z e r o .� �
1 1 2 function lockChi(address account, uint256 amount, uint256 duration)

↪→ external onlyChiLockers {� �
C V F - 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i S t a k i n g . s o l

D e s c r i p t i o n T h i s f i r s t t r a n s f e r s t o k e n s t o ” m s g . s e n d e r ” a n d t h e n t o t h i s c o n t r a c t . S u c h

a p p r o a c h s e e m s c u m b e r s o m e a n d i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .� �
2 9 function setChiLocking(IChiLocking _chiLocking) external onlyOwner {� �� �
3 5 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �� �
8 0 unstake(amount);

stakeToken.safeTransferFrom(msg.sender, address(chiLocking),

↪→ amount);� �

1 3



C V F - 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i S t a k i n g . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s t h e y a s u p e r s e d e d b y t h e f i n a l r e t u r n s t a t e -

m e n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
1 0 6 if (token == RewardToken.USC) return false;

if (token == RewardToken.CHI) return false;� �
C V F - 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g W i t h E p o c h s . s o l

D e s c r i p t i o n T h e s e c o n d p a r t o f t h e c o n d i t i o n i s r e d u n d a n t , a s ” c u r r e n t E p o c h ” c a n n o t

e q u a l t o ” s t a k e D a t a . l a s t U p d a t e E p o c h ” d u e t o a c h e c k a b o v e , a n d a l s o ” c u r r e n t E p o c h ”

c a n n o t b e l e s s t h a n ” s t a k e D a t a . l a s t U p d a t e E p o c h ” .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c o n d p a r t o f t h e c o n d i t i o n .� �
1 2 2 if (stakeData.addSharesNextEpoch > 0 && currentEpoch > stakeData.

↪→ lastUpdatedEpoch) {� �
C V F - 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S t a k i n g W i t h E p o c h s . s o l

D e s c r i p t i o n H a r d c o d i n g t h e n u m b e r o f r e w a r d t o k e n s i s e r r o r p r o n e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g ” t y p e ( R e w a r d T o k e n ) . m i n ” a n d ” t y p e ( R e w a r d T o k e n ) . m a x ”

i n s t e a d .� �
1 4 2 for (uint8 i = 0; i < 3; i++) {� �

1 4



C V F - 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n A s t h e n u m b e r o f d e c i m a l s f o r a c h a i n l i n k f e e d i s n ’ t s u p p o s e d t o c h a n g e

o v e r t i m e , i t w o u l d b e m o r e e f f i c i e n t t o q u e r y i t o n c e i n t h e c o n s t r u c t o r a n d s t o r i n g i n a n

i m m u t a b l e v a r i a b l e .� �
8 3 return quoteTokenChainlinkFeed.decimals();� �
C V F - 1 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I O C H I . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
3 6 function mint(uint256, uint256, uint256, uint64) external;� �� �
3 8 function burn(uint256) external;� �� �
4 2 function claimRewards(uint256) external;� �� �
4 4 function getUnclaimedRewardsValue(uint256) external view returns (

↪→ int256);� �

1 5



C V F - 1 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C h i L o c k i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
4 3 function lockChi(address, uint256, uint256) external;� �� �
4 5 function updateEpoch(uint256, uint256) external;� �� �
4 7 function claimStETH(address) external returns (uint256);� �� �
4 9 function unclaimedStETHAmount(address) external view returns (

↪→ uint256);� �� �
5 5 function getVotingPower(address) external view returns (uint256);� �
C V F - 1 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I R e w a r d C o n t r o l l e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
3 1 function rewardUSC(uint256) external;� �� �
3 7 function unclaimedStETHAmount(address) external view returns (

↪→ uint256);� �
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C V F - 1 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I U S C S t a k i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
1 6 function updateEpoch(uint256, uint256, uint256) external;� �� �
1 8 function lockChi(uint256) external;� �
C V F - 1 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n T h e v a l u e ” l p R e w a r d s [ u s c E t h P a i r ] ” i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
1 0 5 IERC20(address(uscEthPair)).safeTransferFrom(msg.sender, address(

↪→ lpRewards[uscEthPair]), uscEthPairAmount);� �� �
1 0 8 lpRewards[uscEthPair].lockLP(tokenId, uscEthPairAmount, uint64(

↪→ lockPeriodInEpochs));� �
C V F - 1 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n T h e v a l u e ” l p R e w a r d s [ c h i E t h P a i r ] ” i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
1 0 6 IERC20(address(chiEthPair)).safeTransferFrom(msg.sender, address(

↪→ lpRewards[chiEthPair]), chiEthPairAmount);� �� �
1 0 9 lpRewards[chiEthPair].lockLP(tokenId, chiEthPairAmount, uint64(

↪→ lockPeriodInEpochs));� �

1 7



C V F - 1 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n T h e v a l u e ” o p t i o n s [ t o k e n I d ] . a m o u n t ” i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
1 3 7 chi.safeTransfer(msg.sender, options[tokenId].amount);� �� �
1 4 0 emit Burn(msg.sender, tokenId, options[tokenId].amount);� �
C V F - 1 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h i s c o n s t a n t v a l u e s h o u l d b e p r e c o m p u t e d .� �
4 2 6 uint256 f = Math.mulDiv(1e18, (MAX_FEE - POOL_FEE), MAX_FEE);� �
C V F - 2 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e R e s e r v e H o l d e r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l D i v ” f u n c t i o n .� �
1 1 1 return (totalStEthDeposited * stEthPrice + ethBalance * ethPrice) /

↪→ 1e18;� �

1 8



7 M o d e r a t e I s s u e s

C V F - 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i V e s t i n g . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e s b e t t e r a p p r o a c h e s d o e x i t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . I f t h e d e n o m i n a t o r f i t s i n t o 1 2 8 b i t s ,

t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h - i n - s o l i d i t y -

a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
9 3 totalVotingPower += Math.mulDiv(chiAmount, _epochsUntilEnd(),

↪→ MAX_LOCK_DURATION);� �� �
1 1 6 totalVotingPower += Math.mulDiv(chiEmissions, _epochsUntilEnd(),

↪→ MAX_LOCK_DURATION);� �� �
1 3 5 uint256 decreaseVotingPower = Math.mulDiv(amountToUnlock,

↪→ epochsUntilEnd, MAX_LOCK_DURATION);� �� �
1 9 2 totalAmount += Math.mulDiv(rewardPerShare, vesting.shares, 1e18);� �� �
2 2 3 return Math.mulDiv(availableWithdrawPerShare, shares, 1e18);� �

1 9



C V F - 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e s b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o , w h e n t h e d e n o m i n a t o r f i t s

i n t o 1 2 8 b i t s , t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h -

n - s o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
1 4 5 stakeData.unclaimedRewards[token] += Math.mulDiv(

toEpoch.cumulativeRewardsPerShare[token] - fromEpoch.

↪→ cumulativeRewardsPerShare[token],

shares,

1e18

);� �
C V F - 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t c u r r e n t l y i t ’s n o t i m p o r t a n t g i v e n t h e c o n t e x t a n d

p r a c t i c a l m a x i m u m o f t h o s e v a r i a b l e s . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
1 5 3 uint256 priceInUSD = (uint256(quoteTokenPriceInUSD) * quotedAmount)

↪→ / 1 ether; // quote token price will be always greater than 0,

↪→ so it's ok to convert int to uint� �

2 0



C V F - 1 4 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l D i v ” f u n c t i o n .

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t c u r r e n t l y i t ’s n o t i m p o r t a n t g i v e n t h e c o n t e x t a n d

p r a c t i c a l m a x i m u m o f t h o s e v a r i a b l e s . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
1 0 8 int256 totalProfit = (int256(currentLPValue) - int256(prevLPValue))

↪→ * int256(epochMinLPBalance);� �� �
1 4 3 int256 totalUSDreward = (int256(position.amountLocked) * profitDelta

↪→ ) / int256(10 ** DECIMALS);� �

2 1



C V F - 1 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e s b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o , i f t h e d e n o m i n a t o r f i t s i n t o

1 2 8 b i t s , t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h - i n -

o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
3 4 0 uint256 chiArbitrageReward = Math.mulDiv(chiReceived, discount,

↪→ BASE_PRICE);� �� �
3 5 6 uint256 chiArbitrageReward = Math.mulDiv(chiToCoverEth, discount,

↪→ BASE_PRICE);� �� �
3 9 6 uint256 maxPriceDiff = Math.mulDiv(uscPrice, priceTolerance,

↪→ MAX_PRICE_TOLERANCE);� �� �
4 2 6 uint256 f = Math.mulDiv(1e18, (MAX_FEE - POOL_FEE), MAX_FEE);� �� �
4 2 9 uint256 b = Math.mulDiv(reserveIn, 1e18 + f, 1e18);

4 3 0 uint256 b_sqr = Math.mulDiv(b, b, 1e18);� �� �
4 3 3 uint256 c_1 = Math.mulDiv(reserveIn, reserveIn, 1e18);� �� �
4 4 1 uint256 d = Math.mulDiv(4 * f, c, 1e18);� �� �
4 4 9 uint256 d = Math.mulDiv(4 * f, c, 1e18);� �� �
5 2 2 return Math.mulDiv(amount, price, 1e18);� �

2 2



C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h i s l o o p d o e s n ’ t s c a l e a n d c o u l d e x c e e d t h e b l o c k g a s l i m i t .

R e c o m m e n d a t i o n C o n s i d e r m a i n t a i n i n g a n a g g r e g a t e d v a l u e i n t h e s t o r a g e .

C l i e n t C o m m e n t I t ’ s n o t p o s s i b l e t o c h a n g e g i v e n t h e l o g i c o f c a l c u l a t i o n s . W e a l r e a d y

h a v e r e m o v i n g u n n e e d e d l o c k i n g p o s i t i o n s .� �
1 0 2 for (uint256 i = 0; i < lockData.positions.length; i++) {� �� �
2 6 3 for (uint256 i = 0; i < lockData.positions.length; i++) {� �� �
2 7 3 for (uint256 i = 0; i < lockData.positions.length; i++) {� �
C V F - 2 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e F e e d A g g r e g a t o r . s o l

D e s c r i p t i o n P e r f o r m i n g a s e p a r a t e e x t e r n a l c a l l t o t h e ” d e c i m a l s ” f u n c t i o n i s g a s c o n s u m -

i n g .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r q u e r y i n g t h e n u m b e r o f d e c i m a l s f o r a f e e d o n c e i n t h e

” s e t P r i c e F e e d ” f u n c t i o n a n d s t o r i n g a l o n g w i t h t h e f e e d a d d r e s s ( i n t h e s a m e s t o r a g e s l o t )

o r m o d i f y i n g t h e ” I O r a c l e ” A P I t o r e t u r n t h e n u m b e r o f d e c i m a l s a l o n g w i t h t h e c u r r e n t

p r i c e f r o m t h e ” p e e k ” f u n c t i o n .� �
3 5 return (priceFeeds[base].peek(), priceFeeds[base].decimals());� �
C V F - 2 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n T h e h a r d c o d e d d e n o m i n a t o r ” 1 e t h e r ” s h o u l d b e r e p l a c e d w i t h a v a r i a b l e ,

p r o b a b l y w i t h ” b a s e A m o u n t ” .� �
1 5 3 uint256 priceInUSD = (uint256(quoteTokenPriceInUSD) * quotedAmount)

↪→ / 1 ether; // quote token price will be always greater than 0,

↪→ so it's ok to convert int to uint� �

2 3



C V F - 2 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n A s z e r o l o c k e d a m o u n t h a s a s p e c i a l m e a n i n g ” p o s i t i o n d o e s n ’ t e x i s t ” , t h e r e

s h o u l d b e a c h e c k t o e n s u r e t h a t ” a m o u n t ” i s n o t z e r o .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .� �
5 6 if (position.amountLocked != 0) {� �
C V F - 2 5 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
6 1 epochData[nextEpoch].totalDeltaAmountLocked += int256(amount);

epochData[nextEpoch + epochDuration].totalDeltaAmountLocked -=

↪→ int256(amount);� �
C V F - 2 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y c h e c k i n g t h e r e t u r n e d v a l u e o r u s i n g t h e ” s a f e T r a n s f e r ’

f u n c t i o n .� �
8 7 lpToken.transfer(address(lpToken), lpTokensToBurn);� �� �
1 2 8 lpToken.transfer(receiver, amount);� �

2 4



C V F - 2 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t y p e s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
1 0 8 int256 totalProfit = (int256(currentLPValue) - int256(prevLPValue))

↪→ * int256(epochMinLPBalance);� �� �
1 4 3 int256 totalUSDreward = (int256(position.amountLocked) * profitDelta

↪→ ) / int256(10 ** DECIMALS);� �
C V F - 2 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n T h i s s o u n d s t o o r e s t r i c t i v e . I t c o u l d m a k e p e r f e c t s e n s e t o e x e c u t e a n o u t o f

t h e m o n e y p h y s i c a l l y s e t t l e d o p t i o n . F o r e x a m p l e , w h e n t h e s p o t m a r k e t i s v o l a t i l e a n d

t h e o r a c l e p r i c e i s o u t d a t e d . O r w h e n t h e m a r k e t i s i l l i q u i d a n d i t i s n o t p o s s i b l e t o b u y t h e

d e s i r e d a m o u n t w i t h o u t s i g n i f i c a n t p r i c e s l i p p a g e .� �
1 1 7 /// @notice Executing option should revert if option strike price is

↪→ above market price� �
C V F - 2 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n I t i s p o s s i b l e t h a t t h e n e x t e p o c h a l r e a d y f i n i s h e d a s w e l l .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r c a l c u l a t i n g t h e n e w ” c u r r e n t E p o c h ” v a l u e a s ” ( b l o c k -

T i m s t a m p - f i r s t E p o c h T i m e ) / E P O C H _ D U R A T I O N + 1 ” o r c l e a r l y e x p l a i n i n g w h y i t s h o u l d

b e a l w a y s i n c r e m e n t e d b y o n e .� �
1 5 2 currentEpoch++;� �

2 5



C V F - 3 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A r b i t r a g e . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y c h e c k i n g t h e r e t u r n e d v a l u e o r u s i n g t h e ” s a f e T r a n s -

f e r ” f u n c t i o n .� �
8 9 IERC20(WETH).transfer(address(reserveHolder), ethAmount);� �� �
2 0 7 IERC20(WETH).transfer(address(reserveHolder), ethAmountForReserves

↪→ );� �� �
2 1 7 IERC20(WETH).transfer(msg.sender, rewardAmount);� �� �
2 3 6 IERC20(WETH).transfer(address(reserveHolder), deltaInETH);� �� �
2 4 0 IERC20(WETH).transfer(msg.sender, rewardAmount);� �� �
3 4 4 IERC20(CHI).transfer(msg.sender, chiArbitrageReward);� �� �
3 6 1 IERC20(WETH).transfer(address(reserveHolder), ethReceived);� �� �
3 6 3 IERC20(CHI).transfer(msg.sender, chiArbitrageReward);� �
C V F - 3 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A r b i t r a g e . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y c h e c k i n g t h e r e t u r n e d v a l u e o r u s i n g t h e ” s a f e A p -

p r o v e ” f u n c t i o n .

C l i e n t C o m m e n t I t ’s n o t i m p o r t a n t g i v e n t h a t t o k e n c o n t r a c t s w e a r e u s i n g a l w a y s r e t u r n s

‘ t r u e ‘ o n a p p r o v e . E v e n i f t h e r e i s s o m e m i s t a k e i n a p p r o v a l , t h e f o l l o w i n g t r a n s f e r w o u l d

r e v e r t w h i c h i s e x p e c t e d b e h a v i o u r . ‘ s a f e A p p r o v e ‘ i s d e p r i c a t e d , a n d i s b e h a v i n g d i f f e r e n t l y

o f w h a t w e w a n t - w e d o n ’ t w a n t t o r e v e r t i f t h e r e i s a l r e a d y a l l o w a n c e b i g g e r t h a n 0 .� �
5 0 4 IERC20(tokenIn).approve(address(swapRouter), amount);� �

2 6



C V F - 3 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e s e r v e H o l d e r . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y c h e c k i n g t h e r e t u r n e d v a l u e o r u s i n g t h e ” s a f e A p -

p r o v e ” f u n c t i o n .

C l i e n t C o m m e n t I t ’s n o t i m p o r t a n t g i v e n t h a t t o k e n c o n t r a c t s w e a r e u s i n g a l w a y s r e t u r n s

‘ t r u e ‘ o n a p p r o v e . E v e n i f t h e r e i s s o m e m i s t a k e i n a p p r o v a l , t h e f o l l o w i n g t r a n s f e r w o u l d

r e v e r t w h i c h i s e x p e c t e d b e h a v i o u r . ‘ s a f e A p p r o v e ‘ i s d e p r i c a t e d , a n d i s b e h a v i n g d i f f e r e n t l y

o f w h a t w e w a n t - w e d o n ’ t w a n t t o r e v e r t i f t h e r e i s a l r e a d y a l l o w a n c e b i g g e r t h a n 0 .� �
2 0 9 IERC20(assetIn).approve(address(uniswapRouter), amountIn);� �� �
2 2 6 stETH.approve(address(uniswapRouter), stEthAmountIn);� �

2 7



8 M i n o r I s s u e s

C V F - 3 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” u n l e s s t h e r e i s s o m e t h i n g s p e c i a l r e -

g a r d i n g t h i s p a r t i c u l a r v e r s i o n . A l s o r e l e v a n t f o r : C H I . s o l , U S C . s o l , v e C H I . s o l , C h i S t a k -

i n g . s o l , S t a k i n g W i t h E p o c h s . s o l , C h i L o c k i n g . s o l , R e w a r d C o n t r o l l e r . s o l , U S C S t a k i n g . s o l ,

T i m e W e i g h t e d B o n d i n g . s o l , C h a i n l i n k O r a c l e . s o l , P r i c e F e e d A g g r e g a t o r . s o l , U n i s w a p V 2 T w a -

p O r a c l e . s o l , E x t e r n a l C o n t r a c t A d d r e s s e s . s o l , I M i n t a b l e B u r n a b l e . s o l , I A r b i t r a g e . s o l , I A r -

b i t r a g e E R C 2 0 . s o l , I B u r n a b l e E R C 2 0 . s o l , I T o k e n . s o l , I C H I . s o l , I O C H I . s o l , I C h i L o c k i n g . s o l ,

I S t a k i n g W i t h E p o c h s . s o l , I S t a k i n g . s o l , I C h i S t a k i n g . s o l , I M i n t a b l e E R C 2 0 . s o l , I O r a c l e . s o l , I R e -

s e r v e H o l d e r . s o l , I R e w a r d C o n t r o l l e r . s o l , I S T E T H . s o l , I T i m e W e i g h t e d B o n d i n g . s o l , I U S C . s o l ,

I U S C S t a k i n g . s o l , I W E T H . s o l , I U n i s w a p V 2 T w a p O r a c l e . s o l , P o o l H e l p e r . s o l , O C H I . s o l , A r b i -

t r a g e . s o l , R e s e r v e H o l d e r . s o l .� �
2 pragma solidity ^0.8.20;� �
C V F - 3 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C H I . s o l

R e c o m m e n d a t i o n I t w o u l d b e m u c h m o r e e f f i c i e n t t o j u s t r e t u r n ” C H I ” h e r e .� �
1 7 return super.name();� �� �
2 2 return super.symbol();� �
C V F - 3 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C H I . s o l

R e c o m m e n d a t i o n I t w o u l d b e m u c h m o r e e f f i c i e n t t o j u s t r e t u r n 1 8 h e r e .� �
2 7 return super.decimals();� �

2 8



C V F - 3 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e U S C . s o l

R e c o m m e n d a t i o n I t w o u l d b e m u c h m o r e e f f i c i e n t t o j u s t r e t u r n ” U S C ” h e r e .� �
1 5 return super.name();� �� �
2 0 return super.symbol();� �
C V F - 3 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e U S C . s o l

R e c o m m e n d a t i o n I t w o u l d b e m u c h m o r e e f f i c i e n t t o j u s t r e t u r n 1 8 h e r e .� �
2 5 return super.decimals();� �
C V F - 3 8 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v e C H I . s o l

R e c o m m e n d a t i o n T h e s e v a r i a b l e s s h o u l d b e d e c l a r e d a s i m m u t a b l e .� �
1 4 IChiLocking public chiLocking;

IChiVesting public chiVesting;� �
C V F - 3 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i V e s t i n g . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
2 7 address public rewardController;� �

2 9



C V F - 4 0 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e C h i V e s t i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s f o r t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 9 mapping(address => bool) public chiVesters;

3 0 mapping(address => VestingData) public vestingData;� �
C V F - 4 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C h i V e s t i n g . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
5 8 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �� �
6 5 function setChiVester(address contractAddress, bool toSet) external

↪→ onlyOwner {� �
C V F - 4 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i V e s t i n g . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
5 8 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �

3 0



C V F - 4 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i V e s t i n g . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t C u r r e n t l y i t ’s m o r e u n d e r s t a n d a b l e t h i s w a y , w e w i l l c o n s i d e r r e f a c t o r i n g

f o r v e r s i o n 2 .� �
1 0 7 stETHRewardPerShare = Math.mulDiv(stETHrewards, 1e18, totalShares)

↪→ ;� �� �
1 2 6 amountUnlockedPerShare = Math.mulDiv(amountToUnlock, 1e18,

↪→ totalShares);� �� �
1 9 2 totalAmount += Math.mulDiv(rewardPerShare, vesting.shares, 1e18);� �� �
2 2 3 return Math.mulDiv(availableWithdrawPerShare, shares, 1e18);� �
C V F - 4 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C h i V e s t i n g . s o l

R e c o m m e n d a t i o n T h i s c o m m e n t e d o u t c o d e s h o u l d b e r e m o v e d .� �
2 0 4 // uint256 lockedAmount = vesting.startAmount -

↪→ _availableUnlockFromTo(0, currentEpoch - 1, vesting.shares);

// return Math.mulDiv(lockedAmount, _epochsUntilEnd(),

↪→ MAX_LOCK_DURATION);� �
C V F - 4 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e u n i t s a r e u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 7 uint256 public constant MAX_LOCK_DURATION = 208;� �

3 1



C V F - 4 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i L o c k i n g . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
2 1 address public rewardController;� �
C V F - 4 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s f o r t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
3 3 mapping(address => bool) public chiLockers;

mapping(address => LockingData) public locks;� �
C V F - 4 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i L o c k i n g . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ c h i S t a k i n g ” a r g u m e n t s h o u l d b e ” I C h i S t a k i n g ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
5 1 function initialize(IERC20 _chi, address _chiStaking) external

↪→ initializer {� �

3 2



C V F - 4 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i L o c k i n g . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I U S C S t a k i n g ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
6 0 function setUscStaking(address _uscStaking) external onlyOwner {� �
C V F - 5 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
6 0 function setUscStaking(address _uscStaking) external onlyOwner {� �� �
6 6 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �� �
7 3 function setChiLocker(address contractAddress, bool toSet) external

↪→ onlyOwner {� �
C V F - 5 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i L o c k i n g . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
6 6 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �

3 3



C V F - 5 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” e p o c h s [ f r o m E p o c h ] ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 2 3 epochs[fromEpoch].lockedSharesInEpoch += shares;

epochs[fromEpoch].totalLockedChiInEpoch += amount;� �
C V F - 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” e p o c h s [ f r o m E p o c h + d u r a t i o n ] ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 2 5 epochs[fromEpoch + duration].sharesToUnlock += shares;� �� �
1 3 2 epochs[fromEpoch + duration].numberOfEndingPositions += 1;� �
C V F - 5 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i L o c k i n g . s o l

D e s c r i p t i o n S k i p p i n g l o c k e d p o s i t i o n s c o u l d c o n s u m e l o t s o f g a s .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s o m e w a y f o r t h e c a l l e r t o s p e c i f y w h a t p o s i t i o n

t o s t a r t i t e r a t i n g a t .

C l i e n t C o m m e n t N o t p o s s i b l e t o c h a n g e d u e t o c a l c u l a t i o n l o g i c . W e d o n ’ t e x p e c t u s e r t o

h a v e m a n y l o c k i n g p o s i t i o n s , a n d w i l l c o n s i d e r r e f a c t o r i n g a n d o p t i m i z a t i o n f o r v e r s i o n 2 .� �
2 3 3 if (currentEpoch < position.startEpoch + position.duration) {

pos++;� �

3 4



C V F - 5 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C h i L o c k i n g . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e s b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o , i f t h e d e n o m i n a t o r f i t s i n t o

1 2 8 b i t s , t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h - i n -

o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
3 2 1 return Math.mulDiv(rewardPerShare, position.shares, 1e18);� �� �
3 3 2 return Math.mulDiv(rewardPerChi, unlockedChiAmount, 1e18);� �
C V F - 5 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e C h i S t a k i n g . s o l

D e s c r i p t i o n U n i t s a r e u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 7 uint256 public constant MIN_LOCK_DURATION = 4;

uint256 public constant MAX_LOCK_DURATION = 208;� �
C V F - 5 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C h i S t a k i n g . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
2 9 function setChiLocking(IChiLocking _chiLocking) external onlyOwner {� �� �
3 5 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �

3 5



C V F - 5 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h i S t a k i n g . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
3 5 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �
C V F - 5 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
2 2 address public rewardController;� �
C V F - 6 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h e s e m a n t i c s o f t h e k e y s i s u n c l e a r . C o n s i d e r d o c u m e n t i n g .� �
2 5 mapping(address => StakeData) public stakes;� �

3 6



C V F - 6 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g W i t h E p o c h s . s o l

D e s c r i p t i o n T h e v a l u e ” s t a k e D a t a . a d d S h a r e s N e x t E p o c h ” i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
9 1 if (stakeData.shares + stakeData.addSharesNextEpoch < amount) {

revert AmountBelowStakedBalance(stakeData.shares + stakeData.

↪→ addSharesNextEpoch, amount);� �
C V F - 6 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g W i t h E p o c h s . s o l

D e s c r i p t i o n T h e v a l u e ” s t a k e D a t a . a d d S h a r e s N e x t E p o c h ” i s r e a d f r o m t h e s t o r a g e s e v e r a l

t i m e s .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
9 7 if (stakeData.addSharesNextEpoch > amount) {

stakeData.addSharesNextEpoch -= amount;� �� �
1 0 1 uint256 fromCurrentShares = amount - stakeData.addSharesNextEpoch;� �� �
1 0 4 epochs[currentEpoch + 1].shares -= stakeData.addSharesNextEpoch;� �
C V F - 6 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t C u r r e n t l y i t ’s m o r e u n d e r s t a n d a b l e t h i s w a y , w e w i l l c o n s i d e r r e f a c t o r i n g

f o r v e r s i o n 2 .� �
1 4 8 1e18� �

3 7



C V F - 6 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t C u r r e n t l y i t ’s m o r e u n d e r s t a n d a b l e t h i s w a y , w e w i l l c o n s i d e r r e f a c t o r i n g

f o r v e r s i o n 2 .� �
1 6 4 Math.mulDiv(amount, 1e18, epoch.shares);� �
C V F - 6 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h i s T O D O s h o u l d b e r e s o l v e d o r r e m o v e d .� �
1 7 9 // TODO: make common function with _updateUnclaimedRewards� �
C V F - 6 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
2 0 0 function _setRewardController(address _rewardController) internal {� �
C V F - 6 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e w a r d C o n t r o l l e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
4 1 mapping(uint256 => EpochData) public epochs;� �

3 8



C V F - 6 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t o r e v e n a n i m m u t a b l e v a r i a b l e

p a s s e d a s a c o n s t r u c t o r a r g u m e n t .

C l i e n t C o m m e n t W e w i l l c o n s i d e r r e f a c t o r i n g f o r v e r s i o n 2 .� �
7 1 chiIncentivesPerEpoch = 38461 * 1 ether;� �
C V F - 6 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e w a r d C o n t r o l l e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
7 6 function setChiIncentivesPerEpoch(uint256 _chiIncentivesPerEpoch)

↪→ external onlyOwner {� �� �
8 2 function setArbitrager(IArbitrage _arbitrager) external onlyOwner {� �
C V F - 7 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e U S C S t a k i n g . s o l

D e s c r i p t i o n U n i t s a r e u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 8 uint256 public constant MIN_LOCK_DURATION = 4;

uint256 public constant MAX_LOCK_DURATION = 208;� �

3 9



C V F - 7 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U S C S t a k i n g . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I R e w a r d C o n t r o l l e r ” .

C l i e n t C o m m e n t W e w o n ’ t c h a n g e t h i s a s w e a r e n o t c a l l i n g e x t e r n a l f u n c t i o n s , w e a r e

u s i n g i t o n l y a s a d d r e s s f o r m o d i f i e r .� �
3 5 function setRewardController(address _rewardController) external

↪→ onlyOwner {� �
C V F - 7 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n T h e u n i t s a r e u n c l e a r . C o n s i d e r d o c u m e n t i n g .� �
2 0 uint256 public constant MAX_LOCK_PERIOD = 208;� �
C V F - 7 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I W E T H 9 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
2 2 address public constant WETH = ExternalContractAddresses.WETH;� �
C V F - 7 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t c o m e e v e n t .� �
4 8 function setCliffTimestampEnd(uint256 _cliffTimestampEnd) external

↪→ onlyOwner {� �

4 0



C V F - 7 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e s b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o , w h e n t h e d e n o m i n a t o r f i t s

i n t o 1 2 8 b i t s , t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h -

n - s o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
8 8 return Math.mulDiv(_peek(address(chi)), BASE_PRICE - discount,

↪→ BASE_PRICE);� �
C V F - 7 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g t h e o r i g i n a l r e v e r t r e a s o n i n t o t h e e r r o r .

C l i e n t C o m m e n t I t i s d e s c r i p t i v e e n o u g h t h i s w a y� �
1 0 0 revert EtherSendFailed(to, value);� �
C V F - 7 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h a i n l i n k O r a c l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 3 address public immutable baseToken;� �

4 1



C V F - 7 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h a i n l i n k O r a c l e . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t s t y p e s s h o u l d b e ” I E R C 2 0 ” a n d ” A g g r e g a t o r V 3 I n t e r f a c e ”

r e s p e c t i v e l y .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 6 constructor(address _baseToken, address _chainlinkFeed) {� �
C V F - 7 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h a i n l i n k O r a c l e . s o l

R e c o m m e n d a t i o n A s t h e n u m b e r o f d e c i m a l s f o r a c h a i n l i n k o r a c l e i s n ’ t s u p p o s e d t o

c h a n g e o v e r t i m e , i t w o u l d b e m o r e e f f i c i e n t t o q u e r y i t o n c e i n t h e c o n s t r u c t o r a n d s t o r e

i n a n i m m u t a b l e v a r i a b l e .� �
2 8 return chainlinkFeed.decimals();� �
C V F - 8 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C h a i n l i n k O r a c l e . s o l

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t a s s e r t f o r t h i s a s s u m p t i o n .� �
3 4 return uint256(priceInUSD); // ETH and stETH prices will be always

↪→ greater than 0� �
C V F - 8 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e P r i c e F e e d A g g r e g a t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g ,� �
1 2 mapping(address => IOracle) public priceFeeds;� �

4 2



C V F - 8 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e k e y t y p e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 2 mapping(address => IOracle) public priceFeeds;� �
C V F - 8 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t s t y p e s s h o u l d b e ” I E R C 2 0 ” a n d ” I O r a c l e ” r e s p e c t i v e l y .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 7 function setPriceFeed(address base, address feed) external onlyOwner

↪→ {� �
C V F - 8 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h o s e a r e l i b r a r i e s w r i t t e n b y U n i s w a p .� �
9 import "contracts/uniswap/libraries/FixedPoint.sol";

1 0 import "contracts/uniswap/libraries/UniswapV2OracleLibrary.sol";

import "contracts/uniswap/libraries/UniswapV2Library.sol";� �

4 3



C V F - 8 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e v a r i a b l e s s h o u l d b e ’ I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
2 6 address public immutable baseToken;� �� �
2 9 address public immutable token0;

3 0 address public immutable token1;� �
C V F - 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e ” I U n i s w a p V 2 F a c t o r y ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
3 6 address _factory,� �
C V F - 8 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e a r g u m e n t s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
3 7 address _baseToken,

address _quoteToken,� �

4 4



C V F - 8 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n I n E R C 2 0 t h e ” d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - r e a d a b l e w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t W e n e e d t o k n o w b a s e v a l u e o f t o k e n t o r e t u r n p r i c e f o r 1 w h o l e a m o u n t .� �
4 4 baseAmount = uint128(10 ** (IERC20Metadata(baseToken).decimals()));� �
C V F - 8 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n ” a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 1 2 function getTwapQuote(address token, uint256 amountIn) public view

↪→ returns (uint256 amountOut) {� �
C V F - 9 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 4 9 function peek() external view returns (uint256) {� �

4 5



C V F - 9 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” I W E T H 9 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
6 address public constant WETH = 0

↪→ xC02aaA39b223FE8D0A0e5C4F27eAD9083C756Cc2;� �
C V F - 9 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” I S T E T H ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
7 address public constant stETH = 0

↪→ xae7ab96520DE3A18E5e111B5EaAb095312D7fE84;� �
C V F - 9 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” I U n i s w a p V 2 R o u t e r 0 2 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
8 address public constant UNI_V2_SWAP_ROUTER = 0

↪→ x7a250d5630B4cF539739dF2C5dAcb4c659F2488D;� �

4 6



C V F - 9 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” I U n i s w a p V 2 F a c t o r y ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
9 address public constant UNI_V2_POOL_FACTORY = 0

↪→ x5C69bEe701ef814a2B6a3EDD4B1652CB9cc5aA6f;� �
C V F - 9 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e ” I U n i s w a p V 2 P a i r ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 0 address public constant UNI_ETH_STETH_PAIR = 0

↪→ x4028DAAC072e492d34a3Afdbef0ba7e35D8b55C4;� �
C V F - 9 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

E x t e r n a l C o n t r a c t A d d r e s s e s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e c o n s t a n t s s h o u l d b e ” A g g r e g a t o r V 3 I n t e r f a c e ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 1 address public constant ETH_USD_CHAINLINK_FEED = 0

↪→ x5f4eC3Df9cbd43714FE2740f5E3616155c5b8419;

address public constant STETH_USD_CHAINLINK_FEED = 0

↪→ xCfE54B5cD566aB89272946F602D76Ea879CAb4a8;� �

4 7



C V F - 9 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I M i n t a b l e . s o l

D e s c r i p t i o n C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” u n l e s s t h e r e i s s o m e t h i n g s p e c i a l a b o u t t h i s

p a r t i c u l a r v e r s i o n .

R e c o m m e n d a t i o n A l s o r e l e v a n t f o r : I L P R e w a r d s . s o l , I P r i c e F e e d A g g r e g a t o r . s o l , L P R e -

w a r d s . s o l , M i n t a b l e . s o l .� �
2 pragma solidity ^0.8.20;� �
C V F - 9 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I M i n t a b l e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” M i n t e r S t a t u s ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
8 event UpdateMinter(address indexed _account, bool indexed _status);� �
C V F - 9 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I M i n t a b l e . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s .� �
1 0 function isMinter(address) external view returns (bool);� �� �
1 2 function updateMinter(address, bool) external;� �

4 8



C V F - 1 0 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L P R e w a r d s . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” L P L o c k ” o r ” R e w a r d -

s C l a i m ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
1 6 event LockLP(uint256 indexed lockingTokenId, uint256 amount, uint64

↪→ currentEpoch, uint64 endingEpoch);

event ClaimRewards(uint256 indexed lockingTokenId, address indexed

↪→ account, uint256 amount, int256 rewardUSD);

event UpdateEpoch(uint64 indexed epoch, uint256 lpValue, int256

↪→ totalAmountLocked, int256 profitPerToken);

event RecoverLPTokens(address indexed account, uint256 amount);� �
C V F - 1 0 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I L P R e w a r d s . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e a r g u m e n t .� �
3 3 function recoverLPTokens(address) external;� �
C V F - 1 0 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P r i c e F e e d ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
5 event SetPriceFeed(address indexed base, address indexed feed);� �
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C V F - 1 0 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” b a s e ” p a r a m e t e r s h o u l d b e ” I E R C 2 0 ” .� �
5 event SetPriceFeed(address indexed base, address indexed feed);� �
C V F - 1 0 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” f e e d ” p a r a m e t e r s h o u l d b e ” I O r a c l e ” .� �
5 event SetPriceFeed(address indexed base, address indexed feed);� �
C V F - 1 0 5 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t s t y p e s s h o u l d b e ” I E R C 2 0 ” a n d ” I O r a c l e ” r e s p e c t i v e l y .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
9 function setPriceFeed(address, address) external;� �
C V F - 1 0 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
9 function setPriceFeed(address, address) external;� �� �
1 1 function peek(address) external view returns (uint256, uint8);� �

5 0



C V F - 1 0 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 1 function peek(address) external view returns (uint256, uint8);� �
C V F - 1 0 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P r i c e F e e d A g g r e g a t o r . s o l

D e s c r i p t i o n S e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r d o c u -

m e n t i n g .� �
1 1 function peek(address) external view returns (uint256, uint8);� �
C V F - 1 0 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I M i n t a b l e B u r n a b l e . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s .� �
7 function mint(address, uint256) external;� �� �
9 function burnFrom(address, uint256) external;� �
C V F - 1 1 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” I A r b i -

t r a g e E v e n t s . s o l ” .� �
4 interface IArbitrageEvents {� �

5 1



C V F - 1 1 1 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I A r b i t r a g e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” A r b i t r a g e ” .� �
6 event ExecuteArbitrage(� �
C V F - 1 1 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I A r b i t r a g e . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r d o c u -

m e n t i n g .� �
2 2 function mint() external payable returns (uint256);� �� �
2 4 function executeArbitrage() external returns (uint256);� �
C V F - 1 1 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I A r b i t r a g e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 6 function setPriceTolerance(uint16 _priceTolerance) external;� �

5 2



C V F - 1 1 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I B u r n a b l e E R C 2 0 . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
5 function burnFrom(address, uint256) external;� �
C V F - 1 1 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I T o k e n . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s .� �
1 4 function mint(address, uint256) external;� �� �
1 6 function burn(uint256) external;� �
C V F - 1 1 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I C H I . s o l

D e s c r i p t i o n I n t h e n a m e o f t h i s i n t e r f a c e ” C H I ” i s i n u p p e r c a s e , w h i l e i n o t h e r n a m e s i t i s

” C h i ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n a m i n g .� �
6 interface ICHI is IToken {� �

5 3



C V F - 1 1 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C H I . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
7 function burnFrom(address, uint256) external;� �
C V F - 1 1 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I O C H I . s o l

D e s c r i p t i o n I n t h e n a m e o f t h i s i n t e r f a c e ” C H I ” i s i n u p p e r c a s e , w h i l e i n o t h e r n a m e s i t i s

” C h i ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n a m i n g .� �
4 interface IOCHI {� �
C V F - 1 1 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I O C H I . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 uint256 strikePrice;� �� �
2 0 uint256 strikePrice,� �
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C V F - 1 2 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I O C H I . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” E p o c h ” o r ” R e w a r d s O C H I -

C l a i m ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
2 4 event UpdateEpoch(uint64 indexed epoch, uint256 timestamp);

event ClaimRewardsOCHI(uint256 indexed tokenId);

event RecoverLPTokens();� �
C V F - 1 2 1 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I C h i L o c k i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” L o c k ” , ” E p o c h ” e t c .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
2 8 event LockChi(address indexed account, uint256 amount, uint256

↪→ shares, uint256 startEpoch, uint256 endEpoch);

event UpdateEpoch(� �� �
3 6 event ClaimStETH(address indexed account, uint256 amount);

event WithdrawChiFromAccount(address indexed account, uint256 amount

↪→ );� �
C V F - 1 2 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C h i L o c k i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e .� �
4 7 function claimStETH(address) external returns (uint256);� �
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C V F - 1 2 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I S t a k i n g W i t h E p o c h s . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s .� �
3 0 function stake(uint256) external;� �� �
3 2 function unstake(uint256) external;� �� �
3 4 function getUnclaimedRewards(address, RewardToken) external view

↪→ returns (uint256);� �� �
3 6 function getCumulativeRewardsPerShare(uint256, RewardToken) external

↪→ view returns (uint256);� �
C V F - 1 2 4 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e I S t a k i n g . s o l

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s .� �
7 function setRewardController(address) external;� �� �
1 1 function claimStETH(address) external returns (uint256);� �� �
1 3 function unclaimedStETHAmount(address) external view returns (

↪→ uint256);� �
C V F - 1 2 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I S t a k i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 1 function claimStETH(address) external returns (uint256);� �
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C V F - 1 2 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I C h i S t a k i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” S t E T H C l a i m ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
8 event ClaimStETH(address indexed account, uint256 amount);� �
C V F - 1 2 7 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I C h i V e s t i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” V e s t i n g ” , ” E p o c h ” , e t c .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
1 9 event AddVesting(address indexed account, uint256 amount, uint256

↪→ shares);

2 0 event UpdateEpoch(uint256 indexed epoch, uint256 stETHrewards,

↪→ uint256 totalLockedChi);

event WithdrawChi(address indexed account, uint256 amount);

event ClaimStETH(address indexed account, uint256 amount);� �
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C V F - 1 2 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C h i V e s t i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
3 1 function addVesting(address, uint256) external;� �� �
3 3 function updateEpoch(uint256, uint256) external;� �� �
3 5 function claimStETH(address) external returns (uint256);� �� �
3 7 function unclaimedStETHAmount(address) external view returns (

↪→ uint256);� �� �
4 1 function getVotingPower(address) external view returns (uint256);� �� �
4 5 function withdrawChi(uint256) external;� �� �
4 7 function availableChiWithdraw(address account) external view returns

↪→ (uint256);� �
C V F - 1 2 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C h i V e s t i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d o c u -

m e n t i n g .� �
3 5 function claimStETH(address) external returns (uint256);� �
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C V F - 1 3 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I M i n t a b l e E R C 2 0 . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
7 function mint(address, uint256) external;� �
C V F - 1 3 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I O r a c l e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
9 function peek() external view returns (uint256 answer);� �
C V F - 1 3 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” S w a p R e d e m p t i o n ” , ” R e -

w a r d s C l a i m ” e t c .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
8 event RedeemSwap(uint256 ethAmount, uint256 stEthAmount);

event ClaimRewards(address indexed account, uint256 amount);

1 0 event Receive(address indexed account, uint256 amount);� �

5 9



C V F - 1 3 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I R e s e r v e H o l d e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r d o c u -

m e n t i n g .� �
1 7 function deposit(uint256) external;� �� �
2 1 function redeem(uint256) external returns (uint256);� �� �
2 3 function claimRewards(address, uint256) external;� �� �
2 5 function setArbitrager(address, bool) external;� �� �
2 7 function setClaimer(address) external;� �� �
2 9 function setEthThreshold(uint256) external;� �� �
3 1 function setSwapEthTolerance(uint256) external;� �
C V F - 1 3 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I R e s e r v e H o l d e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d o c u -

m e n t i n g .� �
2 1 function redeem(uint256) external returns (uint256);� �

6 0



C V F - 1 3 5 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I R e w a r d C o n t r o l l e r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” E p o c h ” o r ” S t E T H C l a i m ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
2 4 event UpdateEpoch(uint256 indexed epoch, uint256 totalStEthReward,

↪→ uint256 totalChiIncentives);

event ClaimStEth(address indexed account, uint256 amount);� �
C V F - 1 3 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I S T E T H . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e a r g u m e n t a n d / o r d o c u m e n t -

i n g .� �
7 function submit(address) external payable returns (uint256);� �
C V F - 1 3 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I S T E T H . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d o c u -

m e n t i n g .� �
7 function submit(address) external payable returns (uint256);� �

6 1



C V F - 1 3 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I T i m e W e i g h t e d B o n d i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” C h i R e c o v e r y ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
5 event RecoverChi(address indexed account, uint256 amount);� �
C V F - 1 3 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I T i m e W e i g h t e d B o n d i n g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r d o c u -

m e n t i n g .� �
1 1 function vest(address, uint256) external;� �� �
1 3 function buy(uint256) external payable;� �� �
1 5 function recoverChi(uint256) external;� �
C V F - 1 4 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I U S C . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
6 interface IUSC is IToken {}� �
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C V F - 1 4 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I U S C S t a k i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” E p o c h ” , ” L o c k ” , e t c .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
8 event UpdateEpoch(uint256 indexed epoch, uint256 chiEmissions,

↪→ uint256 uscRewards, uint256 stETHrewards);

event LockChi(address indexed account, uint256 amount, uint256

↪→ duration);

1 0 event ClaimUSCRewards(address indexed account, uint256 amount);

event ClaimStETH(address indexed account, uint256 amount);� �
C V F - 1 4 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
8 uint256 price0;

uint256 price1;� �
C V F - 1 4 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I U n i s w a p V 2 T w a p O r a c l e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” C u m u l a t i v e P r i c e S n a p -

s h o t ” .

C l i e n t C o m m e n t I t ’ s n o t p e r o u r c o d i n g s t y l e .� �
1 3 event UpdateCumulativePricesSnapshot();� �
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C V F - 1 4 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r d o c u m e n t -

i n g .� �
2 1 function getTwapQuote(address, uint256) external view returns (

↪→ uint256);� �
C V F - 1 4 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I U n i s w a p V 2 T w a p O r a c l e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 1 function getTwapQuote(address, uint256) external view returns (

↪→ uint256);� �
C V F - 1 4 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P o o l H e l p e r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l D i v ” f u n c t i o n .� �
1 7 uint256 totalValue = (token0amount * price0 + token1amount * price1)

↪→ / 10 ** 18;� �� �
2 6 return (getTotalPoolUSDValue(pair, priceFeedAggregator) * lpAmount)

↪→ / pair.totalSupply();� �
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C V F - 1 4 7 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 * * 1 8 ” c o u l d b e r e n d e r e d a s ” 1 e 1 8 ” .� �
1 7 uint256 totalValue = (token0amount * price0 + token1amount * price1)

↪→ / 10 ** 18;� �
C V F - 1 4 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 * * 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 7 uint256 totalValue = (token0amount * price0 + token1amount * price1)

↪→ / 10 ** 18;� �
C V F - 1 4 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n V a r i a b l e s a r e u s u a l l y n o t n a m e d i n U P P E R _ C A S E .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g i n c a m e l C a s e .� �
1 5 uint8 public immutable DECIMALS;� �
C V F - 1 5 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L P R e w a r d s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I O C H I ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 9 address public ochi;� �
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C V F - 1 5 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L P R e w a r d s . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s f o r t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 6 mapping(uint256 => LockingTokenData) public lockingTokenData;

mapping(uint256 => EpochData) public epochData;� �
C V F - 1 5 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L P R e w a r d s . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
4 4 function setOCHI(address _ochi) external onlyOwner {� �
C V F - 1 5 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L P R e w a r d s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 * * D E C I M A L S ” s h o u l d b e c o m p u t e d o n c e i n s i d e t h e

c o n s t r u c t o r a n d s t o r e d i n a n i m m u t a b l e v a r i a b l e .� �
1 0 6 currentLPValue = PoolHelper.getUSDValueForLP(10 ** DECIMALS, lpToken

↪→ , priceFeedAggregator);� �� �
1 4 3 int256 totalUSDreward = (int256(position.amountLocked) * profitDelta

↪→ ) / int256(10 ** DECIMALS);� �
C V F - 1 5 4 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 1 e 8 ” .� �
2 7 uint256 public constant BASE_PRICE = 10 ** 8;� �
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C V F - 1 5 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 1 e 1 8 ” .� �
2 8 uint256 public constant MULTIPLIER = 10 ** 18;� �
C V F - 1 5 6 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 8 e 4 ” .

C l i e n t C o m m e n t I t i s m o r e r e a d a b l e t h i s w a y� �
2 9 uint256 public constant TARGET_RATIO = 80_00;� �
C V F - 1 5 7 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 1 e 4 ” .

C l i e n t C o m m e n t I t i s m o r e r e a d a b l e t h i s w a y� �
3 0 uint256 public constant DENOMINATOR = 100_00;� �
C V F - 1 5 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s c o n s t a n t s h o u l d b e ” I W E T H 9 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
3 1 address public constant WETH = ExternalContractAddresses.WETH;� �
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C V F - 1 5 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e O C H I . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s f o r t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
4 4 mapping(uint256 => ChiOption) public options;� �
C V F - 1 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” o p t i o n s [ t o k e n I d ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 2 4 if (currentEpoch < options[tokenId].lockedUntil) {� �� �
1 2 7 if (currentEpoch > options[tokenId].validUntil) {� �� �
1 3 0 if (_peek(address(chi)) < options[tokenId].strikePrice) {� �� �
1 3 7 chi.safeTransfer(msg.sender, options[tokenId].amount);� �� �
1 4 0 emit Burn(msg.sender, tokenId, options[tokenId].amount);� �
C V F - 1 6 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e r e p l a c e d w i t h a s i m p l e m u l t i p l i c a t i o n b y M U T I P L I E R / ( 2 *

M A X _ L O C K _ P E R I O D _ E P O C H S )

C l i e n t C o m m e n t I t i s e a s i e r t o u n d e r s t a n d i t t h i s w a y s i n c e i t r e p l i c a t e s b u s i n e s s l o g i c� �
1 9 3 uint256 timeMultiplier = Math.mulDiv(lockPeriodInEpochs, MULTIPLIER,

↪→ 2 * MAX_LOCK_PERIOD_EPOCHS);� �
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C V F - 1 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e O C H I . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r

s p e c i f i c c a s e s , b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r

i s a c o m p i l e - t i m e c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o ,

t h e a p p r o a c h d e s c r i b e d h e r e i s m o r e e f f i c i e n t f o r d e n o m i n a t o r t h a t d o f i t i n t o 1 2 8

b i t s : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h - i n - s o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s -

4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
1 9 7 uint256 discount = Math.mulDiv(timeMultiplier, Math.min(

↪→ poolMultiplier + chiMultiplier, MULTIPLIER), MULTIPLIER);� �� �
1 9 9 strikePrice = Math.mulDiv(chiPrice, MULTIPLIER - discount,

↪→ MULTIPLIER);� �� �
2 0 1 uint256 chiValue = Math.mulDiv(chiAmount, chiPrice, MULTIPLIER);� �� �
2 1 4 Math.mulDiv(uscEthPairTotalSupply, TARGET_RATIO, DENOMINATOR) ||� �� �
2 1 6 Math.mulDiv(chiEthPairTotalSupply, TARGET_RATIO, DENOMINATOR)� �
C V F - 1 6 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M i n t a b l e . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t T h s i i s e x p e c t e d b e h a v i o u r� �
2 7 emit UpdateMinter(account, status);� �
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C V F - 1 6 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n C o n s i d e r i m p o r t i n g t h i s f r o m ” @ u n i s w a p / v 2 - p e r i p h e r y ” u n l e s s t h e r e

a r e s o m e d i f f e r e n c e s . .

C l i e n t C o m m e n t O u r c o n t r a c t s a r e t h e s a m e a s u n i s w a p w e j u s t c h a n g e d c o m p i l e r v e r s i o n

d u e t o c o m p i l e r i n c o m p a t i b i l i t y� �
1 8 import "contracts/uniswap/libraries/UniswapV2Library.sol";� �
C V F - 1 6 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 8 import "contracts/uniswap/libraries/UniswapV2Library.sol";� �
C V F - 1 6 6 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 1 e 8 ” .� �
2 8 uint256 public constant BASE_PRICE = 10 ** 8;

uint256 public constant USC_TARGET_PRICE = 10 ** 8;� �
C V F - 1 6 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e ” I U n i s w a p V 2 P a i r ” .� �
4 4 address public immutable uscEthPool;� �

7 0



C V F - 1 6 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
7 0 function setPriceTolerance(uint16 _priceTolerance) external

↪→ onlyOwner {� �� �
8 0 function setMaxMintPriceDiff(uint256 _maxMintPriceDiff) external

↪→ onlyOwner {� �
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• C a t e g o r y R e a d a b i l i t y • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e i f ” .� �
1 5 1 if (isPriceAboveTarget) {� �
C V F - 1 7 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” t o k e n ” a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t N o t i m p o r t a n t h e r e , w e a r e c a s t i n g w h e n c a l l i n g e x t e r n a l f u n c t i o n s .� �
1 6 6 function _mint(uint256 amount, address token) private returns (

↪→ uint256) {� �
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A r b i t r a g e . s o l

D e s c r i p t i o n T h e s e f u n c t i o n n a m e s a r e c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m a k i n g t h e m m o r e d e s c r i p t i v e , o r a d d i n g d o c u m e n t a t i o n

c o m m e n t s e x p l a i n i n g t h e a r b i t r a g e l o g i c .� �
1 8 8 function _executeArbitrage1(uint256 reserveDiff, uint256 ethPrice)

↪→ private returns (uint256) {� �� �
2 2 3 function _executeArbitrage2(uint256 reserveDiff, uint256 ethPrice)

↪→ private returns (uint256) {� �� �
2 4 6 function _executeArbitrage3(uint256 reserveDiff, uint256 ethPrice)

↪→ private returns (uint256) {� �� �
2 8 8 function _executeArbitrage4(uint256 reserveDiff, uint256 ethPrice)

↪→ private returns (uint256) {� �� �
3 3 4 function _executeArbitrage5(uint256 reserveDiff, uint256 discount,

↪→ uint256 ethPrice) private returns (uint256) {� �� �
3 5 2 function _executeArbitrage6(uint256 reserveDiff, uint256 discount,

↪→ uint256 ethPrice) private returns (uint256) {� �
C V F - 1 7 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t N o t n e e d e d h e r e . T h i s i s p r e t t y s t a n d a r d r e c e i v e r f u n c t i o n� �
5 3 3 receive() external payable {}� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g f r o m ” @ u n i s w a p / v 2 - p e r p h e r y ” u n l e s s t h e r e a r e

s o m e d i f f e r e n c e s .

C l i e n t C o m m e n t I t i s d o n e t h i s w a y b e c a u s e o f c o m p i l e r i n c o m p a t i b i l i t y . O u r l i b r a r i e s a r e

e x a c t a s U n i s w a p j u s t c h a n g e d c o m p i l e r v e r s i o n� �
9 import "./uniswap/libraries/UniswapV2Library.sol";� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v e H o l d e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
9 import "./uniswap/libraries/UniswapV2Library.sol";� �
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• C a t e g o r y R e a d a b i l i t y • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 1 e 8 ” .� �
2 4 uint256 public constant BASE_PRICE = 10 ** 8;� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t I t c a n b e m i s l e a d i g n k n o w n i n g t h a t w e h a v e s e t t e r t o c h a n g e t h i s v a l u e

a f t e r� �
7 0 swapEthTolerance = 0.1 ether;� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
7 6 function setArbitrager(address arbitrager, bool status) external

↪→ onlyOwner {� �� �
8 3 function setClaimer(address _claimer) external onlyOwner {� �� �
9 1 function setEthThreshold(uint256 _ethThreshold) external onlyOwner {� �� �
1 0 2 function setSwapEthTolerance(uint256 _swapEthTolerance) external

↪→ onlyOwner {� �
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a c o m m e n t e x p l a i n i n g w h y t h i s l o g i c i s n e c e s s a r y .

C l i e n t C o m m e n t T h i s l o g i c i s n e c c e s s a r y b e c a u s e s t E T H h a s r o u n d i n g e r r o r s� �
1 2 9 totalStEthDeposited += stETH.balanceOf(address(this)) -

↪→ balanceBefore;� �� �
1 5 0 totalStEthDeposited -= stEthBalanceBefore - stEthBalanceAfter;� �� �
1 7 6 totalStEthDeposited -= stEthBalanceBefore - stEthBalanceAfter;� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n W h i l e t h e ” m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c

c a s e b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d . A l s o , w h e n a d e n o m i n a t o r f i t s i n t o

1 2 8 b i t s , t h e f o l l o w i n g a p p r o a c h c o u l d b e u s e d : h t t p s : / / m e d i u m . c o m / c o i n m o n k s / m a t h - i n -

o l i d i t y - p a r t - 3 - p e r c e n t s - a n d - p r o p o r t i o n s - 4 d b 0 1 4 e 0 8 0 b 1 # 4 8 2 1

C l i e n t C o m m e n t W e a g r e e w i t h t h i s , b u t i t ’ s n o t v e r y i m p o r t a n t o p t i m i z a t i o n , a n d w i l l

d e c r e a s e t h e r e a d a b i l i t y a n d u n d e r s t a n d i n g o f t h e c o d e . W e ’ l l h a v e i t i n m i n d f o r v e r s i o n 2 .� �
1 4 1 uint256 ethValue = Math.mulDiv(WETH.balanceOf(address(this)),

↪→ ethPrice, BASE_PRICE);

uint256 stEthValue = Math.mulDiv(stETH.balanceOf(address(this)),

↪→ stEthPrice, BASE_PRICE);

uint256 ethThresholdValue = Math.mulDiv((ethValue + stEthValue),

↪→ ethThreshold, MAX_PERCENTAGE);� �� �
1 4 6 uint256 stEthAmountToSwap = Math.mulDiv((ethThresholdValue -

↪→ ethValue), BASE_PRICE, stEthPrice);� �� �
1 5 5 uint256 ethAmountToSwap = Math.mulDiv((ethValue -

↪→ ethThresholdValue), BASE_PRICE, ethPrice);� �
C V F - 1 8 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e s e r v e H o l d e r . s o l

D e s c r i p t i o n T h e f u n c t i o n n a m e l o o k s l i k e a g e t t e r , w h i l e t h e f u n c t i o n a c t u a l l y d o e s c h a n g e

t h e b l o c k c h a i n s t a t e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
2 0 0 function getWETH() external {� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v e H o l d e r . s o l

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g t h e o r i g i n a l r e v e r t r e a s o n i n t o t h e e r r o r .

C l i e n t C o m m e n t I t i s d e s c r i p t i v e e n o u g h t h i s w a y .� �
2 5 2 revert EtherSendFailed(to, value);� �
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