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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 6 . 0 6 . 2 4 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 6 . 0 6 . 2 4 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 6 . 0 6 . 2 4 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

D e l t a P r i m e i s a d e c e n t r a l i z e d b o r r o w i n g a n d i n v e s t i n g e c o s y s t e m . C u s t o m e r s c a n l e n d o r

i n v e s t b o r r o w e d f u n d s a c r o s s t h e m o s t p o p u l a r p r o t o c o l s o n A v a l a n c h e a n d A r b i t r u m ,

w i t h a m i n i m u m c o l l a t e r a l r a t i o o f 2 0 % .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

P r i m e _ L 2 . s o l P r i m e . s o l P r i m e B r i d g e . s o l

s P r i m e . s o l s P r i m e U n i s w a p . s o l v P r i m e . s o l

v P r i m e C o n t r o l l e r . s o l

N o n f u n g i b l e N F T /

P o s i t i o n M a n a g e r . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• R e c o m m e n d a t i o n s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r s u g g e s t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 5 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d .

0 5

F i x e d 5 o u t o f 5 i s s u e s

9



6 M a j o r I s s u e s

C V F - 2 F I X E D

• C a t e g o r y F l a w • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h a t t h e p o o l a c t u a l l y d o e s e x i s t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
6 9 address poolAddress = IUniswapV3Factory(getUniV3FactoryAddress()).

↪→ getPool(tokenX_, tokenY_, feeTier_);� �
C V F - 3 F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .� �
1 4 3 fullyVestedBalance += locks[account][i].amount * locks[account][i].

↪→ lockPeriod / MAX_LOCK_TIME;� �� �
3 6 8 liquidity: uint128(liquidity * share / balanceOf(_msgSender())),� �

1 0



C V F - 4 F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .� �
1 2 4 fullyVestedDollarValue += fullyVestedBalance * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();

nonVestedDollarValue += nonVestedBalance * prices[i] * 1e10 / 10 **

↪→ whitelistedPools[i].decimals();� �� �
1 4 1 uint256 poolDollarValue = poolBorrowedAmount * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();� �� �
1 5 9 fullyVestedDollarValue += userSPrimeValueInTokenY *

↪→ sPrimeTokenYPrice * 1e10 * fullyVestedDollarValue /

↪→ sPrimeBalance / 10 ** sPrimeTokenYDecimals;

1 6 0 nonVestedBalance += userSPrimeValueInTokenY * sPrimeTokenYPrice * 1

↪→ e10 * nonVestedDollarValue / sPrimeBalance / 10 **

↪→ sPrimeTokenYDecimals;� �
C V F - 5 F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e v P r i m e C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 7 8 (userBorrowedDollarValue / 10,� �� �
2 0 4 uint256 depositVestedPairsCount = Math.min(

↪→ userDepositFullyVestedDollarValue / 10,

↪→ userSPrimeDollarValueFullyVested) / 1e18;

uint256 depositNonVestedPairsCount = Math.min(

↪→ userDepositNonVestedDollarValue / 10,

↪→ userSPrimeDollarValueNonVested) / 1e18;� �

1 1



C V F - 6 F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e v P r i m e . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o “ i n t 2 5 6 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
5 4 int256 votesDiff = int256(currentVotesBalance) - int256(

↪→ lastRecordedVotes);� �

1 2



7 M o d e r a t e I s s u e s

C V F - 1 I N F O

• C a t e g o r y F l a w • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n R e l y i n g o n t o k e n b a l a n c e c h a n g e s o f a n u n t r u s t e d a d d r e s s c o u l d b e v e r y

d a n g e r o u s , a s t o k e n s m a y i m p l e m e n t v a r i o u s k i n d s o f i n b o u n d t r a n s f e r h o o k s , t h a t w o u l d

a l l o w t h e r e c i p i e n t t o a d j u s t t h e b a l a n c e b e f o r e t h e s e n d e r c o u l d c h e c k i t .

R e c o m m e n d a t i o n C o n s i d e r n o t r e l y i n g o n t h e “ _ t o ” b a l a n c e h e r e .

C l i e n t C o m m e n t T h e b r i d g e c o n t r a c t w i l l o n l y b e u s e d w i t h o u r P R I M E t o k e n c o n t r a c t . W e

k n o w t h e e x a c t c o d e o f t h i s c o n t r a c t s o t h e r e i s n o n e e d t o t r e a t b a l a n c e O f ( ) m e t h o d a s

u n r e l i a b l e a s P r i m e B r i d g e w i l l n o t b e u s e d w i t h a n y o t h e r t o k e n s .� �
8 8 uint before = innerToken.balanceOf(_to);� �� �
9 4 return innerToken.balanceOf(_to) - before;� �
C V F - 7 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n I n c a s e t h e b i n a l r e a d y h a v e s o m e d e p o s i t s , t h e d e p o s i t I D s a n d l i q u i d i t y

c o n f i g s p a s s e d w i t h i n t h e “ p a r a m s ” a r g u m e n t a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e n s u r i n g t h a t t h e p a s s e d a r r a y s a r e e m p t y i n s u c h a c a s e .� �
9 1 if(binInfo.depositIds.length == 0) {

binInfo.depositIds = params.depositIds;

binInfo.liquidityConfigs = params.liquidityConfigs;

}� �

1 3



C V F - 8 I N F O

• C a t e g o r y F l a w • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n T h e r e i s n o l e n g t h c h e c k f o r “ p a r a m s . l i q u i d i t y A m o u n t s ” .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .� �
1 0 6 position.liquidityMinted[i] += params.liquidityAmounts[i];� �� �
1 1 1 position.liquidityMinted[i] -= params.liquidityAmounts[i];� �
C V F - 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n H a n d l i n g t h e _ f r o m = = s p e n d e r c a s e i s a s p e c i a l w a y m a k e s t h e c o n t r a c t

b e h a v i o r m o r e c o m p l i c a t e d a n d l e s s p r e d i c t a b l e . A l s o , i t m a k e s t h e c o n t r a c t i t s e l f m o r e

c o m p l i c a t e d a n d l e s s e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r n o t h a n d l i n g t h i s c a s e s e p a r a t e l y .� �
4 4 if (_from != spender) _spendAllowance(_from, spender, _amount);� �
C V F - 1 0 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n T h i s c h e c k m a k e s t h e c o n t r a c t b e h a v i o r m o r e c o m p l i c a t e d a n d l e s s p r e -

d i c t a b l e .

R e c o m m e n d a t i o n C o n s i d e r a l w a y s s p e n d i n g a l l o w a n c e .� �
6 5 if (_from != address(this) && _from != spender) _spendAllowance(

↪→ _from, spender, _amount);� �

1 4



C V F - 1 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n T h e s i g n a t u r e o f t h i s f u n c t i o n a s s u m e s t h a t t h e r a t e i s a l w a y s a n i n t e g e r ,

w h i c h i s i n f l e x i b l e .

R e c o m m e n d a t i o n C o n s i d e r s u p p o r t i n g f r a c t i o n a l r a t e a t t h e i n t e r f a c e l e v e l e v e n i f i n t h i s

p a r t i c u l a r i m p l e m e n t a t i o n t h e r a t e i s a l w a y s i n t e g e r .� �
7 0 function _ld2sdRate() internal view virtual override returns (uint)

↪→ {� �
C V F - 1 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n T h i s c o d e l o o k s l i k e a n o v e r k i l l . I t w o u l d m a k e s e n s e i f i n c a s e t h e t o k e n

c o n t r a c t d o e s n ’ t i m p l e m e n t t h e “ d e c i m a l s ” f u n c t i o n , s o m e k i n d o f d e f a u l t d e c i m a l s w o u l d

b e u s e d . B u t h e r e t r a n s a c t i o n i s j u s t r e v e r t e d i n s u c h a c a s e .

R e c o m m e n d a t i o n C o n s i d e r j u s t c a l l i n g “ d e c i m a l s ” n o r m a l l y .� �
2 4 (bool success, bytes memory data) = _token.staticcall(abi.

↪→ encodeWithSignature("decimals()"));

require(success, "ProxyOFT: failed to get token decimals");

uint8 decimals = abi.decode(data, (uint8));� �
C V F - 1 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n T h e s i g n a t u r e o f t h i s f u n c t i o n a s s u m e s t h a t t h e r a t e i s a l w a y s a n i n t e g e r ,

w h i c h i s i n f l e x i b l e .

R e c o m m e n d a t i o n C o n s i d e r s u p p o r t i n g f r a c t i o n a l r a t e a t t h e i n t e r f a c e l e v e l e v e n i f i n t h i s

p a r t i c u l a r i m p l e m e n t a t i o n t h e r a t e i s a l w a y s i n t e g e r .� �
9 7 function _ld2sdRate() internal view virtual override returns (uint)

↪→ {� �

1 5



C V F - 1 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n H a r d c o d i n g m a i n n e t a d d r e s s e s m a k e s i t h a r d e r t e s t i n g t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g t h e a d d r e s s a s a c o n s t r u c t o r a r g u m e n t a n d s t o r i n g i n

a n i m m u t a b l e v a r i a b l e .� �
8 8 return 0xb4315e873dBcf96Ffd0acd8EA43f689D8c20fB30;� �
C V F - 1 5 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s P r i m e . s o l

D e s c r i p t i o n T h i s w i l l r e v e r t i n c a s e t h e “ d e p o s i t I d s ” a r r a y i s e m p t y .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g f a l s e i n s u c h a c a s e .� �
1 1 6 if (depositIds[0] <= activeId && depositIds[depositIds.length - 1]

↪→ >= activeId) {� �
C V F - 1 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ l o c k s [ a c c o u n t ] ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 4 1 for (uint256 i = 0; i < locks[account].length; i++) {

if (locks[account][i].unlockTime > block.timestamp) {

fullyVestedBalance += locks[account][i].amount * locks[

↪→ account][i].lockPeriod / MAX_LOCK_TIME;� �� �
1 5 5 for (uint256 i = 0; i < locks[account].length; i++) {

if (locks[account][i].unlockTime > block.timestamp) {

lockedBalance += locks[account][i].amount;� �

1 6



C V F - 1 7 I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e s P r i m e . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .� �
1 4 3 fullyVestedBalance += locks[account][i].amount * locks[

↪→ account][i].lockPeriod / MAX_LOCK_TIME;� �� �
2 1 6 amountY = amountX * (10 ** IERC20Metadata(address(tokenY)).

↪→ decimals()) / price;� �� �
2 3 2 if(amountY * _REBALANCE_MARGIN / 100 < diff && (amountXToY > 0 ||

↪→ amountX == 0)) {� �� �
2 3 7 amountIn = (diff / 2) * price / (10 ** IERC20Metadata(

↪→ address(tokenY)).decimals());� �� �
2 6 5 amountOut = ILBRouter(getJoeV2RouterAddress()).

↪→ swapExactTokensForTokens(amountIn, amountOut * (100 -

↪→ swapSlippage) / 100, path, address(this), block.timestamp)

↪→ ;� �� �
3 1 0 liquidityAmounts[i] = liquidityMinted[i] * share / totalShare;� �� �
5 4 4 liquidityMinted[i] = liquidityMinted[i] * amount /

↪→ balanceOf(from);� �
C V F - 1 8 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s P r i m e . s o l

D e s c r i p t i o n I n c a s e t h e u s e r d o e s n ’ t h a v e a n y t o k e n s , t h i s f u n c t i o n s i l e n t l y r e t u r n s z e r o .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e .� �
1 6 8 function getUserTokenId(address user) public view returns(uint256

↪→ tokenId){� �

1 7



C V F - 1 9 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s P r i m e . s o l

D e s c r i p t i o n I n c a s e t h e “ l i q u i d i t y M i n t e d ” a r r a y i s l o n g e r t h a n “ d e p o s i t I d s ” , t h e e x t r a e l e -

m e n t s a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n c a s e t h e a r r a y s h a v e d i f f e r e n t l e n g t h s .� �
1 8 1 function _getLiquidityTokenAmounts(uint256[] memory depositIds,

↪→ uint256[] memory liquidityMinted) internal view returns(

↪→ uint256 amountX, uint256 amountY) {� �
C V F - 2 0 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s P r i m e . s o l

D e s c r i p t i o n I n c a s e t h e “ l i q u i d i t y C o n f i g s ” o r “ d e p o s i t I d s ” a r r a y i s l o n g e r t h a n “ d e l t a I d s ” ,

t h e e x t r a e l e m e n t s a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n c a s e t h e a r r a y l e n g t h s a r e d i f f e r e n t .� �
2 7 7 function _encodeDepositConfigs(uint256 centerId) internal view

↪→ returns (bytes32[] memory liquidityConfigs, uint256[] memory

↪→ depositIds) {� �
C V F - 2 1 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e s P r i m e . s o l

D e s c r i p t i o n I n c a s e t h e “ l i q u i d i t y M i n t e d ” a r r a y i s l o n g e r t h a n “ d e p o s i t I d s ” , t h e r e m a i n i n g

e l e m e n t s a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n c a s e t h e a r r a y l e n g t h s a r e d i f f e r e n t .� �
2 9 7 function _withdrawFromLB(uint256[] memory depositIds, uint256[]

↪→ memory liquidityMinted, uint256 share) internal returns (

↪→ uint256 balanceX, uint256 balanceY, uint256[] memory

↪→ liquidityAmounts) {� �

1 8



C V F - 2 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n T h e v a l u e “ b a l a n c e O f ( f r o m ) ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
5 3 3 require(balanceOf(from) >= amount + lockedBalance, "Insufficient 

↪→ Balance");� �� �
5 3 8 if(balanceOf(from) == amount) {� �� �
5 4 4 liquidityMinted[i] = liquidityMinted[i] * amount / balanceOf

↪→ (from);� �
C V F - 2 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n U n c h a i n e d i n i t i a l i z e r s s h o u l d b e u s e d t o p r e v e n t d o u b l e i n i t i a l i z a t i o n o f

b a s e c o n t r a c t s .� �
5 8 __PendingOwnable_init();

__ReentrancyGuard_init();

6 0 __ERC20_init(name_, "sPrime");

__ERC721Holder_init();� �

1 9



C V F - 2 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n H a r d c o d i n g m a i n n e t a d d r e s s e s i s a b a d p r a c t i c e , a s i t m a k e s i t h a r d e r t e s t i n g

t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g t h e a d d r e s s e s a s c o n s t r u c t o r a r g u m e n t s a n d s t o r i n g

i n i m m u t a b l e v a r i a b l e s .� �
8 1 return 0x1F98431c8aD98523631AE4a59f267346ea31F984;� �� �
8 9 return 0xC36442b4a4522E871399CD717aBDD847Ab11FE88;� �� �
9 7 return 0x68b3465833fb72A70ecDF485E0e4C7bD8665Fc45;� �
C V F - 2 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ l o c k s [ a c c o u n t ] ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 4 1 for (uint256 i = 0; i < locks[account].length; i++) {

if (locks[account][i].unlockTime > block.timestamp) {

fullyVestedBalance += locks[account][i].amount * locks[

↪→ account][i].lockPeriod / MAX_LOCK_TIME;� �� �
1 5 5 for (uint i = 0; i < locks[account].length; i++) {

if (locks[account][i].unlockTime > block.timestamp) {

lockedBalance += locks[account][i].amount;� �

2 0



C V F - 2 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e v a l u e “ b a l a n c e O f ( f r o m ) ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 4 1 require(balanceOf(from) >= amount + balance, "Insufficient Balance")

↪→ ;� �� �
4 4 6 if(balanceOf(from) == amount) {� �� �
4 5 6 liquidity: uint128(liquidity * amount / balanceOf(from))

↪→ ,� �
C V F - 2 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n U s i n g m o c k s i n p r o d u c t i o n c o d e l o o k s w e i r d , a s u s u a l l y m o c k s a r e u s e d o n l y

i n t e s t s a n d e x p e r i m e n t s .

R e c o m m e n d a t i o n C o n s i d e r n o t u s i n g m o c k s o r c h o o s i n g d i f f e r e n t t e r m .� �
1 5 SPrimeMock[] public whitelistedSPrimeContracts;� �
C V F - 2 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n I n E V M t i m e i s m e a s u r e d i n s e c o n d s . U s i n g o t h e r t i m e u n i t s m a k e s c o d e m o r e

c o m p l i c a t e d , h a r d e r t o r e a d a n d m o r e e r r o r p r o n e .

R e c o m m e n d a t i o n C o n s i d e r m e a s u r i n g a l l t i m e i n t e r v a l s i n s e c o n d s .� �
2 1 uint256 public constant MAX_V_PRIME_VESTING_YEARS = 3;

uint256 public constant V_PRIME_DETERIORATION_DAYS = 14;� �

2 1



8 M i n o r I s s u e s

C V F - 2 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r u p g r a d i n g t o n e w e r

v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” o r a s “ ^ 0 . 8 . 1 7 ” i f t h e r e i s s o m e t h i n g

s p e c i a l r e g a r d i n g t h i s p a r t i c u l a r v e r s i o n . A l s o r e l e v a n t f o r : P r i m e _ L 2 . s o l , P r i m e . s o l , P r i m e -

B r i d g e . s o l , s P r i m e . s o l , s P r i m e U n i s w a p . s o l , v P r i m e C o n t r o l l e r . s o l , v P r i m e . s o l .� �
3 pragma solidity 0.8.17;� �
C V F - 3 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
8 import "../../interfaces/ISPrime.sol";

import "../../interfaces/IPositionManager.sol";

1 0 import "../../lib/joe-v2/LiquidityAmounts.sol";� �
C V F - 3 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s i n t e r f a c e .� �
1 5 IPositionManager,� �

2 2



C V F - 3 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ P o s i t i o n ” s t r u c t u r e .� �
1 9 mapping(uint256 => Position) private _positions;� �
C V F - 3 3 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n T h e c o m m e n t u s e s t e r m “ b i n i d ” , w h i l e v a r i a b l e i s n a m e d “ c e n t e r I d ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a c o n s i s t e n t n a m i n g .� �
2 0 // bin id => Bin Information

mapping(uint256 => DepositConfig) private _binInfo;� �� �
4 2 return _binInfo[centerId];� �
C V F - 3 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ D e p o s i t C o n f i g ” s t r u c t u r e .� �
2 1 mapping(uint256 => DepositConfig) private _binInfo;� �
C V F - 3 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e “ I S P r i m e ” .� �
2 3 address public sPrime;� �

2 3



C V F - 3 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 5 constructor() ERC721('SPrime Position NFT', 'SPRIME-POS') {}� �
C V F - 3 7 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n M a n a g e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
3 2 function setSPrime(address sPrime_) external onlyOwner {� �
C V F - 3 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ I S P r i m e ” .� �
3 2 function setSPrime(address sPrime_) external onlyOwner {� �
C V F - 3 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e r e t u r n e d v a l u e s s h o u l d b e “ I E R C 2 0 ” .� �
5 0 address token0,

address token1,� �

2 4



C V F - 4 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s r e t u r n e d v a l u e s h o u l d b e m o r e s p e c i f i c .� �
5 2 address pairAddr,� �
C V F - 4 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e b r a c k e t s a r o u n d a s s i g n m e n t a r e r e d u n d a n t .� �
8 2 _mint(params.recipient, (tokenId = _nextId++));� �
C V F - 4 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o s i t i o n M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e r e p l a c e d w i t h t h e “ o n l y S P r i m e ” m o d i f i e r .� �
1 2 2 require(sPrime == _msgSender(), "Only allowed SPrime");� �� �
1 2 8 require(sPrime == _msgSender(), "Only allowed SPrime");� �
C V F - 4 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
7 import "@layerzerolabs/solidity-examples/contracts/token/oft/v2/

↪→ BaseOFTV2.sol";� �

2 5



C V F - 4 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ B a s e O F T V 2 ” c o n t r a c t .� �
9 contract Prime_L2 is BaseOFTV2, ERC20 {� �
C V F - 4 5 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n T h e v a r i a b l e n a m e i n c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a m o r e d e s c r i p t i v e n a m e a n d / o r d o c u m e n t i n g .� �
1 0 uint internal immutable ld2sdRate;� �
C V F - 4 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ d e c i m a l s ” f u n c t i o n .� �
1 8 uint8 decimals = decimals();� �
C V F - 4 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e _ L 2 . s o l

D e s c r i p t i o n I n E R C 2 0 t h e d e c i m a l s p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n

h u m a n r e a d a b l e w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .� �
1 8 uint8 decimals = decimals();� �

2 6



C V F - 4 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i m e _ L 2 . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I E R C 2 0 ” .� �
3 0 function token() public view virtual override returns (address) {� �
C V F - 4 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
5 import "@layerzerolabs/solidity-examples/contracts/token/oft/v2/

↪→ BaseOFTV2.sol";� �
C V F - 5 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ B a s e O F T V 2 ” c o n t r a c t .� �
8 contract PrimeBridge is BaseOFTV2{� �
C V F - 5 1 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n T h e v a r i a b l e n a m e i n c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a m o r e d e s c r i p t i v e n a m e a n d / o r d o c u m e n t i n g .� �
1 2 uint internal immutable ld2sdRate;� �

2 7



C V F - 5 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i m e B r i d g e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .� �
1 8 address _token,� �
C V F - 5 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i m e B r i d g e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .� �
2 0 address _lzEndpoint� �
C V F - 5 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i m e B r i d g e . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I E R C 2 0 ” .� �
3 9 function token() public view virtual override returns (address) {� �
C V F - 5 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n T h i s c h e c k m a k e s t h e “ _ f r o m ” a r g u m e n t r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .� �
5 2 require(_from == _msgSender(), "ProxyOFT: owner is not send caller")

↪→ ;� �

2 8



C V F - 5 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i m e B r i d g e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ _ r e m o v e D u s t ” f u n c t i o n .� �
5 7 (uint amount, uint dust) = _removeDust(_amount);� �
C V F - 5 7 I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r i m e B r i d g e . s o l

R e c o m m e n d a t i o n S h o u l d b e “ e l s e r e t u r n ” .� �
8 0 return _transferFrom(address(this), _toAddress, _amount);� �
C V F - 5 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
7 import "../lib/joe-v2/math/SafeCast.sol";

import "../interfaces/ISPrime.sol";

import "../interfaces/joe-v2/ILBRouter.sol";

1 0 import "../interfaces/IPositionManager.sol";

import "../lib/joe-v2/LiquidityAmounts.sol";

import "../lib/joe-v2/math/Uint256x256Math.sol";

import "../lib/joe-v2/math/LiquidityConfigurations.sol";

import "../abstract/PendingOwnableUpgradeable.sol";� �� �
2 0 import "@redstone-finance/evm-connector/contracts/core/

↪→ ProxyConnector.sol";� �

2 9



C V F - 5 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ I S P r i m e ” , “ P e n d i n g O w n a b l e U p g r a d e a b l e ” , a n d “ P r o x y -

C o n n e c t o r ” c o n t r a c t s .� �
2 3 contract SPrime is ISPrime, ReentrancyGuardUpgradeable,

↪→ PendingOwnableUpgradeable, ERC20Upgradeable, ProxyConnector {� �
C V F - 6 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ L o c k D e t a i l s ” s t r u c t u r e .� �
3 7 mapping(address => LockDetails[]) public locks;� �
C V F - 6 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o s t o r e a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k s u n n e c e s -

s a r y .� �
4 7 int256[] private deltaIds;

uint256[] private distributionX;

uint256[] private distributionY;� �

3 0



C V F - 6 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ p o s i t i o n M a n a g e r _ ” a r g u m e n t s h o u l d b e “ I P o s i t i o n M a n -

a g e r ” .� �
6 2 function initialize(address tokenX_, address tokenY_, string memory

↪→ name_, uint256[] memory distributionX_, uint256[] memory

↪→ distributionY_, int256[] memory deltaIds_, address

↪→ positionManager_, address vPrimeController_) external

↪→ initializer {� �
C V F - 6 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I L B P a i r ” .� �
9 1 function getLBPair() public view returns (address) {� �
C V F - 6 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I E R C 2 0 ” .� �
9 5 function getTokenX() public view returns (address) {� �� �
9 9 function getTokenY() public view returns (address) {� �

3 1



C V F - 6 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ l o c k s [ a c c o u n t ] [ i ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 4 2 if (locks[account][i].unlockTime > block.timestamp) {

fullyVestedBalance += locks[account][i].amount * locks[account][

↪→ i].lockPeriod / MAX_LOCK_TIME;� �� �
1 5 6 if (locks[account][i].unlockTime > block.timestamp) {

lockedBalance += locks[account][i].amount;� �
C V F - 6 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o e l e -

m e n t s , i n s t e a d o f t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
1 8 1 function _getLiquidityTokenAmounts(uint256[] memory depositIds,

↪→ uint256[] memory liquidityMinted) internal view returns(

↪→ uint256 amountX, uint256 amountY) {� �
C V F - 6 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n T h e v a l u e “ 1 0 * * I E R C 2 0 M e t a d a t a ( a d d r e s s ( t o k e n Y ) ) . d e c i m a l s ( ) ” i s c a l c u l a t e d

o n e v e r y i n v o c a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e d u r i n g c o n t r a c t i n i t i a l i z a t i o n .� �
2 1 6 amountY = amountX * (10 ** IERC20Metadata(address(tokenY)).decimals

↪→ ()) / price;� �� �
2 3 7 amountIn = (diff / 2) * price / (10 ** IERC20Metadata(address(

↪→ tokenY)).decimals());� �

3 2



C V F - 6 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n T h e b r a c k e t s a r o u n d p o w e r o p e r a t o r a r e r e d u n d a n t .� �
2 1 6 amountY = amountX * (10 ** IERC20Metadata(address(tokenY)).decimals

↪→ ()) / price;� �� �
2 3 7 amountIn = (diff / 2) * price / (10 ** IERC20Metadata(address(

↪→ tokenY)).decimals());� �
C V F - 6 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
2 3 2 if(amountY * _REBALANCE_MARGIN / 100 < diff && (amountXToY > 0 ||

↪→ amountX == 0)) {� �� �
2 6 5 amountOut = ILBRouter(getJoeV2RouterAddress()).

↪→ swapExactTokensForTokens(amountIn, amountOut * (100 -

↪→ swapSlippage) / 100, path, address(this), block.timestamp)

↪→ ;� �
C V F - 7 0 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

D e s c r i p t i o n U s i n g d e n o m i n a t o r a s l i t t l e a s 1 0 0 l e a d s t o q u i t e c o a r s e p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i g g e r d e n o m i n a t o r , s u c h a s 1 0 0 0 0 o r 1 0 ^ 1 8 .� �
2 3 2 if(amountY * _REBALANCE_MARGIN / 100 < diff && (amountXToY > 0 ||

↪→ amountX == 0)) {� �� �
2 6 5 amountOut = ILBRouter(getJoeV2RouterAddress()).

↪→ swapExactTokensForTokens(amountIn, amountOut * (100 -

↪→ swapSlippage) / 100, path, address(this), block.timestamp)

↪→ ;� �

3 3



C V F - 7 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

e l e m e n t s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c -

e s s a r y .� �
2 7 7 function _encodeDepositConfigs(uint256 centerId) internal view

↪→ returns (bytes32[] memory liquidityConfigs, uint256[] memory

↪→ depositIds) {� �
C V F - 7 2 I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e s P r i m e . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g “ c e n t e r I d ” t o “ i n t 2 5 6 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
2 8 2 int256 _id = int256(centerId) + deltaIds[i];� �
C V F - 7 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
2 9 7 function _withdrawFromLB(uint256[] memory depositIds, uint256[]

↪→ memory liquidityMinted, uint256 share) internal returns (

↪→ uint256 balanceX, uint256 balanceY, uint256[] memory

↪→ liquidityAmounts) {� �

3 4
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• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
6 import "../interfaces/ISPrimeUniswap.sol";

import "../interfaces/ITokenManager.sol";� �� �
1 2 import "../lib/local/DeploymentConstants.sol";

import "../abstract/PendingOwnableUpgradeable.sol";� �� �
1 9 import "@redstone-finance/evm-connector/contracts/core/

↪→ ProxyConnector.sol";� �
C V F - 7 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w s o m e o f t h e b a s e c o n t r a c t s .� �
2 3 contract sPrimeUniswap is ISPrimeUniswap, ReentrancyGuardUpgradeable

↪→ , PendingOwnableUpgradeable, ERC20Upgradeable,

↪→ ERC721HolderUpgradeable, ProxyConnector {� �
C V F - 7 6 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t f o r t h e s e v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 7 uint256 private constant _REBALANCE_MARGIN = 5;

uint256 private constant _MAX_SLIPPAGE = 10;

int24 private constant _TICK_RANGE = 10;� �

3 5
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• C a t e g o r y P r o c e d u r a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e “ L o c k D e t a i l s ” s t r u c t u r e .� �
3 3 mapping(address => LockDetails[]) public locks;� �
C V F - 7 8 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e k e y a n d / o r d o c u m e n t i n g .� �
3 3 mapping(address => LockDetails[]) public locks;� �
C V F - 7 9 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n S t r i c t l y s p e a k i n g t h i s i s n o t a c o n s t r u c t o r .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t e r m “ i n i t i a l i z e r ” .� �
4 9 * @dev Constructor of the contract.� �
C V F - 8 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e t o k e n a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .� �
5 7 function initialize(address tokenX_, address tokenY_, string memory

↪→ name_, uint24 feeTier_, int24[2] memory deltaIds_, address

↪→ vPrimeController_) external initializer {� �

3 6
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• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I U n i s w a p V 3 F a c t o r y ” .� �
8 0 function getUniV3FactoryAddress() public view virtual returns (

↪→ address){� �
C V F - 8 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I N o n f u n g i b l e P o s i t i o n M a n a g e r ” .� �
8 8 function getNonfungiblePositionManagerAddress() public view virtual

↪→ returns (address){� �
C V F - 8 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I S w a p R o u t e r ” .� �
9 6 function getSwapRouter() public view virtual returns (address){� �
C V F - 8 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : r e t u r n t i c k L o w e r < = t i c k & & t o c k < = t i c k U p -

p e r ;� �
1 1 2 if (tickLower <= tick && tick <= tickUpper) {

return true;

}

return false;� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ l o c k s [ a c c o u n t ] [ i ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 4 2 if (locks[account][i].unlockTime > block.timestamp) {

fullyVestedBalance += locks[account][i].amount * locks[account][

↪→ i].lockPeriod / MAX_LOCK_TIME;� �� �
1 5 6 if (locks[account][i].unlockTime > block.timestamp) {

lockedBalance += locks[account][i].amount;� �
C V F - 8 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 9 4 if(amountY * _REBALANCE_MARGIN / 100 < diff && (amountXToY > 0 ||

↪→ amountX == 0)) {� �� �
2 2 6 amountOutMinimum: amountOut * (100 - swapSlippage) /

↪→ 100,� �
C V F - 8 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e s P r i m e U n i s w a p . s o l

R e c o m m e n d a t i o n D o u b l e s p a c e m a k e s f o r m a t t i n g i n c o n s i s t e n t .� �
3 4 0 tickLower = currenTick - _TICK_RANGE * deltaIds[0];

tickUpper = currenTick + _TICK_RANGE * deltaIds[1];� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
5 import "@redstone-finance/evm-connector/contracts/core/

↪→ RedstoneConsumerNumericBase.sol";� �� �
7 import "../abstract/PendingOwnableUpgradeable.sol";

import "../interfaces/ITokenManager.sol";

import "../interfaces/IBorrowersRegistry.sol";

1 0 import "../interfaces/IPool.sol";

import "./mock/sPrimeMock.sol";� �
C V F - 8 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e b a s e c o n t r a c t s .� �
1 4 abstract contract vPrimeController is PendingOwnableUpgradeable,

↪→ RedstoneConsumerNumericBase {� �
C V F - 9 0 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t f o r t h e s e v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 9 uint256 public constant BORROWER_YEARLY_V_PRIME_RATE = 1;

2 0 uint256 public constant DEPOSITOR_YEARLY_V_PRIME_RATE = 5;� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e v P r i m e C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 e 1 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 2 4 fullyVestedDollarValue += fullyVestedBalance * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();

nonVestedDollarValue += nonVestedBalance * prices[i] * 1e10 / 10 **

↪→ whitelistedPools[i].decimals();� �� �
1 4 1 uint256 poolDollarValue = poolBorrowedAmount * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();� �� �
1 5 9 fullyVestedDollarValue += userSPrimeValueInTokenY *

↪→ sPrimeTokenYPrice * 1e10 * fullyVestedDollarValue /

↪→ sPrimeBalance / 10 ** sPrimeTokenYDecimals;

1 6 0 nonVestedBalance += userSPrimeValueInTokenY * sPrimeTokenYPrice * 1

↪→ e10 * nonVestedDollarValue / sPrimeBalance / 10 **

↪→ sPrimeTokenYDecimals;� �
C V F - 9 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h e v a l u e s 1 0 * * d e c i m a l s f o r w h i t e l i s t e d p o o l s a n d t o k e n s s h o u l d b e

p r e c o m p u t e d .� �
1 2 4 fullyVestedDollarValue += fullyVestedBalance * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();

nonVestedDollarValue += nonVestedBalance * prices[i] * 1e10 / 10 **

↪→ whitelistedPools[i].decimals();� �� �
1 4 1 uint256 poolDollarValue = poolBorrowedAmount * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();� �� �
1 5 9 fullyVestedDollarValue += userSPrimeValueInTokenY *

↪→ sPrimeTokenYPrice * 1e10 * fullyVestedDollarValue /

↪→ sPrimeBalance / 10 ** sPrimeTokenYDecimals;

1 6 0 nonVestedBalance += userSPrimeValueInTokenY * sPrimeTokenYPrice * 1

↪→ e10 * nonVestedDollarValue / sPrimeBalance / 10 **

↪→ sPrimeTokenYDecimals;� �

4 0



C V F - 9 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ 1 0 * * w h i t e l i s t e d P o o l s [ i ] . d e c i m a l s ( ) ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 2 4 fullyVestedDollarValue += fullyVestedBalance * prices[i] * 1e10 / 10

↪→ ** whitelistedPools[i].decimals();

nonVestedDollarValue += nonVestedBalance * prices[i] * 1e10 / 10 **

↪→ whitelistedPools[i].decimals();� �
C V F - 9 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ 1 0 * * s P r i m e T o k e n Y D e c i m a l s ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 5 9 fullyVestedDollarValue += userSPrimeValueInTokenY *

↪→ sPrimeTokenYPrice * 1e10 * fullyVestedDollarValue /

↪→ sPrimeBalance / 10 ** sPrimeTokenYDecimals;

1 6 0 nonVestedBalance += userSPrimeValueInTokenY * sPrimeTokenYPrice * 1

↪→ e10 * nonVestedDollarValue / sPrimeBalance / 10 **

↪→ sPrimeTokenYDecimals;� �

4 1



C V F - 9 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e v P r i m e C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 8 0 ) / 1e18;� �� �
1 8 6 uint256 vPrimeMaxCap = vPrimePairsCount *

↪→ BORROWER_YEARLY_V_PRIME_RATE * MAX_V_PRIME_VESTING_YEARS * 1

↪→ e18;� �� �
2 0 4 uint256 depositVestedPairsCount = Math.min(

↪→ userDepositFullyVestedDollarValue / 10,

↪→ userSPrimeDollarValueFullyVested) / 1e18;

uint256 depositNonVestedPairsCount = Math.min(

↪→ userDepositNonVestedDollarValue / 10,

↪→ userSPrimeDollarValueNonVested) / 1e18;� �� �
2 1 2 uint256 vPrimeMaxCap = (vPrimePairsCountVested +

↪→ vPrimePairsCountNonVested) * DEPOSITOR_YEARLY_V_PRIME_RATE *

↪→ MAX_V_PRIME_VESTING_YEARS * 1e18;

uint256 alreadyVestedVPrimeBalance = vPrimePairsCountVested *

↪→ DEPOSITOR_YEARLY_V_PRIME_RATE * MAX_V_PRIME_VESTING_YEARS * 1

↪→ e18;� �
C V F - 9 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e C o n t r o l l e r . s o l

R e c o m m e n d a t i o n T h e “ t i m e s t a m p ” p a r a m e t e r s a r e r e d u n d a n t a s e v e r y e m i t t e d e v e n t i s

b o u n d t o a b l o c k t h a t a l r e a d y h a s a t i m e s t a m p .� �
2 3 5 event WhitelistedSPrimeContractsUpdated(SPrimeMock[]

↪→ newWhitelistedSPrimeContracts, address userAddress, uint256

↪→ timestamp);

event TokenManagerUpdated(ITokenManager newTokenManager, address

↪→ userAddress, uint256 timestamp);� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e v P r i m e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
7 import "../interfaces/IBorrowersRegistry.sol";

import "../abstract/PendingOwnableUpgradeable.sol";� �
C V F - 9 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e . s o l

D e s c r i p t i o n T h i s v a l u e c o u l d b e e i t h e r m a x o r m i n b a l a n c e c a p .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o “ b a l a n c e L i m i t ” o r s o m e t h i n g l i k e t h i s .� �
1 7 uint256 maxVPrimeCap;� �
C V F - 9 9 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v P r i m e . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
4 6 function setVPrimeControllerAddress(address _vPrimeControllerAddress

↪→ ) external onlyOwner {� �

4 3
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• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e . s o l

D e s c r i p t i o n T h e v a l u e “ _ c h e c k p o i n t s [ a c c o u n t ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
9 3 if (_checkpoints[account].length == 0) {� �� �
9 6 Checkpoint memory cp = _checkpoints[account][_checkpoints[account].

↪→ length - 1];� �
C V F - 1 0 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v P r i m e . s o l

D e s c r i p t i o n T h i s s q u a r e r o o t c a l c u l a t i o n i s t o o p r e c i s e a n d t h u s m a y c o s t l o t s o f g a s .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g o n l y a f e w i t e r a t i o n s t o j u s t e s t i m a t e s q u a r e r o o t .

A n o t h e r w a y i s t o c a l c u l a t e “ 2 ^ ( n b i t s ( l e n g t h ) / 2 ) ” , w h e r e “ n b i t s ( l e n g t h ) ” i s t h e n u m b e r o f

b i t s i n “ l e n g t h ” .� �
2 7 5 uint256 mid = length - Math.sqrt(length);� �
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