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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 5 . 1 0 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 5 . 1 0 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 5 . 1 0 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

6



2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

I n t r a d i t i o n a l T o k e n o m i c s m o d e l s , t h e c o m p l e x i n t e r e s t s b e t w e e n c o m m u n i t y u s e r s , t h e

f o u n d i n g t e a m , a n d e a r l y i n v e s t o r s o f t e n l e a d t o d i s a g r e e m e n t s a n d d i v e r g e n t c o n s e n s u s

d u r i n g t h e o p e r a t i o n a n d g o v e r n a n c e o f t h e p r o t o c o l . T h i s g r e a t l y h a m p e r s t h e

s u s t a i n a b l e d e v e l o p m e n t o f t h e p r o t o c o l .

E q u a t i o n a d o p t s a n i n n o v a t i v e h y b r i d T o k e n o m i c s m o d e l t h a t c o m b i n e s F u n g i b l e T o k e n s

( F T ) a n d N o n - F u n g i b l e T o k e n s ( N F T ) . T h i s h y b r i d m o d e l e s t a b l i s h e s e x c l u s i v e i n c e n t i v e

c h a n n e l s f o r d i f f e r e n t r o l e s i n t h e e c o s y s t e m , a i m i n g t o u n i f y t h e l o n g - t e r m d e v e l o p m e n t

g o a l s o f E q u a t i o n w h i l e s a f e g u a r d i n g t h e i n t e r e s t s o f l i q u i d i t y p r o v i d e r s a n d c o m m u n i t y

u s e r s .

7



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

c o r e /

C o n f i g u r a b l e . s o l P o o l . s o l P o o l F a c t o r y . s o l

c o r e / i n t e r f a c e s /

I C o n f i g u r a b l e . s o l I P o o l . s o l I P o o l E r r o r s . s o l

I P o o l F a c t o r y . s o l I P o o l L i q u i d i t y P o s i t i o n . s o l I P o o l P o s i t i o n . s o l

f a r m i n g /

R e w a r d F a r m . s o l

f a r m i n g / i n t e r f a c e s /

I R e w a r d F a r m . s o l I R e w a r d F a r m C a l l b a c k . s o l

l i b r a r i e s /

C o n s t a n t s . s o l F u n d i n g R a t e U t i l . s o l L i q u i d i t y P o s i t i o n U t i l . s o l

M a t h . s o l P o o l U t i l . s o l P o s i t i o n U t i l . s o l

P r i c e U t i l . s o l

o r a c l e /

P r i c e F e e d . s o l

o r a c l e / i n t e r f a c e s /

I P r i c e F e e d . s o l

p l u g i n s /

O r d e r B o o k . s o l P l u g i n M a n a g e r . s o l P o s i t i o n R o u t e r . s o l

R e w a r d C o l l e c t o r . s o l R o u t e r . s o l

p l u g i n s / i n t e r f a c e s /

I O r d e r B o o k . s o l I P l u g i n M a n a g e r . s o l I P o s i t i o n R o u t e r . s o l

s t a k i n g /

F e e D i s t r i b u t o r . s o l

s t a k i n g / i n t e r f a c e s /

I F e e D i s t r i b u t o r . s o l
I F e e D i s t r i b u t o r

C a l l b a c k . s o l

t y p e s /

B i t m a p . s o l S i d e . s o l

8
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

9



5 O u r f i n d i n g s

W e f o u n d 6 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d .

0 6

2 2 5

6 9 4 2

F i x e d 5 3 o u t o f 1 4 4 i s s u e s

1 0



6 M a j o r I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S i d e . s o l

D e s c r i p t i o n T h i s o p e r a t i o n m a y h i d e e r r o r s a n d m a y m a k e i t m o r e r i s k y i n t r o d u c i n g

a d d i t i o n s s i d e s i n t h e f u t u r e .� �
1 1 function normalize(Side self) pure returns (Side) {� �
C V F - 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n A c c o r d i n g t o t h e d o c u m e n t a t i o n c o m m e n t , t h e “ t r u e ” r e t u r n v a l u e m e a n s t h a t

t h e c a n c e l l a t i o n w a s s u c c e s s f u l , w h i l e h e r e s u c h v a l u e i s r e t u r n e d w h e n t h e i n d e x o f a

n o n - e x i s t i n g r e q u e s t w a s p a s s e d a s a n a r g u m e n t , a n d n o c a n c e l l a t i o n a c t u a l l y h a p p e n e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e , o r r e t u r n i n g “ f a l s e ” , o r c h a n g i n g t h e

d o c u m e n t a t i o n c o m m e n t .� �
1 2 7 if (request.account == address(0)) return true;� �� �
2 2 7 if (request.account == address(0)) return true;� �� �
3 2 8 if (request.account == address(0)) return true;� �� �
4 2 3 if (request.account == address(0)) return true;� �� �
5 1 7 if (request.account == address(0)) return true;� �� �
6 2 4 if (request.account == address(0)) return true;� �� �
7 4 1 if (request.account == address(0)) return true;� �

1 1



C V F - 1 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n A c c o r d i n g t o t h e d o c u m e n t a t i o n c o m m e n t , t h e “ t r u e ” r e t u r n v a l u e m e a n s

t h a t t h e e x e c u t i o n w a s s u c c e s s f u l , w h i l e h e r e s u c h v a l u e i s r e t u r n e d w h e n t h e i n d e x o f a

n o n - e x i s t i n g r e q u e s t w a s p a s s e d a s a n a r g u m e n t , a n d n o e x e c u t i o n a c t u a l l y h a p p e n e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e , o r r e t u r n i n g “ f a l s e ” , o r c h a n g i n g t h e

d o c u m e n t a t i o n c o m m e n t .� �
1 4 9 if (request.account == address(0)) return true;� �� �
2 4 7 if (request.account == address(0)) return true;� �� �
3 5 0 if (request.account == address(0)) return true;� �� �
4 4 5 if (request.account == address(0)) return true;� �� �
5 3 7 if (request.account == address(0)) return true;� �� �
6 4 6 if (request.account == address(0)) return true;� �� �
7 6 1 if (request.account == address(0)) return true;� �
C V F - 1 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e P r i c e F e e d . s o l

R e c o m m e n d a t i o n T h i s s h o u l d b e c h e c k e d b y t h e c a l l e r , a s t h i s f u n c t i o n d o e s n ’ t k n o w

w h e r e t h i s v a l u e c a m e f r o m .� �
2 3 4 if (address(_aggregator) == address(0)) revert

↪→ ReferencePriceFeedNotSet();� �

1 2



C V F - 1 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

R e c o m m e n d a t i o n T h i s s h o u l d b e s u r r o u n d e d b y a n “ u n c h e c k e d ” b l o c k t o p r o p e r t y s u p p o r t

t h e t y p e ( i n t 2 5 6 ) . m i n v a l u e .� �
3 5 return unrealizedPnL >= 0 ? 0 : uint256(-unrealizedPnL);� �
C V F - 2 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F u n d i n g R a t e U t i l . s o l

R e c o m m e n d a t i o n S h o u l d b e “ - i n t 2 5 6 ( c u m u l a t i v e P r e m i u m R a t e X 9 6 ) ” t o p r e v e n t p o s s i b l e

u n d e r f l o w .� �
1 8 2 : -int256(Math.ceilDiv(uint256(int256(-cumulativePremiumRateX96)),

↪→ Constants.PREMIUM_RATE_AVG_DENOMINATOR));� �

1 3



7 M o d e r a t e I s s u e s

C V F - 3 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e n u m e r a t o r i s a p o w e r o f t w o , t h e

m u l t i p l i c a t i o n c o u l d b e r e p l a c e d w i t h a s h i f t . W h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , t h e m o d u l a r r e c i p r o c a l o f t h e d e n o m i n a t o r c o u l d b e p r e c o m p u t e d .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h o p t i m i z e d f u n c t i o n s .� �
8 8 0 Math.mulDiv(

_margin - _liquidationExecutionFee,

tokenConfig.maxRiskRatePerLiquidityPosition,

Constants.BASIS_POINTS_DIVISOR

) <=� �� �
8 9 0 Math.mulDiv(

_margin - _liquidationExecutionFee,

tokenConfig.maxRiskRatePerLiquidityPosition,

Constants.BASIS_POINTS_DIVISOR

) >� �� �
1 1 4 3 Math.mulDiv(liquidityFee, Constants.Q64, _positionCache.liquidity);� �� �
1 1 9 5 Math.mulDivUp(

tokenFeeRateConfig.tradingFeeRate,

tokenFeeRateConfig.referralDiscountRate,

Constants.BASIS_POINTS_DIVISOR

)� �� �
1 2 6 3 .mulDiv(uint256(insufficientFundingFee), Constants.Q96,

↪→ oppositeSize)� �

1 4



C V F - 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r p a r t i c u l a r

c a s e s b e t t e r a p p r o a c h e s t o e x i s t . F o r e x a m p l e , w h e n t h e n u m e r a t o r o r t h e d e n o m i n a t o r i s

a p o w e r o f t w o , m u l t i p l i c a t i o n o r d i v i s i o n c o u l d b e r e p l a c e d w i t h a s h i f t .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h o p t i m i z e d f u n c t i o n s .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
1 1 5 perShareGrowthX64 += Math.mulDiv(equFeeAmount, Constants.Q64,

↪→ totalStakedWithMultiplier).toUint160();

architectPerShareGrowthX64 += Math.mulDiv(architectFeeAmount,

↪→ Constants.Q64, mintedArchitects).toUint160();� �� �
3 2 1 amount = Math.mulDiv(

perShareGrowthX64 - stakeInfoCache.perShareGrowthX64,

stakeInfoCache.amount * stakeInfoCache.multiplier,

Constants.Q64

);� �
C V F - 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n O v e r f l o w p r o t e c t i o n i s s u p p o s e d t o b e u s e d a s a s e c o n d l i k e o f d e f e n c e , i n

c a s e s o m e b u s i n e s s - l e v e l c o n s t r a i n t s w e r e v i o l a t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h e v e n w h e n o v e r f l o w s h o u l d n e v e r h a p p e n

f r o m b u s i n e s s p o i n t o f v i e w .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n o v e r f l o w h e r e , a n d c o m m e n t s h a v e a l r e a d y b e e n

a d d e d .� �
2 6 6 // Because the total amount of EQU issued is 10 million, it will

↪→ never overflow here.

totalStakedAmount += stakeInfoCache.amount;

totalStakedWithMultiplierDelta += stakeInfoCache.amount *

↪→ stakeInfoCache.multiplier;� �

1 5



C V F - 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l U t i l . s o l

D e s c r i p t i o n I n t e r n a l l y , t h r e e e x t e r n a l c a l l s a r e m a d e t o t h e s a m e c o n t r a c t .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o m e r g e t h e s e c a l l s i n t o o n e c a l l .

C l i e n t C o m m e n t T h e s e f u n c t i o n s a r e d e f i n e d a s p r i v a t e .� �
1 6 _changeTokenConfig(_tokenConfig, _poolFactory, _token);� �� �
1 8 _changeTokenFeeRateConfig(_tokenFeeRateConfig, _poolFactory, _token)

↪→ ;� �� �
2 0 _changeTokenPriceConfig(_priceState, _poolFactory, _token);� �

1 6



C V F - 1 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o s i t i o n U t i l . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t s . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a p o w e r o f t w o ,

t h e d i v i s i o n c o u l d b e r e p l a c e d w i t h a s h i f t , a n d w h e n t h e d e n o m i n a t o r i s a c o m p i l e - t i m e

c o n s t a n t , t h e m o d u l a r r e c i p r o c a l o f d e n o m i n a t o r c o u l d b e p r e c o m p u t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s u c h o p t i m i z a t i o n s .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
4 8 liquidity = Math.mulDivUp(_size, _priceX96, Constants.Q96).toUint128

↪→ ();� �� �
7 1 unrealizedPnL = -int256(Math.mulDivUp(_size,

↪→ _entryPriceX96 - _priceX96, Constants.Q96));

else unrealizedPnL = int256(Math.mulDiv(_size, _priceX96 -

↪→ _entryPriceX96, Constants.Q96));� �� �
7 5 unrealizedPnL = -int256(Math.mulDivUp(_size, _priceX96 -

↪→ _entryPriceX96, Constants.Q96));

else unrealizedPnL = int256(Math.mulDiv(_size,

↪→ _entryPriceX96 - _priceX96, Constants.Q96));� �� �
1 3 5 if (deltaX96 >= 0) fundingFee = Math.mulDiv(uint192(deltaX96),

↪→ _positionSize, Constants.Q96).toInt256();

else fundingFee = -Math.mulDivUp(uint192(-deltaX96), _positionSize,

↪→ Constants.Q96).toInt256();� �� �
1 6 1 maintenanceMargin = Math.mulDivUp(

_size,

uint256(_entryPriceX96) * _liquidationFeeRate + uint256(

↪→ _indexPriceX96) * _tradingFeeRate,

Constants.BASIS_POINTS_DIVISOR * Constants.Q96

);� �

1 7



C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n C a s t i n g “ t h i s ” t o a p a r t i c u l a r i n t e r f a c e i n s i d e a l i b r a r y i s w e i r d . A l s o , m a k i n g

a n e x t e r n a l c a l l h e r e i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g . F o r e x a m p l e , c o n s i d e r p a s s i n g a f u n c t i o n r e f e r -

e n c e a s a n a r g u m e n t i n t o t h e l i b r a r y c a l l .

C l i e n t C o m m e n t B e t t e r r e a d a b i l i t y c o m p a r e d t o p a s s i n g a f u n c t i o n r e f e r e n c e .� �
8 8 IPool(address(this)).changePriceVertex(� �
C V F - 2 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a p o w e r o f 2 , t h e

d i v i s i o n c o u l d b e r e p l a c e d w i t h a s h i f t .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h a n o p t i m i z e d f u n c t i o n .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
2 6 7 (uint256 tradePriceX96Down, uint256 tradePriceX96Up) = Math.mulDiv2(� �� �
2 7 2 Constants.Q96 << 1� �� �
3 1 3 ? Math.mulDivUp(_indexPriceX96, premiumRateAfterX96, Constants.

↪→ Q96).toUint160()

: Math.mulDiv(_indexPriceX96, premiumRateAfterX96, Constants.Q96

↪→ ).toUint160();� �

1 8



C V F - 2 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F u n d i n g R a t e U t i l . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t s . F o r e x a m p l e , w h e n t h e n u m e r a t o r o r t h e d e n o m i n a t o r i s a

p o w e r o f 2 , i t i s p o s s i b l e t o r e p l a c e m u l t i p l i c a t i o n o r t h e d i v i s i o n b y s h i f t .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h o p t i m i z e d f u n c t i o n s .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
1 0 9 .mulDivUp(_indexPriceX96, clampedFundingRateDeltaAbsX96,

↪→ Constants.Q96)� �� �
1 2 5 Math.mulDiv(paidSize, uint192(

↪→ paidFundingRateGrowthDeltaX96), Constants.Q96)� �� �
1 4 5 return int256(Math.mulDivUp(_maxFundingRate, Constants.Q96,

↪→ Constants.BASIS_POINTS_DIVISOR));� �� �
1 9 5 int256 interestRateX96 = int256(Math.mulDivUp(_interestRate,

↪→ Constants.Q96, Constants.BASIS_POINTS_DIVISOR));� �
C V F - 2 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d F a r m . s o l

R e c o m m e n d a t i o n B i t w i s e A N D i s r e d u n d a n t h e r e , a s c o n v e r s i o n t o “ u i n t 8 ” d o e s t h e s a m e .� �
4 1 8 return uint8(_poolIndex & (~uint8(0)));� �
C V F - 2 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n f i g u r a b l e . s o l

D e s c r i p t i o n C h e c k i n g t h i s o n e v e r y l o o p i t e r a t i o n i s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g o n l y f o r t h e l a s t v e r t e x .� �
1 5 8 _newCfg.vertices[i].balanceRate > Constants.BASIS_POINTS_DIVISOR ||

_newCfg.vertices[i].premiumRate > Constants.BASIS_POINTS_DIVISOR� �
1 9



C V F - 2 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l . s o l

D e s c r i p t i o n T h e v a l i d a t i o n i s h i d d e n i n s i d e a f u n c t i o n . R e l y i n g o n c o n s t r a i n t s e n f o r c e d i n

d i s t a n t p a r t s o f c o d e i s a b a d p r a c t i c e , a s i t c r e a t e s h i d d e n r e l a t i o n s h i p s b e t w e e n c o d e

p a r t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d s u b t r a c t i o n .

C l i e n t C o m m e n t F o r g a s - s a v i n g p u r p o s e s , a n d t h e r e a r e a l s o c o m m e n t s a d d e d h e r e .� �
1 8 9 // never underflow because of the validation above

1 9 0 marginAfter -= positionUnrealizedLoss;� �
C V F - 3 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l . s o l

D e s c r i p t i o n I t i s u n c l e a r , w h e t h e r t h e c o m m e n t d e s c r i b e s a d e s i r e d b e h a v i o r o r a k n o w n

p r o b l e m .

R e c o m m e n d a t i o n I f t h i s i s a k n o w n p r o b l e m , t h e n c o n s i d e r s u r r o u n d i n g w i t h a n

“ u n c h e c k e d ” b l o c k . I f t h i s i s a d e s i r e d b e h a v i o r , c o n s i d e r c h e c k i n g e x p l i c i t l y a n d r e -

v e r t i n g w i t h a m e a n i n g f u l e r r o r .

C l i e n t C o m m e n t T h i s i s t h e d e s i r e d b e h a v i o r , a n d i t h a s a l r e a d y b e e n d o c u m e n t e d t h r o u g h

c o m m e n t .� �
2 4 7 // If marginDelta is equal to type(int128).min, it will revert here

if (marginAfter < uint128(-_marginDelta)) revert InsufficientMargin

↪→ ();� �

2 0



C V F - 3 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l F a c t o r y . s o l

D e s c r i p t i o n D e p l o y i n g a s e p a r a t e c o n t r a c t f o r e v e r y p o o l i s q u i t e e x p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r d e p l o y i n g a m i n i m a l i s t i c p r o x y f o r a s h a r e d i m p l e m e n t a t i o n

i n s t e a d .

C l i e n t C o m m e n t T h i s c a n s a v e g a s w h e n u s e r s i n t e r a c t w i t h t h e c o n t r a c t .� �
1 0 2 _pool = IPool(Create2.deploy(0, keccak256(abi.encode(_token, usd)),

↪→ creationCode));� �
C V F - 3 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n o v e r w r i t e s m u l t i p l i e r s f o r a s e q u e n c e o f p e r i o d s s t a r t i n g a t t h e

i n d e x z e r o , b u t l e a v e s t h e r e m a i n i n g p e r i o d s u n t o u c h e d . T h i s b e h a v i o r s e e m s w e i r d , a s i n

o r d e r t o s e t t h e m u l t i p l i e r f o r a p e r i o d , o n e n e e d s t o s e t m u l t i p l i e r s f o r a l l t h e p r e c e d i n g

p e r i o d s .

R e c o m m e n d a t i o n C o n s i d e r a d d r e s s i n g t h i s . F o r e x a m p l e , c o n s i d e r a c c e p t i n g t h e s t a r t i n g

i n d e x o f t h e p e r i o d s t o s e t t h e m u l t i p l i e r s f o r .

C l i e n t C o m m e n t T h e f u n c t i o n i s a n i n c r e m e n t a l u p d a t e m e t h o d .� �
9 5 function setLockupRewardMultipliers(� �
C V F - 3 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P l u g i n M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s c o n t r a c t i n h e r i t s t h e “ G o v e r n a b l e ” c o n t r a c t t h a t w e d i d n ’ t r e v i e w .

C l i e n t C o m m e n t T h i s c o n t r a c t i s v e r y s i m p l e a n d d o e s n ’ t r e q u i r e a n a u d i t .� �
7 abstract contract PluginManager is IPluginManager, Governable {� �

2 1



C V F - 3 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n B y m a n i p u l a t i n g t h e t r a n s a c t i o n g a s l i m i t i t i s p o s s i b l e t o m a k e t h e e x e c u t e

c a l l f a i l , a n d t h e n p r o b a b l y t h e c a n c e l c a l l t o s u c c e e d .

R e c o m m e n d a t i o n C o n s i d e r g u a r a n t e e i n g c e r t a i n g a s a m o u n t f o r t h e e x e c u t e c a l l .

C l i e n t C o m m e n t G a s L i m i t h a s b e e n s e t i n e a c h ‘ e x e c u t e X X X ‘ .� �
1 8 2 try this.executeOpenLiquidityPosition(index, _executionFeeReceiver)

↪→ returns (bool _executed) {

if (!_executed) break;

} catch {

try this.cancelOpenLiquidityPosition(index,

↪→ _executionFeeReceiver) returns (bool _cancelled) {

if (!_cancelled) break;

} catch {}

}� �� �
2 7 1 try this.executeCloseLiquidityPosition(index, _executionFeeReceiver)

↪→ returns (bool _executed) {

if (!_executed) break;

} catch {

try this.cancelCloseLiquidityPosition(index,

↪→ _executionFeeReceiver) returns (bool _cancelled) {

if (!_cancelled) break;

} catch {}

}� �� �
3 8 1 try this.executeAdjustLiquidityPositionMargin(index,

↪→ _executionFeeReceiver) returns (bool _executed) {

if (!_executed) break;

} catch {

try this.cancelAdjustLiquidityPositionMargin(index,

↪→ _executionFeeReceiver) returns (bool _cancelled) {

if (!_cancelled) break;

} catch {}

}� �
( 4 7 5 , 5 6 6 , 6 8 1 , 7 9 5 )
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C V F - 3 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P o s i t i o n U t i l . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t y p e s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n o v e r f l o w h e r e , a n d c o m m e n t s h a v e a l r e a d y b e e n

a d d e d .� �
7 1 unrealizedPnL = -int256(Math.mulDivUp(_size, _entryPriceX96 -

↪→ _priceX96, Constants.Q96));

else unrealizedPnL = int256(Math.mulDiv(_size, _priceX96 -

↪→ _entryPriceX96, Constants.Q96));� �� �
7 5 unrealizedPnL = -int256(Math.mulDivUp(_size, _priceX96 -

↪→ _entryPriceX96, Constants.Q96));

else unrealizedPnL = int256(Math.mulDiv(_size, _entryPriceX96 -

↪→ _priceX96, Constants.Q96));� �
C V F - 3 8 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o “ u i n t 1 2 8 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t T h e t y p e o f _ s i z e D e l t a h e r e i s u i n t 1 2 8 , a n d s i n c e _ s i z e D e l t a i s g r e a t e r

t h a n n e t S i z e A f t e r , i t c a n b e s a f e l y c o n v e r t e d .� �
1 5 5 uint128 sizeUsed = _sizeDelta > netSizeAfter ? uint128(netSizeAfter)

↪→ : _sizeDelta;� �

2 3



C V F - 4 0 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n A n u n c h e c k e d u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e s u b t r a c t i o n .

C l i e n t C o m m e n t T h e r e w i l l b e n o o v e r f l o w , a s s i m u l a t e M o v e a l r e a d y r e s t r i c t s s i z e U s e d

f r o m e x c e e d i n g s i z e L e f t .� �
1 7 1 unchecked { step.sizeLeft -= sizeUsed; }� �
C V F - 4 1 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F u n d i n g R a t e U t i l . s o l

D e s c r i p t i o n U n c h e c k e d u n d e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t D u e t o t h e p r o c e s s i n g a t l i n e 3 8 , t h e r a n g e o f t i m e D e l t a i s [ 0 , 3 6 0 0 ] , s o

t h e r e w o n ’ t b e a n o v e r f l o w .� �
4 5 uint16 timeDelta = uint16(_currentTimestamp - lastSamplingTime);� �
C V F - 4 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F u n d i n g R a t e U t i l . s o l

D e s c r i p t i o n O v e r f l o w w h e n c o n v e r t i n g t y p e i s p o s s i b l e h e r e .

C l i e n t C o m m e n t D u e t o t h e p r o c e s s i n g a t l i n e 3 8 , t h e r a n g e o f t i m e D e l t a i s [ 0 , 3 6 0 0 ] , s o

t h e r e w o n ’ t b e a n o v e r f l o w .� �
4 5 uint16 timeDelta = uint16(_currentTimestamp - lastSamplingTime);� �

2 4



C V F - 4 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n T h i s c o d e i s v e r y c o n f u s i n g . T h e f i e l d s “ S i d e P o s i t i o n . l o n g ” a n d “ S i d e P o s i -

t i o n . s h o r t ” a r e c a l c u l a t e d u s i n g t h e “ m u l D i v ” f u n c t i o n s o t h e y s h o u l d b e n u m b e r s , b u t a t

t h e o t h e r h a n d , t h e y a r e u s e d i n b i t w i s e e x p r e s s i o n s , s o t h e y s h o u l d b e b i t m a p s .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g o r r e f a c t o r i n g .� �
1 7 1 SidePosition memory sidePositionCache = sidePosition;� �� �
1 7 4 uint128 positionAfter = Math.mulDiv(_sizeAfter, _entryPriceAfterX96,

↪→ Constants.Q96).toUint128();

uint128 beforeMasked = sidePositionCache.long | sidePositionCache.

↪→ short;� �� �
1 7 9 afterMasked = positionAfter | sidePositionCache.short;� �� �
1 8 1 sidePosition.long = positionAfter;� �� �
1 8 4 afterMasked = positionAfter | sidePositionCache.long;� �� �
1 8 6 sidePosition.short = positionAfter;� �
C V F - 4 4 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n U n d e r f l o w a n d o v e r f l o w a r e p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h a n d s a f e c o n v e r s i o n s .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n y o v e r f l o w , a s t h e i n c r e a s e a n d d e c r e a s e o f l i q u i d i t y

a r e a l r e a d y g u a r a n t e e d b y t h e P o o l .� �
7 0 5 if (_liquidityDelta < 0) liquidityAfter = uint128(_liquidity -

↪→ uint256(-_liquidityDelta));

else liquidityAfter = uint128(_liquidity + uint256(_liquidityDelta))

↪→ ;� �

2 5



C V F - 4 5 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d s u b t r a c t i o n .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n y o v e r f l o w , a s _ r e w a r d G r o w t h X 6 4 i s a s n a p s h o t o f

_ g l o b a l R e w a r d G r o w t h X 6 4 , a n d _ g l o b a l R e w a r d G r o w t h X 6 4 i s a n a c c u m u l a t e d v a l u e . _ r e -

w a r d G r o w t h X 6 4 w i l l n o t e x c e e d _ g l o b a l R e w a r d G r o w t h X 6 4 .� �
7 1 6 unchecked { rewardDebt = Math.mulDiv(_globalRewardGrowthX64 -

↪→ _rewardGrowthX64, _liquidity, Constants.Q64); }� �
C V F - 4 6 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P o o l . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d s u b t r a c t i o n .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n y u n d e r f l o w h e r e .� �
1 9 4 globalLiquidityPosition.liquidity = globalPositionCache.liquidity -

↪→ positionCache.liquidity;� �
C V F - 4 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l . s o l

D e s c r i p t i o n I f “ _ a m o u n t ” i s l e s s t h a n t h e b a l a n c e c h a n g e , t h e e x c e s s a m o u n t i s s i l e n t l y

c o n s u m e d .

R e c o m m e n d a t i o n C o n s i d e r r e f u n d i n g i t o r r e q u i r i n g e x a c t e q u a l i t y h e r e . A l t e r n a t i v e l y ,

c o n s i d e r i n c r e a s e d “ u s d B a l a n c e ” b y “ _ a m o u n t ” r a t h e r t h e n s e t t i n g t o t h e a c t u a l b a l a n c e .� �
8 4 3 if (balanceAfter - usdBalance < _amount) revert InsufficientBalance(

↪→ usdBalance, _amount);� �
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C V F - 4 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l F a c t o r y . s o l

D e s c r i p t i o n T h i s l i n e i s v e r y g a s c o n s u m i n g . I t r e a d s t h e a l r e a d y s t o r e d p a r t o f t h e c r e a t i o n

c o d e i n t o m e m o r y , c o n c a t e n a t e s i n t h e m e m o r y a n d t h e n w r i t e t h e c o n c a t e n a t e d c r e a t i o n

c o d e b a c k i n t o t h e s t o r a g e .

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o j u s t a p p e n d i n t h e s t o r a g e .

C l i e n t C o m m e n t T h i s f u n c t i o n w i l l o n l y e x e c u t e t w i c e , a n d t h e s e c o n d t i m e r e q u i r e s

r e a d i n g a l l d a t a t o c a l c u l a t e t h e h a s h .� �
4 6 creationCode = bytes.concat(creationCode, _creationCodePart);� �

2 7



8 M i n o r I s s u e s

C V F - 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S i d e . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s i n c o n s i s t e n t w i t h t h e “ n o r m a l i z e ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l n o n - l o n g s i d e s a s s h o r t .� �
1 9 function isShort(Side self) pure returns (bool) {� �
C V F - 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S i d e . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s i n c o n s i s t e n t w i t h t h e “ n o r m a l i z e “ f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g t w o n o n - l o n g s i d e s a s e q u a l e v e n i f t h e i r u n d e r l y i n g

v a l u e s d i f f e r .� �
2 3 function eq(Side self, Side other) pure returns (bool) {� �
C V F - 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i t m a p . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e s i g n i f i c a n t l y o p t i m i z e d l i k e t h i s :

h t t p s : / / g i t h u b . c o m / v e c t o r i z e d / s o l a d y / b l o b / m a i n / s r c / u t i l s / L i b B i t . s o l # L 4 7 - L 6 8� �
3 3 function leastSignificantBit(uint256 x) pure returns (uint8 r) {� �
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C V F - 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n C h e c k i n g t h i s c o n d i t i o n o n e v e r y l o o p i t e r a t i o n i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g b e f o r e t h e l o o p , a n d t h e n i m p l e m e n t i n g t w o d i f f e r e n t

l o o p s , o n e f o r U n i s w a p V 3 p o s i t i o n s , a n d a n o t h e r f o r n o r m a l s t a k e s .� �
3 0 0 if (_isUniswapV3Pos) {� �
C V F - 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o u t e r . s o l

D e s c r i p t i o n T h i s c o u l d p o t e n t i a l l y c h e c k t h e s a m e o w n e r s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r n o t c h e c k i n g a n o w n e r i n c a s e i t i s t h e s a m e a s t h e o w n e r o f

t h e p r e v i o u s t o k e n . T h i s w o u l d a l l o w s a v i n g g a s b y s o r t i n g t o k e n s b y o w n e r a d d r e s s .� �
1 9 8 for (uint256 i; i < _referralTokens.length; ++i) _onlyPluginApproved

↪→ (EFC.ownerOf(_referralTokens[i]));� �� �
2 3 9 for (uint256 i; i < _tokenIDs.length; ++i) _onlyPluginApproved(EFC.

↪→ ownerOf(_tokenIDs[i]));� �
C V F - 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d C o l l e c t o r . s o l

D e s c r i p t i o n T h e “ o w n e r O f ” c a l l i s p e r f o r m e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g o n c e a n d c a c h i n g t h e r e s u l t .

C l i e n t C o m m e n t S i n c e t h e n o r m a l s c e n a r i o i s t y p i c a l l y “ o w n e r ” c a c h i n g t h e r e s u l t u s i n g a

v a r i a b l e w o u l d i n c r e a s e g a s c o n s u m p t i o n i n n o r m a l s c e n a r i o s .� �
7 7 if (EFC.ownerOf(_referralTokens[i]) != caller)

revert InvalidCaller(caller, EFC.ownerOf(_referralTokens[i]));� �
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C V F - 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e F e e d . s o l

D e s c r i p t i o n E a c h o f t h e s e f u n c t i o n s m o d i f y c e r t a i n p r o p e r t y o f a t o k e n c o n f i g u r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a w a y t o m o d i f y s e v e r a l p r o p e r t i e s a t o n c e

a t o m i c a l l y .

C l i e n t C o m m e n t B e c a u s e c o n f i g u r a t i o n f u n c t i o n s a r e i m p o r t a n t l o w - f r e q u e n c y o p e r a t i o n s ,

t o e n s u r e t h a t t h e r e a r e n o e r r o r s i n m o d i f y i n g a s s o c i a t e d d a t a , w e c h o o s e t o s e p a r a t e

t h e m .� �
1 5 6 function setRefPriceFeeds(IERC20 _token, IChainLinkAggregator

↪→ _priceFeed) external override onlyGov {� �� �
1 6 6 function setRefHeartbeatDuration(IERC20 _token, uint32 _duration)

↪→ external override onlyGov {� �� �
1 8 1 function setMaxCumulativeDeltaDiffs(IERC20 _token, uint64

↪→ _maxCumulativeDeltaDiff) external override onlyGov {� �
C V F - 1 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o n s t a n t s . s o l

R e c o m m e n d a t i o n I n s o m e c a s e s a h a r d c o d e d v a l u e “ 7 ” i s u s e d i n s t e a d o f t h i s c o n s t a n t .

C l i e n t C o m m e n t T h e c u r r e n t c o m p i l e r v e r s i o n d o e s n ’ t s u p p o r t “ P r i c e V e r t e x [ C o n -

s t a n t s . V E R T E X _ N U M ] ” , s o h a r d c o d i n g i s t h e o n l y o p t i o n .� �
1 5 uint8 internal constant VERTEX_NUM = 7;� �

3 0



C V F - 1 9 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n H e r e a n a r g u m e n t i s u s e d a s a l o c a l v a r i a b l e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a s e p a r a t e l o c a l v a r i a b l e i n s t e a d .

C l i e n t C o m m e n t U s i n g t h e s a m e v a r i a b l e c a n s a v e g a s .� �
1 6 3 _sizeDelta -= sizeUsed;� �
C V F - 2 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n U s i n g a s i g n e d t y p e f o r “ i ” h e r e m a k e s t h e c o d e c u m b e r s o m e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g f o r e x a m p l e l i k e t h i s : f o r ( u i n t 8 i = _ p r i c e S t a t e -

C a c h e . c u r r e n t V e r t e x I n d e x ; t r u e ; i - = 1 ) { . . . ; i f ( i = = 0 ) b r e a k ; }� �
1 9 1 for (int8 i = int8(_priceStateCache.currentVertexIndex); i >= 0 &&

↪→ step.sizeLeft > 0; --i) {� �
C V F - 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n O n e o n e o f t h e t w o r e t u r n e d v a l u e s i s a c t u a l l y u s e d .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n l y t h e n e e d e d v a l u e .

C l i e n t C o m m e n t C o m p a r e d t o s e p a r a t e l y c a l c u l a t i n g t h e n e e d e d v a l u e s , t h i s h a s b e t t e r

r e a d a b i l i t y .� �
2 6 7 (uint256 tradePriceX96Down, uint256 tradePriceX96Up) = Math.mulDiv2(� �

3 1



C V F - 3 7 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n U n c h e c k e d u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e s u b t r a c t i o n .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n y u n d e r f l o w h e r e .� �
1 1 1 uint128 liquidityDelta = _globalLiquidity - _metricsCache.liquidity;� �
C V F - 3 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n U n c h e c k e d u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e s u b t r a c t i o n .

C l i e n t C o m m e n t T h e r e w o n ’ t b e a n y u n d e r f l o w h e r e .� �
2 6 0 _riskBufferFund.liquidity -= _liquidityDelta;� �
C V F - 4 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S i d e . s o l

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” u n l e s s t h e r e i s s o m e t h i n g s p e c i a l a b o u t

t h i s p a r t i c u l a r v e r s i o n . A l s o r e l e v a n t f o r : B i t m a p . s o l , I F e e D i s t r i b u t o r . s o l , I F e e D i s t r i b u t o r -

C a l l b a c k . s o l , I P l u g i n M a n a g e r . s o l , I O r d e r B o o k . s o l , I P o s i t i o n R o u t e r . s o l , P l u g i n M a n a g e r . s o l ,

I P r i c e F e e d . s o l , C o n s t a n t s . s o l , P o o l U t i l . s o l , M a t h . s o l , P o s i t i o n U t i l . s o l , L i q u i d i t y P o s i t i o n U -

t i l . s o l , P r i c e U t i l . s o l , F u n d i n g R a t e U t i l . s o l , I R e w a r d F a r m C a l l b a c k . s o l , I R e w a r d F a r m . s o l , I C o n -

f i g u r a b l e . s o l , I P o o l E r r o r s . s o l , I P o o l P o s i t i o n . s o l , I P o o l . s o l , I P o o l F a c t o r y . s o l , C o n f i g u r a b l e . s o l .� �
2 pragma solidity ^0.8.21;� �
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C V F - 5 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B i t m a p . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a s : s e l f » s t a r t I n c l u s i v e « s t a r t I n c l u s i v e

C l i e n t C o m m e n t T h e c u r r e n t c o d e i s c l e a r a n d d o e s n ’ t n e e d a n y c h a n g e s .� �
2 2 uint256 mask = ~uint256(0) << startInclusive;

uint256 masked = Bitmap.unwrap(self) & mask;� �
C V F - 5 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n T h e p a r a m e t e r n a m e s a r e d i f f e r e n t , w h i l e d e s c r i p t i o n a r e t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e n a m e s .� �
1 0 /// @param stakeID Index of EQU tokens staking information� �� �
2 6 /// @param id Index of EQU tokens staking information� �� �
4 2 /// @param id Index of EQU tokens staking information� �

3 3



C V F - 5 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ S t a k e ” , “ V 3 P o s S t a k e ” ,

“ U n s t a k e ” e t c .� �
1 3 event Staked(address indexed sender, address indexed account,

↪→ uint256 stakeID, uint256 amount, uint16 period);� �� �
2 1 event V3PosStaked(address indexed sender, address indexed account,

↪→ uint256 stakeID, uint256 amount, uint16 period);� �� �
2 9 event Unstaked(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount0, uint256 amount1);� �� �
3 7 event V3PosUnstaked(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount0, uint256 amount1);� �� �
4 4 event Collected(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount);� �� �
5 1 event V3PosCollected(address indexed owner, address indexed receiver

↪→ , uint256 id, uint256 amount);� �� �
5 7 event ArchitectCollected(address indexed receiver, uint256 tokenID,

↪→ uint256 amount);� �� �
6 5 event FeeDeposited(� �� �
7 6 event LockupRewardMultipliersSet(uint16[] periods, uint16[]

↪→ multipliers);� �
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C V F - 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n T h e I D p a r a m e t e r s s h o u l d b e i n d e x e d .� �
1 3 event Staked(address indexed sender, address indexed account,

↪→ uint256 stakeID, uint256 amount, uint16 period);� �� �
2 1 event V3PosStaked(address indexed sender, address indexed account,

↪→ uint256 stakeID, uint256 amount, uint16 period);� �� �
2 9 event Unstaked(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount0, uint256 amount1);� �� �
3 7 event V3PosUnstaked(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount0, uint256 amount1);� �� �
4 4 event Collected(address indexed owner, address indexed receiver,

↪→ uint256 id, uint256 amount);� �� �
5 1 event V3PosCollected(address indexed owner, address indexed receiver

↪→ , uint256 id, uint256 amount);� �� �
5 7 event ArchitectCollected(address indexed receiver, uint256 tokenID,

↪→ uint256 amount);� �
C V F - 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n T h e p a r a m e t e r n a m e s a r e d i f f e r e n t , w h i l e d e s c r i p t i o n a r e t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e n a m e s .� �
1 8 /// @param stakeID Index of Uniswap V3 positions NFTs staking

↪→ information� �� �
3 4 /// @param id Index of Uniswap V3 positions NFTs staking information� �� �
4 9 /// @param id Index of Uniswap V3 positions NFTs staking information� �
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C V F - 5 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
8 8 error InvalidLockupPeriod();� �� �
9 6 error InvalidUniswapV3PositionNFT();� �
C V F - 5 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r m i g r a t i n g t o n e w e r

v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” . A l s o r e l e v a n t f o r : R o u t e r . s o l , P o s i t i o n -

R o u t e r . s o l , R e w a r d C o l l e c t o r . s o l , P r i c e F e e d . s o l , R e w a r d F a r m . s o l , P o o l . s o l , P o o l F a c t o r y . s o l .

C l i e n t C o m m e n t U s i n g a c o m p i l e r v e r s i o n t h a t h a s b e e n t e s t e d c a n h e l p e n s u r e t h e r e a r e

n o h i d d e n s e c u r i t y i s s u e s .� �
2 pragma solidity =0.8.21;� �
C V F - 5 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t T h i s a d d r e s s i s o n l y u s e d f o r c a l c u l a t i n g t h e P o o l a d d r e s s a n d , t h e r e f o r e ,

d o e s n ’ t n e e d t o b e s p e c i f i e d a s a m o r e s p e c i f i c t y p e .� �
3 0 address private immutable v3PoolFactory;� �
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C V F - 5 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n T h e v a r i a b l e n a m e i s c o n f u s i n g , a s i t i s u n c l e a r w h i c h t o k e n i s t o k e n 0 .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a m o r e d e s c r i p t i v e n a m e .

C l i e n t C o m m e n t T h e n a m i n g o f t o k e n 0 i s d e r i v e d f r o m U n i s w a p , r e p r e s e n t i n g t h e t o k e n

i n t h e U n i s w a p p o o l t h a t i s s o r t e d a t i n d e x 0 . i s T o k e n 0 i n d i c a t e s w h e t h e r E Q U i s t h e t o k e n

s o r t e d a t i n d e x 0 i n t h e U n i s w a p p o o l .� �
3 2 /// @dev Indicates whether the EQU token is token0 or token1 in the

↪→ Uniswap V3 Pool

bool private immutable isToken0;� �
C V F - 5 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t T h i s a d d r e s s i s o n l y u s e d f o r c a l c u l a t i n g t h e P o o l a d d r e s s a n d , t h e r e f o r e ,

d o e s n ’ t n e e d t o b e s p e c i f i e d a s a m o r e s p e c i f i c t y p e .� �
7 7 address _v3PoolFactory,� �
C V F - 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
9 6 uint16[] calldata _periods,

uint16[] calldata _multipliers� �

3 7



C V F - 6 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ‘ < i n t e r f a c e > . < f u n c t i o n > . s e l e c t o r ” s y n t a x i n s t e a d o f

a h a r d c o d e d v a l u e .

C l i e n t C o m m e n t T h e s e t w o f u n c t i o n s h a v e s t a n d a r d E R C 2 0 f u n c t i o n s i g n a t u r e s a n d w o n ’ t

c h a n g e , s o t h e r e ’s n o n e e d t o d e f i n e a n i n t e r f a c e .� �
2 4 0 // The value 0x40c10f19 represents the function selector for the '

↪→ mint(address,uint256)' function.

Address.functionCall(address(veEQU), abi.encodeWithSelector(0

↪→ x40c10f19, _receiver, _amount));� �� �
2 8 5 // The value 0x9dc29fac represents the function selector for the '

↪→ burn(address,uint256)' function.

Address.functionCall(address(veEQU), abi.encodeWithSelector(0

↪→ x9dc29fac, _owner, totalStakedAmount));� �
C V F - 6 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n O v e r - / u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .� �
3 2 2 perShareGrowthX64 - stakeInfoCache.perShareGrowthX64,

stakeInfoCache.amount * stakeInfoCache.multiplier,� �
C V F - 6 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e D i s t r i b u t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s h i f t i n s t e a d o f a d i v i s i o n h e r e .� �
3 4 1 amount = (_architectPerShareGrowthX64 - architectPerShareGrowthX64s[

↪→ tokenID]) / Constants.Q64;� �

3 8



C V F - 6 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e F e e D i s t r i b u t o r . s o l

D e s c r i p t i o n T h e a r g u m e n t n a m e s a r e c o n f u s i n g , a s E Q U a n d W E T H c o u l d b e e i t h e r t o k e n

0 o r t o k e n 1 .

R e c o m m e n d a t i o n C o n s i d e r u s i n g d i f f e r e n t n a m e s , s u c h a s “ b a s e T o k e n ” a n d “ q u o t e T o k e n ” .

C l i e n t C o m m e n t T h e n a m i n g o f t o k e n 0 a n d t o k e n 1 i s d e r i v e d f r o m U n i s w a p , a n d h e r e w e

m a i n t a i n c o n s i s t e n c y w i t h t h a t c o n v e n t i o n . H o w e v e r , i t ’ s i m p o r t a n t t o n o t e t h a t t o k e n 0

a n d t o k e n 1 d o n o t n e c e s s a r i l y r e p r e s e n t t h e b a s e t o k e n a n d q u o t e t o k e n . I n s t e a d , t h e y

i n d i c a t e t h e s o r t i n g o r d e r o f t h e t w o t o k e n s i n t h e U n i s w a p p o o l .� �
4 2 0 function _validateTokenPair(address _token0, address _token1)

↪→ private view {

if (address(EQU) != _token0 || address(WETH) != _token1) revert

↪→ InvalidUniswapV3PositionNFT();

}� �
C V F - 6 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P l u g i n M a n a g e r . s o l

R e c o m m e n d a t i o n E v e n t a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ P l u g i n A p p r o v a l ” o r “ P l u g i n -

R e v o c a t i o n ” .

C l i e n t C o m m e n t I g n o r e .� �
1 0 event PluginApproved(address indexed account, address indexed plugin

↪→ );� �� �
1 5 event PluginRevoked(address indexed account, address indexed plugin)

↪→ ;� �

3 9



C V F - 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P l u g i n M a n a g e r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
1 8 error PluginAlreadyRegistered();� �� �
2 0 error PluginNotRegistered();� �� �
2 2 error PluginAlreadyApproved();� �� �
2 4 error PluginNotApproved();� �
C V F - 6 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I P l u g i n M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .� �
2 9 function registerPlugin(address plugin) external;� �

4 0



C V F - 6 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I O r d e r B o o k . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ M i n E x e c u t i o n F e e ” o r

“ O r d e r E x e c u t o r U p d a t e ” .� �
9 event MinExecutionFeeUpdated(uint256 minExecutionFee);� �� �
1 4 event OrderExecutorUpdated(address account, bool active);� �� �
2 8 event IncreaseOrderCreated(� �� �
4 5 event IncreaseOrderUpdated(uint256 orderIndex, uint160

↪→ triggerMarketPriceX96, uint160 acceptableTradePriceX96);� �� �
5 0 event IncreaseOrderCancelled(uint256 orderIndex, address payable

↪→ feeReceiver);� �� �
5 6 event IncreaseOrderExecuted(uint256 orderIndex, uint160

↪→ marketPriceX96, address payable feeReceiver);� �� �
7 3 event DecreaseOrderCreated(� �� �
9 1 event DecreaseOrderUpdated(uint256 orderIndex, uint160

↪→ triggerMarketPriceX96, uint160 acceptableTradePriceX96);� �� �
9 6 event DecreaseOrderCancelled(uint256 orderIndex, address feeReceiver

↪→ );� �� �
1 0 2 event DecreaseOrderExecuted(uint256 orderIndex, uint160

↪→ marketPriceX96, address payable feeReceiver);� �
C V F - 6 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I O r d e r B o o k . s o l

R e c o m m e n d a t i o n T h e “ a c c o u n t ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
1 4 event OrderExecutorUpdated(address account, bool active);� �

4 1



C V F - 7 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I O r d e r B o o k . s o l

R e c o m m e n d a t i o n T h e s e p a r a m e t e r s s h o u l d b e i n d e x e d .� �
2 9 address account,

3 0 IPool pool,� �� �
3 8 uint256 orderIndex� �� �
7 4 address account,

IPool pool,� �� �
8 4 uint256 orderIndex� �
C V F - 7 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I O r d e r B o o k . s o l

R e c o m m e n d a t i o n T h e “ o r d e r I n d e x ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
4 5 event IncreaseOrderUpdated(uint256 orderIndex, uint160

↪→ triggerMarketPriceX96, uint160 acceptableTradePriceX96);� �� �
5 0 event IncreaseOrderCancelled(uint256 orderIndex, address payable

↪→ feeReceiver);� �� �
5 6 event IncreaseOrderExecuted(uint256 orderIndex, uint160

↪→ marketPriceX96, address payable feeReceiver);� �� �
9 1 event DecreaseOrderUpdated(uint256 orderIndex, uint160

↪→ triggerMarketPriceX96, uint160 acceptableTradePriceX96);� �� �
9 6 event DecreaseOrderCancelled(uint256 orderIndex, address feeReceiver

↪→ );� �� �
1 0 2 event DecreaseOrderExecuted(uint256 orderIndex, uint160

↪→ marketPriceX96, address payable feeReceiver);� �� �
1 1 1 error OrderNotExists(uint256 orderIndex);� �

4 2



C V F - 7 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I O r d e r B o o k . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d i n

t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e p a r a m e t e r i s n o t s u b j e c t t o f r e q u e n t c h a n g e s a n d i s l o o s e l y r e l a t e d

t o t h e b u s i n e s s l o g i c . A d d i t i o n a l l y , t h i s v a l u e c a n b e o b t a i n e d b y r e a d i n g t h e c o n t r a c t .� �
1 5 9 function updateExecutionGasLimit(uint256 executionGasLimit) external

↪→ ;� �

4 3



C V F - 7 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o s i t i o n R o u t e r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ M i n E x e c u t i o n F e e ” o r

“ P o s i t i o n E x e c u t o r U p d a t e ” .� �
9 event MinExecutionFeeUpdated(uint256 minExecutionFee);� �� �
1 4 event PositionExecutorUpdated(address account, bool active);� �� �
2 0 event DelayValuesUpdated(uint32 minBlockDelayExecutor, uint32

↪→ minTimeDelayPublic, uint32 maxTimeDelay);� �� �
2 9 event OpenLiquidityPositionCreated(� �� �
4 1 event OpenLiquidityPositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
4 6 event OpenLiquidityPositionExecuted(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
5 5 event CloseLiquidityPositionCreated(� �� �
6 7 event CloseLiquidityPositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
7 2 event CloseLiquidityPositionExecuted(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
8 2 event AdjustLiquidityPositionMarginCreated(� �� �
9 5 event AdjustLiquidityPositionMarginCancelled(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 0 0 event AdjustLiquidityPositionMarginExecuted(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 0 8 event IncreaseRiskBufferFundPositionCreated(� �

( 1 1 9 , 1 2 4 , 1 3 3 , 1 4 5 , 1 5 0 , 1 6 1 , 1 7 5 , 1 8 0 , 1 9 2 , 2 0 7 , 2 1 2 )

4 4



C V F - 7 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o s i t i o n R o u t e r . s o l

R e c o m m e n d a t i o n T h e “ a c c o u n t ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
1 4 event PositionExecutorUpdated(address account, bool active);� �

4 5



C V F - 7 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o s i t i o n R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e p a r a m e t e r s s h o u l d b e i n d e x e d .� �
3 0 address account,

IPool pool,� �� �
3 5 uint128 index� �� �
5 6 address account,

IPool pool,� �� �
6 1 uint128 index� �� �
8 3 address account,

IPool pool,� �� �
8 9 uint128 index� �� �
1 0 9 address account,

1 1 0 IPool pool,� �� �
1 1 3 uint128 index� �� �
1 3 4 address account,

IPool pool,� �� �
1 3 9 uint128 index� �� �
1 6 2 address account,

IPool pool,� �� �
1 6 9 uint128 index� �� �
1 9 3 address account,

IPool pool,� �� �
2 0 1 uint128 index� �

4 6



C V F - 7 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o s i t i o n R o u t e r . s o l

R e c o m m e n d a t i o n T h e “ i n d e x ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
4 1 event OpenLiquidityPositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
4 6 event OpenLiquidityPositionExecuted(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
6 7 event CloseLiquidityPositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
7 2 event CloseLiquidityPositionExecuted(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
9 5 event AdjustLiquidityPositionMarginCancelled(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 0 0 event AdjustLiquidityPositionMarginExecuted(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 1 9 event IncreaseRiskBufferFundPositionCancelled(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 2 4 event IncreaseRiskBufferFundPositionExecuted(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 4 5 event DecreaseRiskBufferFundPositionCancelled(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 5 0 event DecreaseRiskBufferFundPositionExecuted(uint128 index, address

↪→ payable executionFeeReceiver);� �� �
1 7 5 event IncreasePositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
1 8 0 event IncreasePositionExecuted(uint128 index, address payable

↪→ executionFeeReceiver);� �� �
2 0 7 event DecreasePositionCancelled(uint128 index, address payable

↪→ executionFeeReceiver);� �
( 2 1 2 )
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C V F - 7 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d i n

t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e p a r a m e t e r i s n o t s u b j e c t t o f r e q u e n t c h a n g e s a n d i s l o o s e l y r e l a t e d

t o t h e b u s i n e s s l o g i c . A d d i t i o n a l l y , t h i s v a l u e c a n b e o b t a i n e d b y r e a d i n g t h e c o n t r a c t .� �
3 2 2 function updateExecutionGasLimit(uint160 executionGasLimit) external

↪→ ;� �
C V F - 7 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r e x -

p l a i n i n g i n t h e d o c u m e n t a t i o n c o m m e n t .� �
3 4 7 function executeOpenLiquidityPosition(uint128 index, address payable

↪→ executionFeeReceiver) external returns (bool);� �
C V F - 7 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P l u g i n M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h i s c o n t r a c t i s v e r y s i m p l e a n d d o e s n ’ t r e q u i r e a n a u d i t .� �
4 import "../governance/Governable.sol";� �

4 8



C V F - 8 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P l u g i n M a n a g e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e

m a p p i n g w h o s e k e y s a r e p l u g i n s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f t h e

o r i g i n a l m a p p i n g s .

C l i e n t C o m m e n t T h i s c a n m a k e t h e c o d e c l e a r e r .� �
8 mapping(address => bool) public override registeredPlugins;

mapping(address => mapping(address => bool)) private pluginApprovals

↪→ ;� �
C V F - 8 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R o u t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h i s c o n t r a c t i s v e r y s i m p l e a n d d o e s n ’ t r e q u i r e a n a u d i t .� �
6 import "../tokens/interfaces/IEFC.sol";� �
C V F - 8 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e O r d e r B o o k . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e f o r t h i s v a r i a b l e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t U s i n g a m a g i c n u m b e r h e r e c a n e n h a n c e r e a d a b i l i t y . A d d i t i o n a l l y , t h i s

v a l u e i s o n l y u s e d i n o n e p l a c e a n d i s i n i t i a l i z e d w i t h t h i s v a l u e , b u t i t m a y b e u p d a t e d l a t e r

o n .� �
1 6 uint256 public executionGasLimit = 1_000_000;� �

4 9



C V F - 8 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e O r d e r B o o k . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t G e n e r a l l y , t h e s a m e v a l u e w i i n o t b e u p d a t e d , a n d a d d i n g a d d i t i o n a l

c h e c k s w o u l d m a k e t h e c o d e b l o a t e d .� �
3 9 emit MinExecutionFeeUpdated(_minExecutionFee);� �� �
4 5 emit OrderExecutorUpdated(_account, _active);� �
C V F - 8 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e O r d e r B o o k . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t T h e p a r a m e t e r i s n o t s u b j e c t t o f r e q u e n t c h a n g e s a n d i s l o o s e l y r e l a t e d

t o t h e b u s i n e s s l o g i c . A d d i t i o n a l l y , t h i s v a l u e c a n b e o b t a i n e d b y r e a d i n g t h e c o n t r a c t .� �
4 9 function updateExecutionGasLimit(uint256 _executionGasLimit)

↪→ external override onlyGov {� �
C V F - 8 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h i s f i l e i s a c o p y o f t h e “ @ o p e n z e p p e l i n ” c o n t r a c t s , s o i t d o e s n ’ t r e q u i r e

a n a u d i t .� �
5 import "../libraries/SafeCast.sol";

import "../libraries/ReentrancyGuard.sol";� �

5 0



C V F - 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o s i t i o n R o u t e r . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .

C l i e n t C o m m e n t U s i n g a m a g i c n u m b e r h e r e c a n e n h a n c e r e a d a b i l i t y . A d d i t i o n a l l y , t h i s

v a l u e i s o n l y u s e d i n o n e p l a c e a n d i s i n i t i a l i z e d w i t h t h i s v a l u e , b u t i t m a y b e u p d a t e d l a t e r

o n .� �
2 4 uint32 public minTimeDelayPublic = 180;

uint32 public maxTimeDelay = 1800;

uint160 public executionGasLimit = 1_000_000;� �
C V F - 8 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t G e n e r a l l y , t h e s a m e v a l u e w i i n o t b e u p d a t e d , a n d a d d i n g a d d i t i o n a l

c h e c k s w o u l d m a k e t h e c o d e b l o a t e d .� �
7 4 emit PositionExecutorUpdated(_account, _active);� �� �
8 5 emit DelayValuesUpdated(_minBlockDelayExecutor, _minTimeDelayPublic,

↪→ _maxTimeDelay);� �� �
9 0 emit MinExecutionFeeUpdated(_minExecutionFee);� �
C V F - 8 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t T h e p a r a m e t e r i s n o t s u b j e c t t o f r e q u e n t c h a n g e s a n d i s l o o s e l y r e l a t e d

t o t h e b u s i n e s s l o g i c . A d d i t i o n a l l y , t h i s v a l u e c a n b e o b t a i n e d b y r e a d i n g t h e c o n t r a c t .� �
9 3 function updateExecutionGasLimit(uint160 _executionGasLimit)

↪→ external override onlyGov {� �

5 1



C V F - 8 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o s i t i o n R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n a l w a y s r e t u r n t r u e .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g n o t h i n g .

C l i e n t C o m m e n t N o t r e a l l y , w h e n ‘ m i n B l o c k D e l a y E x e c u t o r ‘ i s n o t z e r o , f a l s e m i g h t b e

r e t u r n e d .� �
8 3 3 ) internal view returns (bool) {� �
C V F - 9 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d C o l l e c t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o c a c h e t h e a r r a y l e n g t h s i n l o c a l v a r i a b l e s .� �
3 7 for (uint256 i; i < _pools.length; ++i) {� �� �
3 9 for (uint256 j; j < _referralTokens.length; ++j) {� �
C V F - 9 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I P r i c e F e e d . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h i s f i l e i s t h e i n t e r f a c e p r o v i d e d b y C h a i n l i n k a n d d o e s n o t r e q u i r e a n

a u d i t .� �
4 import "./IChainLinkAggregator.sol";� �

5 2



C V F - 9 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ P r i c e ” .

C l i e n t C o m m e n t I g n o r e .� �
1 3 event PriceUpdated(IERC20 indexed token, uint160 priceX96, uint160

↪→ minPriceX96, uint160 maxPriceX96);� �� �
2 1 event MaxCumulativeDeltaDiffExceeded(� �
C V F - 9 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P r i c e F e e d . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
4 1 error InvalidReferencePrice();� �� �
5 3 error GracePeriodNotOver();� �
C V F - 9 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i c e F e e d . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h i s f i l e i s a c o p y o f t h e “ @ o p e n z e p p e l i n ” c o n t r a c t s , s o i t d o e s n ’ t r e q u i r e

a n a u d i t .� �
4 import "../libraries/SafeCast.sol";� �� �
8 import "../governance/Governable.sol";� �
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C V F - 9 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r i c e F e e d . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s “ 3 0 m i n u t e s ” i n S o l i d i t y .� �
1 8 uint256 public constant GRACE_PERIOD_TIME = 1800; // 30 min� �
C V F - 9 6 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r i c e F e e d . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s : 1 0 0 e 3 , 1 m i n u t e s , 1 m i n u t e s� �
4 0 (slot.maxDeviationRatio, slot.cumulativeRoundDuration, slot.

↪→ updateTxTimeout) = (100 * 1000, 60, 60);� �
C V F - 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e F e e d . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
4 5 IERC20[] calldata _tokens,

uint160[] calldata _priceX96s� �� �
8 4 IERC20[] calldata _tokens,

uint160[] calldata _priceX96s,� �
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C V F - 9 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P r i c e F e e d . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .

C l i e n t C o m m e n t T h e p a r a m e t e r i s n o t s u b j e c t t o f r e q u e n t c h a n g e s a n d i s l o o s e l y r e l a t e d

t o t h e b u s i n e s s l o g i c . A d d i t i o n a l l y , t h i s v a l u e c a n b e o b t a i n e d b y r e a d i n g t h e c o n t r a c t .� �
1 4 6 function setUpdater(address _account, bool _active) external

↪→ override onlyGov {� �� �
1 5 6 function setRefPriceFeeds(IERC20 _token, IChainLinkAggregator

↪→ _priceFeed) external override onlyGov {� �� �
1 6 1 function setSequencerUptimeFeed(IChainLinkAggregator

↪→ _sequencerUptimeFeed) external override onlyGov {� �� �
1 6 6 function setRefHeartbeatDuration(IERC20 _token, uint32 _duration)

↪→ external override onlyGov {� �� �
1 7 1 function setMaxDeviationRatio(uint32 _maxDeviationRatio) external

↪→ override onlyGov {� �� �
1 7 6 function setCumulativeRoundDuration(uint32 _cumulativeRoundDuration)

↪→ external override onlyGov {� �� �
1 8 1 function setMaxCumulativeDeltaDiffs(IERC20 _token, uint64

↪→ _maxCumulativeDeltaDiff) external override onlyGov {� �� �
1 8 6 function setRefPriceExtraSample(uint32 _refPriceExtraSample)

↪→ external override onlyGov {� �� �
1 9 1 function setUpdateTxTimeout(uint32 _updateTxTimeout) external

↪→ override onlyGov {� �

5 5



C V F - 9 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e F e e d . s o l

R e c o m m e n d a t i o n A s b o t h , n u m e r a t o r a n d d e n o m i n a t o r h e r e a r e p o w e r s o f 1 0 , t h e “ m u l D i v ”

c a l l c o u l d b e r e p l a c e d h e r e w i t h p l a i n d i v i s i o n a n d m u l t i p l i c a t i o n : u i n t 2 5 6 ( 1 0 ) * * U S D _ D E C I -

M A L S > = _ m g n i f i c a t i o n ? _ p r i c e * ( u i n t 2 5 6 ( 1 0 ) * * U S D _ D E C I M A L S / _ m a g n i f i c a t i o n ) : _ p r i c e

/ ( _ m a g n i f i c a t i o n / u i n t 2 5 6 ( 1 0 ) * * U S D _ D E C I M A L S )� �
2 6 5 unchecked { _price = Math.mulDiv(_price, uint256(10) ** USD_DECIMALS

↪→ , _magnification); }� �
C V F - 1 0 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h . s o l

D e s c r i p t i o n T h e l i b r a r y n a m e i s i n c o n s i s t e n t w i t h t h e f i l e n a m e .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e m c o n s i s t e n t .

C l i e n t C o m m e n t T o a v o i d c o n f l i c t s w i t h @ o p e n z e p p e l i n ’s M a t h .� �
1 0 library M {� �
C V F - 1 0 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h . s o l

R e c o m m e n d a t i o n T h i s l i n e i s r e d u n d a n t , a s b = = 0 w o u l d a n y w a y c a u s e d i v i s i o n b y z e r o

l a t e r .

C l i e n t C o m m e n t R e m o v i n g t h i s c h e c k w o u l d r e s u l t i n i n c o r r e c t b e h a v i o r w h e n a = = 0 .� �
2 2 if (b == 0) return a / b;� �
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C V F - 1 0 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h . s o l

D e s c r i p t i o n T h e v a l u e “ m u l m o d ( x , y , d e n o m i n a t o r ) ” w a s a l r e a d y c a l c u l a t e d i n s i d e t h e

“ m u l D i v ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o r e u s e t h i s a l r e a d y c a l c u l a t e d v a l u e .

C l i e n t C o m m e n t T h e v a l u e “ m u l m o d ( x , y , d e n o m i n a t o r ) ” i s n o t c a l c u l a t e d i n s o m e c a s e s .� �
4 8 if (mulmod(x, y, denominator) > 0) resultUp += 1;� �
C V F - 1 0 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o s i t i o n U t i l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h i s f i l e i s a c o p y o f t h e “ @ o p e n z e p p e l i n ” c o n t r a c t s , s o i t d o e s n ’ t r e q u i r e

a n a u d i t .� �
6 import "./SafeCast.sol";� �
C V F - 1 0 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ - l i q u i d i t y D e l t a ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
6 7 _metrics.liquidity -= uint128(uint256(-_liquidityDelta));� �� �
7 0 uint256(-_liquidityDelta);� �
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C V F - 1 0 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i t y P o s i t i o n U t i l . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , w h e n t h e d e n o m i n a t o r i s a p o w e r o f 2 , t h e

d i v i s i o n c o u l d b e r e p l a c e d w i t h a s h i f t .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h a n o p t i m i z e d f u n c t i o n .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
8 5 realizedProfit = Math.mulDiv(deltaX64, _positionCache.liquidity,

↪→ Constants.Q64);� �
C V F - 1 0 6 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P r i c e U t i l . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ P r e m i u m R a t e ” o r “ L i q u i d i -

t y B u f f e r S i z e ” .

C l i e n t C o m m e n t I g n o r e .� �
2 8 event PremiumRateChanged(uint128 premiumRateAfterX96);� �� �
3 1 event LiquidationBufferNetSizeChanged(uint8 index, uint128

↪→ netSizeAfter);� �
C V F - 1 0 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .

C l i e n t C o m m e n t ‘ M a x P r e m i u m R a t e ‘ i s a f i x e d c o n f i g u r a t i o n i t e m a n d c a n b e o b t a i n e d

t h r o u g h v a r i o u s o t h e r m e a n s . A d d i n g a f i x e d v a l u e d o e s n ’ t h a v e m u c h s i g n i f i c a n c e .� �
3 4 error MaxPremiumRateExceeded();� �� �
3 7 error InvalidSizeDelta();� �
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C V F - 1 0 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e P r i c e U t i l . s o l

R e c o m m e n d a t i o n A b e t t e r n a m e f o r t h i s e r r o r w o u l d b e “ Z e r o S i z e D e l t a ” .� �
3 7 error InvalidSizeDelta();� �
C V F - 1 0 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i c e U t i l . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .� �
8 2 globalPositionCache.netSize += (_sizeDelta - totalBufferUsed);� �� �
9 5 globalPositionCache.netSize -= (_sizeDelta - sizeLeft -

↪→ totalBufferUsed);� �
C V F - 1 1 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n T h e v a l u e “ _ s t e p . c u r r e n t . s i z e - _ s t e p . t o . s i z e ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 7 9 reached = _step.sizeLeft >= _step.current.size - _step.to.size;

2 8 0 sizeUsed = reached ? _step.current.size - _step.to.size : _step.

↪→ sizeLeft;� �
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C V F - 1 1 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e U t i l . s o l

D e s c r i p t i o n T h e v a l u e “ _ s t e p . t o . s i z e - _ s t e p . c u r r e n t . s i z e ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 8 2 reached = _step.sizeLeft >= _step.to.size - _step.current.size;

sizeUsed = reached ? _step.to.size - _step.current.size : _step.

↪→ sizeLeft;� �
C V F - 1 1 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e F u n d i n g R a t e U t i l . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ G l o b a l F u n d i n g R a t e S a m -

p l e ” .

C l i e n t C o m m e n t I g n o r e .� �
1 3 event GlobalFundingRateSampleAdjusted(uint16 sampleCountAfter,

↪→ int176 cumulativePremiumRateAfterX96);� �� �
1 6 event GlobalRiskBufferFundChanged(int256 riskBufferFundAfter);� �
C V F - 1 1 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e F u n d i n g R a t e U t i l . s o l

D e s c r i p t i o n T h e c o d e u s e s a n a m e d c o n s t a n t , w h i l e t h e c o m m e n t c o n t a i n s a p a r t i c u l a r

v a l u e . I f c o n s t a n t . v a l u e w i l l e v e r b e c h a n g e d , t h e c o m m e n t w i l l b e c o m e i n c o r r e c t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e v a l u e f r o m t h e c o m m e n t .

C l i e n t C o m m e n t A d d i n g c o m m e n t s c a n m a k e t h i s p a r t o f t h e l o g i c c l e a r e r .� �
3 5 uint64 maxSamplingTime = lastAdjustFundingRateTime + Constants.

↪→ ADJUST_FUNDING_RATE_INTERVAL;� �� �
3 7 // At most 1 hour of premium rate sampling� �

6 0



C V F - 1 1 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I R e w a r d F a r m . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ L i q u i d i t y R e w a r d D e b t ” o r

“ L i q u i d i t y R e w a r d C o l l e c t i o n ” .

C l i e n t C o m m e n t I g n o r e .� �
1 3 event LiquidityRewardDebtChanged(IPool indexed pool, address indexed

↪→ account, uint256 rewardDebtDelta);� �� �
2 0 event LiquidityRewardCollected(� �� �
3 1 event RiskBufferFundRewardDebtChanged(IPool indexed pool, address

↪→ indexed account, uint256 rewardDebtDelta);� �� �
3 8 event RiskBufferFundRewardCollected(� �� �
4 9 event PoolLiquidityRewardGrowthIncreased(IPool indexed pool, uint256

↪→ rewardDelta, uint128 rewardGrowthAfterX64);� �� �
5 8 event PoolReferralTokenRewardGrowthIncreased(� �� �
7 3 event PoolReferralParentTokenRewardGrowthIncreased(� �� �
8 5 event PoolRiskBufferFundRewardGrowthIncreased(� �� �
9 4 event PoolRewardUpdated(IPool indexed pool, uint160 rewardPerSecond)

↪→ ;� �� �
1 0 0 event ReferralLiquidityRewardDebtChanged(� �� �
1 1 0 event ReferralPositionRewardDebtChanged(IPool indexed pool, uint256

↪→ indexed referralToken, uint256 rewardDebtDelta);� �� �
1 1 7 event ReferralRewardCollected(IPool[] pools, uint256[]

↪→ referralTokens, address receiver, uint256 rewardDebt);� �� �
1 2 1 event ConfigChanged(Config newConfig);� �� �
1 2 5 event RewardCapChanged(uint128 rewardCapAfter);� �
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C V F - 1 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I R e w a r d F a r m . s o l

D e s c r i p t i o n L o g g i n g s e v e r a l p o o l s a s a n a r r a y m a k e s i t i m p o s s i b l e t o i n d e x b y t h e m .

R e c o m m e n d a t i o n C o n s i d e r e m i t t i n g a s e p a r a t e e v e n t f o r e a c h p o o l .

C l i e n t C o m m e n t C o m b i n i n g t h e s e n d s w i l l s a v e g a s , m a k e t h e l o g i c c l e a r e r , a n d w o n ’ t

a f f e c t e v e n t i n d e x i n g i n t h e s u b g r a p h .� �
2 1 IPool[] pools,� �� �
3 9 IPool[] pools,� �� �
1 1 7 event ReferralRewardCollected(IPool[] pools, uint256[]

↪→ referralTokens, address receiver, uint256 rewardDebt);� �
C V F - 1 1 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I R e w a r d F a r m . s o l

R e c o m m e n d a t i o n T h e “ r e c e i v e r ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
1 1 7 event ReferralRewardCollected(IPool[] pools, uint256[]

↪→ referralTokens, address receiver, uint256 rewardDebt);� �
C V F - 1 1 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I R e w a r d F a r m . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
1 3 4 error InvalidMintTime();� �� �
1 3 6 error InvalidMiningRate();� �

6 2



C V F - 1 1 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s l i b r a r y .

C l i e n t C o m m e n t T h i s f i l e i s a c o p y o f t h e “ @ o p e n z e p p e l i n ” c o n t r a c t s , s o i t d o e s n ’ t r e q u i r e

a n a u d i t .� �
4 import "../libraries/SafeCast.sol";� �
C V F - 1 1 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n T h e n u m b e r . f o r m a t f o r t h i s v a r i a b l e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
3 1 uint32 public immutable referralMultiplier;� �
C V F - 1 2 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d F a r m . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e

m a p p i n g w h o s e k e y s a r e a c c o u n t s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f t h e

o r i g i n a l m a p p i n g s .

C l i e n t C o m m e n t E a c h m a p p i n g r e p r e s e n t s a s e p a r a t e b u s i n e s s , k e e p i n g t h e m s e p a r a t e

m a k e s i t c l e a r . A n y m o d i f i c a t i o n s t o e a c h b u s i n e s s o n l y u p d a t e t h a t b u s i n e s s ’s d a t a .� �
4 5 mapping(address => RiskBufferFundReward) public

↪→ riskBufferFundRewards;

mapping(address => bool) public alreadyBoundReferralTokens;

mapping(address => LiquidityReward) public liquidityRewards;

mapping(address => Position) public positions;� �

6 3



C V F - 1 2 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s f o r t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
4 5 mapping(address => RiskBufferFundReward) public

↪→ riskBufferFundRewards;

mapping(address => bool) public alreadyBoundReferralTokens;

mapping(address => LiquidityReward) public liquidityRewards;

mapping(address => Position) public positions;� �
C V F - 1 2 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d F a r m . s o l

R e c o m m e n d a t i o n T h i s c o d e i s a n o v e r k i l l . J u s t c o n v e r t e v e r y t h i n g t o 2 5 6 b i t s , d o a d d i t i o n

a h e a d o f s u b t r a c t i o n a n d t h e n c o n v e r t b a c k t o 1 2 8 b i t s .� �
1 5 3 poolReward.riskBufferFundLiquidity = _liquidityAfter >

↪→ liquidityBefore

? poolReward.riskBufferFundLiquidity + (_liquidityAfter -

↪→ liquidityBefore).toUint128()

: poolReward.riskBufferFundLiquidity - (liquidityBefore -

↪→ _liquidityAfter).toUint128();� �
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C V F - 1 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d F a r m . s o l

D e s c r i p t i o n W h i l e t h e “ m u l D i v ” f u n c t i o n i s v e r y e f f i c i e n t i n g e n e r i c c a s e , f o r s p e c i f i c c a s e s

b e t t e r a p p r o a c h e s d o e x i s t . F o r e x a m p l e , t h e n t h e n u m e r a t o r o r t h e d e n o m i n a t o r i s a

p o w e r o f 2 , s h i f t c o u l d b e u s e d i n s t e a d o f m u l t i p l i c a t i o n o r d i v i s i o n . W h e n t h e d e n o m i n a t o r

i s a c o m p i l e - t i m e c o n s t a n t , i t s m o d u l a r r e c i p r o c a l c o u l d b e p r e c o m p u t e d .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s u c h o p t i m i z e d f u n c t i o n s .

C l i e n t C o m m e n t T h e r e s u l t o f “ x * y ” m a y e x c e e d “ t y p e ( u i n t 2 5 6 ) . m a x ” .� �
1 7 4 uint128 positionAfter = Math.mulDiv(_sizeAfter, _entryPriceAfterX96,

↪→ Constants.Q96).toUint128();� �� �
4 2 8 if (_totalLiquidity != 0) perShareGrowthX64 = Math.mulDiv(_amount,

↪→ Constants.Q64, _totalLiquidity).toUint128();� �� �
6 3 8 ? Math.mulDiv(_reward.liquidity, referralMultiplier, Constants.

↪→ BASIS_POINTS_DIVISOR)� �� �
6 9 4 amount = Math.mulDiv(_reward, _rate, Constants.BASIS_POINTS_DIVISOR)

↪→ ;� �� �
7 1 6 unchecked { rewardDebt = Math.mulDiv(_globalRewardGrowthX64 -

↪→ _rewardGrowthX64, _liquidity, Constants.Q64); }� �
C V F - 1 2 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I C o n f i g u r a b l e . s o l

R e c o m m e n d a t i o n E v e n t a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ U S D T o k e n ” o r “ U S D T o k e n -

C o n f i g ” .

C l i e n t C o m m e n t I g n o r e .� �
1 1 event USDEnabled(IERC20 indexed usd);� �
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C V F - 1 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I C o n f i g u r a b l e . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
2 8 error TokenAlreadyEnabled();� �� �
3 0 error InvalidMaxRiskRatePerLiquidityPosition();� �� �
3 2 error InvalidMaxLeveragePerLiquidityPosition();� �� �
3 4 error InvalidMaxLeveragePerPosition();� �� �
3 6 error InvalidLiquidationFeeRatePerPosition();� �� �
3 8 error InvalidInterestRate();� �� �
4 0 error InvalidMaxFundingRate();� �� �
4 2 error InvalidTradingFeeRate();� �� �
4 4 error InvalidLiquidityFeeRate();� �� �
4 6 error InvalidProtocolFeeRate();� �� �
4 8 error InvalidReferralReturnFeeRate();� �� �
5 0 error InvalidReferralParentReturnFeeRate();� �� �
5 2 error InvalidReferralDiscountRate();� �� �
5 4 error InvalidFeeRate();� �� �
5 6 error InvalidMaxPriceImpactLiquidity();� �� �
5 9 error InvalidVerticesLength();� �� �
6 2 error InvalidLiquidationVertexIndex();� �
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C V F - 1 2 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C o n f i g u r a b l e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t C o m m e n t s a l r e a d y e x i s t o n t h e c o r r e s p o n d i n g f u n c t i o n s .� �
6 9 uint64 minMarginPerLiquidityPosition;

7 0 uint32 maxRiskRatePerLiquidityPosition;

uint32 maxLeveragePerLiquidityPosition;� �� �
7 3 uint64 minMarginPerPosition;

uint32 maxLeveragePerPosition;

uint32 liquidationFeeRatePerPosition;� �� �
7 7 uint64 liquidationExecutionFee;

uint32 interestRate;

uint32 maxFundingRate;� �� �
8 3 uint32 tradingFeeRate;

uint32 liquidityFeeRate;

uint32 protocolFeeRate;

uint32 referralReturnFeeRate;

uint32 referralParentReturnFeeRate;

uint32 referralDiscountRate;� �� �
9 2 uint32 balanceRate;

uint32 premiumRate;� �� �
9 7 uint128 maxPriceImpactLiquidity;� �
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C V F - 1 2 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o o l E r r o r s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .

C l i e n t C o m m e n t T h e n a m e c a n a l r e a d y c l e a r l y e x p r e s s t h e e r r o r t y p e .� �
8 error InvalidLiquidityToOpen();� �� �
1 4 error InsufficientMargin();� �� �
2 8 error InsufficientGlobalLiquidity();� �
C V F - 1 2 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l P o s i t i o n . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ F u n d i n g R a t e G r o w t h ” o r

“ P o s i t i o n I n c r e a s e ” .

C l i e n t C o m m e n t I g n o r e .� �
1 5 event FundingRateGrowthAdjusted(� �� �
3 4 event PositionIncreased(� �� �
5 9 event PositionDecreased(� �� �
8 5 event PositionLiquidated(� �
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C V F - 1 2 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l L i q u i d i t y P o s i t i o n . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ G l o b a l U n r e a l i z e d L o s s -

M e t r i c s ” o r “ L i q u i d i t y P o s i t i o n ” .

C l i e n t C o m m e n t I g n o r e .� �
1 6 event GlobalUnrealizedLossMetricsChanged(� �� �
3 0 event LiquidityPositionOpened(� �� �
4 6 event LiquidityPositionClosed(� �� �
6 1 event LiquidityPositionMarginAdjusted(� �� �
7 7 event LiquidityPositionLiquidated(� �� �
9 1 event GlobalLiquidityPositionNetPositionAdjusted(� �� �
1 0 0 event GlobalLiquidityPositionRealizedProfitGrowthChanged(uint256

↪→ realizedProfitGrowthAfterX64);� �� �
1 0 5 event GlobalRiskBufferFundGovUsed(address indexed receiver, uint128

↪→ riskBufferFundDelta);� �� �
1 0 8 event GlobalRiskBufferFundChanged(int256 riskBufferFundAfter);� �� �
1 1 4 event RiskBufferFundPositionIncreased(address indexed account,

↪→ uint128 liquidityAfter, uint64 unlockTimeAfter);� �� �
1 2 0 event RiskBufferFundPositionDecreased(address indexed account,

↪→ uint128 liquidityAfter, address receiver);� �
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C V F - 1 3 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ P r i c e V e r t e x ” o r “ P r o t o -

c o l F e e I n c r e a s e ” .

C l i e n t C o m m e n t I g n o r e .� �
2 8 event PriceVertexChanged(uint8 index, uint128 sizeAfter, uint128

↪→ premiumRateAfterX96);� �� �
3 2 event ProtocolFeeIncreased(uint128 amount);� �� �
3 6 event ProtocolFeeCollected(uint128 amount);� �� �
4 4 event ReferralFeeIncreased(� �� �
5 6 event ReferralFeeCollected(uint256 indexed referralToken, address

↪→ indexed receiver, uint256 amount);� �
C V F - 1 3 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o o l . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 7 ” s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t T h e c u r r e n t c o m p i l e r v e r s i o n d o e s n ’ t s u p p o r t “ P r i c e V e r t e x [ C o n -

s t a n t s . V E R T E X _ N U M ] ” , s o h a r d c o d i n g i s t h e o n l y o p t i o n .� �
8 2 PriceVertex[7] memory priceVertices,� �� �
8 6 uint128[7] memory liquidationBufferNetSizes� �

7 0



C V F - 1 3 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l F a c t o r y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ P o o l ” .

C l i e n t C o m m e n t I g n o r e .� �
1 7 event PoolCreated(IPool indexed pool, IERC20 token, IERC20 usd);� �
C V F - 1 3 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o o l F a c t o r y . s o l

R e c o m m e n d a t i o n A l l p a r a m e t e r s s h o u l d b e i n d e x e d .� �
1 7 event PoolCreated(IPool indexed pool, IERC20 token, IERC20 usd);� �
C V F - 1 3 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P o o l F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s e r r o r c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o i t .� �
2 3 error PoolAlreadyExists();� �
C V F - 1 3 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l F a c t o r y . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n r e t u r n s a s i n g l e p o o l .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t T h i s f u n c t i o n i s a u t o m a t i c a l l y g e n e r a t e d b y t h e S o l i d i t y c o m p i l e r .� �
5 4 function pools(IERC20 token) external view returns (IPool pool);� �
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C V F - 1 3 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I P o o l F a c t o r y . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ I P o o l ” .

C l i e n t C o m m e n t T h e p u r p o s e o f t h i s f u n c t i o n i s t o c h e c k i f a n a d d r e s s i s a n “ I P o o l ” , s o i t

w o u l d s e e m s t r a n g e i f t h e p a r a m e t e r t y p e i s “ I P o o l ” .� �
5 9 function isPool(address pool) external view returns (bool);� �
C V F - 1 3 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n f i g u r a b l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h i s f i l e i s a c o p y o f t h e “ @ o p e n z e p p e l i n ” c o n t r a c t s , s o i t d o e s n ’ t r e q u i r e

a n a u d i t .� �
5 import "../libraries/ReentrancyGuard.sol";

import "../governance/Governable.sol";� �
C V F - 1 3 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n f i g u r a b l e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e

m a p p i n g w h o s e k e y s a r e t o k e n s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f t h e

o r i g i n a l m a p p i n g s .

C l i e n t C o m m e n t T h i s c a n m a k e t h e c o d e c l e a r e r .� �
1 2 mapping(IERC20 => TokenConfig) public override tokenConfigs;� �� �
1 4 mapping(IERC20 => TokenFeeRateConfig) public override

↪→ tokenFeeRateConfigs;

mapping(IERC20 => TokenPriceConfig) private tokenPriceConfigs0;� �
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C V F - 1 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n f i g u r a b l e . s o l

D e s c r i p t i o n U s i n g a b u s i n e s s - l e v e l p r o p e r t y a s a l o w - l e v e l i n d i c a t o r o f e n t i t y e x i s t e n c e

i s a b a d p r a c t i c e . B u s i n e s s c o n s t r a i n t s m a y c h a n g e i n t h e f u t u r e , a n d e n t i t i e s w i t h z e r o

v a l u e f o r t h i s p r o p e r t y c o u l d b e c o m e e l i g i b l e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a s e p a r a t e d e d i c a t i o n l o w - l e v e l f l a g .

C l i e n t C o m m e n t S t o r i n g f e w e r v a l u e s c a n s a v e g a s .� �
4 1 if (tokenConfigs[_token].maxLeveragePerLiquidityPosition > 0) revert

↪→ TokenAlreadyEnabled();� �� �
5 5 if (tokenConfigs[_token].maxLeveragePerLiquidityPosition == 0)

↪→ revert TokenNotEnabled();� �� �
6 1 return tokenConfigs[_token].maxLeveragePerLiquidityPosition != 0;� �
C V F - 1 4 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l . s o l

R e c o m m e n d a t i o n T h i s l i n e c o u l d b e s i m p l i f i e d u s i n g t h e “ + = ” o p e r a t o r .

C l i e n t C o m m e n t U s i n g v a l u e s i n m e m o r y c a n s a v e g a s .� �
1 1 4 globalLiquidityPosition.liquidity = globalPositionCache.liquidity +

↪→ _liquidity;� �
C V F - 1 4 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l . s o l

D e s c r i p t i o n T h e r e a s o n i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r i l l u s t r a t i n g w i t h a n e x a m p l e .

C l i e n t C o m m e n t Y o u n e e d t h e w h i t e p a p e r a s p r e r e q u i s i t e k n o w l e d g e h e r e .� �
7 6 1 // If the vertex represented by end is the same as the vertex

↪→ represented by end + 1,

// then the vertices in the range (start, LATEST_VERTEX] need to be

↪→ updated� �
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C V F - 1 4 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o o l . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d m u l t i p l i c a t i o n a r e r e d u n d a n t .

C l i e n t C o m m e n t A d d i n g b r a c k e t s c a n m a k e t h e c o d e c l e a r e r .� �
9 5 2 uint256 balanceRateX96 = (Constants.Q96 * _balanceRate) / Constants.

↪→ BASIS_POINTS_DIVISOR;� �� �
9 5 5 premiumRateX96 = uint128((Constants.Q96 * _premiumRate) / Constants.

↪→ BASIS_POINTS_DIVISOR);� �
C V F - 1 4 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l . s o l

R e c o m m e n d a t i o n T h e s e c a l c u l a t i o n s c o u l d b e r e p l a c e d w i t h m u l t i p l i c a t i o n s b y a p r e c o m -

p u t e d v a l u e 2 ^ 9 6 / 1 e 8 , t h a t i s s t i l l b i g e n o u g h t o m a i n t a i n h i g h p r e c i s i o n w h e n r e p r e s e n t e d

a s a n i n t e g e r .

C l i e n t C o m m e n t T h i s a d j u s t m e n t w i l l r e s u l t i n a l o s s o f s o m e p r e c i s i o n .� �
9 5 2 uint256 balanceRateX96 = (Constants.Q96 * _balanceRate) / Constants.

↪→ BASIS_POINTS_DIVISOR;� �� �
9 5 5 premiumRateX96 = uint128((Constants.Q96 * _premiumRate) / Constants.

↪→ BASIS_POINTS_DIVISOR);� �
C V F - 1 4 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o o l . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .

C l i e n t C o m m e n t A d d i n g b r a c k e t s c a n m a k e t h e c o d e c l e a r e r .� �
1 0 0 5 unchecked { return _timestamp - (_timestamp % Constants.

↪→ ADJUST_FUNDING_RATE_INTERVAL); }� �
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C V F - 1 4 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o o l F a c t o r y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h i s c o n t r a c t i s v e r y s i m p l e a n d d o e s n ’ t r e q u i r e a n a u d i t .� �
6 import "../governance/Governable.sol";� �
C V F - 1 4 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l F a c t o r y . s o l

D e s c r i p t i o n W r i t i n g c r e a t i o n c o d e i n t o t h e s t o r a g e i s v e r y e x p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r d e p l o y i n g i t a s a s e p a r a t e c o n t r a c t a n d r e a d i n g f r o m t h e r e

u s i n g t h e “ E X T C O D E C O P Y ” i n s t r u c t i o n .

C l i e n t C o m m e n t G a s w i l l o n l y b e c o n s u m e d d u r i n g t h e i n i t i a l d e p l o y m e n t .� �
1 1 bytes public creationCode;� �
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