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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 4 . 1 1 . 2 2 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 4 . 1 1 . 2 2 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 5 . 1 1 . 2 2 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

E x a c t l y i s a d e c e n t r a l i z e d , n o n - c u s t o d i a l a n d o p e n - s o u r c e p r o t o c o l t h a t p r o v i d e s a n

a u t o n o m o u s f i x e d a n d v a r i a b l e i n t e r e s t r a t e m a r k e t e n a b l i n g u s e r s t o f r i c t i o n l e s s l y

e x c h a n g e t h e t i m e v a l u e o f t h e i r a s s e t s a n d c o m p l e t i n g t h e D e F i c r e d i t m a r k e t .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l R e p o s i t o r y

• F i x R e p o s i t o r y

F i l e s :

/

A u d i t o r . s o l E x a c t l y O r a c l e . s o l I n t e r e s t R a t e M o d e l . s o l

M a r k e t E T H R o u t e r . s o l M a r k e t . s o l

u t i l s /

F i x e d L i b . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a c o l l e c t i o n o f m e t h o d s a n d

t a c t i c s t h a t c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e v e r y p a r t i c u l a r p r o j e c t , d e p e n d i n g o n

t h e p r o j e c t s t r u c t u r e a n d u s e d t e c h n o l o g i e s , a s w e l l a s o n w h a t t h e c l i e n t i s e x p e c t i n g

f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s c o d e b e s t p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a n d t h a t t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d i s d o n e p r o p e r l y . A t t h i s p h a s e w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k t h a t c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d

t o d o , t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d t h a t p r o p e r d a t a t y p e s a r e

u s e d . W e a l s o c h e c k t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .
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5 O u r f i n d i n g s

W e f o u n d 2 0 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e

b e e n f i x e d o r o t h e r w i s e a d d r e s s e d i n c o l l a b o r a t i o n w i t h t h e c l i e n t .

Major
Active Fixed

1 4 6

Moderate
Active Fixed

7 2

Minor
Active Fixed

4 3 2 9

F i x e d 3 7 o u t o f 1 0 1 i s s u e s
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6 M a j o r I s s u e s

C V F - 2 . I N F O

• C a t e g o r y F l a w • S o u r c e M a r k e t . s o l

D e s c r i p t i o n I n s i d e t h e ” c h e c k A l l o w a n c e ” c a l l t h e b o r r o w e r ’s a l l o w a n c e i s d e c r e a s e d b y

p r e v i e w W i t h d r a w ( a s s e t s ) , w h i l e l a t e r f l o a t i n g B o r r o w S h a r e s [ b o r r o w e r ] i s i n c r e a s e d b y

p r e v i e w B o r r o w ( a s s e t s ) . T h e a b o r r o w e r i s n o t a b l e t o p r e c i s e l y c o n t r o l h o w m u c h v a l u e

c o u l d b e t a k e n f r o m h i m b y a s e n d e r .

R e c o m m e n d a t i o n C o n s i d e r d e n o m i n a t e a l l o w a n c e i n t h e s a m e u n i t s t h a t a r e t a k e n f r o m

a b o r r o w e r .

C l i e n t C o m m e n t W e b e l i e v e t h e p r e c i s i o n o f c o n t r o l t h a t a u s e r c a n h a v e i s n o t 1 0 0 %

a c c u r a t e b u t c a n s t i l l b e u s e f u l f o r t h e p u r p o s e t h a t i t ’ s g o i n g t o b e u s e d . F r o m t h e p r o -

t o c o l ’s s i d e , t h e a l l o w a n c e f e a t u r e w i l l o n l y b e u s e d b y t h e M a r k e t E T H R o u t e r i n t h e c a s e s

t h a t u s e r s w a n t t o i n t e r a c t w i t h E T H i n s t e a d o f W E T H . B y d e f a u l t , t h e w e b - a p p w i l l s u g -

g e s t a p p r o v i n g t h e m a x i m u m v a l u e p o s s i b l e , s o t h i s w o n ’ t b r i n g i s s u e s . B u t , i f t h e u s e r

w a n t s t o m a n u a l l y c h a n g e t h i s v a l u e , t h e n t h e p r o p o r t i o n b e t w e e n s h a r e s a n d a s s e t s w i l l

n o t c o n s i d e r a b l y c h a n g e i n a s h o r t p e r i o d o f t i m e , w h i c h w e t h i n k w o n ’ t b r i n g s u b t a n c i a l

c h a n g e s t o w h a t h e p r e v i o u s l y a l l o w e d t o b e s p e n t i n t h e f o l l o w i n g m i n u t e s .� �
1 0 6 checkAllowance(borrower, assets);� �� �
1 1 0 borrowShares = previewBorrow(assets);� �� �
1 2 0 floatingBorrowShares[borrower] += borrowShares;� �
C V F - 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o n e e d t o u p d a t e t h e a v e r a g e .

R e c o m m e n d a t i o n J u s t c a l c u l a t e t h e u p t o d a t e v a l u e a n d u s e i t , w i t h o u t w r i t i n g i t t o t h e

s t o r a g e .� �
2 3 9 updateFloatingAssetsAverage();� �� �
3 1 4 updateFloatingAssetsAverage();� �

1 0



C V F - 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a n d o p t i m i z e d a s : w h i l e ( p a c k e d M a t u r i t i e s >

0 ) { i f ( p a c k e d M a t u r i t i e s & 1 ! = 0 ) { . . . } p a c k e d M a t u r i t i e s » = 1 ; }� �
4 8 1 for (uint256 i = 0; i < 224; ) {

if ((packedMaturities & (1 << i)) != 0) {� �� �
5 1 2 unchecked {

++i;

}

if ((1 << i) > packedMaturities || maxAssets == 0) break;� �� �
5 5 0 for (uint256 i = 0; i < 224; ) {

if ((packedMaturities & (1 << i)) != 0) {� �� �
5 6 6 unchecked {

++i;

}

if ((1 << i) > packedMaturities) break;� �� �
7 2 9 for (uint256 i = 0; i < 224; ) {

7 3 0 if ((packedMaturities & (1 << i)) != 0) {� �� �
7 4 1 unchecked {

++i;

}

if ((1 << i) > packedMaturities) break;� �

1 1



C V F - 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e ” c h a r g e T r e a s u r y F e e ” f u n c t i o n a l r e a d y u p d a t e s t h e ” f l o a t i n g A s s e t s ” v a r i -

a b l e , s o t h i s v a r i a b l e i s u p d a t e d t w i c e h e r e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d d o u b l e u p d a t i n g .

C l i e n t C o m m e n t T h i s c o m m i t w a s a d d e d o n t o p o f a m o r e u p d a t e d v e r s i o n o f t h e u p -

d a t e F l o a t i n g D e b t ( ) . W e h a d t o w o r k o n s o m e r e f a c t o r s a r o u n d t h e u p d a t e F l o a t i n g D e b t ( )

f u n c t i o n s i n c e w e d i s c o v e r e d a b u g w h e r e t h e f l o a t i n g s h a r e v a l u e d e c r e a s e d d u e t o m i n t -

i n g t o t h e t r e a s u r y i n t h e m i d d l e o f a d e p o s i t m a d e b y a n e x t e r n a l u s e r .� �
8 2 7 floatingAssets += chargeTreasuryFee(newDebt);� �
C V F - 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t S i n c e w e s t a r t e d h a v i n g l o t s o f s e t t e r s i n t h e d i f f e r e n t c o n t r a c t s , i t w a s

d i f f i c u l t t o f i n d p r e c i s e a n d f a i r m i n / m a x v a l u e c h e c k s f o r a l l o f t h e m . B e s i d e s , f r o m a

u s e r ’s p e r s p e c t i v e , t h e l e v e l o f r i s k i s a l r e a d y t h e r e w i t h c o r e c h a n g e s s u c h a s s e t t i n g a

n e w o r a c l e , n e w I R M , u p g r a d i n g m a r k e t s . S o t h e s e v a l i d a t i o n s l o s s m e a n i n g . T h a t ’s w h y

i n o r d e r t o k e e p t h e p r o t o c o l c o n s i s t e n t w e d e c i d e d n o t t o h a v e t h e m ( i t ’s i m p o r t a n t t o

h i g h l i g h t t h a t a l l a d m i n f u n c t i o n s c a l l s w i l l f i r s t g o t h r o u g h t h e t i m e l o c k ) .� �
9 3 9 function setBackupFeeRate(uint256 backupFeeRate_) public onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �

1 2



C V F - 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e a r e n o r a n g e c h e c k s f o r t h e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
9 4 8 function setDampSpeed(uint256 up, uint256 down) public onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �
C V F - 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
9 5 8 function setEarningsAccumulatorSmoothFactor(uint128

↪→ earningsAccumulatorSmoothFactor_)� �
C V F - 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
9 7 6 function setMaxFuturePools(uint8 futurePools) public onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �

1 3



C V F - 1 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
9 8 4 function setPenaltyRate(uint256 penaltyRate_) public onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �
C V F - 1 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
9 9 2 function setReserveFactor(uint128 reserveFactor_) public onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �
C V F - 1 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e ” t r e a s u r y F e e R a t e _ ” a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
1 0 0 0 function setTreasury(address treasury_, uint256 treasuryFeeRate_)

↪→ public onlyRole(DEFAULT_ADMIN_ROLE) {� �

1 4



C V F - 1 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t E T H R o u t e r . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n c a s e f a l s e w a s r e t u r n e d .� �
3 5 weth.approve(address(market), type(uint256).max);� �
C V F - 1 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o a l w a y s r o u n d a m o u n t t o w a r d s a p r o t o c o l , i . e .

a g a i n s t a u s e r . I n t h i s c a s e i t m e a n s t o r o u n d u p , r a t h e r t h a n d o w n .

C l i e n t C o m m e n t I f w e r o u n d u p t o w a r d s t h e p r o t o c o l a n d a g a i n s t t h e u s e r , t h e r e ’s t h i s

c a s e w e r e a u s e r w h o o n l y d e p o s i t e d i n t h e p o o l a n d h a s t h a t m a r k e t c h e c k e d a s c o l l a t -

e r a l , c a n ’ t w i t h d r a w h i s w h o l e p o s i t i o n . W e a d d e d a t e s t t o b a c k u p t h i s s c e n a r i o .� �
1 1 5 sumDebtPlusEffects += withdrawAmount.mulDivDown(vars.oraclePrice,

↪→ 10**decimals).mulWadDown(adjustFactor);� �
C V F - 1 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e n a m e d o f t h i s f u n c t i o n s u g g e s t s t h a t i t i s a c h e c k e r , i . e . a f u n c t i o n w i t h

n o t s i d e e f f e c t s n o r r e t u r n v a l u e , t h a t e i t h e r d o e s n o t h i n g o r r e v e r t s . H o w e v e r a c t u a l l y ,

t h i s f u n c t i o n m a y m o d i f y t h e s t a t e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t W e c o u l d n ’ t c o m e u p w i t h a b e t t e r n a m e t h a t f u l f i l l e d o u r e x p e c t a t i o n s .� �
1 3 0 function checkBorrow(Market market, address borrower) external {� �

1 5



C V F - 1 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n U n l i k e o t h e r s i m i l a r l o o p s , t h i s l o o p d o e s n ’ t h a v e a c h e c k t o b r e a k i n c a s e

t h e r e a r e n o s e t b i t s l e f t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h c h e c k .� �
2 8 5 for (uint256 i = 0; i < marketCount; ) {� �
C V F - 1 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e e n o u g h t o d o : i f ( a s s e t s > 0 ) r e t u r n ;

C l i e n t C o m m e n t T h e h a n d l e B a d D e b t f u n c t i o n i s e x t e r n a l a n d p e r m i s s i o n l e s s b e c a u s e

w e d i s c o v e r e d t h a t i f s o m e c o n d i t i o n s a r e m e t , t h e r e ’s t h e p o s s i b i l i t y o f a b o r r o w e r s t i l l

h a v i n g p o s i t i v e c o l l a t e r a l a s s e t s b u t 0 a d j u s t e d c o l l a t e r a l , w h a t w o u l d c a u s e a r e v e r t i n t h e

l i q u i d a t e t r a n s a c t i o n a n d t h a t p o s i t i o n w o u l d n ’ t b e a b l e t o b e l i q u i d a t e d n e i t h e r c l e a r e d o f f

t h e d e b t . T h a t ’s m a i n l y t h e r e a s o n w h y t h e i f i s c h e c k i n g a g a i n s t t h e a d j u s t e d c o l l a t e r a l

a n d n o t o n l y t h e a s s e t s a m o u n t . T h e p r o t o c o l a l s o c o u n t s o n t h a t f u n c t i o n t o d i r e c t l y

i n v o k e i t i f t h e r e ’s a b o r r o w e r w i t h b a d d e b t t h a t c a n ’ t b e l i q u i d a t e d .� �
2 9 0 if (assets.mulDivDown(oracle.assetPrice(market), 10**m.decimals).

↪→ mulWadDown(m.adjustFactor) > 0) return;� �
C V F - 1 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e r e i s n o t r a n g e c h e c k f o r t h e ” a d j u s t F a c t o r ” a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
3 4 1 function setAdjustFactor(Market market, uint128 adjustFactor) public

↪→ onlyRole(DEFAULT_ADMIN_ROLE) {� �

1 6



C V F - 1 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n I n c r e m e n t a l u p d a t e s c o u l d a c c u m u l a t e e r r o r s .

R e c o m m e n d a t i o n C o n s i d e r d o i n g l i k e t h i s : r e t u r n s c a l e P r o p o r t i o n a l l y ( p o s i t i o n , p o s i -

t i o n . p r i n c i p a l + p o s i t i o n . f e e - a m o u n t ) ;� �
1 3 1 position.principal -= principal;

position.fee -= amount - principal;� �
C V F - 2 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e E x a c t l y O r a c l e . s o l

D e s c r i p t i o n T h e r e i s n o e x p l i c i t c h e c k t h a t a p r i c e f e e d e x i s t s f o r t h e m a r k e t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h c h e c k .

C l i e n t C o m m e n t W e d e c i d e d n o t t o t a k e a c t i o n s s i n c e i t ’s g o i n g t o i n c r e a s e g a s c o s t s f o r

a l l p a t h s .� �
3 4 (, int256 price, , uint256 updatedAt, ) = priceFeeds[market].

↪→ latestRoundData();� �
C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n U s i n g a n n u a l i n t e r e s t r a t e s i n s m a r t c o n t r a c t s u s u a l l y m a k e s c a l c u l a t i o n s

m o r e c o m p l i c a t e d a n d l e s s p r e c i s e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g p e r - s e c o n d r a t e s i n s t e a d a n d c o n v e r t i n g f r o m a n a n -

n u a l r a t e t o t h e p e r - s e c o n d r a t e o f f - c h a i n .

C l i e n t C o m m e n t T h e a n n u a l c a l c u l a t i o n i s h i g h l y c o u p l e d a r o u n d w e b a p p q u e r i e s , m a t h s

c a l c u l a t i o n s a n d c o d e , s o w e f e e l i t ’ s n o t w o r t h m a k i n g c h a n g e s a r o u n d i t .� �
6 3 return fixedRate(utilizationBefore, utilizationAfter).mulDivDown(

↪→ maturity - block.timestamp, 365 days);� �

1 7



7 M o d e r a t e I s s u e s

C V F - 2 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n h e a c t u a l a m o u n t o f s h a r e s s u b t r a c t e d f r o m t h e b o r r o w e r c o u l d b e l e s s t h a n

t h i s v a l u e , i n c a s e t h i s v a l u e i s l e s s t h a n t h e t o t a l a m o u n t o f t h e b o r r o w e r ’s s h a r e s .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g t h e a c t u a l s u b t r a c t e d a m o u n t .� �
1 3 9 borrowShares = previewRepay(assets);� �
C V F - 2 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e ” p r e v i e w R e d e e m ” f u n c t i o n s h o u l d b e u s e d i n s t e a d o f ” p r e -

v i e w M i n t ” .� �
6 8 3 auditor.checkShortfall(this, owner, previewMint(shares));� �� �
6 9 4 auditor.checkShortfall(this, msg.sender, previewMint(shares));� �� �
7 0 9 auditor.checkShortfall(this, from, previewMint(shares));� �
C V F - 2 4 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t ” r e q u i r e ” s t a t e m e n t t o f o r b i d h a v i n g m o r e

t h a n 2 5 6 m a r k e t s .

C l i e n t C o m m e n t W e k n o w t h e o v e r f l o w i s p o s s i b l e b u t w e w o n ’ t h a v e m o r e t h a n 2 5 6

m a r k e t s , i t ’ s a l s o w r i t t e n i n t h e @ d e v c o m m e n t i n n a t s p e c . W e d o n ’ t t h i n k i s w o r t h a d d i n g

a n e x t r a c h e c k .� �
3 2 9 index: uint8(marketList.length)� �

1 8



C V F - 2 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n T h i s f o r m u l a m e a n s t h a t t h e y i e l d f o r a n y ” a m o u n t ” a b o v e ” m e m B a c k u p S u p -

p l i e d ” i s z e r o .

R e c o m m e n d a t i o n C o n s i d e r j u s t f o r b i d d i n g a m o u n t s g r e a t e r t h a n b a c k u p s u p p l i e d .

C l i e n t C o m m e n t W e a r e a w a r e o f t h i s c h a r a c t e r i s t i c a n d w e c o n s i d e r i t a s ’ f r e e l u n c h ’. W e

b e l i e v e t h a t t h e p r o t o c o l s h o u l d h a v e a s f e w p r o h i b i t i o n s a n d c a p s a s p o s s i b l e , a t l e a s t

f r o m t h e s m a r t c o n t r a c t s ’ l e v e l , i n o r d e r t o h e l p w i t h t h e i d e a o f a f r e e a n d p e r m i s i o n l e s s

m a r k e t / p r o t o c o l . T h a t ’s w h y w e a l s o d i d n ’ t c o n s i d e r t h e i d e a o f l i m i t i n g b o r r o w s w i t h a

m i n i m u m a m o u n t r e q u i r e d . W e a l s o p l a n t o w a r n u s e r s w h o i n t e r a c t t h r o u g h t h e w e b -

p p , o n c e t h e y r e a c h t h e m a x y i e l d p o s s i b l e w i t h a c e r t a i n a m o u n t f o r a f i x e d d e p o s i t a n d

f i n a l l y w e w i l l b e e x p l i c i t a b o u t t h i s i n E x a c t l y ’s d o c s .� �
2 5 yield = pool.unassignedEarnings.mulDivDown(Math.min(amount,

↪→ memBackupSupplied), memBackupSupplied);� �
C V F - 2 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n I t i s n o t c h e c k e d t h a t ” m a t u r i t y ” f i t s i n t o 3 2 b i t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h c h e c k . A l t e r n a t i v e l y , u s e t h e ” u i n t 3 2 ” t y p e f o r

” m a t u r i t y ” .

C l i e n t C o m m e n t R e q u i r e s a l o t o f i m p l i c a t i o n s i n a l o t o f p l a c e s i n t h e c o d e .� �
1 5 8 if (encoded == 0) return maturity | (1 << 32);� �� �
1 6 7 return maturity | encoded | (1 << 32);� �

1 9



C V F - 2 7 . I N F O

• C a t e g o r y F l a w • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n I f r a n g e > 2 5 6 - 3 2 , t h i s c h e c k c o u l d p r o d u c e f a l s e p o s i t i v e s , a s i t w i l l c h e c k

b i t s f r o m t h e l a s t 3 2 , t h a t w i l l b e w i p e d o u t a n y w a y .

R e c o m m e n d a t i o n C o n s i d e r i g n o r i n g t h e l a s t 3 2 b i t s i n t h i s c h e c k .

C l i e n t C o m m e n t W e w i l l o n l y s u p p o r t r a n g e < = 2 2 4 .� �
1 6 5 if (encoded >> (256 - range) != 0) revert MaturityOverflow();� �
C V F - 2 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n T h i s u s e s l i n e a r s e a r c h t o f i n d o u t t h e l o w e s t b i t s e t i n a w o r d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i n a r y s e a r c h : h t t p s : / / g i t h u b . c o m / U n i s w a p / s o l i d i t y -

i b / b l o b / m a s t e r / c o n t r a c t s / l i b r a r i e s / B i t M a t h . s o l # L 4 4 - L 8 4

C l i e n t C o m m e n t W e ’ r e n o t g o i n g t o o p t i m i z e t h i s . R e f a c t o r i n g t h i s w i t h o u t b e i n g a u d i t e d

a g a i n i s n o t a g o o d i d e a , n o t a t r i v i a l c h a n g e i n t h e l o o p , t o o m u c h e x t r a c o m p l e x i t y .� �
1 8 8 while ((packed & 1) == 0 && packed != 0) {� �
C V F - 2 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e i n c a s e m a t u r i t y < b a s e M a t u r i t y .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g t h e o r i g i n a l e n c o d e d m a t u r i t y i n s u c h a c a s e .

C l i e n t C o m m e n t W e ’ l l n o t t a k e a n y a c t i o n s s i n c e t h i s i s a c a s e w h e r e i t w o u l d r e v e r t

b e f o r e . M a t u r i t y w i l l n o t g e t u p t o t h a t p o i n t l i k e t h a t .� �
1 9 8 return encoded & ~(1 << (32 + ((maturity - baseMaturity) / INTERVAL)

↪→ ));� �

2 0



C V F - 3 0 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o ” i n t 2 5 6 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t W o n ’ t t a k e a n y a c t i o n s .� �
8 9 int256((fixedMaxUtilization - utilizationBefore).divWadDown(

↪→ fixedMaxUtilization - utilizationAfter)).lnWad()� �� �
1 1 0 int256((floatingMaxUtilization - utilizationBefore).divWadDown(

↪→ floatingMaxUtilization - utilizationAfter))� �

2 1



8 M i n o r I s s u e s

C V F - 3 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r t o u p g r a d e t o

n e w e r v e r s i o n s . C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” . A l s o r e l e v a n t f o r : M a r k e t E T H R o u t e r . s o l ,

A u d i t o r . s o l , F i x e d L i b . s o l , E x a c t l y O r a c l e . s o l , I n t e r e s t R a t e M o d e l . s o l .

C l i e n t C o m m e n t Q u e s t i o n a b l e . E v e n s l i t h e r c o n s i d e r i t a b a d p r a c t i c e n o t t o s e t a f i x e d

v e r s i o n .� �
2 pragma solidity 0.8.16;� �
C V F - 3 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
5 import { FixedPointMathLib } from "solmate/src/utils/

↪→ FixedPointMathLib.sol";� �� �
8 import { ERC4626, ERC20, SafeTransferLib } from "solmate/src/mixins/

↪→ ERC4626.sol";� �� �
1 0 import { Pausable } from "./utils/Pausable.sol";� �

2 2



C V F - 3 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n I t i s u n c l e a r , w h e t h e r t h e ” P a u s a b l e ” a n d ” E R C 4 6 2 6 ” c o n t r a c t s a r e u p g r a d e -

a b l e .

C l i e n t C o m m e n t F o r t h e E R C 4 6 2 6 w e a r e u s i n g S o l m a t e ’s s o l u t i o n s i n c e i t ’ s m o r e g a s

e f f i c i e n t . O u r d e p l o y s c r i p t a l r e a d y c h e c k s f o r s t o r a g e c o l l i s i o n . S o l e t ’s s a y t h e y c h a n g e

t h e s t o r a g e l a y o u t a n d w e d e c i d e t o g e t t h e n e w v e r s i o n t h e n o u r d e p l o y s c r i p t w i l l p r e v e n t

t h i s f r o m h a p p e n i n g . H o w e v e r , i f t h i s h a p p e n s ( l o w c h a n c e s ) a n d w e s t i l l w a n t t o a p p l y

t h e c h a n g e w e w i l l p r o b a b l y e n d u p w r i t i n g a c u s t o m i m p l e m e n t a t i o n a n d w e a r e f i n e w i t h

i t . W e a l s o c o n s i d e r e d u s i n g O p e n Z e p p e l i n ’s i m p l e m e n t a t i o n b u t w e r e a l i z e d t h e r e ’s n o

m u c h a d v a n t a g e i n t h e t r a d e o f f .� �
1 4 contract Market is Initializable, AccessControlUpgradeable, Pausable

↪→ , ERC4626 {� �
C V F - 3 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h e s e m a p p i n g s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
2 6 mapping(uint256 => mapping(address => FixedLib.Position)) public

↪→ fixedDepositPositions;

mapping(uint256 => mapping(address => FixedLib.Position)) public

↪→ fixedBorrowPositions;� �
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C V F - 3 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e m a p -

p i n g w h o s e k e y s a r e m a t u r i t i e s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f t h e

o r i g i n a l m a p p i n g s .

C l i e n t C o m m e n t A t t h i s p o i n t i t r e q u i r e s t o m a n y c h a n g e s a r o u n d o t h e r i n t e g r a t i o n s a n d

t h e i m p r o v e m e n t i s n o t m u c h .� �
2 6 mapping(uint256 => mapping(address => FixedLib.Position)) public

↪→ fixedDepositPositions;

mapping(uint256 => mapping(address => FixedLib.Position)) public

↪→ fixedBorrowPositions;� �� �
3 2 mapping(uint256 => FixedLib.Pool) public fixedPools;� �
C V F - 3 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e m a p -

p i n g w h o s e k e y s a r e u s e r a d d r e s s e s a n d v a l u e s a r e s t r u c t s e n c a p s u l a t i n g t h e v a l u e s o f

t h e o r i g i n a l m a p p i n g s .� �
2 8 mapping(address => uint256) public floatingBorrowShares;� �� �
3 0 mapping(address => uint256) public fixedBorrows;

mapping(address => uint256) public fixedDeposits;� �

2 4



C V F - 3 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e v a r i a b l e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
3 8 uint256 public penaltyRate;

uint256 public backupFeeRate;

4 0 uint256 public dampSpeedUp;

uint256 public dampSpeedDown;� �� �
5 0 uint128 public earningsAccumulatorSmoothFactor;

uint128 public reserveFactor;� �� �
5 7 uint256 public floatingUtilization;� �� �
6 0 uint256 public treasuryFeeRate;� �

2 5



C V F - 3 8 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t W e c o n s i d e r 1 e 1 8 i s a l r e a d y c l e a r e n o u g h t o b e u s e d a s a h a r d c o d e d

v a l u e .� �
1 1 5 if (floatingBackupBorrowed + newFloatingDebt > floatingAssets.

↪→ mulWadDown(1e18 - reserveFactor)) {� �� �
2 4 9 if (memFloatingBackupBorrowed + floatingDebt > floatingAssets.

↪→ mulWadDown(1e18 - reserveFactor)) {� �� �
3 1 6 1e18 +� �� �
8 0 6 uint256 averageFactor = uint256(1e18 - (-int256(dampSpeedFactor * (

↪→ block.timestamp - lastAverageUpdate))).expWad());� �� �
8 0 8 memFloatingAssetsAverage.mulWadDown(1e18 - averageFactor) +� �� �
8 7 4 (totalFloatingBorrowAssets() - floatingDebt).mulWadDown(1e18 -

↪→ treasuryFeeRate);� �
C V F - 3 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d a l s o r e t u r n t h e a c t u a l a m o u n t o f s h a r e s s u b t r a c t e d f r o m

t h e b o r r o w e r , a s t h i s a m o u n t c o u l d b e l e s s t h a n ” b o r r o w S h a r e s ” .� �
1 4 9 function refund(uint256 borrowShares, address borrower) external

↪→ whenNotPaused returns (uint256 assets) {� �

2 6



C V F - 4 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d a l s o r e t u r n t h e a c t u a l a m o u n t o f s h a r e s s u b t r a c t e d f r o m

t h e b o r r o w e r , a s t h i s a m o u n t c o u l d b e l e s s t h a n ” b o r r o w S h a r e s ” .� �
1 5 9 function noTransferRefund(uint256 borrowShares, address borrower)

↪→ internal returns (uint256 assets) {� �
C V F - 4 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” f i x e d D e p o s i t P o s i t i o n s [ m a t u r i t y ] [ r e c e i v e r ] ” i s c a l c u l a t e d

t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 0 2 FixedLib.Position storage position = fixedDepositPositions[maturity

↪→ ][receiver];� �� �
2 0 7 fixedDepositPositions[maturity][receiver] = FixedLib.Position(

↪→ position.principal + assets, position.fee + fee);� �
C V F - 4 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s a s s i g n m e n t s h o u l d b e d o n e a f t e r t h e c h e c k b e l o w .� �
2 4 8 floatingBackupBorrowed = memFloatingBackupBorrowed;� �

2 7



C V F - 4 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d e a r l i e r .� �
2 5 5 if (assetsOwed > maxAssets) revert Disagreement();� �
C V F - 4 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” p o s i t i o n . p r i n c i p l e + p o s i t i o n . f e e ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t I t ’ s a s u m o p e r a t i o n b u t w e a r e r e a d i n g t h e v a r s f r o m m e m o r y s o i t ’s n o t

t h a t e x p e n s i v e .� �
3 1 0 if (positionAssets > position.principal + position.fee)

↪→ positionAssets = position.principal + position.fee;� �
C V F - 4 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n H e r e a r e d u n d a n t o v e r f l o w c h e c k i s p e r f o r m e d f o r a d d i t i o n .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i t w i s e O R i n s t e a d : i f ( p o s i t i o n . p r i n c i p a l | p o s i t i o n . f e e

= = 0 ) {� �
3 4 9 if (position.principal + position.fee == 0) {� �� �
4 4 6 if (position.principal + position.fee == 0) {� �

2 8



C V F - 4 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d a l s o r e t u r n t h e a m o u n t o f b o r r o w s h a r e s b u r n e d .

C l i e n t C o m m e n t T h e f i x e d b o r r o w s a r e n o t a c c o u n t e d w i t h s h a r e s d e n o m i n a t i o n , s o

t h e r e ’s n o p o i n t i n o n l y r e t u r n i n g t h e s u b t r a c t e d f l o a t i n g b o r r o w s h a r e s . I n o u r o p i n i o n

w e c a n ’ t r e t u r n a n y b e t t e r t h a n r e p a i d A s s e t s .� �
4 6 8 function liquidate(� �
C V F - 4 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n B i t w i s e A N D w o u l d b e m o r e e f f i c i e n t .� �
4 7 9 uint256 baseMaturity = packedMaturities % (1 << 32);� �� �
5 4 8 uint256 baseMaturity = packedMaturities % (1 << 32);� �� �
7 2 6 uint256 baseMaturity = packedMaturities % (1 << 32);� �
C V F - 4 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s l o o p u s e s l i n e a r s e a r c h t o f i n d n o n - z e r o p o s i t i o n s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g f a s t e r a p p r o a c h e s l i k e b i n a r y s e a r c h . A l t e r n a t i v e l y ,

c o n s i d e r a l l o w i n g t h e l i q u i d a t o r t o s p e c i f y w h a t m a t u r i t i e s h e w a n t s t o l i q u i d a t e .

C l i e n t C o m m e n t W e ’ r e n o t g o i n g t o o p t i m i z e t h i s . R e f a c t o r i n g t h i s w i t h o u t b e i n g a u d i t e d

a g a i n i s n o t a g o o d i d e a , n o t a t r i v i a l c h a n g e i n t h e l o o p , t o o m u c h e x t r a c o m p l e x i t y .� �
4 8 1 for (uint256 i = 0; i < 224; ) {� �� �
5 5 0 for (uint256 i = 0; i < 224; ) {� �� �
7 2 9 for (uint256 i = 0; i < 224; ) {� �

2 9



C V F - 4 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : i f ( d e b t > m a x A s s e t s & & m a x A s s e t s . m u l -

D i v D o w n ( p o s i t i o n , d e b t ) = = 0 ) m a x A s s e t s = 0 ;

C l i e n t C o m m e n t R e m o v e d .� �
5 0 6 if ((debt > maxAssets ? maxAssets.mulDivDown(position, debt) :

↪→ maxAssets) == 0) maxAssets = 0;� �
C V F - 5 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e a m o u n t o f s h a r e s b u r n e d .

C l i e n t C o m m e n t T h e s e i z e f u n c t i o n i s o n l y b e i n g c a l l e d b y a n o t h e r M a r k e t . A s a d o w n s i d e

w e i n c r e a s e g a s c o s t a n d b y t e c o d e s i z e .� �
5 9 6 function seize(� �
C V F - 5 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e a m o u n t o f s h a r e s b u r n e d .

C l i e n t C o m m e n t T h e i n t e r n a l S e i z e f u n c t i o n i s i n t e r n a l s o i t ’ s o n l y b e i n g c a l l e d i n s i d e t h e

M a r k e t . A s a d o w n s i d e w e i n c r e a s e g a s c o s t a n d b y t e c o d e s i z e .� �
6 1 2 function internalSeize(� �

3 0



C V F - 5 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s a s s i g n m e n t s h o u l d b e d o n e a f t e r t h e c h e c k b e l o w .� �
6 4 1 floatingAssets = newFloatingAssets;� �
C V F - 5 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d b e c a l l e d b e f o r e e v e r y u p d a t e o f t h e ” f l o a t i n g A s -

s e t s ” v a r i a b l e .

C l i e n t C o m m e n t W h e n c a l c u l a t i n g t h e u t i l i z a t i o n r a t e f o r f i x e d b o r r o w s , a n a v e r a g e o f t h e

f l o a t i n g a s s e t s i s s e n t t o t h e I n t e r e s t R a t e M o d e l . T h e r e a s o n b e h i n d t h i s i s t o p r e v e n t a

m a n i p u l a t i o n o f a f i x e d b o r r o w r a t e : a u s e r c o u l d d e p o s i t a b i g a m o u n t i n t h e f l o a t i n g p o o l

t o l o w e r t h e u t i l i z a t i o n , a s k f o r a v e r y c h e a p f i x e d b o r r o w a n d t h e n w i t h d r a w t h e i n i t i a l l y

d e p o s i t e d a m o u n t . T h e f e a t u r e i s a l r e a d y w o r k i n g a n d c o v e r i n g t h i s c a s e o n l y w i t h t h e

f e w f l o a t i n g A s s e t s A v e r a g e u p d a t e s t h a t w e h a v e o n t h e c o d e , s o i t ’ s n o t n e c e s s a r y t o

s p e n d m o r e g a s i n a n y o t h e r f l o a t i n g A s s e t s m i n i m a l u p d a t e .� �
8 0 2 function updateFloatingAssetsAverage() internal {� �
C V F - 5 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e v a l u e 3 6 5 d a y s s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t D i s a g r e e . W e t h i n k i t ’ s a l r e a d y c l e a r t h a t r e p r e s e n t s 1 y e a r .� �
8 2 2 365 days� �� �
8 4 4 365 days� �

3 1



C V F - 5 5 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e n a m e o f t h i s f u n c t i o n l o o k s l i k e a c h e c k e r n a m e , w h i c h s u g g e s t s t h a t

t h i s f u n c t i o n d o n ’ t m o d i f y t h e s t a t e a n d d o n ’ t r e t u r n a n y v a l u e , b u t j u s t r e v e r t i n s o m e

c a s e s a n d d o e s n o t h i n g i n t h e o t h e r s . H o w e v e r a c t u a l l y , t h i s f u n c t i o n d o e s m o d i f y t h e

s t a t e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o ” c o n s u m e A l l o w a n c e ” .� �
9 0 8 function checkAllowance(address account, uint256 assets) internal {� �
C V F - 5 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n H e r e a n u n d e r f l o w c h e c k a d d e d b y c o m p i l e r i s u s e d t o e n f o r c e a b u s i n e s s -

e v e l c o n s t r a i n t . T h i s i s a b a d p r a c t i c e , a s i t m a k e s c o d e h a r d e r t o r e a d a n d m o r e e r r o r -

r o n e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t ” r e q u i r e ” s t a t e m e n t t o c h e c k t h a t t h e a l -

l o w a n c e i s s u f f i c i e n t .

C l i e n t C o m m e n t W e a r e f i n e w i t h i t , t h i s i s a l r e a d y h o w t h e w i t h d r a w w o r k s .� �
9 1 2 if (allowed != type(uint256).max) allowance[account][msg.sender] =

↪→ allowed - previewWithdraw(assets);� �

3 2



C V F - 5 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e M a r k e t . s o l

D e s c r i p t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g ” S e t ” f r o m t h e n a m e s .

C l i e n t C o m m e n t O p e n Z e p p e l i n u s e s t h e s a m e n a m i n g , a t l e a s t w e h a v e c o n s i s t e n c y o n

t h e m . W e w i l l n o t c h a n g e t h i s .� �
1 1 1 2 event BackupFeeRateSet(uint256 backupFeeRate);� �� �
1 1 1 7 event DampSpeedSet(uint256 dampSpeedUp, uint256 dampSpeedDown);� �� �
1 1 2 1 event EarningsAccumulatorSmoothFactorSet(uint256

↪→ earningsAccumulatorSmoothFactor);� �� �
1 1 2 5 event InterestRateModelSet(InterestRateModel indexed

↪→ interestRateModel);� �� �
1 1 2 9 event MaxFuturePoolsSet(uint256 maxFuturePools);� �� �
1 1 3 3 event PenaltyRateSet(uint256 penaltyRate);� �� �
1 1 3 7 event ReserveFactorSet(uint256 reserveFactor);� �� �
1 1 4 2 event TreasurySet(address indexed treasury, uint256 treasuryFeeRate)

↪→ ;� �
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C V F - 5 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n I n c l u d i n g t i m e s t a m p i n a n e v e n t i s r e d u n d a n t , a s e a c h e v e n t i s b o u n d

t o a b l o c k , w h i c h h a s a t i m e s t a m p a n y w a y .

C l i e n t C o m m e n t J s o n R P C g e t L o g s d o e s n ’ t r e t u r n t h e t i m e s t a m p . W e a r e a w a r e o f t h i s

a n d w e d i d t h a t w a y t o m a k e i t e a s i e r f o r l o g c o n s u m p t i o n .� �
1 1 5 2 uint256 timestamp,� �� �
1 1 6 4 event FixedEarningsUpdate(uint256 timestamp, uint256 indexed

↪→ maturity, uint256 unassignedEarnings);� �� �
1 1 6 8 event AccumulatorAccrual(uint256 timestamp);� �� �
1 1 7 3 event FloatingDebtUpdate(uint256 timestamp, uint256 utilization);� �
C V F - 5 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g e r r o r d e c l a r a t i o n i n t o t h e c o n t r a c t o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e n a m e d ” e r r o r s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
1 1 7 6 error AlreadyInitialized();

error Disagreement();

error InsufficientProtocolLiquidity();

error NotAuditor();

1 1 8 0 error SelfLiquidation();

error ZeroWithdraw();

error ZeroRepay();� �
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C V F - 6 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e M a r k e t E T H R o u t e r . s o l

D e s c r i p t i o n T h e s e l i n e s l o o k l i k e s i m p l e a s s i g n m e n t s , w h i l e a c t u a l l y t h e y r e t u r n v a l u e s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g ” r e t u r n ” s t a t e m e n t s i n s t e a d f o r r e a d a b i l i t y .� �
4 3 shares = market.deposit(msg.value, msg.sender);� �� �
4 7 shares = market.withdraw(assets, address(this), msg.sender);� �� �
5 1 borrowShares = market.borrow(assets, address(this), msg.sender);� �
C V F - 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t E T H R o u t e r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n i n t o t h e c o n t r a c t o r m o v -

i n g i t i n t o a s e p a r a t e f i l e n a m e d ” e r r o r s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
1 0 4 error NotFromWETH();� �
C V F - 6 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
5 import { FixedPointMathLib } from "solmate/src/utils/

↪→ FixedPointMathLib.sol";� �
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C V F - 6 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f k e y s a n d v a l u e s i n t h i s m a p p i n g i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
1 6 mapping(address => uint256) public accountMarkets;� �
C V F - 6 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” 1 « m . i n d e x ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 6 if ((marketMap & (1 << m.index)) != 0) return;

accountMarkets[msg.sender] = marketMap | (1 << m.index);� �
C V F - 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” 1 « m . i n d e x ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
7 0 if ((marketMap & (1 << m.index)) == 0) return;

accountMarkets[msg.sender] = marketMap & ~(1 << m.index);� �

3 6



C V F - 6 7 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a s : w h i l e ( m a r k e t M a p ! = 0 ) { i f ( m a r k e t M a p &

1 ! = 0 ) { . . . ) m a r k e t M a p » = 1 ; }� �
9 2 for (uint256 i = 0; i < maxValue; ) {

if ((marketMap & (1 << i)) != 0) {� �� �
1 1 9 unchecked {

1 2 0 ++i;

}

if ((1 << i) > marketMap) break;� �� �
1 8 9 for (uint256 i = 0; i < marketCount; ) {

1 9 0 if ((marketMap & (1 << i)) != 0) {� �� �
2 1 2 unchecked {

++i;

}

if ((1 << i) > marketMap) break;� �� �
2 8 5 for (uint256 i = 0; i < marketCount; ) {

if ((marketMap & (1 << i)) != 0) {� �� �
2 9 3 unchecked {

++i;

}� �

3 7



C V F - 6 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e s e l o o p s u s e l i n e a r s e a r c h t o f i n d b i t s t h a t a r e s e t i n a m a r k e t m a p .

R e c o m m e n d a t i o n C o n s i d e r u s i n g m o r e e f f i c i e n t a p p r o a c h e s s u c h a s b i n a r y s e a r c h .

C l i e n t C o m m e n t W e ’ r e n o t g o i n g t o o p t i m i z e t h i s . R e f a c t o r i n g t h i s w i t h o u t b e i n g a u d i t e d

a g a i n i s n o t a g o o d i d e a , n o t a t r i v i a l c h a n g e i n t h e l o o p , t o o m u c h e x t r a c o m p l e x i t y .� �
9 2 for (uint256 i = 0; i < maxValue; ) {� �� �
1 8 9 for (uint256 i = 0; i < marketCount; ) {� �� �
2 8 5 for (uint256 i = 0; i < marketCount; ) {� �
C V F - 6 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D i v i s i o n b e f o r e m u l t i p l i c a t i o n h e r e c o u l d l e a d t o l o s s o f p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a l l d i v i s i o n s a t t h e v e r y e n d l i k e t h i s : s u m C o l l a t e r a l + =

v a r s . b a l a n c e . m u l D i v D o w n ( v a r s . o r a c l e P r i c e * a d j u s t F a c t o r , 1 0 * * ( d e c i m a l s + 1 8 ) ) ;

C l i e n t C o m m e n t I n t h e c h e c k L i q u i d a t i o n f u n c t i o n w e a r e a l s o c a l c u l a t i n g t h e s u m C o l -

l a t e r a l i n t h e s a m e w a y . H o w e v e r , i n t h e c h e c k L i q u i d a t i o n w e a r e a c h i e v i n g t h i s i n t w o

d i f f e r e n t s t e p s , t h a t ’s w h y i f w e o p t i m i z e t h i s o n l y i n t h e a c c o u n t L i q u i d i t y f u n c t i o n w e c a n

e n d u p r e s u l t i n g i n a n i n c o n s i s t e n c y b e t w e e n t w o d i f f e r e n t v a l u e s .� �
1 0 5 sumCollateral += vars.balance.mulDivDown(vars.oraclePrice, 10**

↪→ decimals).mulWadDown(adjustFactor);� �

3 8



C V F - 7 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o s t o r e 1 0 * * d e c i m a l s v a l u e i n t h e ” M a r k e t -

D a t a ” s t r u c t i n s t e a d o f j u s t d e c i m a l s .

C l i e n t C o m m e n t S t o r i n g t h e b a s e u n i t t u r n e d o u t t o b e m o r e e x p e n s i v e , i n s t e a d w e

w o r k e d o n a s m a l l e r i m p r o v e m e n t .� �
1 0 5 sumCollateral += vars.balance.mulDivDown(vars.oraclePrice, 10**

↪→ decimals).mulWadDown(adjustFactor);� �� �
1 0 8 sumDebtPlusEffects += vars.borrowBalance.mulDivUp(vars.oraclePrice,

↪→ 10**decimals).divWadUp(adjustFactor);� �� �
1 1 5 sumDebtPlusEffects += withdrawAmount.mulDivDown(vars.oraclePrice

↪→ , 10**decimals).mulWadDown(adjustFactor);� �
C V F - 7 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D i v i s i o n b e f o r e m u l t i p l i c a t i o n h e r e c o u l d l e a d t o l o s s o f p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a l l d i v i s i o n s a t t h e v e r y e n d l i k e t h i s : s u m D e b t P l u s E f -

f e c t s + = v a r s . b o r r o w B a l a n c e . m u l D i v U p ( v a r s . o r a c l e P r i c e * a d j u s t F a c t o r , 1 0 * * ( d e c i m a l s +

1 8 ) ) ;

C l i e n t C o m m e n t I n t h e c h e c k L i q u i d a t i o n f u n c t i o n w e a r e a l s o c a l c u l a t i n g t h e s u m D e b t -

P l u s E f f e c t s i n t h e s a m e w a y . H o w e v e r , i n t h e c h e c k L i q u i d a t i o n w e a r e a c h i e v i n g t h i s i n

t w o d i f f e r e n t s t e p s , t h a t ’s w h y i f w e o p t i m i z e t h i s o n l y i n t h e a c c o u n t L i q u i d i t y f u n c t i o n w e

c a n e n d u p r e s u l t i n g i n a n i n c o n s i s t e n c y b e t w e e n t w o d i f f e r e n t v a l u e s .� �
1 0 8 sumDebtPlusEffects += vars.borrowBalance.mulDivUp(vars.oraclePrice,

↪→ 10**decimals).divWadUp(adjustFactor);� �

3 9



C V F - 7 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D i v i s i o n b e f o r e m u l t i p l i c a t i o n h e r e c o u l d l e a d t o l o s s o f p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a l l d i v i s i o n s a t t h e v e r y e n d l i k e t h i s : s u m D e b t P l u s E f -

f e c t s + = w i t h d r a w A m o u n t . m u l D i v D o w n ( v a r s . o r a c l e P r i c e * a d j u s t F a c t o r , 1 0 * * ( d e c i m a l s +

1 8 ) ) ;

C l i e n t C o m m e n t I n t h e c h e c k L i q u i d a t i o n f u n c t i o n w e a r e a l s o c a l c u l a t i n g t h e s u m D e b t -

P l u s E f f e c t s i n t h e s a m e w a y . H o w e v e r , i n t h e c h e c k L i q u i d a t i o n w e a r e a c h i e v i n g t h i s i n

t w o d i f f e r e n t s t e p s , t h a t ’s w h y i f w e o p t i m i z e t h i s o n l y i n t h e a c c o u n t L i q u i d i t y f u n c t i o n w e

c a n e n d u p i n a n i n c o n s i s t e n c t y r e s u l t i n g i n t w o d i f f e r e n t v a l u e s .� �
1 1 5 sumDebtPlusEffects += withdrawAmount.mulDivDown(vars.oraclePrice,

↪→ 10**decimals).mulWadDown(adjustFactor);� �
C V F - 7 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h i s c o n d i t i o n i s a l w a y s t r u e . N o n e e d t o c h e c k i t , a t l e a s t h e r e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k o r m o v i n g a f t e r t h e s u r r o u n d i n g c o n d i -

t i o n a l s t a t e m e n t .� �
1 4 3 // it should be impossible to break this invariant

assert((accountMarkets[borrower] & (1 << m.index)) != 0);� �
C V F - 7 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e v a l u e ” 1 0 * * d e c i m a l s ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 0 3 uint256 value = debt.mulDivUp(m.price, 10**m.decimals);� �� �
2 0 7 value = collateral.mulDivDown(m.price, 10**m.decimals);� �

4 0



C V F - 7 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D i v i s i o n b e f o r e m u l t i p l i c a t i o n h e r e c o u l d l e a d t o l o s s o f p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a l l d i v i s i o n s a t t h e v e r y e n d .� �
2 2 1 uint256 adjustFactor = usd.adjustedCollateral.divWadUp(usd.

↪→ totalCollateral).mulWadUp(

usd.totalDebt.divWadUp(usd.adjustedDebt)

);� �
C V F - 7 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D i v i s i o n b e f o r e m u l t i p l i c a t i o n h e r e c o u l d l e a d t o l o s s o f p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a l l d i v i s i o n s a t t h e v e r y e n d .� �
2 2 4 uint256 closeFactor = (TARGET_HEALTH - usd.adjustedCollateral.

↪→ divWadUp(usd.adjustedDebt)).divWadUp(

TARGET_HEALTH - adjustFactor.mulWadDown(1e18 + memIncentive.

↪→ liquidator + memIncentive.lenders)

);� �
C V F - 7 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .� �
2 3 4 maxLiquidatorAssets <

↪→ 115792089237316195423570985008687907853269984665640564039457

↪→ // type(uint256).max / WAD� �

4 1



C V F - 7 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e r e a r e n o r a n g e c h e c k s f o r t h e s e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .

C l i e n t C o m m e n t A n s w e r i s i n C V F - 5 .� �
3 1 8 uint128 adjustFactor,

uint8 decimals� �
C V F - 7 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f t h e r e i s n o a c t u a l c h a n g e .

C l i e n t C o m m e n t W e d o n ’ t c o n s i d e r w o r t h c h a n g i n g i t . N o t a p r o b l e m .� �
3 4 5 emit AdjustFactorSet(market, adjustFactor);� �� �
3 5 5 emit LiquidationIncentiveSet(liquidationIncentive_);� �� �
3 6 2 emit OracleSet(oracle_);� �

4 2



C V F - 8 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” M a r k e t L i s t i n g ” o r j u s t

” M a r k e t ” , ” M a r k e t E n t e r i n g ” e t c .

C l i e n t C o m m e n t O p e n Z e p p e l i n u s e s t h e s a m e n a m i n g , a t l e a s t w e h a v e c o n s i s t e n c y o n

t h e m . W e w i l l n o t c h a n g e t h i s .� �
3 6 8 event MarketListed(Market market, uint8 decimals);� �� �
3 7 3 event MarketEntered(Market indexed market, address indexed account);� �� �
3 7 9 event MarketExited(Market indexed market, address indexed account);� �� �
3 8 4 event AdjustFactorSet(Market indexed market, uint256 adjustFactor);� �� �
3 8 8 event LiquidationIncentiveSet(LiquidationIncentive

↪→ liquidationIncentive);� �� �
3 9 2 event OracleSet(ExactlyOracle oracle);� �
C V F - 8 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n T h e ” m a r k e t ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
3 6 8 event MarketListed(Market market, uint8 decimals);� �

4 3



C V F - 8 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A u d i t o r . s o l

R e c o m m e n d a t i o n T h e p a r a m e t e r s s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t W e w i l l n o t i n d e x t h e L i q u i d a t i o n I n c e n t i v e o n e .� �
3 8 8 event LiquidationIncentiveSet(LiquidationIncentive

↪→ liquidationIncentive);� �� �
3 9 2 event OracleSet(ExactlyOracle oracle);� �
C V F - 8 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t f o r t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
3 9 5 uint128 liquidator;

uint128 lenders;� �� �
4 0 2 uint256 oraclePrice;� �� �
4 0 6 uint128 adjustFactor;� �� �
4 2 2 uint256 price;

uint128 adjustFactor;� �

4 4



C V F - 8 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A u d i t o r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s a n d t y p e s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t

h a r d e r t o n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v i n g

t h e m i n t o s e p a r a t e f i l e s n a m e d ” e r r o r s . s o l ” a n d ” t y p e s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
4 1 3 error AuditorMismatch();

error InsufficientAccountLiquidity();

error InsufficientShortfall();

error MarketAlreadyListed();

error MarketNotListed();

error NotMarket();

error RemainingDebt();� �� �
4 2 1 struct MarketVars {

uint256 price;

uint128 adjustFactor;

uint8 decimals;

}� �� �
4 2 7 struct LiquidityVars {

uint256 totalDebt;

uint256 totalCollateral;

4 3 0 uint256 adjustedDebt;

uint256 adjustedCollateral;

uint256 seizeAvailable;

}� �
C V F - 8 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
5 import { FixedPointMathLib } from "solmate/src/utils/

↪→ FixedPointMathLib.sol";� �

4 5



C V F - 8 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n A p u b l i c c o n s t a n t i n a l i b r a r y d o e s n ’ t m a k e m u c h s e n s e .

R e c o m m e n d a t i o n C o n s i d e r d e c l a r i n g a s i n t e r n a l .� �
1 0 uint256 public constant INTERVAL = 4 weeks;� �
C V F - 8 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n H e r e a r e t u r n e d v a l u e i s u s e d a s a m u t a b l e v a r i a b l e . T h i s i s a b a d p r a c t i c e

t h a t m a k e s c o d e h a r d e r t o r e a d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a s e p a r a t e v a r i a b l e i n s t e a d .� �
2 7 yield -= backupFee;� �
C V F - 8 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n T h e v a r i a b l e n a m e i s c o n f u s i n g , a s i t i s n o t a l w a y s e q u a l t o t h e o r i g i n a l s u p p l y

v a l u e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
6 2 uint256 oldSupply = Math.max(borrowed, pool.supplied);� �

4 6



C V F - 8 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n w o u l d b e s i m p l e r a n d m o r e e f f i c i e n t i f t h e c a s e s ” m a t u r i t y

> b l o c k . t i m e s t a m p ” a n d ” m a t u r i t y < = b l o c k . t i m e s t a m p ” w o u l d b e t r e a t e d s e p a r a t e l y l i k e

t h i s :

i f ( l a s t A c c r u a l = = m a t u r i t y ) { . . . } e l s e i f ( b l o c k . t i m e s t a m p > = m a t u r i t y ) { . . . } e l s e { . . . }� �
8 5 function accrueEarnings(Pool storage pool, uint256 maturity)

↪→ internal returns (uint256 backupEarnings) {� �
C V F - 9 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

R e c o m m e n d a t i o n A s ” l a s t A c c r u a l ” m a y n e v e r e x c e e d n e i t h e r ” m a t u r i t y ” n o r ” b l o c k . t i m e s -

t a m p ” i t i s s a f e h e r e t o u s e p l a i n s u b t r a c t i o n i n s t e a d o f t h e ” s e c o n d s P r e ” f u n c t i o n .� �
9 2 uint256 secondsSinceLastAccrue = secondsPre(lastAccrual, Math.min(

↪→ maturity, block.timestamp));� �� �
9 4 uint256 secondsTotalToMaturity = secondsPre(lastAccrual, maturity);� �
C V F - 9 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F i x e d L i b . s o l

R e c o m m e n d a t i o n B i t w i s e A N D w o u l d b e m o r e e f f i c i e n t .� �
1 6 0 uint256 baseMaturity = encoded % (1 << 32);� �� �
1 8 2 uint256 baseMaturity = encoded % (1 << 32);� �

4 7



C V F - 9 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F i x e d L i b . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e f i n i t i o n s i n t o t h e l i b r a r y o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e n a m e d ” e r r o r s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
2 6 4 error MaturityOverflow();

error UnmatchedPoolState(uint8 state, uint8 requiredState);

error UnmatchedPoolStates(uint8 state, uint8 requiredState, uint8

↪→ alternativeState);� �
C V F - 9 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E x a c t l y O r a c l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
5 import { AggregatorV2V3Interface } from "@chainlink/contracts/src/v0

↪→ .8/interfaces/AggregatorV2V3Interface.sol";� �
C V F - 9 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E x a c t l y O r a c l e . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d ” e r r o r s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
5 7 error InvalidPrice();

error InvalidSource();� �

4 8



C V F - 9 5 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
4 import { Math } from "@openzeppelin/contracts/utils/math/Math.sol";

import { FixedPointMathLib } from "solmate/src/utils/

↪→ FixedPointMathLib.sol";� �
C V F - 9 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e v a r i a b l e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
1 1 uint256 public immutable fixedCurveA;

int256 public immutable fixedCurveB;

uint256 public immutable fixedMaxUtilization;� �� �
1 5 uint256 public immutable floatingCurveA;

int256 public immutable floatingCurveB;

uint256 public immutable floatingMaxUtilization;� �

4 9



C V F - 9 7 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t W e w i l l a d d n a t s p e c f o r t h i s c l a r i f i c a t i o n . W e w i l l w o r k o n t h i s b e f o r e

d e p l o y i n g t h e p r o t o c o l o n M a i n n e t .� �
2 0 uint256 fixedCurveA_,

int256 fixedCurveB_,

uint256 fixedMaxUtilization_,

uint256 floatingCurveA_,

int256 floatingCurveB_,

uint256 floatingMaxUtilization_� �
C V F - 9 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I n t e r e s t R a t e M o d e l . s o l

R e c o m m e n d a t i o n S h o u l d b e ” r e p r e s e n t e d w i t h 1 8 d e c i m a l s ” .� �
4 7 /// @return rate of the fee that the borrower will have to pay (

↪→ represented with 1e18 decimals).� �
C V F - 9 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n T h i s s h o u l d b e c a l c u l a t e d o n l y i f u t i l i z a t i o n A f t e r < = 1 e 1 8 .� �
5 8 uint256 utilizationBefore = borrowed.divWadDown(potentialAssets);� �

5 0



C V F - 1 0 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I n t e r e s t R a t e M o d e l . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 3 6 5 d a y s ” s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t D i s a g r e e . W e t h i n k i t ’ s a l r e a d y c l e a r t h a t r e p r e s e n t s 1 y e a r .� �
6 3 return fixedRate(utilizationBefore, utilizationAfter).mulDivDown(

↪→ maturity - block.timestamp, 365 days);� �
C V F - 1 0 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I n t e r e s t R a t e M o d e l . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 2 . 5 e 9 ” s h o u l d b e a n a m e d c o n s t a n t .� �
8 5 utilizationAfter - utilizationBefore < 2.5e9� �� �
1 0 6 utilizationAfter - utilizationBefore < 2.5e9� �
C V F - 1 0 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o ” u i n t 2 5 6 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t N o t w o r t h a d d i n g a c h e c k .� �
8 8 uint256(� �� �
1 0 9 uint256(� �

5 1
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• C a t e g o r y P r o c e d u r a l • S o u r c e I n t e r e s t R a t e M o d e l . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d ” e r r o r s . s o l ” .

C l i e n t C o m m e n t D i s a g r e e .� �
1 2 1 error AlreadyMatured();

error UtilizationExceeded();� �
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