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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 1 3 . 0 6 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 1 3 . 0 6 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 1 9 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

O n O c t o b e r 6 t h , 2 0 2 0 , t h e I n d e x C o o p w a s l a u n c h e d a s a n a u t o n o m o u s d e c e n t r a l i z e d

o r g a n i z a t i o n ( D A O ) b y S e t L a b s . T h e c o m m u n i t y w a s m a d e u p o f f o r m e r T r a d F i

p r o f e s s i o n a l s , e n g i n e e r s , a n d c r y p t o e n t h u s i a s t s .

4



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

i n d e x - p r o t o c o l / c o n t r a c t s / p r o t o c o l / i n t e g r a t i o n / l i b /

A a v e V 3 . s o l

i n d e x - p r o t o c o l / c o n t r a c t s / p r o t o c o l / m o d u l e s / v 1 /

A a v e V 3 L e v e r a g e M o d u l e . s o l

i n d e x - c o o p - s m a r t - c o n t r a c t s / c o n t r a c t s / a d a p t e r s /

A a v e V 3 L e v e r a g e S t r a t e g y E x t e n s i o n . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 2 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l M a j o r i s s u e s h a v e b e e n f i x e d .

Major
Active Fixed

0 2

Moderate
Active Fixed

0 0

Minor
Active Fixed

5 4

F i x e d 6 o u t o f 1 1 i s s u e s
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6 M a j o r I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 . s o l

D e s c r i p t i o n T h i s c o m m e n t s e e m s i r r e l e v a n t t o t h e f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g i t .� �
4 6 0 * Allows SetToken to borrow a specific `_amountNotional` of the

↪→ reserve underlying `_asset`, provided that

* the SetToken already deposited enough collateral, or it was given

↪→ enough allowance by a credit delegator

* on the corresponding debt token (StableDebtToken or

↪→ VariableDebtToken)

� �
C V F - 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 . s o l

R e c o m m e n d a t i o n T h i s s h o u l d b e r e s o l v e d .� �
4 6 5 @param _categoryId TODO: What is this ?� �
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7 M i n o r I s s u e s

C V F - 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A a v e V 3 L e v e r a g e S t r a t e -

g y E x t e n s i o n . s o l

D e s c r i p t i o n “ E x t e n s i o n o f a n e x t e n s i o n ” s o u n d s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .

C l i e n t C o m m e n t T e c h n i c a l l y i t i s a n e x t e n s i o n o f t h e e x t e n s i o n , b u t I a g r e e i t d o e s s o u n d

w e i r d . C h a n g e d t h i s l i n e t o ” * E x p a n d e d v e r s i o n o f t h e A a v e L e v e r a g e S t r a t e g y E x t e n s i o n

t o a d d a n e n d p o i n t f o r s e t t i n g t h e e M o d e c a t e g o r y I d o n A a v e V 3 ” .� �
5 1 * Extension of AaveLeverageStrategyExtension to add endpoint for

↪→ setting the eMode categoryId� �
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C V F - 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 . s o l

D e s c r i p t i o n T h e s e a r e n o “ L e n d i n g P o o l ” c o n t r a c t s i n A a v e V 3 .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .� �
4 5 * @param _lendingPool Address of the LendingPool contract� �� �
8 7 * @param _lendingPool Address of the LendingPool contract� �� �
1 1 6 * @param _lendingPool Address of the LendingPool contract� �� �
1 5 6 * @param _lendingPool Address of the LendingPool contract� �� �
1 9 0 * @param _lendingPool Address of the LendingPool contract� �� �
2 3 6 * @param _lendingPool Address of the LendingPool contract� �� �
2 6 8 * @param _lendingPool Address of the LendingPool contract� �� �
3 1 0 * @param _lendingPool Address of the LendingPool contract� �� �
3 4 4 * @param _lendingPool Address of the LendingPool contract� �� �
3 7 6 * @param _lendingPool Address of the LendingPool contract� �� �
4 0 2 * @param _lendingPool Address of the LendingPool contract� �� �
4 3 4 * @param _lendingPool Address of the LendingPool contract� �� �
4 6 4 * @param _lendingPool Address of the LendingPool contract� �

1 0



C V F - 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 . s o l

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t h e s e a r g u m e n t s t o “ _ p o o l ” f o r c o n s i s t e n c y w i t h

t h e t y p e n a m e .� �
6 0 IPool _lendingPool,� �� �
9 4 IPool _lendingPool,� �� �
1 3 0 IPool _lendingPool,� �� �
1 6 6 IPool _lendingPool,� �� �
2 0 6 IPool _lendingPool,� �� �
2 4 4 IPool _lendingPool,� �� �
2 8 3 IPool _lendingPool,� �� �
3 2 1 IPool _lendingPool,� �� �
3 5 4 IPool _lendingPool,� �� �
3 8 3 IPool _lendingPool,� �� �
4 1 2 IPool _lendingPool,� �� �
4 4 1 IPool _lendingPool,� �� �
4 6 9 IPool _lendingPool,� �

1 1



C V F - 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t h i s f i e l d t o “ p o o l ” f o r c o n s i s t e n c y w i t h t y p e n a m e .

C l i e n t C o m m e n t A g r e e d , i t s h o u l d b e c a l l e d p o o l h e r e a s w e l l . H o w e v e r s i n c e t h i s i s a

n a m e d s t r u c t f i e l d i t w o u l d b e a b r e a k i n g c h a n g e t o t h e c o n t r a c t i n t e r f a c e w h i c h w e h a v e

b e e n a b l e t o a v o i d s o f a r . I w i l l r e v i e w t h i s l a t e r a g a i n a n d m i g h t c h a n g e i t b u t f o r n o w I ’ m

l e a n i n g t o w a r d s k e e p i n g i t a s i s , s i n c e t h e m i n o r i n a c c u r a c y i n n a m i n g m i g h t n o t b e w o r t h

i t . I a d d e d a c o m m e n t t h o u g h t o e x p l a i n t h i s d i s c r e p a n c y i n t h e n a m i n g .� �
7 1 IPool lendingPool; // Lending pool instance, we grab

↪→ this everytime since it's best practice not to store� �
C V F - 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

D e s c r i p t i o n T h e r e a r e n o l e n d i n g p o o l s i n A a v e V 3 .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .

C l i e n t C o m m e n t S e e C V F - 7 .� �
7 1 IPool lendingPool; // Lending pool instance, we grab

↪→ this everytime since it's best practice not to store� �
C V F - 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t h i s v a r i a b l e t o “ p o o l A d d r e s s P r o v i d e r ” f o r c o n s i s -

t e n c y w i t h t h e t y p e n a m e .

C l i e n t C o m m e n t S a m e s i t u a t i o n a s C V F - 7 , w i l l r e v i e w w e t h e r t h i s m i n o r i n a c c u r a c y i n

n a m i n g i s w o r t h c h a n g i n g t h e i n t e r f a c e . ( p r o b a b l y n o t , s i n c e i t s h o u l d b e r e l a t i v e l y c l e a r

t h a t ” l e n d i n g P o o l ” r e f e r s t o ” p o o l ” i n a a v e V 3 ) .� �
2 0 8 IPoolAddressesProvider public immutable lendingPoolAddressesProvider

↪→ ;� �

1 2



C V F - 1 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t h i s a r g u m e n t t o “ p o o l A d d r e s s P r o v i d e r ” f o r c o n -

s i s t e n c y w i t h t h e t y p e n a m e .� �
2 3 5 IPoolAddressesProvider _lendingPoolAddressesProvider� �

1 3



C V F - 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r u s i n g n a m e d e r r o r s a r e t h e i r g a s e f f i c i e n c y d o e s n ’ t d e p e n d

o n t h e n a m e l e n g t h .

C l i e n t C o m m e n t T h i s h a d t o b e d o n e s i n c e a n i n i t i a l v e r s i o n o f t h e c o n t r a c t h a d a c o m p i l e

s i z e l a r g e r t h a n t h e m a x i m u m t h a t c a n b e d e p l o y e d o n E t h e r e u m . S h o r t e n i n g t h e m e s -

s a g e s w a s t h e e a s i e s t w a y t o r e d u c e t h e c o n t r a c t s i z e , s o w e w i l l h a v e t o k e e p t h i s a s

i s . ( w e m i g h t w a n t t o a d d a n e x p l a n a t i o n o f t h e c o d e s i n t h e d o c u m e n t a t i o n s o m e w h e r e

t h o u g h ) .� �
4 1 3 require(borrowAssetEnabled[_setToken][_repayAsset], "BNE");� �� �
4 1 6 require(notionalRepayQuantity > 0, "BBZ");� �� �
5 1 2 require(allowedSetTokens[_setToken], "NAS");� �� �
5 2 0 require(_setToken.isInitializedModule(getAndValidateAdapter(

↪→ DEFAULT_ISSUANCE_MODULE_NAME)), "INI");� �� �
5 4 8 require(underlyingToReserveTokens[borrowAsset].variableDebtToken

↪→ .balanceOf(address(setToken)) == 0, "VDR");� �� �
5 7 9 require(_setToken.isInitializedModule(address(_debtIssuanceModule)),

↪→ "INI");� �� �
6 0 5 require(address(underlyingToReserveTokens[_underlying].aToken) ==

↪→ address(0), "MAE");� �� �
6 1 0 require(isActive, "IAE");� �� �
6 4 0 require(collateralAssetEnabled[_setToken][collateralAsset], "CNE

↪→ ");� �� �
6 7 3 require(borrowAssetEnabled[_setToken][borrowAsset], "BNE");

require(underlyingToReserveTokens[borrowAsset].variableDebtToken

↪→ .balanceOf(address(_setToken)) == 0, "VDR");� �� �
6 8 9 require(controller.isSet(address(_setToken)) || allowedSetTokens[

↪→ _setToken], "IST");� �
( 7 3 4 , 7 5 5 , 8 7 5 , 1 1 4 3 , 1 1 6 3 , 1 1 6 7 , 1 1 8 4 )
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C V F - 1 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e V 3 L e v e r a g e M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t h e “ _ l e n d i n g P o o l ” a r g u m e n t s i n t o j u s t “ _ p o o l ” f o r

c o n s i s t e n c y w i t h t h e t y p e n a m e .� �
7 8 3 function _deposit(ISetToken _setToken, IPool _lendingPool, IERC20

↪→ _asset, uint256 _notionalQuantity) internal {� �� �
7 9 3 function _withdraw(ISetToken _setToken, IPool _lendingPool, IERC20

↪→ _asset, uint256 _notionalQuantity) internal {� �� �
8 0 2 function _repayBorrow(ISetToken _setToken, IPool _lendingPool,

↪→ IERC20 _asset, uint256 _notionalQuantity) internal {� �� �
8 2 1 function _borrow(ISetToken _setToken, IPool _lendingPool, IERC20

↪→ _asset, uint256 _notionalQuantity) internal {� �
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