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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 6 . 0 1 . 2 4 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 2 9 . 0 1 . 2 4 A . Z v e r y a n s k a y a

C V F - 1 6 , 1 9 , 2 5 , 2 6 , 2 8 , 2 9 ,

3 8 , 6 5 , 7 5 m a r k e d a s f i x e d

d u e t o t h e n e w i m p l e m e n t a -

t i o n

2 . 0 2 9 . 0 1 . 2 4 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

= n i l ; F o u n d a t i o n ’s i n - E V M M i n a P r o t o c o l s t a t e v e r i f i c a t i o n e n a b l e s e v e r y s t a t e t r a n s i t i o n ,

e v e r y t r a n s a c t i o n m a d e w i t h i n M i n a s t a t e t o b e p r o v e d o n E t h e r e u m d i r e c t l y , i n a

c o m p l e t e l y t r u s t l e s s w a y .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

a l g e b r a / c u r v e s / p a s t a /

e n d o _ s c a l a r . h p p u n i f i e d _ a d d i t i o n . h p p
v a r i a b l e _

b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

a l g e b r a / f i e l d s /

e x p o n e n t i a t i o n . h p p f i e l d _ o p e r a t i o n s . h p p

h a s h e s / p o s e i d o n /

p o s e i d o n _ 1 5 _ w i r e s . h p p

s y s t e m s / s n a r k / k i m c h i / d e t a i l /

l i m b s . h p p

7
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 8 c r i t i c a l , 7 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l a n d

M a j o r i s s u e s h a v e b e e n f i x e d .

0

8

0 7

6 3

3 5 1 5

F i x e d 3 3 o u t o f 7 4 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T h e r e i s n o e n a b l e _ s e l e c t o r c a l l f o r t h i s i n d e x .

C l i e n t C o m m e n t F i x e d d u r i n g t h e i n t e r f a c e s u p d a t e .� �
1 2 4 bp.add_gate(first_selector_index, {constraint_1});� �� �
2 1 9 bp.add_gate(first_selector_index, {constraint_1});� �� �
3 1 6 bp.add_gate(first_selector_index, {constraint_1, constraint_2});� �� �
4 1 3 bp.add_gate(first_selector_index, {constraint_1});� �� �
6 2 1 bp.add_gate(first_selector_index, {constraint_1});� �
C V F - 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T h e s e f u n c t i o n s a r e n e v e r c a l l e d .

C l i e n t C o m m e n t F i x e d d u r i n g t h e i n t e r f a c e s u p d a t e .� �
1 2 8 generate_copy_constraints(blueprint<ArithmetizationType> &bp,� �� �
2 2 3 generate_copy_constraints(blueprint<ArithmetizationType> &bp,� �� �
3 2 0 generate_copy_constraints(blueprint<ArithmetizationType> &bp,� �� �
4 1 7 generate_copy_constraints(blueprint<ArithmetizationType> &bp,� �� �
6 2 5 generate_copy_constraints(blueprint<ArithmetizationType> &bp,� �

1 0



C V F - 8 . F I X E D

• C a t e g o r y F l a w • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T w o c o n s t r a i n t s a r e n o t e n o u g h f o r t h i s c o m p o n e n t : i t a l l o w s a r b i t r a r y v a l u e

f o r W 3 ( a n d t h u s a r b i t a r a r y r e s u l t v a l u e ) i n c a s e W 1 i s z e r o .

R e c o m m e n d a t i o n C o r r e c t c o n s t r a i n t s a r e : W 1 * W 3 = W 4 W 4 ( W 4 - 1 ) = 0 ( W 3 - W 1 ) ( W 4 - 1 ) = 0

W 0 * W 3 = W 2� �
6 1 8 auto constraint_1 = bp.add_constraint(var(W0, 0) * var(W3, 0) - var(

↪→ W2, 0));

auto constraint_2 = bp.add_constraint(var(W1, 0) * var(W3, 0) * var(

↪→ W1, 0) - var(W1, 0));� �
C V F - 1 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n S e c o n d c o n s t r a i n t i s n o t u s e d h e r e .� �
6 2 1 bp.add_gate(first_selector_index, {constraint_1});� �
C V F - 1 7 . F I X E D

• C a t e g o r y F l a w • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n I t s h o u l d b e 1 o r 3 i n s t e a d o f 5 . T h e c u r r e n t f o r m u l a d o e s n ’ t a d d c o n s t r a i n t s

f o r r o w 1 0 2 .� �
2 2 9 start_row_index + rows_amount - 5, 2);� �

1 1



C V F - 2 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s m a y o v e r f l o w i n t h e l a s t r o w s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a r a n g e c h e c k .� �
3 1 8 auto constraint_16 =

bp.add_constraint(var(W5, 0) - (32 * (var(W4, 0)) + 16 * var(W2,

↪→ +1) + 8 * var(W3, +1) +

3 2 0 4 * var(W4, +1) + 2 * var(W5,

↪→ +1) + var(W6, +1)));� �
C V F - 3 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e H a l o 2 r e f e r e n c e s u g g e s t s t h a t t h e m o s t s i g n i f i c a n t b i t s o f s c a l a r s h o u l d

b e p r o c e s s e d w i t h c o m p l e t e a d d i t i o n w h e r e a s i t s e e m s n o t t o b e t h e c a s e h e r e .� �
4 2 5 bp.add_gate(selector_index_2,

{bit_check_1, bit_check_2, bit_check_3,

↪→ bit_check_4, bit_check_5,

constraint_1, constraint_2, constraint_3,

↪→ constraint_4, constraint_5,

constraint_6, constraint_7, constraint_8,

↪→ constraint_9, constraint_10,

constraint_11, constraint_12, constraint_13,

↪→ constraint_14, constraint_15,

4 3 0 constraint_16, constraint_17, constraint_18,

↪→ constraint_19, constraint_20,

constraint_21, constraint_22});

}� �

1 2



C V F - 6 9 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e l i m b s . h p p

D e s c r i p t i o n T h i s c o n s t r a i n t a l l o w s l i m b s t h a t e x c e e d 6 4 b i t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g r a n g e c h e c k s .

C l i e n t C o m m e n t H e r e w e u s e a n a d d i t i o n a l r a n g e _ c o m p o n e n t t o c h e c k t h a t a l l v a l u e s i n

t h e a r r a y a r e l e s s t h a n 6 4 b i t s .� �
2 6 0 auto constraint_1 = bp.add_constraint(var(W1, 0) + var(W2, 0) *

↪→ scalar.pow(64) +

var(W3, 0) * scalar.pow(128) +

↪→ var(W4, 0) * scalar.pow

↪→ (192) - var(W0, 0));� �

1 3



7 M a j o r I s s u e s

C V F - 7 . F I X E D

• C a t e g o r y F l a w • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n S h o u l d b e ‘ w i t n e s s ( W 3 ) ‘ .� �
6 0 8 assignment.witness(3)[j] = assignment.var_value(params.y) == 0 ? 0 :

↪→ assignment.var_value(params.y).inversed();� �
C V F - 1 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e s e c o n s t r a i n t s a r e d i f f e r e n t f r o m w h a t i s d e s c r i b e d i n t h e t e c h n i c a l r e f e r -

e n c e , h o w e v e r c o n s t r a i n t s i n t h e c o d e s e e m m o r e r e a s o n a b l e .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
2 5 3 auto constraint_1 = bp.add_constraint((var(W2, 0) - var(W0, 0)) *

↪→ var(W7, +1) -

(var(W3, 0) - (2 * var(W2, +1)

↪→ - 1) * var(W1, 0)));

auto constraint_2 = bp.add_constraint((var(W7, 0) - var(W0, 0)) *

↪→ var(W8, +1) -

(var(W8, 0) - (2 * var(W3, +1)

↪→ - 1) * var(W1, 0)));

auto constraint_3 = bp.add_constraint((var(W9, 0) - var(W0, 0)) *

↪→ var(W9, +1) -

(var(W10, 0) - (2 * var(W4,

↪→ +1) - 1) * var(W1, 0)));

auto constraint_4 = bp.add_constraint((var(W11, 0) - var(W0, 0)) *

↪→ var(W10, +1) -

2 6 0 (var(W12, 0) - (2 * var(W5,

↪→ +1) - 1) * var(W1, 0)));

auto constraint_5 = bp.add_constraint((var(W13, 0) - var(W0, 0)) *

↪→ var(W11, +1) -

(var(W14, 0) - (2 * var(W6,

↪→ +1) - 1) * var(W1, 0)));� �

1 4



C V F - 2 8 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n I n t h e t e c h n i c a l s p e c i f i c a t i o n i t i s “ v a r ( W 0 , + 1 ) ” w h i l e i n t h e c o d e i t i s ” v a r ( W 0 ,

0 ) ” .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g w h i c h o n e i s c o r r e c t .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
4 1 2 auto constraint_20 = bp.add_constraint((var(W8, +1)*var(W2, +1)*var(

↪→ W0, 0)) +� �
C V F - 2 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n I n t h e t e c h n i c a l s p e c i f i c a t i o n i t i s “ v a r ( W 1 , + 1 ) ” w h i l e i n t h e c o d e i t i s ” v a r ( W 1 ,

0 ) ” .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g w h i c h o n e i s c o r r e c t .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
4 1 8 auto constraint_21 = bp.add_constraint((var(W8, +1)*var(W2, +1)*var(

↪→ W1, 0)) +� �

1 5



C V F - 6 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h e r e f e r e n c e d o c u m e n t d e a l s w i t h d i f f e r e n t r o w s h e r e .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g t h e d i f f e r e n c e o r f i x i t .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
2 6 6 var(W4, 0) - (256 * var(W2, 0) + 128 * c_f(var(W7, 0)) + 64 *

↪→ c_f(var(W8, 0)) +

32 * c_f(var(W9, 0)) + 16 * c_f(var(W10, 0)) + 8 *

↪→ c_f(var(W11, 0)) +

4 * c_f(var(W12, 0)) + 2 * c_f(var(W13, 0)) + c_f(

↪→ var(W14, 0))));

auto constraint_10 = bp.add_constraint(

2 7 0 var(W5, 0) - (256 * var(W3, 0) + 128 * d_f(var(W7, 0)) + 64 *

↪→ d_f(var(W8, 0)) +

32 * d_f(var(W9, 0)) + 16 * d_f(var(W10, 0)) + 8 *

↪→ d_f(var(W11, 0)) +

4 * d_f(var(W12, 0)) + 2 * d_f(var(W13, 0)) + d_f(

↪→ var(W14, 0))));

auto constraint_11 = bp.add_constraint(

var(W1, 0) - ((1 << 16) * var(W0, 0) + (1 << 14) * var(W7, 0) +

↪→ (1 << 12) * var(W8, 0) +

(1 << 10) * var(W9, 0) + (1 << 8) * var(W10, 0) +

↪→ (1 << 6) * var(W11, 0) +

(1 << 4) * var(W12, 0) + (1 << 2) * var(W13, 0) +

↪→ var(W14, 0)));� �

1 6



C V F - 6 8 . F I X E D

• C a t e g o r y F l a w • S o u r c e l i m b s . h p p

D e s c r i p t i o n R a n g e c h e c k i s m i s s i n g f o r i n p u t e l e m e n t s .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g i t o r d e c l a r i n g e x p l i c i t l y t h a t i t i s n o t a s s e r t e d .� �
1 4 1 auto constraint_1 = bp.add_constraint(var(W0, 0) + var(W1, 0) *

↪→ scalar.pow(64) - var(W2, 0));� �� �
2 6 0 auto constraint_1 = bp.add_constraint(var(W1, 0) + var(W2, 0) *

↪→ scalar.pow(64) +

var(W3, 0) * scalar.pow(128) +

↪→ var(W4, 0) * scalar.pow

↪→ (192) - var(W0, 0));� �
C V F - 7 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e u n i f i e d _ a d d i t i o n . h p p

D e s c r i p t i o n T h e c o n s t r a i n t d i f f e r s f r o m t h e t e c h n i c a l r e f e r e n c e .

R e c o m m e n d a t i o n C o n s i d e r f i x i n g e i t h e r o f t h e m .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
2 1 3 bp.add_constraint((var(W2, 0) - var(W0, 0)) *

((var(W2, 0) - var(W0, 0)) * var(W10, 0) - (var(W3

↪→ , 0) - var(W1, 0))));� �

1 7



8 M o d e r a t e I s s u e s

C V F - 4 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s v a l u e i s d i f f e r e n t f r o m t h e r e f e r e n c e d o c ( t h e r e i t i s 5 ) .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 0 7 constexpr static const std::size_t sbox_alpha = 7;� �
C V F - 5 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n B y t e c h n i c a l r e f e r e n c e a n d M i n a c o d e t h e 5 c o n s e c u t i v e P o s e i d o n s t a t e s a r e

l a i d a s 0 , 4 , 1 , 2 , 3 .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g a n d e x p l a i n i n g t h e d i f f e r e n c e .� �
7 8 7 assignment.witness(W3)[i] = next_state[0];

assignment.witness(W4)[i] = next_state[1];

assignment.witness(W5)[i] = next_state[2];� �� �
8 3 8 auto constraint_1 = bp.add_constraint(

var(W3, 0) -

8 4 0 (var(W0, 0).pow(sbox_alpha) * mds[0][0] + var(W1, 0).pow(

↪→ sbox_alpha) * mds[0][1] +

var(W2, 0).pow(sbox_alpha) * mds[0][2] + round_constant[z][0]))

↪→ ;� �

1 8



C V F - 1 5 . F I X E D

• C a t e g o r y F l a w • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n I n c a s e “ n _ n e x t ” i s 0 × 2 2 4 6 9 8 f c 0 9 9 4 a 8 d d 8 c 4 6 e b 2 1 0 0 0 0 0 0 0 0 ,

0 × 2 2 4 6 9 8 f c 0 9 9 4 a 8 d d 8 c 4 6 e b 2 1 0 0 0 0 0 0 0 1 ,

o r 0 × 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 3 6 9 e 5 7 a 0 e 5 e f d 4 c 5 2 6 a 6 0 b 1 8 0 0 0 0 0 0 1 ,

t h e “ i n v e r s e d ” f u n c t i o n w i l l b e c a l l e d o n a z e r o v a l u e a n d p r o b a b l y f a i l , w h i l e t h e “ i f ”

s t a t e m e n t s s u g g e s t t h a t t h e s e v a l u e s a r e v a l i d , y e t s p e c i a l .� �
1 7 4 (n_next - 0x200000000000000000000000000000003369e57a0e5efd4c526a60b

180000001_cppui255)*(n_next - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255));� �� �
1 8 0 if (n_next == 0x224698fc0994a8dd8c46eb2100000000_cppui255) {� �� �
1 8 8 if (n_next == 0x224698fc0994a8dd8c46eb2100000001_cppui255) {� �
C V F - 1 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

R e c o m m e n d a t i o n A c c o r d i n g t o t h e t e c h n i c a l r e f e r e n c e , “ x ” a n d “ y ” s h o u l d b e a s s i g n e d t o

“ W 9 ” a n d “ W 1 0 ” , w h i l e “ W 0 ” a n d “ W 1 ” a r e f o r “ P [ 5 ] . X ” a n d “ P [ 5 ] . Y ” .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
2 0 4 assignment.witness(W0)[start_row_index + rows_amount - 1] = x;

assignment.witness(W1)[start_row_index + rows_amount - 1] = y;� �

1 9



C V F - 3 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s a s s u m e s t h a t t h e w i t n e s s e s i n d e x e s f o l l o w e a c h o t h e r , w h i c h i s n o t

g u a r a n t e e d .

R e c o m m e n d a t i o n C o n s i d e r n o t r e l y i n g o n t h i s f a c t .

C l i e n t C o m m e n t W e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 7 2 std::size_t column_idx = W14 - j * (bits_per_intermediate_result

↪→ )-bit_column;� �� �
1 8 6 assignment.witness(intermediate_start + j)[row] = acc1;� �� �
2 1 2 std::size_t column_idx = W14 - j * (bits_per_intermediate_result)-

↪→ bit_column;� �
C V F - 4 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s f u n c t i o n a c t u a l l y d o e s n o t h i n g . P r o b a b l y i t s h o u l d d o s o m e t h i n g .

C l i e n t C o m m e n t W e d o n o t c o n s i d e r i t a s a n i s s u e .� �
7 6 3 generate_copy_constraints(bp, assignment, params,

↪→ component_start_row);� �

2 0



C V F - 5 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e p o w f u n c t i o n i s c o m p u t e d t h r e e t i m e s w i t h t h e s a m e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o c o m p u t e i t o n l y o n c e .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
7 8 3 next_state[j] = state[0].pow(sbox_alpha) * mds[j][0] +

state[1].pow(sbox_alpha) * mds[j][1] +

state[2].pow(sbox_alpha) * mds[j][2] +

↪→ round_constant[(i - row) * 5][j];� �� �
8 4 0 (var(W0, 0).pow(sbox_alpha) * mds[0][0] + var(W1, 0).pow(sbox_alpha)

↪→ * mds[0][1] +� �� �
8 4 4 (var(W0, 0).pow(sbox_alpha) * mds[1][0] + var(W1, 0).pow(sbox_alpha)

↪→ * mds[1][1] +� �� �
8 4 8 (var(W0, 0).pow(sbox_alpha) * mds[2][0] + var(W1, 0).pow(sbox_alpha)

↪→ * mds[2][1] +� �
C V F - 6 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h i s a s s u m e s t h a t W 7 , . . . , W 1 4 i n d e x e s f o l l o w e a c h o t h e r , i . e . t h a t W 8 = W 7 +

1 , W 9 = W 8 + 1 e t c , w h i c h m a y n o t b e t h e c a s e .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y t r a n s l a t i n g a “ j ” v a l u e i n t o a w i r e i n d e x w i t h o u t r e l y i n g

o n a s s u m p t i o n s t h a t c o u l d b e w r o n g .

C l i e n t C o m m e n t W e d o n o t c o n s i d e r i t a s a n i s s u e .� �
2 0 1 assignment.witness(W7 + j)[row] = crumb_value;� �

2 1



C V F - 7 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e l i m b s . h p p

D e s c r i p t i o n E v e n w h e n a l l l i m b s f i t i n t o 6 4 b i t s , o v e r f l o w i s p o s s i b l e h e r e m a k i n g t h e r e s u l t

n o n - d e t e r m i n i s t i c i n c o m e c a s e s .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g o v e r f l o w p r o t e c t i o n .� �
2 6 0 auto constraint_1 = bp.add_constraint(var(W1, 0) + var(W2, 0) *

↪→ scalar.pow(64) +

var(W3, 0) * scalar.pow(128) +

↪→ var(W4, 0) * scalar.pow

↪→ (192) - var(W0, 0));� �

2 2



9 M i n o r I s s u e s

C V F - 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n .� �
3 6 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 8 #include <nil/crypto3/zk/blueprint/plonk.hpp>

#include <nil/crypto3/zk/assignment/plonk.hpp>

4 0 #include <nil/crypto3/zk/algorithms/generate_circuit.hpp>� �

2 3



C V F - 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T h i s c o n s t r u c t o r i s r e d u n d a n t , a s i t i s s u p e r s e d e d b y t h e o t h e r c o n s t r u c t o r .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c o n s t r u c t o r .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
9 5 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �� �
1 8 8 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �� �
2 8 4 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �� �
3 8 3 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �� �
4 6 3 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �� �
5 8 5 result_type(const params_type &params, std::size_t start_row_index)

↪→ {� �
C V F - 5 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T h e a r g u m e n t o r d e r i n g i s d i f f e r e n t f o r t h e s e t w o c a l l s , w h i c h i s c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e a r g u m e n t o r d e r i n g t h e s a m e o r e x p l a i n i n g w h y i t

i s d i f f e r e n t .� �
1 3 8 bp.add_copy_constraint({params.x, component_x});

bp.add_copy_constraint({component_y, params.y});� �

2 4



C V F - 6 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e f i e l d _ o p e r a t i o n s . h p p

D e s c r i p t i o n T h e f i e l d n a m e i s t o o g e n e r i c .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o “ y ” o r “ c ” .� �
4 5 8 typename BlueprintFieldType::value_type constant;� �
C V F - 1 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n .� �
3 1 #include <nil/marshalling/algorithms/pack.hpp>� �� �
3 3 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 5 #include <nil/crypto3/zk/blueprint/plonk.hpp>

#include <nil/crypto3/zk/assignment/plonk.hpp>

#include <nil/crypto3/zk/algorithms/generate_circuit.hpp>� �

2 5



C V F - 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e s a m e r o w i n d e x i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
8 9 X = var(W0, start_row_index + rows_amount - 1, false, var::

↪→ column_type::witness);

9 0 Y = var(W1, start_row_index + rows_amount - 1, false, var::

↪→ column_type::witness);� �
C V F - 1 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s c o d e r e l i e s o n t h e f a c t t h a t a d d i t i o n c o n s u m e s e x a c t l y 2 r o w s .

R e c o m m e n d a t i o n C o n s i d e r n o t r e l y i n g o n t h i s a n d u s i n g “ m u l _ r o w s _ a m o u n t ” i n s t e a d o f

“ r o w s _ a m o u n t - 3 ” .� �
1 2 5 for (std::size_t i = j; i < j + rows_amount - 3; i = i + 2) {� �
C V F - 1 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s a s s i g n m e n t i s p e r f o r m e d o n e v e r y l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g o n c e b e f o r e t h e l o o p .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 4 1 Q.X = T.X;� �

2 6



C V F - 1 8 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

R e c o m m e n d a t i o n T h e s t e p v a l u e 2 s h o u l d b e a n a m e d c o n s t a n t .� �
2 2 9 start_row_index + rows_amount - 5, 2);� �
C V F - 2 0 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

R e c o m m e n d a t i o n S h o u l d b e “ + 1 ” r a t h e r t h a n j u s t “ 1 ” f o r c o n s i s t e n c y .� �
2 6 5 (2 * var(W3, 0) - var(W7, 1) * (2 * var(W2, 0) - var(W7, 1).pow(2) +

↪→ var(W0, 0))) *

(2 * var(W3, 0) - var(W7, 1) * (2 * var(W2, 0) - var(W7, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W2, 0) - var(W7, 1).pow(2) + var(W0, 0)) *

(2 * var(W2, 0) - var(W7, 1).pow(2) + var(W0, 0)) *

(var(W7, 0) - var(W0, 0) + var(W7, 1).pow(2))));� �� �
2 7 1 (2 * var(W8, 0) - var(W8, 1) * (2 * var(W7, 0) - var(W8, 1).pow(2) +

↪→ var(W0, 0))) *

(2 * var(W8, 0) - var(W8, 1) * (2 * var(W7, 0) - var(W8, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W7, 0) - var(W8, 1).pow(2) + var(W0, 0)) *

(2 * var(W7, 0) - var(W8, 1).pow(2) + var(W0, 0)) *

(var(W9, 0) - var(W0, 0) + var(W8, 1).pow(2))));� �� �
2 7 7 (2 * var(W10, 0) - var(W9, 1) * (2 * var(W9, 0) - var(W9, 1).pow(2)

↪→ + var(W0, 0))) *

(2 * var(W10, 0) - var(W9, 1) * (2 * var(W9, 0) - var(W9, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W9, 0) - var(W9, 1).pow(2) + var(W0, 0)) *

2 8 0 (2 * var(W9, 0) - var(W9, 1).pow(2) + var(W0, 0)) *

(var(W11, 0) - var(W0, 0) + var(W9, 1).pow(2))));� �� �
2 9 5 (var(W0, 1) - var(W0, 0) + var(W11, +1).pow(2))));� �

2 7



C V F - 2 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n H e r e a c o m p l e x e x p r e s s i o n i s m u l t i p l i e d b y i t s e l f .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ . p o w ( 2 ) ” i n s t e a d .� �
2 6 5 (2 * var(W3, 0) - var(W7, 1) * (2 * var(W2, 0) - var(W7, 1).pow(2) +

↪→ var(W0, 0))) *

(2 * var(W3, 0) - var(W7, 1) * (2 * var(W2, 0) - var(W7, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W2, 0) - var(W7, 1).pow(2) + var(W0, 0)) *

(2 * var(W2, 0) - var(W7, 1).pow(2) + var(W0, 0)) *� �� �
2 7 1 (2 * var(W8, 0) - var(W8, 1) * (2 * var(W7, 0) - var(W8, 1).pow(2) +

↪→ var(W0, 0))) *

(2 * var(W8, 0) - var(W8, 1) * (2 * var(W7, 0) - var(W8, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W7, 0) - var(W8, 1).pow(2) + var(W0, 0)) *

(2 * var(W7, 0) - var(W8, 1).pow(2) + var(W0, 0)) *� �� �
2 7 7 (2 * var(W10, 0) - var(W9, 1) * (2 * var(W9, 0) - var(W9, 1).pow(2)

↪→ + var(W0, 0))) *

(2 * var(W10, 0) - var(W9, 1) * (2 * var(W9, 0) - var(W9, 1).pow

↪→ (2) + var(W0, 0))) -

((2 * var(W9, 0) - var(W9, 1).pow(2) + var(W0, 0)) *

2 8 0 (2 * var(W9, 0) - var(W9, 1).pow(2) + var(W0, 0)) *� �� �
2 8 3 (2 * var(W12, 0) - var(W10, +1) * (2 * var(W11, 0) - var(W10, +1).

↪→ pow(2) + var(W0, 0))) *

(2 * var(W12, 0) -

var(W10, +1) * (2 * var(W11, 0) - var(W10, +1).pow(2) + var(W0,

↪→ 0))) -

((2 * var(W11, 0) - var(W10, +1).pow(2) + var(W0, 0)) *

(2 * var(W11, 0) - var(W10, +1).pow(2) + var(W0, 0)) *� �� �
2 9 0 (2 * var(W14, 0) - var(W11, +1) * (2 * var(W13, 0) - var(W11, +1).

↪→ pow(2) + var(W0, 0))) *

(2 * var(W14, 0) -

var(W11, +1) * (2 * var(W13, 0) - var(W11, +1).pow(2) + var(W0,

↪→ 0))) -

((2 * var(W13, 0) - var(W11, +1).pow(2) + var(W0, 0)) *

(2 * var(W13, 0) - var(W11, +1).pow(2) + var(W0, 0)) *� �

2 8



C V F - 2 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s c o n s t r a i n t i s d i f f e r e n t f r o m w h a t i s d e s c r i b e d i n t h e t e c h n i c a l r e f e r e n c e ,

h o w e v e r t h e c o n s t r a i n t i n t h e c o d e l o o k s m o r e r e a s o n a b l e .� �
3 0 9 auto constraint_14 = bp.add_constraint(

3 1 0 (var(W14, 0) + var(W12, 0)) * (2 * var(W11, 0) - var(W10, +1).

↪→ pow(2) + var(W0, 0)) -

((var(W11, 0) - var(W13, 0)) *

(2 * var(W12, 0) - var(W10, +1) * (2 * var(W11, 0) - var(W10,

↪→ +1).pow(2) + var(W0, 0)))));� �
C V F - 2 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e s e c o n s t r a i n t s a r e d i f f e r e n t f r o m w h a t i s d e s c r i b e d i n t h e t e c h n i c a l r e f e r -

e n c e , h o w e v e r , t h e c o n s t r a i n t s i n t h e c o d e l o o k s m o r e r e a s o n a b l e .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
3 3 5 constraint_1 = bp.add_constraint((var(W2, -1) - var(W0, -1)) * var(

↪→ W7, 0) -

(var(W3, -1) - (2 * var(W2, 0)

↪→ - 1) * var(W1, -1)));

constraint_2 = bp.add_constraint((var(W7, -1) - var(W0, -1)) * var(

↪→ W8, 0) -

(var(W8, -1) - (2 * var(W3, 0)

↪→ - 1) * var(W1, -1)));

constraint_3 = bp.add_constraint((var(W9, -1) - var(W0, -1)) * var(

↪→ W9, 0) -

3 4 0 (var(W10, -1) - (2 * var(W4,

↪→ 0) - 1) * var(W1, -1)));

constraint_4 = bp.add_constraint((var(W11, -1) - var(W0, -1)) * var(

↪→ W10, 0) -

(var(W12, -1) - (2 * var(W5,

↪→ 0) - 1) * var(W1, -1)));

constraint_5 = bp.add_constraint((var(W13, -1) - var(W0, -1)) * var(

↪→ W11, 0) -

(var(W14, -1) - (2 * var(W6,

↪→ 0) - 1) * var(W1, -1)));� �

2 9



C V F - 2 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s c o n s t r a i n t i s d i f f e r e n t f r o m t h a t i s d e s c r i b e d i n t h e t e c h n i c a l r e f e r e n c e ,

h o w e v e r t h e c o n s t r a i n t i n t h e c o d e s e e m s m o r e r e a s o n a b l e .

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
3 9 2 constraint_14 = bp.add_constraint(

((var(W14, -1) + var(W12, -1)) * (2 * var(W11, -1) - var(W10, 0)

↪→ .pow(2) + var(W0, -1)) -

((var(W11, -1) - var(W13, -1)) *

(2 * var(W12, -1) - var(W10, 0) * (2 * var(W11, -1) - var(W10,

↪→ 0).pow(2) + var(W0, -1)))))*

var(W8, +1)*var(W2, +1));� �

3 0



C V F - 2 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e v a r i -

a b l e _ b a s e _ s c a l a r _ m u l _ 1 5 _ w i r e s . h p p

R e c o m m e n d a t i o n T h e s e c o n s t a n t s m u s t b e n a m e d .� �
4 0 8 auto constraint_18 = bp.add_constraint(((var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000000_cppui255)

*var(W3, +1) - 1) * (var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000000_cppui255));

4 1 0 auto constraint_19 = bp.add_constraint(((var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255)

*var(W4, +1) - 1) * (var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255));� �� �
4 1 3 ((var(W5, +1) - 0x224698fc0994a8dd8c46eb2100000000_cppui255)

*var(W3, +1) - (var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255)

*var(W4, +1))* ((var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000000_cppui255)

*var(W3, +1) - (var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255)� �� �
4 1 9 ((var(W5, +1) - 0x224698fc0994a8dd8c46eb2100000000_cppui255)

4 2 0 *var(W3, +1) - (var(W5, +1) - 0

↪→ x224698fc0994a8dd8c46eb2100000001_cppui255)� �� �
4 2 2 auto constraint_22 = bp.add_constraint(var(W8, +1) - ((var(W5, +1) -

↪→ 0x224698fc0994a8dd8c46eb2100000000_cppui255)

*(var(W5, +1) - 0

↪→ x200000000000000000000000000000003369e57a0e5efd4c526a60b

180000001_cppui255)*

(var(W5, +1) - 0x224698fc0994a8dd8c46eb2100000001_cppui255)));� �

3 1



C V F - 3 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n� �
3 4 #include <nil/marshalling/algorithms/pack.hpp>� �� �
3 6 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 8 #include <nil/crypto3/zk/blueprint/plonk.hpp>

#include <nil/crypto3/zk/assignment/plonk.hpp>

4 0 #include <nil/crypto3/zk/component.hpp>� �
C V F - 3 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s c o m m e n t d o e s n o t m a t c h t h e c o d e w h e r e b i t s a r e i n p a i r s .

R e c o m m e n d a t i o n C o n s i d e r c h a n g i n g t h e c o m m e n t .� �
5 4 // W10 | W11 | W12 | W13 | W14 | base | n = [b0...b8] | base^[

↪→ b0b1b2] | W1^8 + base^[b3b4b5] | ... |

// - | - | b_8 | b_7 | b_6 | b_5 | b_4 | b_3 | b_2 | b_1 |

// ... | ... | ... | ... |

↪→ ... | - | - | ... | ... | ...

// base | n = scalar | res | ... |

↪→ ... | - | - | ...� �

3 2



C V F - 3 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e e x p o n e n t i a t i o n . h p p

R e c o m m e n d a t i o n T h e s e t w o v a l u e s c o u l d b e c a l c u l a t e d s i m p l e r l i k e t h i s : m a i n _ r o w s =

( E x p o n e n t S i z e + b i t s _ p e r _ r o w - 1 ) / b i t s _ p e r _ r o w ; p a d d e d _ e x p o n e n t _ s i z e = m a i n _ r o w s *

b i t s _ p e r _ r o w ;� �
8 4 constexpr static const std::size_t padded_exponent_size =� �� �
8 7 constexpr static const std::size_t main_rows = (ExponentSize %

↪→ bits_per_row == 0) ?� �
C V F - 3 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e e x p o n e n t i a t i o n . h p p

R e c o m m e n d a t i o n T h i s c o u l d b e c a l c u l a t e d a s : p a d d e d _ e x p o n e n t _ s i z e / b i t s _ p e r _ r o w ;� �
8 7 constexpr static const std::size_t main_rows = (ExponentSize %

↪→ bits_per_row == 0) ?

(ExponentSize /

↪→ bits_per_row) :

(ExponentSize /

↪→ bits_per_row) +

↪→ 1;� �
C V F - 3 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s c o n s t r u c t o r s e e m s r e d u n d a n t a s i t i s s u p e r s e d e d b y t h e o t h e r c o n s t r u c t o r .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c o n s t r u c t o r .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e� �
1 0 3 result_type(const params_type &params, std::size_t

↪→ component_start_row) {� �

3 3



C V F - 3 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s s i l e n t l y d r o p s a l l e x t r a b i t s .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y a s s e r t i n g t h e d r o p p e d b i t s t o b e z e r o .� �
1 5 3 std::copy(bits_all.end() - padded_exponent_size, bits_all.end(),

↪→ bits.begin());� �
C V F - 3 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s i m p l i c i t l y a s s u m e s t h a t “ p a d d e d _ e x p o n e n t _ s i z e ” d o e s n ’ t e x c e e d 2 5 5 .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g t h i s f a c t e x p l i c i t l y .� �
1 5 3 std::copy(bits_all.end() - padded_exponent_size, bits_all.end(),

↪→ bits.begin());� �
C V F - 3 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e x p o n e n t i a t i o n . h p p

R e c o m m e n d a t i o n “ w o t h ” → “ w i t h ”

C l i e n t C o m m e n t T h e t e c h n i c a l r e f e r e n c e w a s u p d a t e d .� �
1 5 9 // we use first empty row to unify first row gate woth others� �

3 4



C V F - 4 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h i s a s s i g n m e n t i s c o n f u s i n g a n d i t i s o v e r w r i t t e n i n t h e n e x t l i n e .

R e c o m m e n d a t i o n C o n s i d e r a s s i g n i n g t h e f i n a l v a l u e .� �
2 0 0 typename ArithmetizationType::field_type::value_type exponent_shift

↪→ = 2;� �
C V F - 4 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e x p o n e n t i a t i o n . h p p

D e s c r i p t i o n T h e “ b i t _ r e s ” v a l u e i s n o t u s e d a s i s , b u t o n l y a f t e r a d d i n g ( 1 - v a r ( c o l u m n _ i d x ,

0 ) t o i t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e “ b i t _ r e s ” v a r i a b l e a n d u s i n g a n e x p r e s s i o n i n -

s t e a d .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
2 1 6 snark::plonk_constraint<BlueprintFieldType> bit_res = var(W0, 0) *

↪→ var(column_idx, 0);� �� �
2 2 4 (bit_res + (1 - var(column_idx, 0))

↪→ );� �

3 5



C V F - 4 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n� �
3 0 #include <nil/crypto3/detail/literals.hpp>

#include <nil/crypto3/algebra/matrix/matrix.hpp>� �� �
3 3 #include <nil/crypto3/zk/blueprint/plonk.hpp>

#include <nil/crypto3/zk/assignment/plonk.hpp>� �� �
3 6 #include <nil/crypto3/algebra/fields/pallas/base_field.hpp>

#include <nil/crypto3/algebra/fields/vesta/base_field.hpp>� �
C V F - 4 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e s e r o u n d c o n s t a n t s a r e n o t p u b l i c .

R e c o m m e n d a t i o n C o n s i d e r r e f e r e n c i n g h o w t h e y w e r e d e r i v e d .� �
7 2 constexpr static const std::array<std::array<typename FieldType::

↪→ value_type, state_size>, rounds_amount> round_constant =� �

3 6



C V F - 4 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s M D S m a t r i x i s n o t p u b l i c .

R e c o m m e n d a t i o n C o n s i d e r r e f e r e n c i n g .� �
5 4 { { 0 x 1 a 9 b d 2 5 0 7 5 7 e 2 9 e f 4 9 5 9 b 9 b e f 5 9 b 4 e 6 0 e 2 0 a 5 6 3 0 7 d 6 4 9 1 e 7 b 7 e a 1 f a c 6 7 9 c 7 9 0 3 _

c p p u i 2 5 3 ,

0 x 3 8 4 a a 0 9 f a f 3 a 4 8 7 3 7 e 2 d 6 4 f 6 a 0 3 0 a a 2 4 2 e 6 d 5 d 4 5 5 a e 4 a 1 3 6 9 6 b 4 8 a 7 3 2 0 c 5 0 6 c d _

c p p u i 2 5 3 ,

6 0 0 x 3 d 2 b 7 b 0 2 0 9 b c 3 0 8 0 0 6 4 d 5 c e 4 a 7 a 0 3 6 5 3 f 8 3 4 6 5 0 6 b f a 6 d 0 7 6 0 6 1 2 1 7 b e 9 e 6 c f e d 5 _

c p p u i 2 5 3

} } ,

{ {

0 x 9 e e 5 7 c 7 0 b c 3 5 1 2 2 0 b 1 0 7 9 8 3 a f c f a b b e a 7 9 8 6 8 a 4 a 8 a 5 9 1 3 e 2 4 b 7 a a f 3 b 4 b f 3 a 4 2 _

c p p u i 2 5 3 ,

0 x 2 0 9 8 9 9 9 6 b c 2 9 a 9 6 d 1 7 6 8 4 d 3 a d 4 c 8 5 9 8 1 3 1 1 5 2 6 7 f 3 5 2 2 5 d 7 e 1 e 9 a 5 b 5 4 3 6 a 2 4 5 8 f _

c p p u i 2 5 3 ,

7 0 0 x 1 4 e 3 9 a d b 2 e 1 7 1 a e 2 3 2 1 1 6 4 1 9 e e 7 f 2 6 d 9 1 9 1 e d d e 8 a 5 6 3 2 2 9 8 3 4 7 c d b 7 4 c 3 b 2 e 6 9 d _

c p p u i 2 5 3

} } ,� �
C V F - 4 6 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e d e r i v e d f r o m “ r o u n d s _ a m o u n t ” a n d

“ r o u n d s _ p e r _ r o w ” .� �
7 1 7 constexpr static const std::size_t rows_amount = 12;� �

3 7



C V F - 4 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e v a r i a b l e “ z ” i s n o t u s e d i n s i d e t h e l o o p .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s v a r i a b l e a n d i t e r a t i n g o v e r “ i ” v a l u e s i n s t e a d

l i k e t h i s : f o r ( s t d : s i z e _ t i = 0 ; i < g a t e s _ a m o u n t ; i + + ) .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
7 5 8 for (std::size_t z = 0; z < rounds_amount; z += rounds_per_row) {� �
C V F - 4 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h i s c o d e w o r k s o n l y f o r s t a t e _ s i z e = 3 .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g t h i s e x p l i c i t l y o r m a k e i t a l o o p .� �
7 8 2 for (int j = 0; j < state_size; j++) {

next_state[j] = state[0].pow(sbox_alpha) * mds[j][0] +

state[1].pow(sbox_alpha) * mds[j][1] +

state[2].pow(sbox_alpha) * mds[j][2] +

↪→ round_constant[(i - row) * 5][j];

}� �

3 8



C V F - 5 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e p o s e i d o n _ 1 5 _ w i r e s . h p p

D e s c r i p t i o n T h e c o d e d f r a g m e n t s t a r t i n g w i t h t h i s l i m e r e p e a t s “ r o u n d s _ p e r _ r o w ” t i m e s

w i t h s l i g h t m o d i f i c a t i o n s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a l o o p a n d / o r e x t r a c t i n g a f u n c t i o n t o m a k e t h e c o d e

s m a l l e r .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
7 8 2 for (int j = 0; j < state_size; j++) {� �� �
7 9 1 for (int j = 0; j < state_size; j++) {� �� �
8 0 0 for (int j = 0; j < state_size; j++) {� �� �
8 0 9 for (int j = 0; j < state_size; j++) {� �� �
8 1 8 for (int j = 0; j < state_size; j++) {� �
C V F - 5 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n .� �
3 2 #include <nil/marshalling/algorithms/pack.hpp>� �� �
3 4 #include <nil/crypto3/algebra/curves/vesta.hpp>

#include <nil/crypto3/algebra/curves/pallas.hpp>� �� �
3 7 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 9 #include <nil/crypto3/zk/blueprint/plonk.hpp>

4 0 #include <nil/crypto3/zk/assignment/plonk.hpp>

#include <nil/crypto3/zk/algorithms/generate_circuit.hpp>� �

3 9



C V F - 5 4 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n I t i s u n c l e a r w h a t t h i s c o m p o n e n t d o e s .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t .

C l i e n t C o m m e n t W e d o n o t c o n s i d e r i t a s a n i s s u e .� �
4 8 template<typename ArithmetizationType,

typename CurveType,

5 0 std::size_t ScalarSize,

std::size_t... WireIndexes>

class endo_scalar;� �
C V F - 5 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e n d o _ s c a l a r . h p p

R e c o m m e n d a t i o n T h i s i n i t i a l i z a t i o n i s r e d u n d a n t , a s t h e f i e l d i s r e i n i t i a l i z e d i n t h e c o n -

s t r u c t o r .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 3 6 var output = var(0, 0, false);� �
C V F - 5 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e e n d o _ s c a l a r . h p p

R e c o m m e n d a t i o n T h e s e v a r i a b l e s s h o u l d b e t u r n e d i n t o c o n s t a n t s .� �
1 7 2 std::size_t crumbs_per_row = 8;

std::size_t bits_per_crumb = 2;

std::size_t bits_per_row =� �

4 0



C V F - 5 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h i s i m p l i c i t l y a s s u m e s t h a t S c a l a r S i z e < = 2 5 5 .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y a s s e r t i n g t h i s f a c t .� �
1 8 3 std::array<bool, 255> bits_msb_all = nil::marshalling::pack<nil::

↪→ marshalling::option::big_endian>(integral_scalar, status);

std::copy(bits_msb_all.end() - ScalarSize, bits_msb_all.end(),

↪→ bits_msb.begin());� �
C V F - 5 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n H e r e “ S c a l a r S i z e ” l o w e s t b i t s a r e c o p i e d f r o m “ b i t s _ m s b _ a l l ” i n t o “ b i t s _ m s b ” ,

w h i l e o t h e r b i t s a r e i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y a s s e r t i n g t h a t i g n o r e d b i t s a r e z e r o .� �
1 8 4 std::copy(bits_msb_all.end() - ScalarSize, bits_msb_all.end(),

↪→ bits_msb.begin());� �
C V F - 5 9 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e e n d o _ s c a l a r . h p p

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ S c a l a r S i z e ” i n s t e a d o f “ b i t s _ m s b . s i z e ( ) ” .� �
1 9 0 for (std::size_t chunk_start = 0; chunk_start < bits_msb.size();

↪→ chunk_start += bits_per_row) {� �

4 1



C V F - 6 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h i s a s s u m e s t h a t “ S c a l a r S i z e ” i s a f a c t o r o f “ b i t s _ p e r _ r o w ” .

R e c o m m e n d a t i o n C o n s i d e r a s s e r t i n g t h i s f a c t e x p l i c i t l y .� �
1 9 0 for (std::size_t chunk_start = 0; chunk_start < bits_msb.size();

↪→ chunk_start += bits_per_row) {� �
C V F - 6 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h i s c o d e i s v a l i d o n l y w h e n “ b i t s _ p e r _ c r a m b ” i s 2 .

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g w i t h a l o o p .

C l i e n t C o m m e n t W e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 9 7 typename BlueprintFieldType::value_type b0 = static_cast<int>(

↪→ bits_msb[crumb + 1]);

typename BlueprintFieldType::value_type b1 = static_cast<int>(

↪→ bits_msb[crumb + 0]);� �

4 2



C V F - 6 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h e v a l u e s 1 1 / 6 , - 5 / 2 , 2 / 3 , 2 9 / 6 a n d - 7 / 2 a r e c a l c u l a t e d o n e v e r y f u n c t i o n

i n v o c a t i o n .

R e c o m m e n d a t i o n C o n s i d e r p r e c o m p u t i n g t h e m .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
2 4 0 return (F(11) * F(6).inversed()) * x + (-F(5) * F(2).inversed()) * x

↪→ * x +

(F(2) * F(3).inversed()) * x * x * x;� �� �
2 4 5 return -F::one() + (F(29) * F(6).inversed()) * x + (-F(7) * F(2).

↪→ inversed()) * x * x +

(F(2) * F(3).inversed()) * x * x * x;� �

4 3



C V F - 6 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e n d o _ s c a l a r . h p p

D e s c r i p t i o n T h e s e c o n s t r a i n t s a r e v e r y s i m i l a r .

R e c o m m e n d a t i o n C o n s i d e r e x t r a c t i n g a u t i l i t y f u n c t i o n t o a v o i d c o d e d u p l i c a t i o n .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
2 5 0 bp.add_constraint(var(W7, 0) * (var(W7, 0) - 1) * (var(W7, 0) - 2) *

↪→ (var(W7, 0) - 3));� �� �
2 5 2 bp.add_constraint(var(W8, 0) * (var(W8, 0) - 1) * (var(W8, 0) - 2) *

↪→ (var(W8, 0) - 3));� �� �
2 5 4 bp.add_constraint(var(W9, 0) * (var(W9, 0) - 1) * (var(W9, 0) - 2) *

↪→ (var(W9, 0) - 3));� �� �
2 5 6 bp.add_constraint(var(W10, 0) * (var(W10, 0) - 1) * (var(W10, 0) -

↪→ 2) * (var(W10, 0) - 3));� �� �
2 5 8 bp.add_constraint(var(W11, 0) * (var(W11, 0) - 1) * (var(W11, 0) -

↪→ 2) * (var(W11, 0) - 3));� �� �
2 6 0 bp.add_constraint(var(W12, 0) * (var(W12, 0) - 1) * (var(W12, 0) -

↪→ 2) * (var(W12, 0) - 3));� �� �
2 6 2 bp.add_constraint(var(W13, 0) * (var(W13, 0) - 1) * (var(W13, 0) -

↪→ 2) * (var(W13, 0) - 3));� �� �
2 6 4 bp.add_constraint(var(W14, 0) * (var(W14, 0) - 1) * (var(W14, 0) -

↪→ 2) * (var(W14, 0) - 3));� �

4 4



C V F - 6 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e l i m b s . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
3 5 #include <nil/marshalling/algorithms/pack.hpp>� �� �
3 7 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 9 #include <nil/crypto3/zk/blueprint/plonk.hpp>

4 0 #include <nil/crypto3/zk/assignment/plonk.hpp>

#include <nil/crypto3/zk/component.hpp>� �
C V F - 6 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e l i m b s . h p p

R e c o m m e n d a t i o n T h e “ s c a l a r ” v a l u e s h o u l d b e 2 ^ 6 4 r a t h e r t h a n 2 .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 2 7 typename BlueprintFieldType::value_type scalar = 2;

scalar = scalar.pow(64) * second_limb + first_limb;� �
C V F - 7 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e u n i f i e d _ a d d i t i o n . h p p

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t T h e f i l e s a r e n o t r e l a t e d t o t h e c i r c u i t d e s c r i p t i o n .� �
3 3 #include <nil/crypto3/zk/snark/arithmetization/plonk/

↪→ constraint_system.hpp>� �� �
3 5 #include <nil/crypto3/zk/blueprint/plonk.hpp>

#include <nil/crypto3/zk/assignment/plonk.hpp>

#include <nil/crypto3/zk/algorithms/generate_circuit.hpp>� �
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C V F - 7 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e u n i f i e d _ a d d i t i o n . h p p

D e s c r i p t i o n T h i s c o n s t a n t i s n o t u s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t C o n s t r a i n t i s u s e d b y a l g o r i t h m i n g e n e r a t e _ c i r c u i t . h p p .� �
8 3 constexpr static const std::size_t selector_seed = 0x0f01;� �
C V F - 7 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e u n i f i e d _ a d d i t i o n . h p p

D e s c r i p t i o n T h e e x p r e s s i o n “ P + Q ” i s a l r e a d y c a l c u l a t e d a n d i t s v a l u e i s s t o r e d i n t h e

v a r i a b l e “ R “ .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 6 7 assignment.witness(W4)[j] = (P + Q).X;

assignment.witness(W5)[j] = (P + Q).Y;� �
C V F - 7 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e u n i f i e d _ a d d i t i o n . h p p

D e s c r i p t i o n T h e e x p r e s s i o n “ Q . X - P . X ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t T h e i n f l u e n c e o f t h e s u b o p t i m a l i m p l e m e n t a t i o n o n t h e o v e r a l l p r e f o r -

m a n c e i s s o m i n o r t h a t w e d o n o t c o n s i d e r i t a s a n i s s u e .� �
1 8 5 assignment.witness(W10)[j] = (Q.Y - P.Y) / (Q.X - P.X);� �� �
1 8 9 assignment.witness(W8)[j] = (Q.X - P.X).inversed();� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e u n i f i e d _ a d d i t i o n . h p p

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t I t ’ s a b u g a n d c o p y c o n s t r a i n t s s h o u l d b e h e r e .� �
2 5 6 const std::size_t start_row_index) {

}� �
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