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C o n t e n t s

1 C h a n g e l o g 8

2 I n t r o d u c t i o n 9

3 P r o j e c t s c o p e 1 0

4 M e t h o d o l o g y 1 2

5 O u r f i n d i n g s 1 3

6 M a j o r I s s u e s 1 4

C V F - 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

7 M o d e r a t e I s s u e s 1 8

C V F - 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 1 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 2 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 2 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9



C V F - 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 3 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

8 M i n o r I s s u e s 3 4

C V F - 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 5 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 5 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 5 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 5 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 5 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 5 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 6 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 6 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 7 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9



C V F - 7 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 7 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 8 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 8 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 9 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 9 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 0 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 0 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 0 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 0 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 1 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8



C V F - 1 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 3 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 4 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 4 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 5 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 5 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 5 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 6 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 1 6 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 1 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4



C V F - 1 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 1 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 1 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 1 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 1 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 1 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 1 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 1 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 1 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 1 8 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 1 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 1 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 1 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 1 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 1 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 1 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 1 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 1 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 1 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 1 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 1 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 1 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 1 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 1 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 1 9 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 1 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 1 9 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 1 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 1 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 2 0 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 0 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 0 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 0 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 0 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 0 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 0 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 2 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 5

C V F - 2 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 5

C V F - 2 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 5

C V F - 2 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 6



C V F - 2 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 6

C V F - 2 1 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 6

C V F - 2 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 7

C V F - 2 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 7

C V F - 2 1 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 7

C V F - 2 2 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 8

C V F - 2 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 8

C V F - 2 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 9

C V F - 2 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 9

C V F - 2 2 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 0

C V F - 2 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 0

C V F - 2 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 0

C V F - 2 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 1

C V F - 2 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 1

C V F - 2 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 2



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 0 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a
С V F - 1 0 c l i e n t c o m m e n t r e -

m o v e d , p r o j e c t n a m e f i x e d

2 . 0 0 5 . 0 1 . 2 4 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

d a o /

D A O . s o l D A O C o n f i g . s o l P a r a m e t e r s . s o l

P r o p o s a l s . s o l

/

U p k e e p . s o l S i g n i n g T o o l s . s o l E x c h a n g e C o n f i g . s o l

A c c e s s M a n a g e r . s o l

d a o / i n t e r f a c e s /

I C a l l e d C o n t r a c t . s o l I D A O . s o l I D A O C o n f i g . s o l

I P r o p o s a l s . s o l

i n t e r f a c e s /

I A c c e s s M a n a g e r . s o l I E x c h a n g e C o n f i g . s o l I M a n a g e d W a l l e t . s o l

I S a l t . s o l I U p k e e p . s o l

l a u n c h /

A i r d r o p . s o l B o o t s t r a p B a l l o t . s o l I n i t i a l D i s t r i b u t i o n . s o l

l a u n c h / i n t e r f a c e s /

I A i r d r o p . s o l I B o o t s t r a p B a l l o t . s o l I I n i t i a l D i s t r i b u t i o n . s o l

1 0

https://github.com/othernet-global/salty-io/commit/75f6bfeae79464a867546ae47d3307d883b8b203
https://github.com/othernet-global/salty-io/commit/6876bbd8f01ca5de2bcf52d626bfc3a55b433eda


a r b i t r a g e /

A r b i t r a g e S e a r c h . s o l

p o o l s /

P o o l U t i l s . s o l P o o l S t a t s . s o l P o o l s C o n f i g . s o l

P o o l s . s o l P o o l M a t h . s o l

p o o l s / i n t e r f a c e s /

I P o o l S t a t s . s o l I P o o l s . s o l I P o o l s C o n f i g . s o l

p r i c e _ f e e d / i n t e r f a c e s /

I P r i c e A g g r e g a t o r . s o l I P r i c e F e e d . s o l

p r i c e _ f e e d /

C o r e C h a i n l i n k F e e d . s o l C o r e S a l t y F e e d . s o l C o r e U n i s w a p F e e d . s o l

P r i c e A g g r e g a t o r . s o l

r e w a r d s /

E m i s s i o n s . s o l R e w a r d s C o n f i g . s o l R e w a r d s E m i t t e r . s o l

S a l t R e w a r d s . s o l

r e w a r d s / i n t e r f a c e s /

I E m i s s i o n s . s o l I R e w a r d s C o n f i g . s o l I R e w a r d s E m i t t e r . s o l

I S a l t R e w a r d s . s o l

s t a b l e /

U S D S . s o l S t a b l e C o n f i g . s o l L i q u i d i z e r . s o l

C o l l a t e r a l A n d

L i q u i d i t y . s o l

s t a b l e / i n t e r f a c e s /

I U S D S . s o l I S t a b l e C o n f i g . s o l I L i q u i d i z e r . s o l

I C o l l a t e r a l A n d

L i q u i d i t y . s o l

s t a k i n g /

S t a k i n g R e w a r d s . s o l S t a k i n g C o n f i g . s o l S t a k i n g . s o l

L i q u i d i t y . s o l

s t a k i n g / i n t e r f a c e s /

I S t a k i n g R e w a r d s . s o l I S t a k i n g C o n f i g . s o l I S t a k i n g . s o l

I L i q u i d i t y . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 9 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d .

0 9

3 1 1

1 2 5 6 2

F i x e d 7 2 o u t o f 2 2 8 i s s u e s

1 3



6 M a j o r I s s u e s

C V F - 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i t y . s o l

D e s c r i p t i o n E a c h t o k e n b a l a n c e i s o b t a i n e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r o b t a i n i n g o n c e a n d r e u s i n g .� �
1 1 6 if ( tokenA.balanceOf( address(this) ) > startingBalanceA )

tokenA.safeTransfer( msg.sender, tokenA.balanceOf( address(

↪→ this) ) - startingBalanceA );� �� �
1 1 9 if ( tokenB.balanceOf( address(this) ) > startingBalanceB )

1 2 0 tokenB.safeTransfer( msg.sender, tokenB.balanceOf( address(

↪→ this) ) - startingBalanceB );� �
C V F - 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L i q u i d i t y . s o l

D e s c r i p t i o n U s i n g b a l a n c e c h a n g e s t o t e l l h o w m u c h t o k e n s w e r e ( o r w e r e n o t ) t r a n s f e r r e d

i s a b a d p r a c t i c e a s i t i s p r o n e t o r e e n t r a n c y a t t a c k s .

R e c o m m e n d a t i o n C o n s i d e r j u s t c a l c u l a t i n g t h e d i f f e r e n c e s b e t w e e n t h e o r i g i n a l m a x

a m o u n t s a n d t h e a c t u a l a d d e d a m o u n t s .� �
1 1 6 if ( tokenA.balanceOf( address(this) ) > startingBalanceA )� �� �
1 1 9 if ( tokenB.balanceOf( address(this) ) > startingBalanceB )� �

1 4



C V F - 1 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S a l t R e w a r d s . s o l

D e s c r i p t i o n I f t h e ” p r o f i t s F o r P o o l s ” a r r a y i s l o n g e r t h a n t h e ” p o o l I D s ” a r r a y , t h e r e m a i n i n g

v a l u e s i n t h e f o r m e r a r r a y w i l l b e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n c a s e t h e a r r a y s a r e o f d i f f e r e n t l e n g t h .� �
6 3 function _sendLiquidityRewards( uint256 liquidityRewardsAmount,

↪→ uint256 directRewardsForSaltUSDS, bytes32[] memory poolIDs,

↪→ uint256[] memory profitsForPools, uint256 totalProfits )

↪→ internal� �� �
1 0 9 function sendInitialSaltRewards( uint256 liquidityBootstrapAmount,

↪→ bytes32[] calldata poolIDs ) external� �� �
1 2 0 function performUpkeep( bytes32[] calldata poolIDs, uint256[]

↪→ calldata profitsForPools ) external� �
C V F - 1 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e P o o l M a t h . s o l

D e s c r i p t i o n T h e c o n s t r a i n t s e e m s i n c o r r e c t , a s i t l e a d s t o z 0 = r 0 .

C l i e n t C o m m e n t D o c u m e n t a t i o n u p d a t e d .� �
1 2 // Assuming z0 in excess, determine how much z0 should be swapped to

↪→ z1 first for z0/z1 = r0/z1 so that liquidity can be added� �
C V F - 1 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P o o l M a t h . s o l

R e c o m m e n d a t i o n C a l c u l a t i o n s w o u l d b e s i m p l e r a n d l e s s l i k e l y t o o v e r f l o w , i f t h e f o l l o w i n g

v a l u e s w o u l d b e u s e d : A = 1 B = 2 r 0 C = r 0 ( r 0 z 1 - r 1 z 0 ) / ( r 1 + z 1 )� �
1 0 1 A = r1 + z1

B = 2r0(r1 + z1)

C = r0(r0z1 - r1z0)� �

1 5



C V F - 1 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l M a t h . s o l

D e s c r i p t i o n R e d u c i n g p r e c i s i o n t o a f i x e d n u m b e r o f d e c i m a l s i s a b a d i d e a , a s t h e r e c o u l d

b e v e r y c h e a p t o k e n s o r v e r y e x p e n s i v e t o k e n s .

R e c o m m e n d a t i o n C o n s i d e r n o r m a l i z i n g t h e i n p u t v a l u e s t o c e r t a i n n u m b e r o f b i t s : 1 2 8

b i t s s h o u l d w o r k f i n e . C a l c u l a t e t h e i n d e x o f t h e m o s t s i g n i f i c a n t b i t i n m a x ( r e s e r v e 0 ,

z a p A m o u n t 0 ) . T h e n s h i f t b o t h , r e s e r v e 0 a n d z a p A m o u n t 0 , s o t h e i r m a x i m u m i s e x a c t l y

1 2 8 b i t s w i d e . D o t h e s a m e w i t h r e s e r v e 1 a n d z a p A m o u n t 1 . A f t e r c a l c u l a t i o n s , s h i f t t h e

r e s u l t b a c k .

C l i e n t C o m m e n t F i x e d a s s u g g e s t e d - t h o u g h I n e e d e d t o n o r m a l i z e t o 8 0 b i t s t o p r e v e n t

o v e r f l o w .� �
1 1 3 uint256 constant private REDUCED_DECIMALS = 6;� �
C V F - 1 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l M a t h . s o l

R e c o m m e n d a t i o n U s i n g s i g n e d t y p e s i s r e d u n d a n t . T h e o n l y l i n e w h e r e n e g a t i v e v a l u e

c o u l d a p p e a r i s t h i s o n e , b u t t a k i n g i n t o a c c o u n t t h e l o g i c i n s i d e ” _ d e t e r m i n e Z a p S w a -

p A m o u n t ” , C i s g u a r a n t e e d t o b e n e g a t i v e . S o , j u s t c a l c u l a t e - C i n s t e a d a s a n u n s i g n e d

i n t e g e r a n d u s e i t a p p r o p r i a t e l y : u i n t 2 5 6 C = r 0 * ( r 1 * z 0 - r 0 * z 1 ) ; u i n t 2 5 6 d i s c r i m i n a n t =

B * B + 4 * A * C ;� �
1 8 2 int256 C = r0 * ( r0 * z1 - r1 * z0 );� �
C V F - 1 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l S t a t s . s o l

D e s c r i p t i o n I n c a s e o f n o n e - e x i s t i n g p o o l , t h i s f u n c t i o n r e t u r n s z e r o , w h i c h i s a v a l i d p o o l

i n d e x . T h i s c o u l d m a k e e r r o r i n v e s t i g a t i o n s h a r d e r .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t A c o n s t a n t I N V A L I D _ P O O L _ I D v a l u e o f u i n t 6 4 . m a x i s n o w u s e d .� �
6 1 function _poolIndex( IERC20 tokenA, IERC20 tokenB, bytes32[] memory

↪→ poolIDs ) internal pure returns (uint64 index)� �

1 6



C V F - 2 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n T h i s s h o u l d n ’ t b e c a l c u l a t e d u n l e s s i s W h i t e l i s t e d ( p o o l I D 1 ) i s f a l s e .� �
1 5 0 bytes32 poolID2 = PoolUtils._poolIDOnly( token, weth );� �

1 7



7 M o d e r a t e I s s u e s

C V F - 1 . I N F O

• C a t e g o r y F l a w • S o u r c e P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n I n c a s e o n e p r i c e i s z e r o , i t i s p o s s i b l e t h a t t h i s z e r o p r i c e c o u l d p a r t i c i p a t e i n

t h e s m a l l e s t p r i c e d i f f , w h i c h c o u l d l e a d t o a w e i r d r e s u l t .

R e c o m m e n d a t i o n C o n s i d e r t h e f o l l o w i n g v a l u e s : p r i c e 1 = 0 , p r i c e 2 = 2 , p r i c e 3 = 4 . T h e n ,

p r i c e A w i l l b e 0 a n d p r i c e B w i l l b e 2 . C o n s i d e r n e v e r r e t u r n i n g a z e r o p r i c e .

C l i e n t C o m m e n t I t i s n o t p o s s i b l e f o r a z e r o p r i c e t o m i s t a k i n g l y b e u s e d b y t h e p r i c e

a g g r e g a t o r i n r e s u l t i n g a g g r e g a t e d p r i c e .

T h e p r i c e a g g r e g a t o r r e q u i r e s t h a t t h e t w o c l o s e s t p r i c e s a r e w i t h i n a d e f a u l t 3 % o f e a c h

o t h e r ( b o u n d b e t w e e n 1 % a n d 7 % ) f o r t h e p r i c e t o b e v a l i d .

U n d e r t h a t r e s t r i c t i o n t h e r e i s n o p o s s i b i l i t y t h a t v a l i d p r i c e B a n d p r i c e C v a l u e s w i l l b e

c l o s e r t o z e r o t h a n t o e a c h o t h e r .

T h e o n l y w a y z e r o c o u l d b e c l o s e r t o p r i c e B o r p r i c e C w o u l d b e i f p r i c e C i s a t l e a s t 2 *

p r i c e B ( o r v i s a v e r s a ) . T h a t t h e n i s w e l l b e y o n d t h e d e f a u l t 3 % r e q u i r e m e n t .

U n d e r t h a t s i t u a t i o n t h e p r i c e a g g r e g a t o r r e v e r s w i t h a n i n v a l i d p r i c e - a s i t s h o u l d .� �
1 3 2 if ( ( diff12 <= diff13 ) && ( diff12 <= diff23 ) )

(priceA, priceB) = (price1, price2);

else if ( ( diff13 <= diff12 ) && ( diff13 <= diff23 ) )

(priceA, priceB) = (price1, price3);

else if ( ( diff23 <= diff12 ) && ( diff23 <= diff13 ) )

(priceA, priceB) = (price2, price3);� �
C V F - 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I S t a k i n g R e w a r d s . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s i d e n t i c a l t o t h e f u n c t i o n d e c l a r e d i n t h e “ I R e w a r d s E m i t t e r ”

i n t e r f a c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d s u c h d u p l i c a t i o n s .� �
2 2 function addSALTRewards( AddedReward[] calldata addedRewards )

↪→ external;� �

1 8



C V F - 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g C o n f i g . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t E v e n t e m i s s i o n w h e n p a r a m e t e r s a r e a l r e a d y a t t h e e d g e o f t h e a l l o w e d

r a n g e i s a c c e p t a b l e .� �
4 7 emit MinUnstakeWeeksChanged(minUnstakeWeeks);� �� �
6 4 emit MaxUnstakeWeeksChanged(maxUnstakeWeeks);� �� �
8 1 emit MinUnstakePercentChanged(minUnstakePercent);� �� �
9 8 emit ModificationCooldownChanged(modificationCooldown);� �
C V F - 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g C o n f i g . s o l

D e s c r i p t i o n H e r e v a l u e s , j u s t w r i t t e n i n t o t h e s t o r a g e , a r e r e a d b a c k .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e s .

C l i e n t C o m m e n t A c c e p t a b l e c o n s i d e r i n g i n f r e q u e n c y o f t h e c a l l .� �
4 7 emit MinUnstakeWeeksChanged(minUnstakeWeeks);� �� �
6 4 emit MaxUnstakeWeeksChanged(maxUnstakeWeeks);� �� �
8 1 emit MinUnstakePercentChanged(minUnstakePercent);� �� �
9 8 emit ModificationCooldownChanged(modificationCooldown);� �

1 9



C V F - 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S t a b l e C o n f i g . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t E v e n t e m i s s i o n w h e n p a r a m e t e r s a r e a l r e a d y a t t h e e d g e o f t h e a l l o w e d

r a n g e i s a c c e p t a b l e .� �
6 3 emit RewardPercentForCallingLiquidationChanged(

↪→ rewardPercentForCallingLiquidation);� �� �
8 0 emit MaxRewardValueForCallingLiquidationChanged(

↪→ maxRewardValueForCallingLiquidation);� �� �
9 7 emit MinimumCollateralValueForBorrowingChanged(

↪→ minimumCollateralValueForBorrowing);� �� �
1 1 4 emit InitialCollateralRatioPercentChanged(

↪→ initialCollateralRatioPercent);� �� �
1 3 4 emit MinimumCollateralRatioPercentChanged(

↪→ minimumCollateralRatioPercent);� �� �
1 5 1 emit PercentArbitrageProfitsForStablePOLChanged(

↪→ percentArbitrageProfitsForStablePOL);� �

2 0



C V F - 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a b l e C o n f i g . s o l

D e s c r i p t i o n H e r e a v a l u e j u s t w r i t t e n i n t o t h e s t o r a g e i s r e a d b a c k .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e .

C l i e n t C o m m e n t A c c e p t a b l e c o n s i d e r i n g i n f r e q u e n c y o f t h e c a l l .� �
6 3 emit RewardPercentForCallingLiquidationChanged(

↪→ rewardPercentForCallingLiquidation);� �� �
8 0 emit MaxRewardValueForCallingLiquidationChanged(

↪→ maxRewardValueForCallingLiquidation);� �� �
9 7 emit MinimumCollateralValueForBorrowingChanged(

↪→ minimumCollateralValueForBorrowing);� �� �
1 1 4 emit InitialCollateralRatioPercentChanged(

↪→ initialCollateralRatioPercent);� �� �
1 3 4 emit MinimumCollateralRatioPercentChanged(

↪→ minimumCollateralRatioPercent);� �� �
1 5 1 emit PercentArbitrageProfitsForStablePOLChanged(

↪→ percentArbitrageProfitsForStablePOL);� �

2 1



C V F - 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

D e s c r i p t i o n U s u a l l y , s u c h f u n c t i o n a l i t y i s i m p l e m e n t e d o f f - c h a i n , b y a n a l y z i n g c o n t r a c t ’s

e v e n t l o g a n d s t o r a g e . H a v i n g i t o n - c h a i n s e e m s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s f u n c t i o n a l i t y f r o m s m a r t c o n t r a c t t o r e d u c e i t s

s i z e .

C l i e n t C o m m e n t O f f - c h a i n l i q u i d a t a b l e u s e r s e a r c h c a n b e a d d e d l a t e r a s w e l l i f d e e m e d

m o r e e f f i c i e n t .� �
3 1 4 function findLiquidatableUsers( uint256 startIndex, uint256 endIndex

↪→ ) public view returns (address[] memory)� �� �
3 4 8 function findLiquidatableUsers() external view returns (address[]

↪→ memory)� �
C V F - 1 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n I t i s p o s s i b l e t o r e d u c e t h e l e n g t h o f a n i n - m e m o r y a r r a y w i t h o u t

a l l o c a t i n g a n e w a r r a y . J u s t o v e r w r i t e t h e l e n g t h v i a a n a s s e m b l y b l o c k .� �
3 4 0 address[] memory resizedLiquidatableUsers = new address[](count);

for ( uint256 i = 0; i < count; i++ )

resizedLiquidatableUsers[i] = liquidatableUsers[i];� �
C V F - 1 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I R e w a r d s E m i t t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s i d e n t i c a l t o t h e f u n c t i o n d e c l a r e d i n t h e “ I S t a k i n g R e w a r d s ”

i n t e r f a c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d s u c h d u p l i c a t i o n s .� �
9 function addSALTRewards( AddedReward[] calldata addedRewards )

↪→ external;� �

2 2



C V F - 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d s C o n f i g . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t E v e n t e m i s s i o n w h e n p a r a m e t e r s a r e a l r e a d y a t t h e e d g e o f t h e a l l o w e d

r a n g e i s a c c e p t a b l e .� �
4 9 emit RewardsEmitterDailyPercentChanged(

↪→ rewardsEmitterDailyPercentTimes1000);� �� �
6 5 emit EmissionsWeeklyPercentChanged(emissionsWeeklyPercentTimes1000);� �� �
8 2 emit StakingRewardsPercentChanged(stakingRewardsPercent);� �� �
9 9 emit PercentRewardsSaltUSDSChanged(percentRewardsSaltUSDS);� �
C V F - 1 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d s C o n f i g . s o l

D e s c r i p t i o n H e r e v a l u e s , j u s t w r i t t e n i n t o t h e s t o r a g e a r e r e a d b a c k a g a i n .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e s .

C l i e n t C o m m e n t A c c e p t a b l e c o n s i d e r i n g i n f r e q u e n c y o f t h e c a l l .� �
4 9 emit RewardsEmitterDailyPercentChanged(

↪→ rewardsEmitterDailyPercentTimes1000);� �� �
6 5 emit EmissionsWeeklyPercentChanged(emissionsWeeklyPercentTimes1000);� �� �
8 2 emit StakingRewardsPercentChanged(stakingRewardsPercent);� �� �
9 9 emit PercentRewardsSaltUSDSChanged(percentRewardsSaltUSDS);� �

2 3



C V F - 2 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n T h e e v e n t i s e m i t t e d e v e n i f t h e p o o l w a s n ’ t w h i t e l i s t e d .

C l i e n t C o m m e n t O n l y t h e D A O c a n u n w h i t e l i s t , a n d p r o p o s i n g a t o k e n u n w h i t e l i s t i n g w i t h i n

t h e D A O f i r s t c h e c k s t h a t t h e t o k e n i s w h i t e l i s t e d ( s e e P r o p o s a l s . p r o p o s e T o k e n U n w h i t e l i s t -

i n g ) - m e a n i n g t h i s f u n c t i o n s h o u l d o n l y b e c a l l e d w i t h u n w h i t e l i s t e d t o k e n s .� �
7 3 emit PoolUnwhitelisted(address(tokenA), address(tokenB));� �
C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t E v e n t e m i s s i o n w h e n p a r a m e t e r s a r e a l r e a d y a t t h e e d g e o f t h e a l l o w e d

r a n g e i s a c c e p t a b l e .� �
9 0 emit MaximumWhitelistedPoolsChanged(maximumWhitelistedPools);� �� �
1 0 7 emit maximumInternalSwapPercentTimes1000Changed(

↪→ maximumInternalSwapPercentTimes1000);� �
C V F - 2 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n H e r e t h e v a l u e s j u s t w r i t t e n i n t o t h e s t o r a g e a r e r e a d b a c k a g a i n .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e s .

C l i e n t C o m m e n t A c c e p t a b l e c o n s i d e r i n g i n f r e q u e n c y o f t h e c a l l .� �
9 0 emit MaximumWhitelistedPoolsChanged(maximumWhitelistedPools);� �� �
1 0 7 emit maximumInternalSwapPercentTimes1000Changed(

↪→ maximumInternalSwapPercentTimes1000);� �
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C V F - 2 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l U t i l s . s o l

D e s c r i p t i o n T h i s i s n o t a v a l u e , b u t r a t h e r a t o k e n a m o u n t . T h e r e a l v a l u e d e p e n d s o n t h e

t o k e n p r i c e , a n d f o r e x t r e m e l y e x p e n s i v e t o k e n s t h e v a l u e c o u l d b e s i g n i f i c a n t . A l s o , w h i l e

m o s t o f t h e t o k e n s u s e 1 8 d e c i m a l s , t h e r e a r e v e r y p o p u l a r t o k e n s w i t h m u c h l e s s d e c i m a l

p l a c e s , s u c h a s U S D T .

R e c o m m e n d a t i o n C o n s i d e r u s i n g d i f f e r e n t d u s t t h r e s h o l d s f o r d i f f e r e n t t o k e n s o r n o t

u s i n g t h e d u s t c o n c e p t a t a l l .

C l i e n t C o m m e n t T h e l i m i t a t i o n i s a c c e p t a b l e . W i t h U S D T ’s 6 d e c i m a l s D U S T h a s a v a l u e

o f $ 0 . 0 0 0 1 . W i t h W B T C ’s 8 d e c i m a l s , a B T C p r i c e o f $ 1 m i l l i o n w o u l d y i e l d a D U S T v a l u e o f

$ 1 - w h i c h i s a l s o a c c e p t a b l e .� �
1 1 // Token reserves less than dust are treated as if they don't exist

↪→ at all.

// With the 18 decimals that are used for most tokens, DUST has a

↪→ value of 0.0000000000000001

uint256 constant public DUST = 100;� �
C V F - 2 5 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P o o l U t i l s . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .

C l i e n t C o m m e n t P o o l r e s e r v e s a r e s t o r e d a s u i n t 1 2 8 , s o t h e m u l t i p l i c a t i o n w o n ’ t o v e r f l o w

a s m a x i m u m I n t e r n a l S w a p P e r c e n t T i m e s 1 0 0 0 h a s a m a x i m u m a l l o w a b l e v a l u e o f 2 0 0 0 .� �
6 1 uint256 maxAmountIn = reservesIn *

↪→ maximumInternalSwapPercentTimes1000 / (100000);� �
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C V F - 2 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P a r a m e t e r s . s o l

D e s c r i p t i o n A l i n e a r s e q u e n c e o f c o n d i t i o n a l o p e r a t o r i s i n e f f i c i e n t ( O ( n ) c o m p l e x i t y ) .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a b i n a r y d e c i s i o n t r e e ( O ( l n n ) c o m p l e x i t y ) .

C l i e n t C o m m e n t A c c e p t a b l e c o n s i d e r i n g t h e i n f r e q u e n c y o f t h e c a l l .� �
6 0 if ( parameterType == ParameterTypes.maximumWhitelistedPools )� �� �
6 2 else if ( parameterType == ParameterTypes.

↪→ maximumInternalSwapPercentTimes1000 )� �� �
6 6 else if ( parameterType == ParameterTypes.minUnstakeWeeks )� �� �
6 8 else if ( parameterType == ParameterTypes.maxUnstakeWeeks )� �� �
7 0 else if ( parameterType == ParameterTypes.minUnstakePercent )� �� �
7 2 else if ( parameterType == ParameterTypes.modificationCooldown )� �� �
7 6 else if ( parameterType == ParameterTypes.

↪→ rewardsEmitterDailyPercentTimes1000 )� �� �
7 8 else if ( parameterType == ParameterTypes.

↪→ emissionsWeeklyPercentTimes1000 )� �� �
8 0 else if ( parameterType == ParameterTypes.stakingRewardsPercent )� �� �
8 2 else if ( parameterType == ParameterTypes.percentRewardsSaltUSDS )� �� �
8 6 else if ( parameterType == ParameterTypes.

↪→ rewardPercentForCallingLiquidation )� �� �
8 8 else if ( parameterType == ParameterTypes.

↪→ maxRewardValueForCallingLiquidation )� �� �
9 0 else if ( parameterType == ParameterTypes.

↪→ minimumCollateralValueForBorrowing )� �
( 9 2 , 9 4 , 9 6 , 1 0 0 , 1 0 2 , 1 0 4 , 1 0 6 , 1 0 8 , 1 1 0 , 1 1 2 , 1 1 4 , 1 1 8 , 1 2 0 )
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C V F - 2 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D A O . s o l

D e s c r i p t i o n I n c a s e o f u n k n o w n b a l l o t t y p e t h i s f u n c t i o n s i l e n t l y d o e s n o t h i n g .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t A c c e p t a b l e a s a N O O P s o t h a t t h e f i n a l i z e d b a l l o t c a n b e r e m o v e d f r o m

t h e q u e u e . R e v e r s i o n w o u l d c a u s e i n c o r r e c t b a l l o t s t o r e m a i n s t u c k .� �
1 6 6 function _executeApproval( Ballot memory ballot ) internal� �
C V F - 2 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

D e s c r i p t i o n T h i s c h e c k i s p e r f o r m e d e v e n w h e n ” b a l l o t N a m e ” a l r e a d y e n d s w i t h ” _ c o n f i r m ” ,

w h i c h d o e s n ’ t m a k e m u c h s e n s e .

R e c o m m e n d a t i o n C o n s i d e r n o t p e r f o r m i n g t h e c h e c k i n s u c h a c a s e .

C l i e n t C o m m e n t B a l l o t s c a n n o t e n d i n ” _ c o n f i r m ” u n l e s s t h e y a r e c r e a t e d i n c r e a t e C o n f i r -

m a t i o n P r o p o s a l . T h i s c h e c k i s i m p o r t a n t t o p r e v e n t d u p l i c a t i o n o f a b a l l o t t h a t i s a l r e a d y

b e i n g c o n f i r m e d .� �
1 0 8 require( openBallotsByName[ string.concat(ballotName, "_confirm")]

↪→ == 0, "Cannot create a proposal for a ballot with a secondary 

↪→ confirmation" );� �
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C V F - 2 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

D e s c r i p t i o n T h i s c h e c k d o e s n ’ t m a k e m u c h s e n s e , a s t o t a l s u p p l y o f a t o k e n m a y c h a n g e

o v e r t i m e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e c h e c k .

C l i e n t C o m m e n t W h i l e t h e t o t a l s u p p l y m a y c h a n g e o v e r t i m e i t s t i l l p r o v i d e s s o m e m e a s u r e

o f p r o t e c t i o n f o r t o k e n s t h a t a l r e a d y h a v e a n e x c e s s i v e l y l a r g e s u p p l y .� �
1 7 0 require( token.totalSupply() < type(uint112).max, "Token supply 

↪→ cannot exceed uint112.max" ); // 5 quadrillion max supply with

↪→ 18 decimals of precision� �
C V F - 3 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e U p k e e p . s o l

D e s c r i p t i o n U s i n g t h e d e n o m i n a t o r 1 0 0 l e a d s t o q u i t e c o a r s e p r e c i s i o n . I t a l l o w s s p e c i f y i n g

r e w a r d o f 5 % o r 6 % , b u t n o t 5 . 5 % .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i g g e r d e n o m i n a t o r , s u c h a s 1 0 0 0 0 ( f o r b a s i s p o i n t s ) o r

1 e 1 8 .

C l i e n t C o m m e n t F o r u p k e e p R e w a r d P e r c e n t , 1 % t o 1 0 % w i t h a n a d j u s t m e n t o f 1 % i s a c -

c e p t a b l e .

F o r p e r c e n t A r b i t r a g e P r o f i t s F o r S t a b l e P O L , 1 % t o 1 0 % w i t h a n a d j u s t m e n t o f 1 % i s a c c e p t -

a b l e .

F o r a r b i t r a g e P r o f i t s P e r c e n t P O L , 1 5 % t o 4 5 % w i t h a n a d j u s t m e n t o f 5 % i s a c c e p t a b l e .� �
1 3 0 uint256 rewardAmount = withdrawnAmount * daoConfig.

↪→ upkeepRewardPercent() / 100;� �� �
1 6 3 uint256 amountOfWETH = wethBalance * stableConfig.

↪→ percentArbitrageProfitsForStablePOL() / 100;� �� �
1 7 6 uint256 amountOfWETH = wethBalance * daoConfig.

↪→ arbitrageProfitsPercentPOL() / 100;� �� �
3 0 0 return daoWETH * daoConfig.upkeepRewardPercent() / 100;� �
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C V F - 3 1 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e A r b i t r a g e S e a r c h . s o l

D e s c r i p t i o n O v e r f l o w s a n d u n d e r f l o w s a r e p o s s i b l e i n s i d e t h e s e u n c h e c k e d b l o c k .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r u s i n g c h e c k e d m a t h o r c l e a r l y e x p l a i n i n g f o r e a c h

o p e r a t i o n w h y i t i s s a f e e v e n w i t h i n u n c h e c k e d b l o c k .

C l i e n t C o m m e n t T h e c o d e c a n s a f e l y b e m a d e u n c h e c k e d a s t h e f u n c t i o n a l i t y f o r t h e

f o u n d b e s t A r b A m o u n t I n i s d u p l i c a t e d e x a c t l y i n P o o l s . _ a r b i t r a g e w i t h o v e r f l o w c h e c k s

k e p t i n p l a c e .

I f a n y o v e r f l o w s o c c u r a s a r e s u l t o f t h e c a l c u l a t i o n s i n t h e u n c h e c k e d A r b i t r a g e S e a r c h

c o d e t h e y w i l l r e v e r t i n t h e P o o l s . _ a r b i t r a g e c o d e .� �
6 7 unchecked� �� �
1 0 5 unchecked� �
C V F - 3 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a k i n g R e w a r d s . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o ” u i n t 1 2 8 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t A c c e p t a b l e a s t h e v i r t u a l R e w a r d s t o k e n i s S A L T a n d t h e m a x i m u m s u p p l y

o f S A L T i s 1 0 0 m i l l i o n . v i r t u a l R e w a r d s c a n n e v e r e x c e e d t h a t .� �
8 7 user.virtualRewards += uint128(virtualRewardsToAdd);

totalRewards[poolID] += uint128(virtualRewardsToAdd);� �� �
9 2 user.userShare += uint128(increaseShareAmount);� �
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C V F - 3 3 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a k i n g R e w a r d s . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o ” u i n t 1 2 8 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t A c c e p t a b l e a s t h e v i r t u a l R e w a r d s t o k e n i s S A L T a n d t h e m a x i m u m s u p p l y

o f S A L T i s 1 0 0 m i l l i o n . v i r t u a l R e w a r d s c a n n e v e r e x c e e d t h a t .� �
1 2 9 user.userShare -= uint128(decreaseShareAmount);

1 3 0 user.virtualRewards -= uint128(virtualRewardsToRemove);� �
C V F - 3 4 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e C o r e U n i s w a p F e e d . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o ” u i n t 5 6 ” a n d t h e n t o ” i n t 5 6 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t A c c e p t a b l e a s t h e v i r t u a l R e w a r d s t o k e n i s S A L T a n d t h e m a x i m u m s u p p l y

o f S A L T i s 1 0 0 m i l l i o n . v i r t u a l R e w a r d s c a n n e v e r e x c e e d t h a t .

L i q u i d i t y i s m e a s u r e d a s a m o u n t T o k e n 1 + a m o u n t T o k e n 2 a n d p r a c t i c a l l y w i l l n o t e x c e e d

u i n t 1 2 8 .� �
6 7 int24 tick = int24((tickCumulatives[1] - tickCumulatives[0]) / int56

↪→ (uint56(twapInterval)));� �

3 0



C V F - 3 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n T h e c h e c k c a n b e b y p a s s e d i f ‘ _ p r i c e F e e d 1 ‘ i s 0 .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g t h i s f e a t u r e o r d i s a b l e i t .

C l i e n t C o m m e n t I t ’ s o n l y v a l i d t o s e t t h e i n i t i a l f e e d s i f t h e y h a v e n e v e r b e e n s e t b e f o r e .

T h i s i s t r e a t e d a s a s a n i t y c h e c k t o m a k e s u r e t h a t t h e p r i c e f e e d s c a n ’ t a l l b e s e t a t o n c e .� �
3 7 function setInitialFeeds( IPriceFeed _priceFeed1, IPriceFeed

↪→ _priceFeed2, IPriceFeed _priceFeed3 ) public onlyOwner� �� �
3 9 require( address(priceFeed1) == address(0), "setInitialFeeds

↪→ () can only be called once" );� �
C V F - 3 6 . I N F O

• C a t e g o r y F l a w • S o u r c e P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n I n c a s e o f a n i n v a l i d ” p r i c e F e e d N u m ” v a l u e , t h i s f u n c t i o n d o e s n ’ t s e t a n y

p r i c e f e e d s , b u t s t i l l u p d a t e s t h e ” s e t P r i c e F e e d C o o l d o w n E x p i r a t i o n ” v a r i a b l e a n d e m i t s

t h e ” P r i c e F e e d S e t ” e v e n t .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t P r a c t i c a l l y s p e a k i n g , t h i s m e t h o d c a n o n l y b e c a l l e d w i t h t h e v a l i d i n d i c i e s

a s i t i s o n l y c a l l a b l e b y D A O . _ e x e c u t e S e t C o n t r a c t ( ) c a n t h e c o r r e c t a r g u m e n t s a r e m a d e i n

t h o s e c a l l s .� �
4 7 function setPriceFeed( uint256 priceFeedNum, IPriceFeed newPriceFeed

↪→ ) public onlyOwner� �� �
6 0 setPriceFeedCooldownExpiration = block.timestamp +

↪→ setPriceFeedCooldown;

emit PriceFeedSet(priceFeedNum, address(newPriceFeed));� �
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C V F - 3 7 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e P o o l s . s o l

R e c o m m e n d a t i o n S i t u a t i o n w h e n o n e o f t h e r e s e r v e s i s l e s s t h a n d u s t , b u t t h e o t h e r i s n ’ t

s h o u l d e i t h e r b e h a n d l e d s e p a r a t e l y , o f t h e r e s h o u l d b e a c l e a r e x p l a n a t i o n , w h y i t c o u l d

b e t r e a t e d a s a n e m p t y p o o l .

C l i e n t C o m m e n t R e s e r v e s c a n o n l y b e l e s s t h a n D U S T w h e n n o l i q u i d i t y h a s b e e n p r e v i -

o u s l y a d d e d . A f t e r w a r d s s w a p s a n d r e m o v e l i q u i d i t y b o t h r e v e r t i f e i t h e r o f t h e r e s u l t i n g

r e s e r v e s a r e l e s s t h a n D U S T . A s s u c h , t h e r e s e r v e s c a n s i m p l y b e c h e c k e d t o s e e i f e i t h e r

i s z e r o ( r a t h e r t h a n l e s s t h a n D U S T ) .� �
9 9 // If either reserve is less than dust then consider the pool to be

↪→ empty and that the added liquidity will become the initial

↪→ token ratio

1 0 0 if ( ( reserve0 < PoolUtils.DUST ) || ( reserve1 < PoolUtils.DUST )

↪→ )� �
C V F - 3 8 . I N F O

• C a t e g o r y F l a w • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h e p o o l i s n ’ t a l r e a d y w h i t e l i s t e d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g s u c h a c h e c k .

C l i e n t C o m m e n t O n l y t h e D A O c a n c a l l w h i t e l i s t P o o l , a n d P r o p o s a l s . p r o p o s e T o k e n W h i t e l i s t -

i n g f i r s t c h e c k s t o m a k e s u r e t h e t o k e n i s n o t a l r e a d y w h i t e l i s t e d .� �
5 3 _whitelist.add(poolID);� �
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C V F - 3 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B o o t s t r a p B a l l o t . s o l

D e s c r i p t i o n T h e s i g n e d m e s s a g e d o e s n ’ t i n c l u d e t h e c o n t r a c t a d d r e s s a s w e l l a s t h e

p u r p o s e o f t h e s i g n e d m e s s a g e . T h i s c o u l d m a k e r e p l a y a t t a c k p o s s i b l e .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y i m p l e m e n t i n g E R C - 7 1 2 .

C l i e n t C o m m e n t A c c e p t a b l e a s t h e c o n t r a c t a d d r e s s i s i m m u t a b l e a n d t h e r e i s o n l y o n e

s i g n e d f u n c t i o n u s e d b y t h e c o n t r a c t .� �
5 3 bytes32 messageHash = keccak256(abi.encodePacked(block.chainid, msg.

↪→ sender));� �
C V F - 4 0 . I N F O

• C a t e g o r y F l a w • S o u r c e P a r a m e t e r s . s o l

D e s c r i p t i o n F o r a n u n k n o w n p a r a m e t e r t y p e t h i s f u n c t i o n s i l e n t l y d o e s n o t h i n g .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t A c c e p t a b l e a s a N O O P s o t h a t t h e f i n a l i z e d b a l l o t c a n b e r e m o v e d f r o m

t h e q u e u e . R e v e r s i o n w o u l d c a u s e i n c o r r e c t b a l l o t s t o r e m a i n s t u c k .� �
5 7 function _executeParameterChange( ParameterTypes parameterType, bool

↪→ increase, IPoolsConfig poolsConfig, IStakingConfig

↪→ stakingConfig, IRewardsConfig rewardsConfig, IStableConfig

↪→ stableConfig, IDAOConfig daoConfig, IPriceAggregator

↪→ priceAggregator ) internal� �
C V F - 4 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

D e s c r i p t i o n T h i s v a l u e s h o u l d b e r o u n d e d u p , r a t h e r t h a n d o w n . C u r r e n t l y , e v e n n o n - z e r o

” t o t a l S t a k e d ” c o u l d l e a d t o z e r o ” r e q u i r e d X S a l t ” .

C l i e n t C o m m e n t N o n - z e r o c h e c k n o w m a d e o n r e q u i r e d X S a l t r a t h e r t h a n t o t a l S t a k e d .� �
9 7 uint256 requiredXSalt = ( totalStaked * daoConfig.

↪→ requiredProposalPercentStakeTimes1000() ) / ( 100 * 1000 );� �

3 3



8 M i n o r I s s u e s

C V F - 4 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e S e a r c h . s o l

D e s c r i p t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r m i g r a t i n g t o n e w e r

v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” . A l s o r e l e v a n t f o r : I S t a k i n g R e w a r d s . s o l ,

I L i q u i d i t y . s o l , I S t a k i n g . s o l , I S t a k i n g C o n f i g . s o l , S t a k i n g R e w a r d s . s o l , L i q u i d i t y . s o l , S t a k -

i n g . s o l , S t a k i n g C o n f i g . s o l , I L i q u i d i z e r . s o l , I C o l l a t e r a l A n d L i q u i d i t y . s o l , I U S D S . s o l , I S t a b l e -

C o n f i g . s o l , L i q u i d i z e r . s o l , S t a b l e C o n f i g . s o l , U S D S . s o l , C o l l a t e r a l A n d L i q u i d i t y . s o l , I R e -

w a r d s E m i t t e r . s o l , I S a l t R e w a r d s . s o l , I E m i s s i o n s . s o l , I R e w a r d s C o n f i g . s o l , E m i s s i o n s . s o l ,

R e w a r d s C o n f i g . s o l , R e w a r d s E m i t t e r . s o l , S a l t R e w a r d s . s o l , I P r i c e F e e d . s o l , I P r i c e A g g r e g a -

t o r . s o l , C o r e C h a i n l i n k F e e d . s o l , C o r e S a l t y F e e d . s o l , C o r e U n i s w a p F e e d . s o l , P r i c e A g g r e g a -

t o r . s o l , I P o o l S t a t s . s o l , I P o o l s . s o l , I P o o l s C o n f i g . s o l , P o o l M a t h . s o l , P o o l S t a t s . s o l , P o o l s . s o l ,

P o o l s C o n f i g . s o l , P o o l U t i l s . s o l , I B o o t s t r a p B a l l o t . s o l , I I n i t i a l D i s t r i b u t i o n . s o l , I A i r d r o p . s o l , A i r -

d r o p . s o l , B o o t s t r a p B a l l o t . s o l , I n i t i a l D i s t r i b u t i o n . s o l , I A c c e s s M a n a g e r . s o l , I S a l t . s o l , I U p -

k e e p . s o l , I M a n a g e d W a l l e t . s o l , I E x c h a n g e C o n f i g . s o l , I C a l l e d C o n t r a c t . s o l , I D A O . s o l , I D A O -

C o n f i g . s o l , I P r o p o s a l s . s o l , P a r a m e t e r s . s o l , D A O . s o l , D A O C o n f i g . s o l , U p k e e p . s o l , S i g n i n g -

T o o l s . s o l , A c c e s s M a n a g e r . s o l , E x c h a n g e C o n f i g . s o l .

C l i e n t C o m m e n t E x a c t c o m p i l e r v e r s i o n s p e c i f i e d a s a n i n d i c a t i o n t h a t t h i s i s w h a t w a s

a c t u a l l y e x t e n s i v e l y t e s t e d - i n t h e e v e n t t h a t f u t u r e v e r s i o n s i n t r o d u c e u n f o r e s e e n i n c o n -

s i s t e n c i e s .� �
2 pragma solidity =0.8.22;� �
C V F - 4 4 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e A r b i t r a g e S e a r c h . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s “ 0 . 0 0 1 e 1 8 ” .� �
1 6 uint256 constant public MIDPOINT_PRECISION = 10**15; // .001 ETH

↪→ precision for arb search� �

3 4



C V F - 4 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A r b i t r a g e S e a r c h . s o l

D e s c r i p t i o n H e r e t h e s a m e c o n t r a c t i s c a l l e d t h r e e t i m e s i n a r o w , w h i c h i s i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r m e r g i n g t h e s e t h r e e c a l l s i n t o a s i n g l e c a l l .

C l i e n t C o m m e n t A c c e p t a b l e a s i t ’ s o n l y d o n e o n c e i n t h e c o n s t r u c t o r .� �
2 4 wbtc = _exchangeConfig.wbtc();

weth = _exchangeConfig.weth();

salt = _exchangeConfig.salt();� �
C V F - 4 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A r b i t r a g e S e a r c h . s o l

R e c o m m e n d a t i o n i f ( s w a p T o k e n O u t = = w e t h ) { i f ( s w a p T o k e n I n = = w b t c ) r e t u r n ( w b t c ,

s a l t ) ; e l s e r e t u r n ( s w a p T o k e n I n , w b t c ) ; }

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
3 7 if ( address(swapTokenIn) == address(wbtc))

if ( address(swapTokenOut) == address(weth))

return (wbtc, salt);� �� �
5 4 if ( address(swapTokenOut) == address(weth))

return (swapTokenIn, wbtc);� �

3 5



C V F - 4 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A r b i t r a g e S e a r c h . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a n d s i m p l i f i e d a s : i f ( s w a p T o k e n I n = = w e t h ) { i f

( s w a p T o k e n O u t = = w b t c ) r e t u r n ( s a l t , w b t c ) ; e l s e r e t u r n ( w b t c , s w a p T o k e n O u t ) ; }

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
4 3 if ( address(swapTokenIn) == address(weth))

if ( address(swapTokenOut) == address(wbtc))

return (salt, wbtc);� �� �
4 9 if ( address(swapTokenIn) == address(weth))

5 0 return (wbtc, swapTokenOut);� �
C V F - 4 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A r b i t r a g e S e a r c h . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d m u l t i p l i c a t i o n a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
7 0 uint256 amountOut = (reservesA1 * midpoint) / (reservesA0 + midpoint

↪→ );

amountOut = (reservesB1 * amountOut) / (reservesB0 + amountOut);

amountOut = (reservesC1 * amountOut) / (reservesC0 + amountOut);� �� �
8 4 amountOut = (reservesA1 * midpoint) / (reservesA0 + midpoint);

amountOut = (reservesB1 * amountOut) / (reservesB0 + amountOut);

amountOut = (reservesC1 * amountOut) / (reservesC0 + amountOut);� �� �
1 2 9 uint256 amountOut = (reservesA1 * bestArbAmountIn) / (reservesA0 +

↪→ bestArbAmountIn);

1 3 0 amountOut = (reservesB1 * amountOut) / (reservesB0 + amountOut);

amountOut = (reservesC1 * amountOut) / (reservesC0 + amountOut);� �

3 6



C V F - 4 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A r b i t r a g e S e a r c h . s o l

D e s c r i p t i o n T h i s i s n o t a b i n a r y s e a r c h , b u t r a t h e r a b i s e c t i o n m e t h o d .� �
9 5 // Perform a modified binary search to search for the

↪→ bestArbAmountIn in a range of 1/128th to 125% of

↪→ swapAmountInValueInETH.� �
C V F - 5 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I S t a k i n g R e w a r d s . s o l

D e s c r i p t i o n D e f i n i n g a t o p - l e v e l s t r u c t u r e i n a f i l e n a m e d a f t e r a n i n t e r f a c e m a k e s i t h a r d e r

n a v i g a t i n g t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e s t r u c t u r e d e f i n i t i o n i n t o t h e i n t e r f a c e o r

m o v i n g i t i n t o a s e p a r a t e f i l e .� �
5 struct AddedReward� �� �
1 1 struct UserShareInfo� �
C V F - 5 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I S t a k i n g R e w a r d s . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t S a l t R e w a r d s A d d e d i s a l r e a d y e m i t t e d f o r e a c h p o o l r e c e i v i n g r e w a r d s .� �
2 2 function addSALTRewards( AddedReward[] calldata addedRewards )

↪→ external;� �

3 7



C V F - 5 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L i q u i d i t y . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t L i q u i d i t y D e p o s i t e d a n d L i q u i d i t y W i t h d r a w n a r e a l r e a d y e m i t t e d .� �
1 0 function depositLiquidityAndIncreaseShare( IERC20 tokenA, IERC20

↪→ tokenB, uint256 maxAmountA, uint256 maxAmountB, uint256

↪→ minLiquidityReceived, uint256 deadline, bool useZapping )

↪→ external returns (uint256 addedAmountA, uint256 addedAmountB,

↪→ uint256 addedLiquidity);

function withdrawLiquidityAndClaim( IERC20 tokenA, IERC20 tokenB,

↪→ uint256 liquidityToWithdraw, uint256 minReclaimedA, uint256

↪→ minReclaimedB, uint256 deadline ) external returns (uint256

↪→ reclaimedA, uint256 reclaimedB);� �
C V F - 5 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I S t a k i n g . s o l

D e s c r i p t i o n D e f i n i n g t o p - l e v e l t y p e s i n a f i l e n a m e d a f t e r a n i n t e r f a c e m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e t y p e d e f i n i t i o n s i n t o t h e i n t e r f a c e o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e .� �
1 2 enum UnstakeState { NONE, PENDING, CANCELLED, CLAIMED }� �� �
1 4 struct Unstake� �

3 8



C V F - 5 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I S t a k i n g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
2 7 function stakeSALT( uint256 amountToStake ) external;

function unstake( uint256 amountUnstaked, uint256 numWeeks )

↪→ external returns (uint256 unstakeID);

function cancelUnstake( uint256 unstakeID ) external;

3 0 function recoverSALT( uint256 unstakeID ) external;

function transferStakedSaltFromAirdropToUser(address wallet, uint256

↪→ amount) external;� �
C V F - 5 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I S t a k i n g C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
7 function changeMinUnstakeWeeks(bool increase) external; // onlyOwner

function changeMaxUnstakeWeeks(bool increase) external; // onlyOwner

function changeMinUnstakePercent(bool increase) external; //

↪→ onlyOwner

1 0 function changeModificationCooldown(bool increase) external; //

↪→ onlyOwner� �

3 9



C V F - 5 6 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e S t a k i n g R e w a r d s . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” U s e r S h a r e I n c r e a s e ” o r

” R e w a r d s C l a i m ” .� �
2 3 event UserShareIncreased(address indexed wallet, bytes32 indexed

↪→ poolID, uint256 amountIncreased);

event UserShareDecreased(address indexed wallet, bytes32 indexed

↪→ poolID, uint256 amountDecreased, uint256 claimedRewards);

event RewardsClaimed(address indexed wallet, uint256 claimedRewards)

↪→ ;

event SaltRewardsAdded(bytes32 indexed poolID, uint256 amountAdded);� �
C V F - 5 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a k i n g R e w a r d s . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
4 8 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

5 0 require( address(_stakingConfig) != address(0), "_stakingConfig 

↪→ cannot be address(0)" );� �

4 0



C V F - 5 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k i n g R e w a r d s . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d m u l t i p l i c a t i o n s a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
1 1 8 uint256 rewardsForAmount = ( totalRewards[poolID] *

↪→ decreaseShareAmount ) / totalShares[poolID];� �� �
1 2 2 uint256 virtualRewardsToRemove = (user.virtualRewards *

↪→ decreaseShareAmount) / user.userShare;� �� �
2 4 3 uint256 rewardsShare = ( totalRewards[poolID] * user.userShare ) /

↪→ totalShares[poolID];� �
C V F - 5 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e L i q u i d i t y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” L i q u i d i t y D e p o s i t ” o r

” L i q u i d i t y W i t h d r a w a l ” .� �
2 0 event LiquidityDeposited(address indexed user, address indexed

↪→ tokenA, address indexed tokenB, uint256 amountA, uint256

↪→ amountB, uint256 addedLiquidity);

event LiquidityWithdrawn(address indexed user, address indexed

↪→ tokenA, address indexed tokenB, uint256 amountA, uint256

↪→ amountB, uint256 withdrawnLiquidity);� �
C V F - 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i t y . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d a d d r e s s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .� �
3 4 require( address(_pools) != address(0), "_pools cannot be address(0)

↪→ " );� �

4 1



C V F - 6 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L i q u i d i t y . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e i f ” .� �
6 8 if ( swapAmountB > 0)� �
C V F - 6 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e L i q u i d i t y . s o l

D e s c r i p t i o n H e r e t h e a r g u m e n t s ” m a x A m o u n t A ” a n d ” m a x A m o u n t B ” a r e u s e d a s v a r i a b l e s ,

w h i c h i s a b a d p r a c t i c e t h a t m a k e s c o d e h a r d e r t o r e a d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g l o c a l v a r i a b l e s i n s t e a d .� �
9 9 (maxAmountA, maxAmountB) = _dualZapInLiquidity(tokenA, tokenB,

↪→ maxAmountA, maxAmountB );� �
C V F - 6 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e S t a k i n g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” S A L T S t a k e ” o r ” U n s t a k e I n i -

t i a t i o n ” .� �
1 7 event SALTStaked(address indexed user, uint256 amountStaked);

event UnstakeInitiated(address indexed user, uint256 indexed

↪→ unstakeID, uint256 amountUnstaked, uint256 claimableSALT,

↪→ uint256 numWeeks);

event UnstakeCancelled(address indexed user, uint256 indexed

↪→ unstakeID);

2 0 event SALTRecovered(address indexed user, uint256 indexed unstakeID,

↪→ uint256 saltRecovered, uint256 expeditedUnstakeFee);

event XSALTTransferredFromAirdrop(address indexed toUser, uint256

↪→ amountTransferred);� �

4 2



C V F - 6 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a k i n g . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 5 {

}� �
C V F - 6 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
2 0 7 uint256 percentAboveMinimum = 100 - minUnstakePercent;� �� �
2 1 1 return numerator / ( 100 * unstakeRange );� �
C V F - 6 6 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e S t a k i n g C o n f i g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” M i n U n s t a k e W e e k s ” o r

” M i n U n s t a k e P e r c e n t ” .� �
1 1 event MinUnstakeWeeksChanged(uint256 newMinUnstakeWeeks);

event MaxUnstakeWeeksChanged(uint256 newMaxUnstakeWeeks);

event MinUnstakePercentChanged(uint256 newMinUnstakePercent);

event ModificationCooldownChanged(uint256 newModificationCooldown);� �

4 3



C V F - 6 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g C o n f i g . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
1 8 uint256 public minUnstakeWeeks = 2; // minUnstakePercent returned

↪→ for unstaking this number of weeks� �� �
2 2 uint256 public maxUnstakeWeeks = 52;� �� �
2 6 uint256 public minUnstakePercent = 20;� �� �
3 1 uint256 public modificationCooldown = 1 hours;� �

4 4



C V F - 6 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a k i n g C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
3 8 if (minUnstakeWeeks < 12)

minUnstakeWeeks += 1;� �� �
4 3 if (minUnstakeWeeks > 1)

minUnstakeWeeks -= 1;� �� �
5 5 if (maxUnstakeWeeks < 108)

maxUnstakeWeeks += 8;� �� �
6 0 if (maxUnstakeWeeks > 20)

maxUnstakeWeeks -= 8;� �� �
7 2 if (minUnstakePercent < 50)

minUnstakePercent += 5;� �� �
7 7 if (minUnstakePercent > 10)

minUnstakePercent -= 5;� �� �
8 9 if (modificationCooldown < 6 hours)

9 0 modificationCooldown += 15 minutes;� �� �
9 4 if (modificationCooldown > 15 minutes)

modificationCooldown -= 15 minutes;� �
C V F - 6 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L i q u i d i z e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .� �
1 1 function setContracts(ICollateralAndLiquidity

↪→ _collateralAndLiquidity, IPools _pools, IDAO _dao) external;

↪→ // onlyOwner� �

4 5



C V F - 7 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L i q u i d i z e r . s o l

D e s c r i p t i o n T h e n a m e l o o k s l i k e a “ v i e w ” f u n c t i o n , w h i c h i s n o t t h e c a s e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 2 function shouldBurnMoreUSDS( uint256 usdsToBurn ) external;� �
C V F - 7 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
1 0 function depositCollateralAndIncreaseShare( uint256 maxAmountWBTC,

↪→ uint256 maxAmountWETH, uint256 minLiquidityReceived, uint256

↪→ deadline, bool useZapping ) external returns (uint256

↪→ addedAmountWBTC, uint256 addedAmountWETH, uint256

↪→ addedLiquidity);

function withdrawCollateralAndClaim( uint256 collateralToWithdraw,

↪→ uint256 minReclaimedWBTC, uint256 minReclaimedWETH, uint256

↪→ deadline ) external returns (uint256 reclaimedWBTC, uint256

↪→ reclaimedWETH);

function borrowUSDS( uint256 amountBorrowed ) external;

function repayUSDS( uint256 amountRepaid ) external;

function liquidateUser( address wallet ) external;� �

4 6



C V F - 7 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I U S D S . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e r e e v e n t s a r e a l r e a d y e m i t t e d .� �
1 0 function setCollateralAndLiquidity( ICollateralAndLiquidity

↪→ _collateralAndLiquidity ) external; // onlyOwner� �
C V F - 7 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I S t a b l e C o n f i g . s o l

D e s c r i p t i o n T h i s i m p o r t i s n o t u s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .� �
4 import "../../price_feed/interfaces/IPriceFeed.sol";� �

4 7



C V F - 7 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I S t a b l e C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
9 function changeRewardPercentForCallingLiquidation(bool increase)

↪→ external; // onlyOwner

1 0 function changeMaxRewardValueForCallingLiquidation(bool increase)

↪→ external; // onlyOwner

function changeMinimumCollateralValueForBorrowing(bool increase)

↪→ external; // onlyOwner

function changeInitialCollateralRatioPercent(bool increase) external

↪→ ; // onlyOwner

function changeMinimumCollateralRatioPercent(bool increase) external

↪→ ; // onlyOwner

function changePercentArbitrageProfitsForStablePOL(bool increase)

↪→ external; // onlyOwner� �
C V F - 7 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i z e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
5 1 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );� �

4 8



C V F - 7 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L i q u i d i z e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t F u n c t i o n o n l y c a l l e d o n c e o n d e p l o y m e n t .� �
6 6 function setContracts( ICollateralAndLiquidity

↪→ _collateralAndLiquidity, IPools _pools, IDAO _dao) external

↪→ onlyOwner� �
C V F - 7 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d i z e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .� �
6 8 require( address(_collateralAndLiquidity) != address(0), "

↪→ _collateralAndLiquidity cannot be address(0)" );

require( address(_pools) != address(0), "_pools cannot be address(0)

↪→ " );

7 0 require( address(_dao) != address(0), "_dao cannot be address(0)" );� �
C V F - 7 8 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L i q u i d i z e r . s o l

D e s c r i p t i o n T h e c o d e b e l o w l o o k s l i k e i t i s a l w a y s e x e c u t e d , w h i l e a c t u a l l y i t i s e x e c u t e d

o n l y w h e n ” u s d s B a l a n c e ” i s i n s u f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r p u t t i n g t h e r e s t o f t h e f u n c t i o n i n t o a n e x p l i c i t ” e l s e ” b r a n c h .� �
1 2 3 }� �

4 9



C V F - 7 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e S t a b l e C o n f i g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” R e w a r d P e r c e n t F o r C a l l -

i n g L i q u i d a t i o n ” o r ” M a x R e w a r d V a l u e F o r C a l l i n g L i q u i d a t i o n ” .� �
1 1 event RewardPercentForCallingLiquidationChanged(uint256

↪→ newRewardPercent);

event MaxRewardValueForCallingLiquidationChanged(uint256

↪→ newMaxRewardValue);

event MinimumCollateralValueForBorrowingChanged(uint256

↪→ newMinimumCollateralValue);

event InitialCollateralRatioPercentChanged(uint256

↪→ newInitialCollateralRatioPercent);

event MinimumCollateralRatioPercentChanged(uint256

↪→ newMinimumCollateralRatioPercent);

event PercentArbitrageProfitsForStablePOLChanged(uint256

↪→ newPercentArbitrageProfits);� �
C V F - 8 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a b l e C o n f i g . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
2 0 uint256 public rewardPercentForCallingLiquidation = 5;� �� �
2 4 uint256 public maxRewardValueForCallingLiquidation = 500 ether;� �� �
2 9 uint256 public minimumCollateralValueForBorrowing = 2500 ether;� �� �
3 4 uint256 public initialCollateralRatioPercent = 200;� �� �
3 9 uint256 public minimumCollateralRatioPercent = 110;� �� �
4 4 uint256 public percentArbitrageProfitsForStablePOL = 5;� �

5 0



C V F - 8 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a b l e C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
5 4 if (remainingRatioAfterReward >= 105 &&

↪→ rewardPercentForCallingLiquidation < 10)

rewardPercentForCallingLiquidation += 1;� �� �
5 9 if (rewardPercentForCallingLiquidation > 5)

6 0 rewardPercentForCallingLiquidation -= 1;� �� �
7 1 if (maxRewardValueForCallingLiquidation < 1000 ether)

maxRewardValueForCallingLiquidation += 100 ether;� �� �
7 6 if (maxRewardValueForCallingLiquidation > 100 ether)

maxRewardValueForCallingLiquidation -= 100 ether;� �� �
8 8 if (minimumCollateralValueForBorrowing < 5000 ether)

minimumCollateralValueForBorrowing += 500 ether;� �� �
9 3 if (minimumCollateralValueForBorrowing > 1000 ether)

minimumCollateralValueForBorrowing -= 500 ether;� �� �
1 0 5 if (initialCollateralRatioPercent < 300)

initialCollateralRatioPercent += 25;� �� �
1 1 0 if (initialCollateralRatioPercent > 150)

initialCollateralRatioPercent -= 25;� �� �
1 2 2 if (minimumCollateralRatioPercent < 120)

minimumCollateralRatioPercent += 1;� �� �
1 3 0 if (remainingRatioAfterReward >= 105 &&

↪→ minimumCollateralRatioPercent > 110)

minimumCollateralRatioPercent -= 1;� �� �
1 4 2 if (percentArbitrageProfitsForStablePOL < 10)

percentArbitrageProfitsForStablePOL += 1;� �� �
1 4 7 if (percentArbitrageProfitsForStablePOL > 1)

percentArbitrageProfitsForStablePOL -= 1;� �

5 1



C V F - 8 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e U S D S . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” M i n t ” o r ” B u r n ” .� �
1 6 event USDSMinted(address indexed to, uint256 amount);

event USDSTokensBurned(uint256 amount);� �
C V F - 8 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e U S D S . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 4 {

}� �
C V F - 8 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e U S D S . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t O n l y c a l l e d o n d e p l o y m e n t a n d n o t c a l l a b l e a f t e r w a r d s .� �
2 9 function setCollateralAndLiquidity( ICollateralAndLiquidity

↪→ _collateralAndLiquidity ) external onlyOwner� �

5 2



C V F - 8 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” C o l l a t e r a l D e p o s i t ” o r

” C o l l a t e r a l W i t h d r a w a l ” .� �
2 3 event CollateralDeposited(address indexed depositor, uint256

↪→ amountWBTC, uint256 amountWETH, uint256 liquidity);

event CollateralWithdrawn(address indexed withdrawer, uint256

↪→ collateralWithdrawn, uint256 reclaimedWBTC, uint256

↪→ reclaimedWETH);� �
C V F - 8 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e

p a s s e d .� �
5 4 require( address(_stableConfig) != address(0), "_stableConfig cannot

↪→  be address(0)" );

require( address(_priceAggregator) != address(0), "_priceAggregator 

↪→ cannot be address(0)" );

require( address(_liquidizer) != address(0), "_liquidizer cannot be 

↪→ address(0)" );� �
C V F - 8 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

D e s c r i p t i o n D o u b l e t y p e c o n v e r s i o n h e r e l o o k s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r c o n v e r t i n g t o ” I E R C 2 0 M e t a d a t a ” i n s t e a d .� �
6 6 wbtcDecimals = ERC20(address(wbtc)).decimals();

wethDecimals = ERC20(address(weth)).decimals();� �

5 3



C V F - 8 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

D e s c r i p t i o n I n E R C 2 0 , t h e d e c i m a l s p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - r e a d a b l e w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t T h e d e c i m a l s a r e n e e d e d t o c o m p u t e t h e v a l u e o f t h e s p e c i f i e d t o k e n s .

W i t h o u t k n o w i n g t h e d e c i m a l s t h e u n d e r l y i n g v a l u e c a n n o t b e d e t e r m i n e d .� �
6 6 wbtcDecimals = ERC20(address(wbtc)).decimals();

wethDecimals = ERC20(address(weth)).decimals();� �

5 4



C V F - 8 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d m u l t i p l i c a t i o n a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
1 6 2 uint256 rewardedWBTC = (reclaimedWBTC * rewardPercent) / 100;

uint256 rewardedWETH = (reclaimedWETH * rewardPercent) / 100;� �� �
1 7 0 rewardedWBTC = (rewardedWBTC * maxRewardValue) / rewardValue

↪→ ;

rewardedWETH = (rewardedWETH * maxRewardValue) / rewardValue

↪→ ;� �� �
2 0 5 uint256 btcValue = ( amountBTC * btcPrice ) / (10 ** wbtcDecimals );

uint256 ethValue = ( amountETH * ethPrice ) / (10 ** wethDecimals );� �� �
2 3 5 uint256 userWBTC = (reservesWBTC * userCollateralAmount ) /

↪→ totalCollateralShares;

uint256 userWETH = (reservesWETH * userCollateralAmount ) /

↪→ totalCollateralShares;� �� �
2 5 3 uint256 requiredCollateralValueAfterWithdrawal = (

↪→ usdsBorrowedByUsers[wallet] * stableConfig.

↪→ initialCollateralRatioPercent() ) / 100;� �� �
3 1 0 return (( userCollateralValue * 100 ) / usdsBorrowedAmount) <

↪→ stableConfig.minimumCollateralRatioPercent();� �� �
3 2 9 uint256 minCollateralValue = (usdsBorrowedByUsers[

↪→ wallet] * stableConfig.

↪→ minimumCollateralRatioPercent()) / 100;� �� �
3 3 2 uint256 minCollateral = (minCollateralValue *

↪→ totalCollateralShares) / totalCollateralValue;� �

5 5



C V F - 9 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 6 2 uint256 rewardedWBTC = (reclaimedWBTC * rewardPercent) / 100;

uint256 rewardedWETH = (reclaimedWETH * rewardPercent) / 100;� �� �
2 5 3 uint256 requiredCollateralValueAfterWithdrawal = (

↪→ usdsBorrowedByUsers[wallet] * stableConfig.

↪→ initialCollateralRatioPercent() ) / 100;� �� �
2 8 3 uint256 maxBorrowableAmount = ( userCollateralValue * 100 ) /

↪→ stableConfig.initialCollateralRatioPercent();� �� �
3 1 0 return (( userCollateralValue * 100 ) / usdsBorrowedAmount) <

↪→ stableConfig.minimumCollateralRatioPercent();� �� �
3 2 9 uint256 minCollateralValue = (usdsBorrowedByUsers[

↪→ wallet] * stableConfig.

↪→ minimumCollateralRatioPercent()) / 100;� �

5 6



C V F - 9 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

D e s c r i p t i o n T h e d e n o m i n a t o r o f 1 0 0 s e e m s t o l o w , a s i t d o e s n ’ t a l l o w s p e c i f y i n g f r a c t i o n s

o f a p e r c e n t .

R e c o m m e n d a t i o n C o n s i d e r u s i n g h i g h e r d e n o m i n a t o r .

C l i e n t C o m m e n t r e w a r d P e r c e n t F o r C a l l i n g L i q u i d a t i o n : 5 t o 1 0 % w i t h a n a d j u s t m e n t o f 1 %

i s a c c e p t a b l e

i n i t i a l C o l l a t e r a l R a t i o P e r c e n t : 1 5 0 t o 3 0 0 % w i t h a n a d j u s t m e n t o f 2 5 % i s a c c e p t a b l e

m i n i m u m C o l l a t e r a l R a t i o P e r c e n t : 1 1 0 t o 1 2 0 % w i t h a n a d j u s t m e n t o f 1 % i s a c c e p t a b l e� �
1 6 2 uint256 rewardedWBTC = (reclaimedWBTC * rewardPercent) / 100;

uint256 rewardedWETH = (reclaimedWETH * rewardPercent) / 100;� �� �
2 5 3 uint256 requiredCollateralValueAfterWithdrawal = (

↪→ usdsBorrowedByUsers[wallet] * stableConfig.

↪→ initialCollateralRatioPercent() ) / 100;� �� �
2 8 3 uint256 maxBorrowableAmount = ( userCollateralValue * 100 ) /

↪→ stableConfig.initialCollateralRatioPercent();� �� �
3 1 0 return (( userCollateralValue * 100 ) / usdsBorrowedAmount) <

↪→ stableConfig.minimumCollateralRatioPercent();� �� �
3 2 9 uint256 minCollateralValue = (usdsBorrowedByUsers[

↪→ wallet] * stableConfig.

↪→ minimumCollateralRatioPercent()) / 100;� �
C V F - 9 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 1 0 * * w b t c D e c i m a l s ” a n d ” 1 0 * * w e t h D e c i m a l s ” s h o u l d b e

p r e c o m p u t e d a n d s t o r e d i n i m m u t a b l e v a r i a b l e s .� �
2 0 5 uint256 btcValue = ( amountBTC * btcPrice ) / (10 ** wbtcDecimals );

uint256 ethValue = ( amountETH * ethPrice ) / (10 ** wethDecimals );� �

5 7



C V F - 9 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l A n d L i q u i d i t y . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
3 1 0 return (( userCollateralValue * 100 ) / usdsBorrowedAmount) <

↪→ stableConfig.minimumCollateralRatioPercent();� �
C V F - 9 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I R e w a r d s E m i t t e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t a l r e a d y e m i t t e d .� �
9 function addSALTRewards( AddedReward[] calldata addedRewards )

↪→ external;� �
C V F - 9 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I S a l t R e w a r d s . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s , T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
1 0 function performUpkeep( bytes32[] calldata poolIDs, uint256[]

↪→ calldata profitsForPools ) external;� �

5 8



C V F - 9 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
7 function changeRewardsEmitterDailyPercent(bool increase) external;

↪→ // onlyOwner

function changeEmissionsWeeklyPercent(bool increase) external; //

↪→ onlyOwner

function changeStakingRewardsPercent(bool increase) external; //

↪→ onlyOwner

1 0 function changePercentRewardsSaltUSDS(bool increase) external; //

↪→ onlyOwner� �
C V F - 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E m i s s i o n s . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
2 9 require( address(_saltRewards) != address(0), "_saltRewards cannot 

↪→ be address(0)" );

3 0 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_rewardsConfig) != address(0), "_rewardsConfig 

↪→ cannot be address(0)" );� �
C V F - 9 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E m i s s i o n s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 * 1 0 0 0 w e e k s ” s h o u l d b e a n a m e d c o n s t a n t .� �
5 9 uint256 saltToSend = ( saltBalance * timeSinceLastUpkeep *

↪→ rewardsConfig.emissionsWeeklyPercentTimes1000() ) / ( 100 *

↪→ 1000 weeks );� �

5 9



C V F - 9 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E m i s s i o n s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 * 1 0 0 0 ” c o u l d b e r e n d e r e d a s ” 1 e 5 ” f o r r e a d a b i l i t y .� �
5 9 uint256 saltToSend = ( saltBalance * timeSinceLastUpkeep *

↪→ rewardsConfig.emissionsWeeklyPercentTimes1000() ) / ( 100 *

↪→ 1000 weeks );� �
C V F - 1 0 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” R e w a r d s E m i t t e r D a i l y P e r -

c e n t ” o r ” E m i s s i o n s W e e k l y P e r c e n t ” .� �
1 1 event RewardsEmitterDailyPercentChanged(uint256

↪→ newRewardsEmitterDailyPercent);

event EmissionsWeeklyPercentChanged(uint256

↪→ newEmissionsWeeklyPercent);

event StakingRewardsPercentChanged(uint256 newStakingRewardsPercent)

↪→ ;

event PercentRewardsSaltUSDSChanged(uint256

↪→ newPercentRewardsSaltUSDS);� �
C V F - 1 0 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h e p r e f i x ” n e w ” i n p a r a m e t e r n a m e s i s r e d u n d a n t , a s t h e r e a r e n o

c o r r e s p o n d i n g ” o l d ” p a r a m e t e r s .� �
1 1 event RewardsEmitterDailyPercentChanged(uint256

↪→ newRewardsEmitterDailyPercent);

event EmissionsWeeklyPercentChanged(uint256

↪→ newEmissionsWeeklyPercent);

event StakingRewardsPercentChanged(uint256 newStakingRewardsPercent)

↪→ ;

event PercentRewardsSaltUSDSChanged(uint256

↪→ newPercentRewardsSaltUSDS);� �

6 0



C V F - 1 0 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
1 9 uint256 public rewardsEmitterDailyPercentTimes1000 = 1000; //

↪→ Defaults to 1.0% with a 1000x multiplier� �� �
2 3 uint256 public emissionsWeeklyPercentTimes1000 = 500; //

↪→ Defaults to 0.50% with a 1000x multiplier� �� �
2 7 uint256 public stakingRewardsPercent = 50;� �� �
3 3 uint256 public percentRewardsSaltUSDS = 10;� �
C V F - 1 0 3 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 0 1 e 5 ” .� �
1 9 uint256 public rewardsEmitterDailyPercentTimes1000 = 1000; //

↪→ Defaults to 1.0% with a 1000x multiplier� �
C V F - 1 0 4 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 0 0 5 e 5 ” .� �
2 3 uint256 public emissionsWeeklyPercentTimes1000 = 500; // Defaults

↪→ to 0.50% with a 1000x multiplier� �

6 1



C V F - 1 0 5 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 5 e 2 ” .� �
2 7 uint256 public stakingRewardsPercent = 50;� �
C V F - 1 0 6 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 1 e 2 ” .� �
3 3 uint256 public percentRewardsSaltUSDS = 10;� �
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C V F - 1 0 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
4 0 if (rewardsEmitterDailyPercentTimes1000 < 2500)

rewardsEmitterDailyPercentTimes1000 =

↪→ rewardsEmitterDailyPercentTimes1000 + 250;� �� �
4 5 if (rewardsEmitterDailyPercentTimes1000 > 250)

rewardsEmitterDailyPercentTimes1000 =

↪→ rewardsEmitterDailyPercentTimes1000 - 250;� �� �
5 6 if (emissionsWeeklyPercentTimes1000 < 1000)

emissionsWeeklyPercentTimes1000 =

↪→ emissionsWeeklyPercentTimes1000 + 250;� �� �
6 1 if (emissionsWeeklyPercentTimes1000 > 250)

emissionsWeeklyPercentTimes1000 =

↪→ emissionsWeeklyPercentTimes1000 - 250;� �� �
7 3 if (stakingRewardsPercent < 75)

stakingRewardsPercent = stakingRewardsPercent + 5;� �� �
7 8 if (stakingRewardsPercent > 25)

stakingRewardsPercent = stakingRewardsPercent - 5;� �� �
9 0 if (percentRewardsSaltUSDS < 25)

percentRewardsSaltUSDS = percentRewardsSaltUSDS + 5;� �� �
9 5 if (percentRewardsSaltUSDS > 5)

percentRewardsSaltUSDS = percentRewardsSaltUSDS - 5;� �
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C V F - 1 0 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d s E m i t t e r . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e

p a s s e d .� �
4 1 require( address(_stakingRewards) != address(0), "_stakingRewards 

↪→ cannot be address(0)" );

require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

require( address(_rewardsConfig) != address(0), "_rewardsConfig 

↪→ cannot be address(0)" );� �
C V F - 1 0 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e w a r d s E m i t t e r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 d a y s * 1 0 0 0 0 0 ” c o u l d b e r e n d e r e d a s ” 1 e 5 d a y s ” .� �
1 1 8 uint256 denominatorMult = 1 days * 100000; // simplification of

↪→ numberSecondsInOneDay * (100 percent) * 1000� �
C V F - 1 1 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s E m i t t e r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 d a y s * 1 0 0 0 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 1 8 uint256 denominatorMult = 1 days * 100000; // simplification of

↪→ numberSecondsInOneDay * (100 percent) * 1000� �
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C V F - 1 1 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S a l t R e w a r d s . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
3 0 require( address(_stakingRewardsEmitter) != address(0), "

↪→ _stakingRewardsEmitter cannot be address(0)" );

require( address(_liquidityRewardsEmitter) != address(0), "

↪→ _liquidityRewardsEmitter cannot be address(0)" );

require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_rewardsConfig) != address(0), "_rewardsConfig 

↪→ cannot be address(0)" );� �
C V F - 1 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S a l t R e w a r d s . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .� �
6 3 function _sendLiquidityRewards( uint256 liquidityRewardsAmount,

↪→ uint256 directRewardsForSaltUSDS, bytes32[] memory poolIDs,

↪→ uint256[] memory profitsForPools, uint256 totalProfits )

↪→ internal� �
C V F - 1 1 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e S a l t R e w a r d s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 4 1 uint256 directRewardsForSaltUSDS = ( saltRewardsToDistribute *

↪→ rewardsConfig.percentRewardsSaltUSDS() ) / 100;� �� �
1 4 5 uint256 stakingRewardsAmount = ( remainingRewards * rewardsConfig.

↪→ stakingRewardsPercent() ) / 100;� �

6 5



C V F - 1 1 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e F e e d . s o l

D e s c r i p t i o n T h e i n t e r f a c e n a m e i s q u i t e g e n e r i c a n d i s a s s e t - n e u t r a l , w h i l e a c t u a l l y i t

c o n t a i n s f u n c t i o n s f o r t w o p a r t i c u l a r a s s e t s .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m a k i n g t h i s i n t e r f a c e m o r e g e n e r i c , o r m a k i n g i t s n a m e

a s s e t - s p e c i f i c .� �
5 interface IPriceFeed� �
C V F - 1 1 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P r i c e F e e d . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 function getPriceBTC() external view returns (uint256);

function getPriceETH() external view returns (uint256);� �
C V F - 1 1 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P r i c e F e e d . s o l

D e s c r i p t i o n T h e b a s e c u r r e n c y f o r t h e p r i c e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 function getPriceBTC() external view returns (uint256);

function getPriceETH() external view returns (uint256);� �
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C V F - 1 1 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
9 function setInitialFeeds( IPriceFeed _priceFeed1, IPriceFeed

↪→ _priceFeed2, IPriceFeed _priceFeed3 ) external;

1 0 function setPriceFeed( uint256 priceFeedNum, IPriceFeed newPriceFeed

↪→ ) external; // onlyOwner

function changeMaximumPriceFeedPercentDifferenceTimes1000(bool

↪→ increase) external; // onlyOwner

function changeSetPriceFeedCooldown(bool increase) external; //

↪→ onlyOwner� �
C V F - 1 1 8 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n T h e n a m e l o o k s l i k e a s e t t e r , w h i l e a c t u a l l y t h i s i s a ” v i e w ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 6 function setPriceFeedCooldown() external view returns (uint256);� �
C V F - 1 1 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e C h a i n l i n k F e e d . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e v a r i a b l e s s h o u l d b e ” A g g r e g a t o r V 3 I n t e r f a c e ” .� �
1 3 address immutable public CHAINLINK_BTC_USD;

address immutable public CHAINLINK_ETH_USD;� �
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C V F - 1 2 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e C h a i n l i n k F e e d . s o l

R e c o m m e n d a t i o n T h e t y p e f o r a r g u m e n t s s h o u l d b e ” A g g r e g a t o r V 3 I n t e r f a c e ” .� �
1 7 constructor( address _CHAINLINK_BTC_USD, address _CHAINLINK_ETH_USD

↪→ )� �
C V F - 1 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o r e C h a i n l i n k F e e d . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e

p a s s e d .� �
1 9 require( _CHAINLINK_BTC_USD != address(0), "_CHAINLINK_BTC_USD 

↪→ cannot be address(0)" );

2 0 require( _CHAINLINK_ETH_USD != address(0), "_CHAINLINK_ETH_USD 

↪→ cannot be address(0)" );� �
C V F - 1 2 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e C h a i n l i n k F e e d . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” A g g r e g a t o r V 3 I n t e r f a c e ” .� �
2 9 function latestChainlinkPrice(address _chainlinkFeed) public view

↪→ returns (uint256)� �
C V F - 1 2 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C o r e C h a i n l i n k F e e d . s o l

D e s c r i p t i o n T h i s s h o u l d b e d o n e o n l y i f a n s w e r D e l a y < = 6 0 m i n u t e s .� �
4 4 price = _price;� �
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C V F - 1 2 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e C h a i n l i n k F e e d . s o l

R e c o m m e n d a t i o n T h i s t h r e s h o l d s h o u l d b e a n a m e d c o n s t a n t .� �
5 0 if ( answerDelay > 60 minutes )� �
C V F - 1 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o r e S a l t y F e e d . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e d c o u l d a n y w a y b e p a s s e d .� �
2 4 require( address(_pools) != address(0), "_pools cannot be address(0)

↪→ " );

require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );� �
C V F - 1 2 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e S a l t y F e e d . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 1 0 * * 8 ” a n d ” 1 0 * * 1 8 ” s h o u l d b e n a m e d c o n s t a n t s .� �
4 3 return ( reservesUSDS * 10**8 ) / reservesWBTC;� �� �
5 5 return ( reservesUSDS * 10**18 ) / reservesWETH;� �
C V F - 1 2 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o r e S a l t y F e e d . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s ” 1 e 8 ” a n d ” 1 e 1 8 ” .� �
4 3 return ( reservesUSDS * 10**8 ) / reservesWBTC;� �� �
5 5 return ( reservesUSDS * 10**18 ) / reservesWETH;� �
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C V F - 1 2 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e U n i s w a p F e e d . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e v a r i a b l e s s h o u l d b e ” I U n i s w a p V 3 P o o l ” .� �
2 1 address immutable public UNISWAP_V3_WBTC_WETH;

address immutable public UNISWAP_V3_WETH_USDC;� �
C V F - 1 2 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o r e U n i s w a p F e e d . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .� �
3 4 require( address(_wbtc) != address(0), "_wbtc cannot be address(0)"

↪→ );

require( address(_weth) != address(0), "_weth cannot be address(0)"

↪→ );

require( address(_usdc) != address(0), "_usdc cannot be address(0)"

↪→ );

require( _UNISWAP_V3_WBTC_WETH != address(0), "_UNISWAP_V3_WBTC_WETH

↪→  cannot be address(0)" );

require( _UNISWAP_V3_WETH_USDC != address(0), "_UNISWAP_V3_WETH_USDC

↪→  cannot be address(0)" );� �
C V F - 1 3 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o r e U n i s w a p F e e d . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” p o o l ” a r g u m e n t s h o u l d b e ” I U n i s w a p V 3 P o o l ” .� �
5 6 function _getUniswapTwapWei( address pool, uint256 twapInterval )

↪→ public view returns (uint256)� �� �
8 7 function getUniswapTwapWei( address pool, uint256 twapInterval )

↪→ public virtual view returns (uint256)� �

7 0



C V F - 1 3 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o r e U n i s w a p F e e d . s o l

R e c o m m e n d a t i o n C o n s i d e r s p l i t t i n g t h i s b r a n c h i n t o t w o b r a n c h e s : o n e w h e n d e c i m a l s 0

- d e c i m a l s 1 > 1 8 a n d a n o t h e r w h e n d e c i m a l s 0 - d e c i m a l s 1 < = 1 8 . T h i s w o u l d a l l o w m a k i n g

c o d e s i m p l e r a n d m o r e e f f i c i e n t .� �
7 7 if ( decimals0 > decimals1 )

return ( FixedPoint96.Q96 * ( 10 ** 18 ) ) / ( p * ( 10 ** (

↪→ decimals0 - decimals1 ) ) );� �
C V F - 1 3 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C o r e U n i s w a p F e e d . s o l

D e s c r i p t i o n T h i s s h o u l d n ’ t b e e x e c u t e d i n c a s e u n i s w a p W B T C _ W E T H i s z e r o .� �
1 0 8 uint256 uniswapWETH_USDC = getUniswapTwapWei( UNISWAP_V3_WETH_USDC,

↪→ twapInterval );� �
C V F - 1 3 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P r i c e F e e d ” o r ” M a x i -

m u m P r i c e F e e d P e r c e n t D i f f e r e n c e ” .� �
1 5 event PriceFeedSet(uint256 indexed priceFeedNum, address indexed

↪→ newPriceFeed);

event MaximumPriceFeedPercentDifferenceChanged(uint256

↪→ newMaxDifference);

event SetPriceFeedCooldownChanged(uint256 newCooldown);� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” n e w P r i c e F e e d ” p a r a m e t e r s h o u l d b e ” I P r i c e F e e d ” .� �
1 5 event PriceFeedSet(uint256 indexed priceFeedNum, address indexed

↪→ newPriceFeed);� �
C V F - 1 3 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
2 9 uint256 public maximumPriceFeedPercentDifferenceTimes1000 = 3000; //

↪→ Defaults to 3.0% with a 1000x multiplier� �� �
3 4 uint256 public setPriceFeedCooldown = 35 days;� �
C V F - 1 3 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
3 7 function setInitialFeeds( IPriceFeed _priceFeed1, IPriceFeed

↪→ _priceFeed2, IPriceFeed _priceFeed3 ) public onlyOwner� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e A g g r e g a t o r . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d a d d r e s s .

C l i e n t C o m m e n t R e m o v e d� �
3 9 require( address(priceFeed1) == address(0), "setInitialFeeds() can 

↪→ only be called once" );� �
C V F - 1 3 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
6 9 if (maximumPriceFeedPercentDifferenceTimes1000 < 7000)

7 0 maximumPriceFeedPercentDifferenceTimes1000 += 500;� �� �
7 4 if (maximumPriceFeedPercentDifferenceTimes1000 > 1000)

maximumPriceFeedPercentDifferenceTimes1000 -= 500;� �� �
8 6 if (setPriceFeedCooldown < 45 days)

setPriceFeedCooldown += 5 days;� �� �
9 1 if (setPriceFeedCooldown > 30 days)

setPriceFeedCooldown -= 5 days;� �
C V F - 1 3 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 0 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 4 2 if ( (_absoluteDifference(priceA, priceB) * 100000) / averagePrice

↪→ > maximumPriceFeedPercentDifferenceTimes1000 )� �

7 3



C V F - 1 4 0 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r i c e A g g r e g a t o r . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 0 0 0 ” c o u l d b e r e n d e r e d a s ” 1 e 5 ” .� �
1 4 2 if ( (_absoluteDifference(priceA, priceB) * 100000) / averagePrice

↪→ > maximumPriceFeedPercentDifferenceTimes1000 )� �
C V F - 1 4 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P o o l s . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
1 3 function setContracts( IDAO _dao, ICollateralAndLiquidity

↪→ _collateralAndLiquidity ) external; // onlyOwner� �� �
1 5 function addLiquidity( IERC20 tokenA, IERC20 tokenB, uint256

↪→ maxAmountA, uint256 maxAmountB, uint256 minLiquidityReceived,

↪→ uint256 totalLiquidity ) external returns (uint256

↪→ addedAmountA, uint256 addedAmountB, uint256 addedLiquidity);

function removeLiquidity( IERC20 tokenA, IERC20 tokenB, uint256

↪→ liquidityToRemove, uint256 minReclaimedA, uint256

↪→ minReclaimedB, uint256 totalLiquidity ) external returns (

↪→ uint256 reclaimedA, uint256 reclaimedB);� �� �
1 8 function deposit( IERC20 token, uint256 amount ) external;

function withdraw( IERC20 token, uint256 amount ) external;

2 0 function swap( IERC20 swapTokenIn, IERC20 swapTokenOut, uint256

↪→ swapAmountIn, uint256 minAmountOut, uint256 deadline )

↪→ external returns (uint256 swapAmountOut);

function depositSwapWithdraw(IERC20 swapTokenIn, IERC20 swapTokenOut

↪→ , uint256 swapAmountIn, uint256 minAmountOut, uint256 deadline

↪→ ) external returns (uint256 swapAmountOut);

function depositDoubleSwapWithdraw( IERC20 swapTokenIn, IERC20

↪→ swapTokenMiddle, IERC20 swapTokenOut, uint256 swapAmountIn,

↪→ uint256 minAmountOut, uint256 deadline ) external returns (

↪→ uint256 swapAmountOut);� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t E v e n t s a r e a l r e a d y e m i t t e d .� �
1 0 function whitelistPool( IPools pools, IERC20 tokenA, IERC20 tokenB

↪→ ) external; // onlyOwner

function unwhitelistPool( IPools pools, IERC20 tokenA, IERC20 tokenB

↪→ ) external; // onlyOwner

function changeMaximumWhitelistedPools(bool increase) external; //

↪→ onlyOwner

function changeMaximumInternalSwapPercentTimes1000(bool increase)

↪→ external; // onlyOwner� �
C V F - 1 4 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I P o o l s C o n f i g . s o l

D e s c r i p t i o n T h e ” w b t c ” a n d ” w e t h ” a r g u m e n t s s e e m o d d .

R e c o m m e n d a t i o n C o n s i d e r c l e a r l y e x p l a i n i n g t h e i r r o l e .

C l i e n t C o m m e n t C o m m e n t a d d e d .� �
2 3 function tokenHasBeenWhitelisted( IERC20 token, IERC20 wbtc, IERC20

↪→ weth ) external view returns (bool);� �
C V F - 1 4 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e i s u n c l e a r , t a k i n g i n t o a c c o u n t t h a t

t h e r e a r e t h r e e t o k e n s p a s s e d a s a r g u m e n t s .

C l i e n t C o m m e n t C o m m e n t a d d e d .� �
2 3 function tokenHasBeenWhitelisted( IERC20 token, IERC20 wbtc, IERC20

↪→ weth ) external view returns (bool);� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l M a t h . s o l

D e s c r i p t i o n T h e s a m e c h e c k s a n d c a l c u l a t i o n a r e p e r f o r m e d o n b o t h , d e c r e a s i n g a n d

r e s t o r i n g p r e c i s i o n .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o r e u s e t h e i r r e s u l t s .

C l i e n t C o m m e n t R e p l a c e d w i t h s u g g e s t e d n o r m a l i z e d b i t m e t h o d .� �
1 2 4 if ( decimals == REDUCED_DECIMALS )� �� �
1 2 8 if ( decimals < REDUCED_DECIMALS )

return int256( n * 10**(REDUCED_DECIMALS - decimals) );� �� �
1 3 2 return int256( n / 10**(decimals - REDUCED_DECIMALS) );� �� �
1 4 4 if ( decimals == REDUCED_DECIMALS )� �� �
1 4 8 if ( decimals < REDUCED_DECIMALS )

return uint256(n) / 10**(REDUCED_DECIMALS - decimals);� �� �
1 5 2 return uint256(n) * 10**(decimals - REDUCED_DECIMALS);� �
C V F - 1 4 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l M a t h . s o l

D e s c r i p t i o n I n E R C 2 0 , t h e d e c i m a l s p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n

h u m a n f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t R e m o v e d .� �
2 0 7 uint8 decimalsA = ERC20(address(tokenA)).decimals();

uint8 decimalsB = ERC20(address(tokenB)).decimals();� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l S t a t s . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
2 7 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );� �
C V F - 1 4 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l S t a t s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” u i n t 2 5 6 ” t o a v o i d u n s a f e t y p e c o n v e r s i o n .

C l i e n t C o m m e n t P o o l i n d i c i e s a r e s t o r e d a s u i n t 6 4 w i t h i n t h e A r b i t r a g e I n d i c i e s s t r u c t u r e .

T h e m a x i m u m n u m b e r o f p o o l s i s 1 0 0 s o u i n t 6 4 s h o u l d p r a c t i c a l l y n e v e r o v e r f l o w .� �
6 1 function _poolIndex( IERC20 tokenA, IERC20 tokenB, bytes32[] memory

↪→ poolIDs ) internal pure returns (uint64 index)� �
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• C a t e g o r y B a d n a m i n g • S o u r c e P o o l s . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” A d d e d L i q u i d i t t y ” o r

” R e m o v e d L i q u i d i t y ” .� �
2 5 event LiquidityAdded(address indexed tokenA, address indexed tokenB,

↪→ uint256 addedAmountA, uint256 addedAmountB, uint256

↪→ addedLiquidity);

event LiquidityRemoved(address indexed tokenA, address indexed

↪→ tokenB, uint256 reclaimedA, uint256 reclaimedB, uint256

↪→ removedLiquidity);

event TokenDeposit(address indexed user, IERC20 indexed token,

↪→ uint256 amount);

event TokenWithdrawal(address indexed user, IERC20 indexed token,

↪→ uint256 amount);

event SwapAndArbitrage(address indexed user, IERC20 indexed

↪→ swapTokenIn, IERC20 indexed swapTokenOut, uint256 swapAmountIn

↪→ , uint256 swapAmountOut, uint256 arbitrageProfit);� �
C V F - 1 5 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e t o k e n p a r a m e t e r s s h o u l d b e ” I E R C 2 0 ” .� �
2 5 event LiquidityAdded(address indexed tokenA, address indexed tokenB,

↪→ uint256 addedAmountA, uint256 addedAmountB, uint256

↪→ addedLiquidity);

event LiquidityRemoved(address indexed tokenA, address indexed

↪→ tokenB, uint256 reclaimedA, uint256 reclaimedB, uint256

↪→ removedLiquidity);� �
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C V F - 1 5 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P o o l s . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
5 5 {

}� �
C V F - 1 5 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P o o l s . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .

C l i e n t C o m m e n t s e t C o n t r a c t s ( ) i s o n l y c a l l e d o n c e o n d e p l o y m e n t .

B a l l o t F i n a l i z e d e v e n t a d d e d .� �
6 0 function setContracts( IDAO _dao, ICollateralAndLiquidity

↪→ _collateralAndLiquidity ) external onlyOwner� �� �
7 3 function startExchangeApproved() external nonReentrant� �
C V F - 1 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l s . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t a s d e a d a d d r e s s e s c o u l d a n y w a y b e p a s s e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .� �
6 2 require( address(_dao) != address(0), "_dao cannot be address(0)" );

require( address(_collateralAndLiquidity) != address(0), "

↪→ _collateralAndLiquidity cannot be address(0)" );� �
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C V F - 1 5 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” W h i t e l i s t e d P o o l ” o r

” M a x i m u m W h i t e l i s t e d P o o l s ” .� �
1 3 event PoolWhitelisted(address indexed tokenA, address indexed tokenB

↪→ );

event PoolUnwhitelisted(address indexed tokenA, address indexed

↪→ tokenB);

event MaximumWhitelistedPoolsChanged(uint256 newMaxPools);

event maximumInternalSwapPercentTimes1000Changed(uint256 newMaxSwap)

↪→ ;� �
C V F - 1 5 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e P o o l s C o n f i g . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e v a l u e s i n t h i s s e t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t C o m m e n t m o d i f i e d .� �
2 9 EnumerableSet.Bytes32Set private _whitelist;� �
C V F - 1 5 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
3 7 uint256 public maximumWhitelistedPools = 50;� �� �
4 1 uint256 public maximumInternalSwapPercentTimes1000 = 1000; //

↪→ Defaults to 1.0% with a 1000x multiplier� �

8 0
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• C a t e g o r y R e a d a b i l i t y • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 0 1 e 5 ” .� �
4 1 uint256 public maximumInternalSwapPercentTimes1000 = 1000; //

↪→ Defaults to 1.0% with a 1000x multiplier� �
C V F - 1 5 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 1 0 0 ” , ” 1 0 ” , a n d ” 2 0 ” s h o u l d b e n a m e d c o n s t a n t s .� �
8 1 if (maximumWhitelistedPools < 100)

maximumWhitelistedPools += 10;� �� �
8 6 if (maximumWhitelistedPools > 20)

maximumWhitelistedPools -= 10;� �
C V F - 1 5 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 2 0 0 0 ” , ” 2 5 0 ” , a n d ” 2 5 0 ” s h o u l d b e n a m e d c o n s t a n t s .� �
9 8 if (maximumInternalSwapPercentTimes1000 < 2000)

maximumInternalSwapPercentTimes1000 += 250;� �� �
1 0 3 if (maximumInternalSwapPercentTimes1000 > 250)

maximumInternalSwapPercentTimes1000 -= 250;� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l s C o n f i g . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : r e t u r n p o o l I D = = P o o l U t i l s . S T A K E D _ S A L T | |

_ w h i t e l i s t . c o n t a i n s ( p o o l I D ) ;

C l i e n t C o m m e n t� �
1 2 2 if ( poolID == PoolUtils.STAKED_SALT )

return true;� �� �
1 2 5 return _whitelist.contains( poolID );� �
C V F - 1 6 1 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e P o o l U t i l s . s o l

D e s c r i p t i o n T h e n a m e l l o o k s i k e a m o d i f i e r .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o “ _ p o o l I D ” .

C l i e n t C o m m e n t� �
2 1 function _poolIDOnly( IERC20 tokenA, IERC20 tokenB ) internal pure

↪→ returns (bytes32 poolID)� �
C V F - 1 6 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e P o o l U t i l s . s o l

D e s c r i p t i o n T h e n a m e d o e s n ’ t r e f l e c t t h e f a c t t h a t t h e f u n c t i o n r e t u r n s a d d i t i o n a l i n f o r m a -

t i o n a l o n g w i t h p o o l I D .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o s o m e t h i n g l i k e “ _ p o o l I D a n d F l i p F l a g ” .

C l i e n t C o m m e n t R e n a m e d a s _ p o o l I D A n d F l i p p e d� �
3 2 function _poolID( IERC20 tokenA, IERC20 tokenB ) internal pure

↪→ returns (bytes32 poolID, bool flipped)� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e P o o l U t i l s . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t h e r e .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
6 1 uint256 maxAmountIn = reservesIn *

↪→ maximumInternalSwapPercentTimes1000 / (100000);� �
C V F - 1 6 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P o o l U t i l s . s o l

R e c o m m e n d a t i o n T h e d e n o m i n a t o r s h o u l d b e a n a m e d c o n s t a n t .� �
6 1 uint256 maxAmountIn = reservesIn *

↪→ maximumInternalSwapPercentTimes1000 / (100000);� �
C V F - 1 6 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P o o l U t i l s . s o l

R e c o m m e n d a t i o n U s i n g 1 0 ^ 5 a s a d e n o m i n a t o r i s q u i t e u n u s u a l . M o r e c o m m o n d e n o m i -

n a t o r s a r e 1 0 ^ 4 ( b a s i s p o i n t s ) o r 1 0 ^ 6 .

C l i e n t C o m m e n t C l a r i f i e d a s 1 0 0 * 1 0 0 0� �
6 1 uint256 maxAmountIn = reservesIn *

↪→ maximumInternalSwapPercentTimes1000 / (100000);� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I B o o t s t r a p B a l l o t . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t B a l l o t F i n a l i z e d e v e n t a d d e d� �
7 function vote( bool voteStartExchangeYes, bytes memory signature )

↪→ external;

function finalizeBallot() external;� �
C V F - 1 6 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I I n i t i a l D i s t r i b u t i o n . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t s a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .� �
9 function distributionApproved() external;� �
C V F - 1 6 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I A i r d r o p . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n ’ t s c a l e .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a n a b i l i t y t o o b t a i n t h e l i s t o f a u t h o r i z e d w a l l e t s

i n c h u n k s .

C l i e n t C o m m e n t F u n c t i o n r e m o v e d� �
1 8 function authorizedWallets() external view returns (address[]

↪→ calldata);� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e A i r d r o p . s o l

R e c o m m e n d a t i o n T h i s m a p p i n g i s r e d u n d a n t . J u s t r e m o v e c l a i m e d a d d r e s s e s f r o m

” _ a u t h o r i z e d U s e r s ” .

C l i e n t C o m m e n t T h i s f u n c t i o n a l i t y i s n o t r e d u n d a n t . T h e U I a l e r t s t h e u s e r w h e n t h e y t r y

t o c l a i m t h e a i r d r o p , b u t h a v e a l r e a d y d o n e s o .� �
2 9 mapping(address=>bool) public claimed;� �
C V F - 1 7 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B o o t s t r a p B a l l o t . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .

C l i e n t C o m m e n t� �
3 4 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_airdrop) != address(0), "_airdrop cannot be 

↪→ address(0)" );� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e I n i t i a l D i s t r i b u t i o n . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .

C l i e n t C o m m e n t� �
3 6 require( address(_salt) != address(0), "_salt cannot be address(0)"

↪→ );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

require( address(_emissions) != address(0), "_emissions cannot be 

↪→ address(0)" );

require( address(_bootstrapBallot) != address(0), "_bootstrapBallot 

↪→ cannot be address(0)" );

4 0 require( address(_dao) != address(0), "_dao cannot be address(0)" );

require( address(_daoVestingWallet) != address(0), "

↪→ _daoVestingWallet cannot be address(0)" );

require( address(_teamVestingWallet) != address(0), "

↪→ _teamVestingWallet cannot be address(0)" );

require( address(_airdrop) != address(0), "_airdrop cannot be 

↪→ address(0)" );

require( address(_saltRewards) != address(0), "_saltRewards cannot 

↪→ be address(0)" );

require( address(_collateralAndLiquidity) != address(0), "

↪→ _collateralAndLiquidity cannot be address(0)" );� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e I n i t i a l D i s t r i b u t i o n . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
6 4 require( salt.balanceOf(address(this)) == 100 * MILLION_ETHER, "SALT

↪→  has already been sent from the contract" );� �� �
6 7 salt.safeTransfer( address(emissions), 52 * MILLION_ETHER );� �� �
7 0 salt.safeTransfer( address(daoVestingWallet), 25 * MILLION_ETHER );� �� �
7 3 salt.safeTransfer( address(teamVestingWallet), 10 * MILLION_ETHER );� �� �
7 6 salt.safeTransfer( address(airdrop), 5 * MILLION_ETHER );� �� �
8 3 salt.safeTransfer( address(saltRewards), 8 * MILLION_ETHER );

saltRewards.sendInitialSaltRewards(5 * MILLION_ETHER, poolIDs );� �
C V F - 1 7 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I n i t i a l D i s t r i b u t i o n . s o l

D e s c r i p t i o n H a r d c o d i n g c o n s t a n t v a l u e s i n c o m m e n t s i s a b a d p r a c t i c e a s i n c a s e t h e

v a l u e s w i l l e v e r c h a n g e , i t w i l l b e h a r d t o u p d a t e t h e m p r o p e r l y e v e r y w h e r e .

R e c o m m e n d a t i o n C o n s i d e r r e f e r r i n g t o t h e c o n s t a n t s b y n a m e s r a t h e r t h a n b y v a l u e s .� �
6 6 // 52 million Emissions� �� �
6 9 // 25 million DAO Reserve Vesting Wallet� �� �
7 2 // 10 million Initial Development Team Vesting

↪→ Wallet� �� �
7 5 // 5 million Airdrop Participants� �� �
8 1 // 5 million Liquidity Bootstrapping

// 3 million Staking Bootstrapping� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I A c c e s s M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t A c c e s s G r a n t e d e v e n t a d d e d .� �
8 function grantAccess(bytes calldata signature) external;� �
C V F - 1 7 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I E x c h a n g e C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t s e t A c c e s s M a n a g e r a l r e a d y e m i t s t h e S e t C o n t r a c t e v e n t . s e t C o n t r a c t s i s

o n l y c a l l e d o n c e a t d e p l o y m e n t t i m e .� �
2 1 function setContracts( IDAO _dao, IUpkeep _upkeep,

↪→ IInitialDistribution _initialDistribution, IAirdrop _airdrop,

↪→ VestingWallet _teamVestingWallet, VestingWallet

↪→ _daoVestingWallet ) external; // onlyOwner

function setAccessManager( IAccessManager _accessManager ) external;

↪→ // onlyOwner� �
C V F - 1 7 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I C a l l e d C o n t r a c t . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e a r g u m e n t a n d / o r d o c u m e n t -

i n g .

C l i e n t C o m m e n t T h e a r g u m e n t h a s n o p r e d e f i n e d m e a n i n g o r p u r p o s e . T h e m e a n i n g i s

c o n t i n g e n t o n t h e c o n t r a c t b e i n g c a l l e d .� �
7 function callFromDAO(uint256) external;� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I D A O . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e P O L W i t h d r a w n e v e n t i s a l r e a d y e m i t t e d . f i n a l i z e B a l l o t a l r e a d y e m i t s

e v e n t s d e p e n d e n t o n t h e t y p e o f b a l l o t b e i n g f i n a l i z e d .� �
1 1 function finalizeBallot( uint256 ballotID ) external;� �� �
1 7 function withdrawPOL( IERC20 tokenA, IERC20 tokenB, uint256

↪→ percentToLiquidate ) external;� �
C V F - 1 7 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I P r o p o s a l s . s o l

D e s c r i p t i o n D e f i n i n g t o p - l e v e l t y p e s i n a f i l e n a m e d a f t e r a n i n t e r f a c e m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e t y p e d e f i n i t i o n s i n t o t h e i n t e r f a c e , o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e .� �
7 enum Vote { INCREASE, DECREASE, NO_CHANGE, YES, NO }

enum BallotType { PARAMETER, WHITELIST_TOKEN, UNWHITELIST_TOKEN,

↪→ SEND_SALT, CALL_CONTRACT, INCLUDE_COUNTRY, EXCLUDE_COUNTRY,

↪→ SET_CONTRACT, SET_WEBSITE_URL, CONFIRM_SET_CONTRACT,

↪→ CONFIRM_SET_WEBSITE_URL }� �� �
1 0 struct UserVote� �� �
1 6 struct Ballot� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d r e t u r n t h e I D o f t h e c r e a t e d b a l l o t .

C l i e n t C o m m e n t U n n e c e s s a r y a s a l l r e q u i r e d f u n c t i o n a l i t y i s a l r e a d y w i t h i n _ p o s s i b l y C r e -

a t e P r o p o s a l .� �
3 5 function createConfirmationProposal( string calldata ballotName,

↪→ BallotType ballotType, address address1, string calldata

↪→ string1, string calldata description ) external;� �� �
3 8 function proposeParameterBallot( uint256 parameterType, string

↪→ calldata description ) external;

function proposeTokenWhitelisting( IERC20 token, string calldata

↪→ tokenIconURL, string calldata description ) external;

4 0 function proposeTokenUnwhitelisting( IERC20 token, string calldata

↪→ tokenIconURL, string calldata description ) external;

function proposeSendSALT( address wallet, uint256 amount, string

↪→ calldata description ) external;

function proposeCallContract( address contractAddress, uint256

↪→ number, string calldata description ) external;

function proposeCountryInclusion( string calldata country, string

↪→ calldata description ) external;

function proposeCountryExclusion( string calldata country, string

↪→ calldata description ) external;

function proposeSetContractAddress( string calldata contractName,

↪→ address newAddress, string calldata description ) external;

function proposeWebsiteUpdate( string calldata newWebsiteURL, string

↪→ calldata description ) external;� �
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• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t� �
3 5 function createConfirmationProposal( string calldata ballotName,

↪→ BallotType ballotType, address address1, string calldata

↪→ string1, string calldata description ) external;

function markBallotAsFinalized( uint256 ballotID ) external;� �� �
4 8 function castVote( uint256 ballotID, Vote vote ) external;� �
C V F - 1 8 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I P r o p o s a l s . s o l

D e s c r i p t i o n P a s s i n g a s t r i n g i s i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g t h e b a l l o t n a m e h a s h i n s t e a d .

C l i e n t C o m m e n t A c c e p t a b l e a s t h i s i s s i m p l y a g e t t e r i n t o t h e m a p p i n g a l r e a d y i n p l a c e .� �
5 2 function openBallotsByName( string calldata name ) external returns

↪→ (uint256);� �
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• C a t e g o r y B a d n a m i n g • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” B o o t s t r a p p i n g R e w a r d s ”

o r ” P e r c e n t P o l R e w a r d s B u r n e d ” .� �
1 1 event BootstrappingRewardsChanged(uint256 newBootstrappingRewards);

event PercentPolRewardsBurnedChanged(uint256

↪→ newPercentPolRewardsBurned);

event BaseBallotQuorumPercentChanged(uint256

↪→ newBaseBallotQuorumPercentTimes1000);

event BallotDurationChanged(uint256 newBallotDuration);

event RequiredProposalPercentStakeChanged(uint256

↪→ newRequiredProposalPercentStakeTimes1000);

event MaxPendingTokensForWhitelistingChanged(uint256

↪→ newMaxPendingTokensForWhitelisting);

event ArbitrageProfitsPercentPOLChanged(uint256

↪→ newArbitrageProfitsPercentPOL);

event UpkeepRewardPercentChanged(uint256 newUpkeepRewardPercent);� �
C V F - 1 8 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e p r e f i x ” n e w ” i n p a r a m e t e r n a m e s i s r e d u n d a n t , a s t h e r e a r e n o

c o r r e s p o n d i n g ” o l d ” p a r a m e t e r s .� �
1 1 event BootstrappingRewardsChanged(uint256 newBootstrappingRewards);

event PercentPolRewardsBurnedChanged(uint256

↪→ newPercentPolRewardsBurned);

event BaseBallotQuorumPercentChanged(uint256

↪→ newBaseBallotQuorumPercentTimes1000);

event BallotDurationChanged(uint256 newBallotDuration);

event RequiredProposalPercentStakeChanged(uint256

↪→ newRequiredProposalPercentStakeTimes1000);

event MaxPendingTokensForWhitelistingChanged(uint256

↪→ newMaxPendingTokensForWhitelisting);

event ArbitrageProfitsPercentPOLChanged(uint256

↪→ newArbitrageProfitsPercentPOL);

event UpkeepRewardPercentChanged(uint256 newUpkeepRewardPercent);� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e d e f a u l t v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
2 4 uint256 public bootstrappingRewards = 200000 ether;� �� �
2 8 uint256 public percentPolRewardsBurned = 50;� �� �
4 0 uint256 public baseBallotQuorumPercentTimes1000 = 10 * 1000; //

↪→ Default 10% of the total amount of SALT staked with a 1000

↪→ x multiplier� �� �
4 5 uint256 public ballotMinimumDuration = 10 days;� �� �
4 9 uint256 public requiredProposalPercentStakeTimes1000 = 500; //

↪→ Defaults to 0.50% with a 1000x multiplier� �� �
5 3 uint256 public maxPendingTokensForWhitelisting = 5;� �� �
5 7 uint256 public arbitrageProfitsPercentPOL = 20;� �� �
6 1 uint256 public upkeepRewardPercent = 5;� �
C V F - 1 8 5 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 5 e 2 ” .� �
2 8 uint256 public percentPolRewardsBurned = 50;� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e D A O C o n f i g . s o l

D e s c r i p t i o n U s i n g d i f f e r e n t d e n o m i n a t o r f o r d i f f e r e n t p a r a m e t e r s m a k e s c o d e h a r d e r t o

r e a d a n d m o r e e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e d e n o m i n a t o r e v e r y w h e r e .� �
2 8 uint256 public percentPolRewardsBurned = 50;� �� �
4 0 uint256 public baseBallotQuorumPercentTimes1000 = 10 * 1000; //

↪→ Default 10% of the total amount of SALT staked with a 1000

↪→ x multiplier� �� �
4 9 uint256 public requiredProposalPercentStakeTimes1000 = 500; //

↪→ Defaults to 0.50% with a 1000x multiplier� �� �
5 7 uint256 public arbitrageProfitsPercentPOL = 20;� �� �
6 1 uint256 public upkeepRewardPercent = 5;� �
C V F - 1 8 7 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 1 e 5 ” .� �
4 0 uint256 public baseBallotQuorumPercentTimes1000 = 10 * 1000; //

↪→ Default 10% of the total amount of SALT staked with a 1000x

↪→ multiplier� �
C V F - 1 8 8 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 0 0 5 e 5 ” .� �
4 9 uint256 public requiredProposalPercentStakeTimes1000 = 500; //

↪→ Defaults to 0.50% with a 1000x multiplier� �
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• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 2 e 2 ” .� �
5 7 uint256 public arbitrageProfitsPercentPOL = 20;� �
C V F - 1 9 0 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h i s v a l u e c o u l d b e r e n d e r e d a s ” 0 . 0 5 e 2 ” .� �
6 1 uint256 public upkeepRewardPercent = 5;� �

9 5



C V F - 1 9 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e n a m e d c o n s t a n t s .� �
6 8 if (bootstrappingRewards < 500000 * 1 ether)

bootstrappingRewards += 50000 * 1 ether;� �� �
7 3 if (bootstrappingRewards > 50000 * 1 ether)

bootstrappingRewards -= 50000 * 1 ether;� �� �
8 5 if (percentPolRewardsBurned < 75)

percentPolRewardsBurned += 5;� �� �
9 0 if (percentPolRewardsBurned > 25)

percentPolRewardsBurned -= 5;� �� �
1 0 2 if (baseBallotQuorumPercentTimes1000 < 20 * 1000)

baseBallotQuorumPercentTimes1000 += 1000;� �� �
1 0 7 if (baseBallotQuorumPercentTimes1000 > 5 * 1000 )

baseBallotQuorumPercentTimes1000 -= 1000;� �� �
1 1 9 if (ballotMinimumDuration < 14 days)

1 2 0 ballotMinimumDuration += 1 days;� �� �
1 2 4 if (ballotMinimumDuration > 3 days)

ballotMinimumDuration -= 1 days;� �� �
1 3 6 if (requiredProposalPercentStakeTimes1000 < 2000) //

↪→ Maximum 2%

requiredProposalPercentStakeTimes1000 += 100; //

↪→ Increase by 0.10%� �� �
1 4 1 if (requiredProposalPercentStakeTimes1000 > 100) //

↪→ Minimum 0.10%

requiredProposalPercentStakeTimes1000 -= 100; //

↪→ Decrease by 0.10%� �� �
1 5 3 if (maxPendingTokensForWhitelisting < 12)

maxPendingTokensForWhitelisting += 1;� �
( 1 5 8 , 1 7 0 , 1 7 5 , 1 8 7 , 1 9 2 )

9 6



C V F - 1 9 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s ” 5 0 0 0 0 0 e t h e r ” a n d ” 5 0 0 0 0 e t h e r ” .

C l i e n t C o m m e n t� �
6 8 if (bootstrappingRewards < 500000 * 1 ether)

bootstrappingRewards += 50000 * 1 ether;� �� �
7 3 if (bootstrappingRewards > 50000 * 1 ether)

bootstrappingRewards -= 50000 * 1 ether;� �
C V F - 1 9 3 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e s v a l u e s c o u l d b e r e n d e r e d a s ” 0 . 7 5 e 2 ” , ” 0 . 0 5 e 2 ” , a n d ” 0 . 2 5 e 2 ” .� �
8 5 if (percentPolRewardsBurned < 75)

percentPolRewardsBurned += 5;� �� �
9 0 if (percentPolRewardsBurned > 25)

percentPolRewardsBurned -= 5;� �
C V F - 1 9 4 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s ” 0 . 2 e 5 ” , ” 0 . 0 1 e 5 ” , a n d ” 0 . 0 5 e 5 ” .� �
1 0 2 if (baseBallotQuorumPercentTimes1000 < 20 * 1000)

baseBallotQuorumPercentTimes1000 += 1000;� �� �
1 0 7 if (baseBallotQuorumPercentTimes1000 > 5 * 1000 )

baseBallotQuorumPercentTimes1000 -= 1000;� �

9 7



C V F - 1 9 5 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e r e v a l u e s c o u l d b e r e n d e r e d a s ” 0 . 0 2 e 5 ” a n d ” 0 . 0 0 1 e 5 ” .� �
1 3 6 if (requiredProposalPercentStakeTimes1000 < 2000) // Maximum 2%

requiredProposalPercentStakeTimes1000 += 100; // Increase by

↪→ 0.10%� �� �
1 4 1 if (requiredProposalPercentStakeTimes1000 > 100) // Minimum 0.10%

requiredProposalPercentStakeTimes1000 -= 100; // Decrease by

↪→ 0.10%� �
C V F - 1 9 6 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s ” 0 . 4 5 e 2 ” , ” 0 . 0 5 e 2 ” a n d ” 0 . 1 5 e 2 ” .� �
1 7 0 if (arbitrageProfitsPercentPOL < 45)

arbitrageProfitsPercentPOL += 5;� �� �
1 7 5 if (arbitrageProfitsPercentPOL > 15)

arbitrageProfitsPercentPOL -= 5;� �
C V F - 1 9 7 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e D A O C o n f i g . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s c o u l d b e r e n d e r e d a s ” 0 . 1 e 2 ” a n d ” 0 . 0 1 e 2 ” .� �
1 8 7 if (upkeepRewardPercent < 10)

upkeepRewardPercent += 1;� �� �
1 9 2 if (upkeepRewardPercent > 1)

upkeepRewardPercent -= 1;� �

9 8



C V F - 1 9 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e D A O . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” F i n a l i z e d B a l l o t ” o r ” C o n -

t r a c t ” .� �
2 5 event BallotFinalized(uint256 indexed ballotID);

event SetContract(string indexed ballotName, address indexed

↪→ contractAddress);

event SetWebsiteURL(string newURL);

event WhitelistToken(address indexed token);

event UnwhitelistToken(address indexed token);

3 0 event GeoExclusionUpdated(string country, bool excluded);

event ArbitrageProfitsWithdrawn(address indexed upkeepContract,

↪→ IERC20 indexed weth, uint256 withdrawnAmount);

event SaltSent(address indexed to, uint256 amount);

event ContractCalled(address indexed contractAddress, uint256

↪→ indexed intArg);

event TeamRewardsTransferred(uint256 teamAmount);� �� �
3 6 event POLFormed(address indexed tokenA, address indexed tokenB,

↪→ uint256 amountA, uint256 amountB);

event POLProcessed(uint256 claimedSALT);

event POLWithdrawn(address indexed tokenA, address indexed tokenB,

↪→ uint256 withdrawnA, uint256 withdrawnB);� �
C V F - 1 9 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e D A O . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e t o k e n p a r a m e t e r s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t� �
2 8 event WhitelistToken(address indexed token);

event UnwhitelistToken(address indexed token);� �� �
3 6 event POLFormed(address indexed tokenA, address indexed tokenB,

↪→ uint256 amountA, uint256 amountB);� �� �
3 8 event POLWithdrawn(address indexed tokenA, address indexed tokenB,

↪→ uint256 withdrawnA, uint256 withdrawnB);� �

9 9



C V F - 2 0 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e D A O . s o l

D e s c r i p t i o n T h e f o r m a t o f t h e k e y s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t� �
6 6 mapping(string=>bool) public excludedCountries;� �
C V F - 2 0 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .

C l i e n t C o m m e n t� �
7 1 require( address(_pools) != address(0), "_pools cannot be address(0)

↪→ " );

require( address(_proposals) != address(0), "_proposals cannot be 

↪→ address(0)" );

require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

require( address(_stakingConfig) != address(0), "_stakingConfig 

↪→ cannot be address(0)" );

require( address(_rewardsConfig) != address(0), "_rewardsConfig 

↪→ cannot be address(0)" );

require( address(_stableConfig) != address(0), "_stableConfig cannot

↪→  be address(0)" );

require( address(_daoConfig) != address(0), "_daoConfig cannot be 

↪→ address(0)" );

require( address(_priceAggregator) != address(0), "_priceAggregator 

↪→ cannot be address(0)" );

8 0 require( address(_liquidityRewardsEmitter) != address(0), "

↪→ _liquidityRewardsEmitter cannot be address(0)" );

require( address(_collateralAndLiquidity) != address(0), "

↪→ _collateralAndLiquidity cannot be address(0)" );� �

1 0 0



C V F - 2 0 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O . s o l

D e s c r i p t i o n H a r d c o d i n g t h e d e f a u l t e x c l u s i o n s l o o k s o d d .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g t h e l i s t o f d e f a u l t e x c l u s i o n s a s a c o n s t r u c t o r a r g u -

m e n t .

C l i e n t C o m m e n t A d d e d e x p l i c i t l y t o t h e c o n t r a c t f o r t h e p u r p o s e s o f t r a n s p a r e n c y - r a t h e r

t h a n i n c l u d e d a s a n a r g u m e n t o n d e p l o y m e n t w h i c h w o u l d b e h a r d e r t o s e e .� �
1 0 5 // Excluded by default: United States, Canada, United Kingdom, China

↪→ , India, Pakistan, Russian, Afghanistan, Cuba, Iran, North

↪→ Korea, Syria, Venezuela� �� �
1 0 7 excludedCountries["US"] = true;

excludedCountries["CA"] = true;

excludedCountries["GB"] = true;

1 1 0 excludedCountries["CN"] = true;

excludedCountries["IN"] = true;

excludedCountries["PK"] = true;

excludedCountries["RU"] = true;

excludedCountries["AF"] = true;

excludedCountries["CU"] = true;

excludedCountries["IR"] = true;

excludedCountries["KP"] = true;

excludedCountries["SY"] = true;

excludedCountries["VE"] = true;� �
C V F - 2 0 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D A O . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d c o n t a i n t h e w i n n i n g v o t e a s a p a r a m e t e r .

C l i e n t C o m m e n t F i x e d a s s u g g e s t e d� �
1 3 8 emit BallotFinalized(ballotID);� �

1 0 1



C V F - 2 0 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n f o r u n k n o w n b a l l o t n a m e s w h e n n o c h a n g e s w e r e

a c t u a l l y m a d e .

R e c o m m e n d a t i o n C o n s i d e r e m i t t i n g n o e v e n t i n s u c h c a s e s .

C l i e n t C o m m e n t A c c e p t a b l e t o r e c o r d t h a t t h e S e t C o n t r a c t m e t h o d w a s c a l l e d e v e n

w i t h o u t c h a n g i n g a d d r e s s e s .� �
1 5 5 emit SetContract(ballot.ballotName, ballot.address1);� �
C V F - 2 0 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O . s o l

D e s c r i p t i o n T h e r e c o u l d b e o t h e r r e a s o n s f o r a t o k e n t r a n s f e r t o f a i l . P e r f o r m i n g t h e

b a l a n c e c h e c k b e f o r e a t r a n s f e r c o n s u m e s g a s w i t h o u t s i g n i f i c a n t b e n e f i t .

R e c o m m e n d a t i o n C o n s i d e r c a t c h i n g e r r o r s f r o m t r a n s f e r c a l l s i n s t e a d .� �
1 8 0 // This should not happen but is here just in case - to prevent

↪→ approved proposals from reverting on finalization.

if ( exchangeConfig.salt().balanceOf(address(this)) >= ballot.

↪→ number1 )� �
C V F - 2 0 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D A O . s o l

D e s c r i p t i o n U s i n g d e n o m i n a t o r o f 1 0 0 m e a n s q u i t e c o a r s e p r e c i s i o n . I t a l l o w s s p e c i f y i n g

p e r c e n t a g e s l i k e 3 % o r 4 % , b u t n o t 3 . 5 % .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b i g g e r d e n o m i n a t o r .

C l i e n t C o m m e n t A c c e p t a b l e a s p e r c e n t T o L i q u i d a t e i s f i x e d a t 1 % - a s c a l l e d f r o m L i q u i d i z e r .� �
3 8 0 uint256 liquidityToWithdraw = (liquidityHeld * percentToLiquidate) /

↪→ 100;� �

1 0 2



C V F - 2 0 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P r o p o s a l ” o r ” F i n a l i z e d -

B a l l o t ” .� �
2 3 event ProposalCreated(uint256 indexed ballotID, BallotType

↪→ ballotType, string ballotName);

event BallotFinalized(uint256 indexed ballotID);

event VoteCast(address indexed voter, uint256 indexed ballotID, Vote

↪→ vote, uint256 votingPower);� �
C V F - 2 0 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e s e t w o v a r i a b l e s c o u l d b e r e p l a c e s w i t h a s i n g l e v a r i a b l e o f t y p e

” B a l l o t [ ] ” .� �
4 1 mapping(uint256=>Ballot) public ballots;

uint256 public nextBallotID = 1;� �
C V F - 2 0 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o m e r g e t h e s e m a p p i n g s i n t o a s i n g l e

m a p p i n g w h o s e k e y s a r e b a l l o t I D s a n d v a l u e a r e s t r u c t s e n c a p s u l a t i n g v a l u e s o f t h e

o r i g i n a l m a p p i n g s .� �
4 1 mapping(uint256=>Ballot) public ballots;� �� �
5 1 mapping(uint256=>mapping(Vote=>uint256)) private _votesCastForBallot

↪→ ;� �� �
5 5 mapping(uint256=>mapping(address=>UserVote)) private

↪→ _lastUserVoteForBallot;� �� �
6 3 mapping(uint256=>address) private _usersThatProposedBallots;� �

1 0 3



C V F - 2 1 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

D e s c r i p t i o n H a r d c o d i n g p a r t i c u l a r c o n s t a n t v a l u e s i n c o m m e n t s a n d e r r o r m e s s a g e s i s a

b a d p r a c t i c e , a s i n c a s e t h e v a l u e w i l l e v e r c h a n g e i t w o u l d b e h a r d t o p r o p e r l y u p d a t e i t

e v e r y w h e r e .

R e c o m m e n d a t i o n C o n s i d e r r e f e r r i n g t o c o n s t a n t s b y t h e i r n a m e s r a t h e r t h a n v a l u e s .� �
6 5 // The time at which the first proposal can be made (45 days after

↪→ deployment).� �� �
8 8 require( block.timestamp >= firstPossibleProposalTimestamp,

↪→ "Cannot propose ballots within the first 45 days of 

↪→ deployment" );� �� �
1 9 8 // Only one sendSALT Ballot can be open at a time and the sending

↪→ limit is 5% of the current SALT balance of the DAO.� �� �
2 0 3 // Limit to 5% of current balance� �� �
2 0 6 require( amount <= maxSendable, "Cannot send more than 5% of

↪→  the DAO SALT balance" );� �� �
3 1 8 // The required quorum is normally a default 10% of the amount of

↪→ SALT staked.

// There is though a minimum of 0.50% of SALT.totalSupply (in the

↪→ case that the amount of staked SALT is low - at launch for

↪→ instance).� �� �
3 3 4 // Make sure that the requiredQuorum is at least 0.50% of

↪→ the total SALT supply.

// Circulating supply after the first 45 days of emissions

↪→ will be about 3 million - so this would require about

↪→ 16% of the circulating

// SALT to be staked and voting to pass a proposal (

↪→ including whitelisting) 45 days after deployment..� �

1 0 4



C V F - 2 1 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 4 5 d a y s ” s h o u l d b e a n a m e d c o n s t a n t .� �
6 7 uint256 immutable firstPossibleProposalTimestamp = block.timestamp +

↪→ 45 days;� �
C V F - 2 1 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .

C l i e n t C o m m e n t� �
7 2 require( address(_staking) != address(0), "_staking cannot be 

↪→ address(0)" );

require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

require( address(_daoConfig) != address(0), "_daoConfig cannot be 

↪→ address(0)" );� �
C V F - 2 1 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d t h e n u m e r a t o r a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t a s i s f o r c l a r i t y .� �
9 7 uint256 requiredXSalt = ( totalStaked * daoConfig.

↪→ requiredProposalPercentStakeTimes1000() ) / ( 100 * 1000 );� �

1 0 5



C V F - 2 1 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 0 0 * 1 0 0 0 ” s h o u l d b e a n a m e d c o n s t a n t .� �
9 7 uint256 requiredXSalt = ( totalStaked * daoConfig.

↪→ requiredProposalPercentStakeTimes1000() ) / ( 100 * 1000 );� �
C V F - 2 1 5 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h i s v a l u e ” 1 0 0 * 1 0 0 0 ” c o u l d b e r e n d e r e d a s ” 1 e 5 ” .� �
9 7 uint256 requiredXSalt = ( totalStaked * daoConfig.

↪→ requiredProposalPercentStakeTimes1000() ) / ( 100 * 1000 );� �� �
3 2 7 requiredQuorum = ( 1 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �� �
3 2 9 requiredQuorum = ( 2 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �� �
3 3 2 requiredQuorum = ( 3 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �
C V F - 2 1 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h i s e x p r e s s i o n c o u l d b e s i m p l i f i e d a s ” b a l a n c e / 2 0 ” .

C l i e n t C o m m e n t K e p t a s i s f o r c o n s i s t e n c y w i t h u n d e r l y i n g f u n c t i o n a l i t y .� �
2 0 5 uint256 maxSendable = balance * 5 / 100;� �

1 0 6



C V F - 2 1 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 5 ” a n d ” 1 0 0 ” s h o u l d b e n a m e d c o n s t a n t s .� �
2 0 5 uint256 maxSendable = balance * 5 / 100;� �
C V F - 2 1 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 1 ” , ” 2 ” , ” 3 ” , a n d ” 1 0 0 * 1 0 0 0 ” s h o u l d b e n a m e d c o n s t a n t s .� �
3 2 7 requiredQuorum = ( 1 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �� �
3 2 9 requiredQuorum = ( 2 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �� �
3 3 2 requiredQuorum = ( 3 * totalStaked * daoConfig.

↪→ baseBallotQuorumPercentTimes1000()) / ( 100 * 1000 );� �
C V F - 2 1 9 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h i s e x p r e s s i o n c o u l d b e s i m p l i f i e d a s ” t o t a l S u p p l y / 2 0 0 ” .

C l i e n t C o m m e n t K e p t a s i s f o r c o n s i s t e n c y w i t h u n d e r l y i n g f u n c t i o n a l i t y .� �
3 3 8 uint256 minimumQuorum = totalSupply * 5 / 1000;� �

1 0 7
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• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e v a l u e s ” 5 ” a n d ” 1 0 0 0 ” s h o u l d b e n a m e d c o n s t a n t s .� �
3 3 8 uint256 minimumQuorum = totalSupply * 5 / 1000;� �
C V F - 2 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r o p o s a l s . s o l

R e c o m m e n d a t i o n T h e s e c o n d i t i o n s a r e m u t u a l l y e x c l u s i v e , s o t h e l a t t e r c o n d i t i o n s h o u l d n ’ t

b e c h e c k e d i n c a s e t h e f o r m e r c o n d i t i o n i s t r u e .� �
3 7 5 if ( increaseTotal > decreaseTotal )� �� �
3 7 9 if ( decreaseTotal > increaseTotal )� �

1 0 8
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• C a t e g o r y S u b o p t i m a l • S o u r c e U p k e e p . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d

a d d r e s s e s .

C l i e n t C o m m e n t� �
6 9 require( address(_pools) != address(0), "_pools cannot be address(0)

↪→ " );

7 0 require( address(_exchangeConfig) != address(0), "_exchangeConfig 

↪→ cannot be address(0)" );

require( address(_poolsConfig) != address(0), "_poolsConfig cannot 

↪→ be address(0)" );

require( address(_daoConfig) != address(0), "_daoConfig cannot be 

↪→ address(0)" );

require( address(_stableConfig) != address(0), "_stableConfig cannot

↪→  be address(0)" );

require( address(_priceAggregator) != address(0), "_priceAggregator 

↪→ cannot be address(0)" );

require( address(_saltRewards) != address(0), "_saltRewards cannot 

↪→ be address(0)" );

require( address(_collateralAndLiquidity) != address(0), "

↪→ _collateralAndLiquidity cannot be address(0)" );

require( address(_emissions) != address(0), "_emissions cannot be 

↪→ address(0)" );

require( address(_dao) != address(0), "_dao cannot be address(0)" );� �
C V F - 2 2 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e U p k e e p . s o l

D e s c r i p t i o n M e n t i o n i n g e x a c t c o n s t a n t v a l u e s i n c o m m e n t s i s a b a d i d e a , a s i f c o n s t a n t

v a l u e s w i l l b e c h a n g e d , i t w o u l d b e v e r y e a s y t o f o r g e t u p d a t i n g r e l e v a n t c o m m e n t s .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g c o n s t a n t n a m e s i n s t e a d .� �
1 2 2 // 2. Withdraw existing WETH arbitrage profits from the Pools

↪→ contract and reward the caller of performUpkeep() with default

↪→ 5% of the withdrawn amount.� �� �
1 2 9 // Default 5% of the arbitrage profits for the caller of

↪→ performUpkeep()� �

1 0 9
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• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n i n g T o o l s . s o l

D e s c r i p t i o n H a r d c o d i n g m a i n n e t a d d r e s s e s m a k e s t e s t i n g h a r d e r .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g t h e e x p e c t e d s i g n e r a d d r e s s a s a c o n s t r u c t o r a r g u -

m e n t a n d s t o r i n g i n a n i m m u t a b l e v a r i a b l e .� �
7 address constant public EXPECTED_SIGNER = 0

↪→ x1234519DCA2ef23207E1CA7fd70b96f281893bAa;� �
C V F - 2 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n i n g T o o l s . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s v e r y i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r o p t i m i z i n g l i k e t h i s : r e q u i r e ( i n d e x < = a r r a y . l e n g t h - 3 2 ) ;

a s s e m b l y { r e s u l t : = m l o a d ( a d d ( a r r a y , a d d ( 0 × 2 0 , i n d e x ) ) ) }

C l i e n t C o m m e n t U s i n g t h e s u g g e s t e d a s s e m b l y v a r i a n t b e l o w i n s t e a d .� �
1 0 function _slice32(bytes memory array, uint index) internal pure

↪→ returns (bytes32 result)� �
C V F - 2 2 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n i n g T o o l s . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a s : a s s e m b l y { r : = m l o a d ( a d d ( s i g n a t u r e ,

0 × 2 0 ) ) s : = m l o a d ( a d d ( s i g n a t u r e , 0 × 4 0 ) ) v : = m l o a d ( a d d ( s i g n a t u r e , 0 × 4 1 ) ) }

C l i e n t C o m m e n t� �
2 7 bytes32 r = _slice32(signature, 0);

bytes32 s = _slice32(signature, 32);

uint8 v = uint8(signature[64]);� �

1 1 0
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• C a t e g o r y S u b o p t i m a l • S o u r c e A c c e s s M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d a d d r e s s .

C l i e n t C o m m e n t� �
3 2 require( address(_dao) != address(0), "_dao cannot be address(0)" );� �
C V F - 2 2 8 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A c c e s s M a n a g e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .

C l i e n t C o m m e n t G e o E x c l u s i o n U p d a t e d n o w i n c l u d e s t h e g e o V e r s i o n .

A c c e s s G r a n t e d e v e n t a d d e d .� �
4 1 function excludedCountriesUpdated() external� �� �
6 1 function grantAccess(bytes calldata signature) external� �

1 1 1
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• C a t e g o r y S u b o p t i m a l • S o u r c e E x c h a n g e C o n f i g . s o l

D e s c r i p t i o n T h e s e c h e c k s a r e r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s d e a d a d d r e s s e s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c h e c k s .

C l i e n t C o m m e n t� �
3 8 require( address(_salt) != address(0), "_salt cannot be address(0)"

↪→ );

require( address(_wbtc) != address(0), "_wbtc cannot be address(0)"

↪→ );

4 0 require( address(_weth) != address(0), "_weth cannot be address(0)"

↪→ );

require( address(_dai) != address(0), "_dai cannot be address(0)" );

require( address(_usds) != address(0), "_usds cannot be address(0)"

↪→ );

require( address(_managedTeamWallet) != address(0), "

↪→ _managedTeamWallet cannot be address(0)" );� �� �
5 8 require( address(dao) == address(0), "setContracts can only be 

↪→ called once" );� �� �
6 0 require( address(_dao) != address(0), "_dao cannot be address(0)" );

require( address(_upkeep) != address(0), "_upkeep cannot be address

↪→ (0)" );

require( address(_initialDistribution) != address(0), "

↪→ _initialDistribution cannot be address(0)" );

require( address(_airdrop) != address(0), "_airdrop cannot be 

↪→ address(0)" );

require( address(_teamVestingWallet) != address(0), "

↪→ _teamVestingWallet cannot be address(0)" );

require( address(_daoVestingWallet) != address(0), "

↪→ _daoVestingWallet cannot be address(0)" );� �

1 1 2
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