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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 9 . 0 6 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 9 . 0 6 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 1 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 2 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a
” C o d e w i t h f i x e s ” l i n k u p -

d a t e d

2 . 0 2 2 . 0 6 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

R e s e r v o i r F i n a n c e b u i l d s s i m p l e a n d e f f i c i e n t D e F i p r i m i t i v e s t o p u s h t h e e f f i c i e n c y o f

D e F i f o r w a r d .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

s r c /

R e s e r v o i r P a i r . s o l R e s e r v o i r E R C 2 0 . s o l G e n e r i c F a c t o r y . s o l

R e s e r v o i r T i m e l o c k . s o l

s r c / c u r v e / s t a b l e /

S t a b l e P a i r . s o l S t a b l e M i n t B u r n . s o l

s r c / c u r v e / c o n s t a n t - p r o d u c t /

C o n s t a n t P r o d u c t P a i r . s o l

s r c / a s s e t - m a n a g e m e n t /

A a v e M a n a g e r . s o l

s r c / i n t e r f a c e s /

I A s s e t M a n a g e d P a i r . s o l I G e n e r i c F a c t o r y . s o l I A s s e t M a n a g e r . s o l

I R e s e r v o i r C a l l e e . s o l

s r c / l i b r a r i e s /

S t a b l e M a t h . s o l
C o n s t a n t P r o d u c t

M a t h . s o l
s t d M a t h . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t

c o d e m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a .

S o m e t i m e s i t i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e

c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e

i n e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

8



5 O u r f i n d i n g s

W e f o u n d 1 7 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s .

Major
Active Fixed

1 1 6

Moderate
Active Fixed

2 9

Minor
Active Fixed

2 0 4 6

F i x e d 7 1 o u t o f 9 4 i s s u e s

9



6 M a j o r I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e C o n s t a n t P r o d u c t M a t h . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e ” a S w a p F e e ” a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t K e p t i m p l e m e n t a t i o n b u t a d d e d d o c u m e n t a t i o n c l a r i f y i n g a s s u m e d u s -

a g e . A l l o u r u s a g e i s c o m p l i a n t .� �
7 function getAmountOut(uint256 aAmountIn, uint256 aReserveIn, uint256

↪→ aReserveOut, uint256 aSwapFee)� �� �
2 1 function getAmountIn(uint256 aAmountOut, uint256 aReserveIn, uint256

↪→ aReserveOut, uint256 aSwapFee)� �
C V F - 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e C o n s t a n t P r o d u c t M a t h . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t K e p t i m p l e m e n t a t i o n b u t a d d e d d o c u m e n t a t i o n c l a r i f y i n g a s s u m e d u s -

a g e . A l l o u r u s a g e i s c o m p l i a n t .� �
1 5 uint256 lAmountInWithFee = aAmountIn * (FEE_ACCURACY - aSwapFee);

uint256 lNumerator = lAmountInWithFee * aReserveOut;

uint256 lDenominator = aReserveIn * FEE_ACCURACY + lAmountInWithFee;

rAmountOut = lNumerator / lDenominator;� �� �
2 9 uint256 lNumerator = aReserveIn * aAmountOut * FEE_ACCURACY;

3 0 uint256 lDenominator = (aReserveOut - aAmountOut) * (FEE_ACCURACY -

↪→ aSwapFee);

rAmountIn = lNumerator / lDenominator + 1;� �

1 0



C V F - 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e s t d M a t h . s o l

R e c o m m e n d a t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l -

c u l a t i o n r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n

o v e r f l o w s .

C l i e n t C o m m e n t K e p t i m p l e m e n t a t i o n b u t a d d e d d o c u m e n t a t i o n c l a r i f y i n g a s s u m e d u s -

a g e . A l l o u r u s a g e i s c o m p l i a n t .� �
1 8 return absDelta * 1e18 / b;� �
C V F - 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I A s s e t M a n a g e d P a i r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d b e d e c l a r e d a s ” v i e w ” .� �
9 function token0Managed() external returns (uint104);

1 0 function token1Managed() external returns (uint104);� �� �
1 2 function token0() external returns (ERC20);

function token1() external returns (ERC20);� �� �
1 5 function getReserves()� �� �
1 9 function assetManager() external returns (IAssetManager);� �

1 1



C V F - 5 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M i n t B u r n . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t A d d e d d o c u m e n t a t i o n s h o w i n g t h a t p h a n t o m f l o w d o e s n o t o c c u r f o r

v a l i d m i n t s .� �
4 5 uint256 amount1Optimal = (aAmount0 * aReserve1) / aReserve0;� �� �
4 8 rToken1Fee = (swapFee * (aAmount1 - amount1Optimal)) / (2 *

↪→ FEE_ACCURACY);� �� �
5 0 uint256 amount0Optimal = (aAmount1 * aReserve0) / aReserve1;

rToken0Fee = (swapFee * (aAmount0 - amount0Optimal)) / (2 *

↪→ FEE_ACCURACY);� �
C V F - 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M i n t B u r n . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t D o c u m e n t t h e c i r c u m s t a n c e s u n d e r w h i c h p h a n t o m o v e r f l o w m a y o c c u r .

W h i l e e x t r e m e l y u n l i k e l y w e d o s u p p o r t r e c o v e r y v i a b u r n ’s t r y / c a t c h .� �
7 9 rLiquidity = ((lNewLiq - lOldLiq) * lTotalSupply) / lOldLiq;� �
C V F - 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M i n t B u r n . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .� �
1 0 6 rAmount0 = (liquidity * lReserve0) / lTotalSupply;

rAmount1 = (liquidity * lReserve1) / lTotalSupply;� �
1 2



C V F - 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M i n t B u r n . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t B e l i e v e t h i s w i l l n o t p h a n t o m o v e r f l o w i n a l l r e a s o n a b l e c a s e s , a d d e d

d o c u m e n t a t i o n f o r t h a t . F u r t h e r m o r e w e h a v e t h e t r y / c a t c h i n b u r n a s a s a f e t y m e c h a -

n i s m .� �
1 4 0 uint256 lNumerator = rTotalSupply * (rD - lDLast) * lPlatformFee;

uint256 lDenominator = (FEE_ACCURACY - lPlatformFee) * rD +

↪→ lPlatformFee * lDLast;

uint256 lPlatformShares = lNumerator / lDenominator;� �
C V F - 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n T h i s l i n e s h o u l d b e e x e c u t e d o n l y w h e n ” l S h a r e s T o I s s u e ” i s n o t z e r o .� �
8 3 address platformFeeTo = factory.read(PLATFORM_FEE_TO_NAME).toAddress

↪→ ();� �
C V F - 1 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n T h e r e s h o u l d b e a f u n c t i o n t o s e t b o t h t h r e s h o l d s a t o m i c a l l y .� �
9 3 function setUpperThreshold(uint128 aUpperThreshold) external

↪→ onlyOwner {� �� �
9 8 function setLowerThreshold(uint128 aLowerThreshold) external

↪→ onlyOwner {� �

1 3



C V F - 1 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n I n o r d e r f o r t h e r e s u l t t o b e r o u n d e d d o w n , t h e e x c h a n g e r a t e o u g h t t o b e

r o u n d e d u p .� �
1 2 4 rShares = aAmount.divWad(_getExchangeRate(aAaveToken));� �
C V F - 1 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n I n E R C 2 0 t h e ” d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t T o k e n 0 / 1 p r e c i s i o n a r e u s e d b y b o t h t h e o r a c l e m a t h a n d s t a b l e s w a p

m a t h c o m p o n e n t s . T h e o r a c l e u s e s t h i s t o r e d u c e t h e p o s s i b l e r a n g e o f v a l u e s a n d

a c h i e v e g r e a t e r c o m p r e s s i o n . T h e s t a b l e s w a p m a t h u s e s t h i s t o n o r m a l i z e d e c i m a l d i f -

f e r e n c e s b e t w e e n s t a b l e a s s e t s .� �
6 4 token0PrecisionMultiplier = aNotStableMintBurn ? uint128(10) ** (18

↪→ - aToken0.decimals()) : 0;

token1PrecisionMultiplier = aNotStableMintBurn ? uint128(10) ** (18

↪→ - aToken1.decimals()) : 0;� �

1 4



C V F - 1 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h e g e t t e r f u n c t i o n s g e n e r a t e d b y t h e c o m p i l e r f o r t h e p u b l i c v a r i a b l e s m a y

b e c o m e i n c o n s i s t e n t w i t h t h e c o r r e s p o n d i n g v i r t u a l i n t e r n a l g e t t e r s , w h e n t h e i n t e r n a l

g e t t e r s w i l l b e o v e r r i d d e n .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e v a r i a b l e s p r i v a t e a n d m a k i n g t h e v i r t u a l g e t t e r s

p u b l i c .� �
8 5 ERC20 public immutable token0;

ERC20 public immutable token1;� �� �
9 1 uint128 public immutable token0PrecisionMultiplier;

uint128 public immutable token1PrecisionMultiplier;� �� �
9 4 function _token0() internal view virtual returns (ERC20) {� �� �
9 8 function _token1() internal view virtual returns (ERC20) {� �� �
1 0 2 function _token0PrecisionMultiplier() internal view virtual returns

↪→ (uint128) {� �� �
1 0 6 function _token1PrecisionMultiplier() internal view virtual returns

↪→ (uint128) {� �
C V F - 1 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h e ” _ s l o t 0 ” v a l u e i s r e a d f r o m t h e s t o r a g e t w i c e . O n c e h e r e a n d a n o t h e r

t i m e i m p l i c i t l y i n s i d e t h e ” _ w r i t e S l o t 0 T i m e s t a m p ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g a l r e a d y r e a d v a l u e .

C l i e n t C o m m e n t W e p a s s S l o t 0 a r o u n d a s a s t o r a g e p o i n t e r , t h i s p r o d u c e d g a s s a v i n g s ,

t h a n k s .� �
1 3 6 Slot0 memory lSlot0 = _slot0;� �� �
1 4 7 _writeSlot0Timestamp(rBlockTimestampLast, true);� �

1 5



C V F - 1 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h e s e l i n e s l o o k c o n f u s i n g a s b a l a n c e s a r e a s s i g n e d t o r e s e r v e s a n d r e s e r v e s

a r e n o t u s e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g t h e l o g i c i n a c o m m e n t .� �
1 7 4 _slot0.reserve0 = uint104(aBalance0);

_slot0.reserve1 = uint104(aBalance1);� �
C V F - 1 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .� �
5 3 6 rClampedPrice = aPrevClampedPrice * (1e18 + (maxChangeRate *

↪→ aTimeElapsed)) / 1e18;� �� �
5 3 9 rClampedPrice = aPrevClampedPrice * (1e18 - (maxChangeRate *

↪→ aTimeElapsed)) / 1e18;� �
C V F - 1 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G e n e r i c F a c t o r y . s o l

D e s c r i p t i o n U p d a t i n g t h e f r e e m e m o r y p o i n t e r o n e v e r y l o o p i t e r a t i o n i s w a s t e o f g a s .

R e c o m m e n d a t i o n C o n s i d e r u p d a t i n g o n c e a f t e r t h e l o o p .

C l i e n t C o m m e n t W e e l e c t e d t o p e r f o r m t h e e n t i r e o p e r a t i o n i n Y u l t o a v o i d a n y m e m o r y

a m b i g u i t y .� �
8 1 mstore(0x40, add(lFreeMem, lSize))� �

1 6



7 M o d e r a t e I s s u e s

C V F - 1 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M a t h . s o l

D e s c r i p t i o n O v e r - / u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .

C l i e n t C o m m e n t W e d o c u m e n t e d t h e c a l l a s s u m p t i o n s o n t h e l i b r a r y .� �
3 8 uint256 adjustedReserve0 = reserve0 * token0PrecisionMultiplier;

uint256 adjustedReserve1 = reserve1 * token1PrecisionMultiplier;

4 0 uint256 feeDeductedAmountIn = amountIn - (amountIn * swapFee) /

↪→ ONE_HUNDRED_PERCENT;� �� �
4 4 uint256 x = adjustedReserve0 + (feeDeductedAmountIn *

↪→ token0PrecisionMultiplier);� �� �
4 6 dy = adjustedReserve1 - y - 1;� �� �
4 9 uint256 x = adjustedReserve1 + (feeDeductedAmountIn *

↪→ token1PrecisionMultiplier);� �� �
5 1 dy = adjustedReserve0 - y - 1;� �

1 7



C V F - 1 9 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e M a t h . s o l

D e s c r i p t i o n O v e r - / u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .

C l i e n t C o m m e n t W e d o c u m e n t e d t h e c a l l a s s u m p t i o n s o n t h e l i b r a r y .� �
6 8 uint256 adjustedReserve0 = reserve0 * token0PrecisionMultiplier;

uint256 adjustedReserve1 = reserve1 * token1PrecisionMultiplier;� �� �
7 3 uint256 y = adjustedReserve0 - amountOut *

↪→ token0PrecisionMultiplier;� �� �
7 5 dx = x - adjustedReserve1 + 1;� �� �
7 8 uint256 y = adjustedReserve1 - amountOut *

↪→ token1PrecisionMultiplier;� �� �
8 0 dx = x - adjustedReserve0 + 1;� �� �
8 5 dx = dx * (ONE_HUNDRED_PERCENT + swapFee) / ONE_HUNDRED_PERCENT;� �
C V F - 2 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n O v e r - / u n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h o r c l e a r l y e x p l a i n i n g w h y o v e r f l o w i s n ’ t

p o s s i b l e o r i s d e s i r e d .

C l i e n t C o m m e n t A d d e d c o m m e n t e x p l a i n i n g w h y o v e r f l o w i s d e s i r e d / n e c e s s a r y .� �
3 0 6 int112 logAccRawPrice = previous.logAccRawPrice + currLogRawPrice *

↪→ int112(int256(uint256(aTimeElapsed)));� �� �
3 0 8 previous.logAccClampedPrice + int56(currLogClampedPrice) * int56

↪→ (int256(uint256(aTimeElapsed)));

int56 logAccLiq = previous.logAccLiquidity + int56(currLogLiq) *

↪→ int56(int256(uint256(aTimeElapsed)));

3 1 0 _slot0.index += 1;� �
1 8



C V F - 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n T h i s f o r m u l a a s s u m e s t h a t a S q r t N e w K > = a S q r t O l d K , h o w e v e r t h i s f a c t

w a s n ’ t l i s t e d i n t h e a s s e r t s a b o v e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r l i s t i n g i t a s a n a s s e r t o r c h e c k i n g i t e x p l i c i t l y .

C l i e n t C o m m e n t A d d e d t h e a d d i t i o n a l a s s u m p t i o n a n d i m p r o v e d t h e w o r d i n g o f t h e i n -

v a r i a n t s .� �
6 4 uint256 lScaledMultiplier = ACCURACY - (SQUARED_ACCURACY /

↪→ lScaledGrowth); // ASSERT: < UINT128� �
C V F - 2 2 . F I X E D

• C a t e g o r y F l a w • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n T h e r e a r e n o c h e c k s t o g u a r a n t e e t h a t ” l S q r t N e w K ” a n d ” l S q r t O l d K ” d o f i t

i n t o 1 0 4 b i t s , w h i l e t h e ” _ c a l c F e e ” f u n c t i o n r e l i e s o n t h i s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s o r c l e a r l y e x p l a i n i n g w h y s u c h

c h e c k s a r e n o t n e c e s s a r y .

C l i e n t C o m m e n t A d d s h o r t n o t e a t t h e c a l l s i t e a b o u t t h e i n v a r i a n t s b e i n g u p h e l d .� �
8 1 uint256 lSharesToIssue = _calcFee(lSqrtNewK, lSqrtOldK, platformFee,

↪→ totalSupply);� �
C V F - 2 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e ” m u l d i v ” f u n c t i o n .

C l i e n t C o m m e n t A d d e d d o c u m e n t a t i o n o f t h e b o u n d s h i g h l i g h t i n g t h a t p h a n t o m o v e r f l o w

i s n o t p o s s i b l e f o r a l l v a l i d m i n t s .� �
1 0 7 rLiquidity = Math.min(lAmount0 * lTotalSupply / lReserve0, lAmount1

↪→ * lTotalSupply / lReserve1);� �
1 9



C V F - 2 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
2 7 0 int256 lAmount0Change = -int256(aToken0 ? aAmount : 0);

int256 lAmount1Change = -int256(aToken0 ? 0 : aAmount);� �
C V F - 2 5 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
2 7 8 rAmountChange = int256(aReserve.mulWad(uint256(lowerThreshold).avg(

↪→ upperThreshold)) - aManaged);� �� �
2 8 1 rAmountChange = int256(aReserve.mulWad(uint256(lowerThreshold).avg(

↪→ upperThreshold))) - int256(aManaged);� �
C V F - 2 6 . F I X E D

• C a t e g o r y F l a w • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h e u p p e r b i t i s n o t c l e a r e d i n ” a T i m e s t a m p ” n o r i t i s c h e c k e d t o b e z e r o .

C l i e n t C o m m e n t O u r u s e o f t h e _ c u r r e n t T i m e ( ) w r a p p e r f u n c t i o n p r e v e n t s t h e M S B f r o m

b e i n g s e t / u s e d . H o w e v e r , w e h a v e a d d e d a d e v c o m m e n t c l a r i f y i n g t h i s a s s u m p t i o n .� �
1 2 9 _slot0.packedTimestamp = aTimestamp | lLocked;� �

2 0



C V F - 2 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T r a n s f e r r i n g t w o t o k e n s i n a s i n g l e t r a n s a c t i o n i s a b a d i d e a , a s i n c a s e o n e

t r a n s f e r f a i l s , t h e o t h e r t r a n s f e r w o n ’ t h a p p e n a s w e l l .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s o m e w a y t o s k i m t o k e n s s e p a r a t e l y .

C l i e n t C o m m e n t I f e i t h e r t o k e n i s f r o z e n t h e A M M i s i n o p e r a b l e . A d d i t i o n a l l y , t h e r e i s n o

c o r r e l a t i o n b e t w e e n t o k e n 0 ’s b a l a n c e i n t h e p o o l a n d t h e f r o z e n s t a t u s o f t o k e n 1 . W e w i l l

k e e p t h e b e h a v i o u r i n l i n e w i t h U n i s w a p V 2 .� �
2 0 6 _checkedTransfer(_token0(), aTo, _totalToken0() - lReserve0,

↪→ lReserve0, lReserve1);

_checkedTransfer(_token1(), aTo, _totalToken1() - lReserve1,

↪→ lReserve0, lReserve1);� �
C V F - 2 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T r a n s f e r r i n g t w o t o k e n s i n a s i n g l e t r a n s a c t i o n i s a b a d i d e a , a s i n c a s e o n e

t r a n s f e r f a i l s , t h e o t h e r t r a n s f e r w o n ’ t h a p p e n a s w e l l .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g s o m e w a y t o s k i m t o k e n s s e p a r a t e l y .

C l i e n t C o m m e n t I f e i t h e r t o k e n i s f r o z e n t h e A M M i s i n o p e r a b l e . A d d i t i o n a l l y , t h e r e i s n o

c o r r e l a t i o n b e t w e e n t o k e n 0 ’s b a l a n c e i n t h e p o o l a n d t h e f r o z e n s t a t u s o f t o k e n 1 . W e w i l l

k e e p t h e b e h a v i o u r i n l i n e w i t h U n i s w a p V 2 .� �
4 3 7 address(_token0()).safeTransfer(msg.sender, lDelta);� �� �
4 4 4 address(_token0()).safeTransferFrom(msg.sender, address(this),

↪→ lDelta);� �� �
4 5 3 address(_token1()).safeTransfer(msg.sender, lDelta);� �� �
4 6 0 address(_token1()).safeTransferFrom(msg.sender, address(this),

↪→ lDelta);� �

2 1



8 M i n o r I s s u e s

C V F - 2 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e s t d M a t h . s o l

R e c o m m e n d a t i o n T h e v a l u e ” 1 e 1 8 ” s h o u l d b e a n a m e d c o n s t a n t .� �
1 8 return absDelta * 1e18 / b;� �
C V F - 3 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e M a t h . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
4 import { MathUtils } from "src/libraries/MathUtils.sol";� �
C V F - 3 1 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e S t a b l e M a t h . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e r e a d a b l e t o s p e c i f y t h e s e v a l u e s a s ” 0 . 0 1 e 2 ” a n d

” 1 0 0 e 2 ” .

C l i e n t C o m m e n t T h e s e v a l u e s a r e n o t r a t i o s , b u t r a t h e r a b s o l u t e v a l u e s .� �
1 6 uint256 public constant MIN_A = 1;� �� �
1 8 uint256 public constant MAX_A = 10_000;� �

2 2



C V F - 3 2 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e S t a b l e M a t h . s o l

R e c o m m e n d a t i o n T h i s f o r m u l a c o u l d b e r e d u c e d b y D .

C l i e n t C o m m e n t D u e t o i n t e g e r p r e c i s i o n , r e m o v i n g t h i s D t e r m w o u l d n o t r e s u l t i n e q u i v -

a l e n t f o r m u l a s .� �
1 0 6 D = (((N_A * s) / A_PRECISION + 2 * dP) * D) / ((N_A - A_PRECISION)

↪→ * D / A_PRECISION + 3 * dP);� �
C V F - 3 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t a b l e M a t h . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t T h i s h a s b e e n r e m o v e d a s w e n o w t r y c a t c h t h e b u r n o p e r a t i o n s t o

g u a r a n t e e a s s e t r e c o v e r y i n t h e f a c e o f p h a n t o m o v e r f l o w / n o n - c o n v e r g e n c e .� �
1 1 4 if (percentDelta <= 0.0000000000004e18) {� �
C V F - 3 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A s s e t M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
4 import { ERC20 } from "solmate/tokens/ERC20.sol";� �

2 3



C V F - 3 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I A s s e t M a n a g e r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e f u n c t i o n s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t N a t s p e c a d d e d .� �
1 0 function afterLiquidityEvent() external;

function returnAsset(bool aToken0, uint256 aAmount) external;� �
C V F - 3 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A s s e t M a n a g e d P a i r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
4 import { ERC20 } from "solmate/tokens/ERC20.sol";� �
C V F - 3 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I A s s e t M a n a g e d P a i r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d s u c h e v e n t s h o u l d b e d e c l a r e d i n

t h i s i n t e r f a c e .� �
2 0 function setManager(IAssetManager manager) external;� �

2 4



C V F - 3 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I R e s e r v o i r C a l l e e . s o l

D e s c r i p t i o n T h e a r g u m e n t s ” s e n d e r ” a n d ” d a t a ” a r e n o t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 function reservoirCall(address sender, int256 amount0, int256

↪→ amount1, bytes calldata data) external;� �
C V F - 3 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G e n e r i c F a c t o r y . s o l

D e s c r i p t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t A d d e d s t a b l e M i n t B u r n r e t u r n t y p e , h o w e v e r , l e f t g e t P a i r & c r e a t e P a i r a s

a d d r e s s a s t h e s e a r e i n s t a n t i a t e d f r o m b y t e c o d e b l o b s a n d a r e n o t g u a r a n t e e d t o c o n f o r m

t o a p a r t i c u l a r i n t e r f a c e .� �
5 function stableMintBurn() external view returns (address);� �� �
1 2 function allPairs() external view returns (address[] memory);

function getPair(address tokenA, address tokenB, uint256 curveId)

↪→ external view returns (address);

function createPair(address tokenA, address tokenB, uint256 curveId)

↪→ external returns (address);� �
C V F - 4 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e t o k e n a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .� �
1 3 function getPair(address tokenA, address tokenB, uint256 curveId)

↪→ external view returns (address);

function createPair(address tokenA, address tokenB, uint256 curveId)

↪→ external returns (address);� �

2 5



C V F - 4 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
5 import { ERC20 } from "solmate/tokens/ERC20.sol";� �� �
1 0 import { Bytes32Lib } from "src/libraries/Bytes32.sol";

import { FactoryStoreLib } from "src/libraries/FactoryStore.sol";� �� �
1 5 import { StableOracleMath } from "src/libraries/StableOracleMath.sol

↪→ ";

import { ConstantProductOracleMath } from "src/libraries/

↪→ ConstantProductOracleMath.sol";� �
C V F - 4 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l s t r u c t i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r

t o n a v i g a t e t h r o u g h c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e d e c l a r a t i o n i n t o t h e c o n t r a c t o r m o v i n g i t

i n t o a s e p a r a t e f i l e .

C l i e n t C o m m e n t W e h a v e m o v e d t h e s t r u c t d e c l a r a t i o n t o a n e w f i l e , m o v i n g i t w i t h i n t h e

c o n t r a c t w o u l d b r e a k t e s t s .� �
1 8 struct AmplificationData {� �

2 6



C V F - 4 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” _ i s S t a b l e M i n t B u r n ( a T o k e n 0 , a T o k e n 1 ) ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
5 2 MINT_BURN_LOGIC = _isStableMintBurn(aToken0, aToken1) ? address(0) :

↪→ factory.stableMintBurn();� �� �
5 4 if (!_isStableMintBurn(aToken0, aToken1)) {� �
C V F - 4 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n D i v i s i o n m a y l e a d t o p r e c i s i o n l o s s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g a s : l F u t u r e A P r e c i s e * 1 d a y s < = l C u r r e n t A P r e c i s e

* d u r a t i o n * S t a b l e M a t h . M A X _ A M P _ U P D A T E _ D A I L Y _ R A T E� �
8 5 uint256 dailyRate = lFutureAPrecise > lCurrentAPrecise

? Math.ceilDiv(lFutureAPrecise * 1 days, lCurrentAPrecise *

↪→ duration)

: Math.ceilDiv(lCurrentAPrecise * 1 days, lFutureAPrecise *

↪→ duration);

require(dailyRate <= StableMath.MAX_AMP_UPDATE_DAILY_RATE, "SP: 

↪→ AMP_RATE_TOO_HIGH");� �
C V F - 4 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a b l e P a i r . s o l

R e c o m m e n d a t i o n P e r s e c o n d r a t e w o u l d b e m o r e e f f i c i e n t .

C l i e n t C o m m e n t A c k n o w l e d g e d b u t w i l l l e a v e a s i s f o r r e a d a b i l i t y b e c a u s e t h e c o d e i s

r a r e l y r u n .� �
8 8 require(dailyRate <= StableMath.MAX_AMP_UPDATE_DAILY_RATE, "SP: 

↪→ AMP_RATE_TOO_HIGH");� �

2 7



C V F - 4 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e P a i r . s o l

D e s c r i p t i o n T h i s l o g i c i s e x e c u t e d i n b o t h b r a n c h e s .

R e c o m m e n d a t i o n C o n s i d e r e x e c u t i n g b e f o r e t h e c o n d i t i o n a l s t a t e m e n t .� �
1 2 1 returndatacopy(0, 0, returndatasize())� �� �
1 2 5 returndatacopy(0, 0, returndatasize())� �
C V F - 4 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e M i n t B u r n . s o l

R e c o m m e n d a t i o n T h i s c o n t r a c t c o u l d b e t u r n e d i n t o a l i b r a r y t o m a k e u s a g e p a t t e r n

s i m p l e r a n d s a f e r .

C l i e n t C o m m e n t D u e t o t h e n e e d o f m o s t f u n c t i o n s t o r e a d c o n t r a c t s t o r a g e s l o t s , i m -

p l e m e n t a t i o n a s a l i b r a r y w a s d e e m e d n o n - f e a s i b l e .� �
1 3 contract StableMintBurn is StablePair {� �
C V F - 4 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e M i n t B u r n . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 0 constructor() StablePair(ERC20(address(0)), ERC20(address(0))) { }� �

2 8



C V F - 4 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t a b l e M i n t B u r n . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d m u l t i p l i c a t i o n a r e r e d u n d a n t .� �
4 5 uint256 amount1Optimal = (aAmount0 * aReserve1) / aReserve0;� �� �
5 0 uint256 amount0Optimal = (aAmount1 * aReserve0) / aReserve1;

rToken0Fee = (swapFee * (aAmount0 - amount0Optimal)) / (2 *

↪→ FEE_ACCURACY);� �� �
7 9 rLiquidity = ((lNewLiq - lOldLiq) * lTotalSupply) / lOldLiq;� �� �
1 0 6 rAmount0 = (liquidity * lReserve0) / lTotalSupply;

rAmount1 = (liquidity * lReserve1) / lTotalSupply;� �
C V F - 5 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t a b l e M i n t B u r n . s o l

D e s c r i p t i o n T h i s c o n d i t i o n a l s t a t e m e n t d o e s n ’ t s a v e g a s .� �
1 5 2 } else if (lastInvariant != 0) {� �

2 9



C V F - 5 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
5 import { FixedPointMathLib } from "solady/utils/FixedPointMathLib.

↪→ sol";

import { ERC20 } from "solmate/tokens/ERC20.sol";� �� �
8 import { Bytes32Lib } from "src/libraries/Bytes32.sol";

import { FactoryStoreLib } from "src/libraries/FactoryStore.sol";� �� �
1 1 import { ConstantProductOracleMath } from "src/libraries/

↪→ ConstantProductOracleMath.sol";� �
C V F - 5 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
3 2 constructor(ERC20 aToken0, ERC20 aToken1) ReservoirPair(aToken0,

↪→ aToken1, PAIR_SWAP_FEE_NAME, true) { }� �
C V F - 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

R e c o m m e n d a t i o n T h i s c o n d i t i o n a l s t a t e m e n t d o e s n ’ t s a v e a n y g a s , a s o v e r w r i t i n g a s t o r -

a g e s l o t w i t h t h e v a l u e t h i s s l o t a l r e a d y h a v e c o s t s t h e s a m e a s r e a d i n g t h e s l o t .� �
8 7 } else if (kLast != 0) {� �

3 0



C V F - 5 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n T h e n a m e ” a I n O r O u t ” i s c o n f u s i n g , a s i t i s u n c l e a r w h e t h e r ” t r u e ” m e a n s ” i n ”

o r ” o u t ” .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 4 7 function swap(int256 aAmount, bool aInOrOut, address aTo, bytes

↪→ calldata aData)� �
C V F - 5 5 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r s u r r o u n d i n g w i t h a n ” u n c h e c k e d ” b l o c k .� �
1 8 3 rAmountOut = uint256(-aAmount);� �
C V F - 5 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n s t a n t P r o d u c t P a i r . s o l

D e s c r i p t i o n T h i s c o m m e n t s h o u l d b e e i t h e r r e s o l v e d o r r e m o v e d . A l s o , i t i s u n c l e a r , w h a t

i s ” c l a m p e d ” p r i c e .

R e c o m m e n d a t i o n C o n s i d e r c l a r i f y i n g .

C l i e n t C o m m e n t R e m o v e d c o m m e n t , c l a m p p r i c e i s d o c u m e n t e d i n R e s e r v o i r P a i r . s o l� �
2 2 5 // perf: see if we can avoid using prevClampedPrice and read the two

↪→ previous oracle observations

// to figure out the previous clamped price� �

3 1



C V F - 5 7 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
7 import { FixedPointMathLib } from "solady/utils/FixedPointMathLib.

↪→ sol";

import { SafeTransferLib } from "solady/utils/SafeTransferLib.sol";� �
C V F - 5 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
1 2 import { IPoolAddressesProvider } from "src/interfaces/aave/

↪→ IPoolAddressesProvider.sol";

import { IPool } from "src/interfaces/aave/IPool.sol";

import { IAaveProtocolDataProvider } from "src/interfaces/aave/

↪→ IAaveProtocolDataProvider.sol";

import { IRewardsController } from "src/interfaces/aave/

↪→ IRewardsController.sol";� �
C V F - 5 9 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” I n v e s t m e n t ” .� �
2 0 event FundsInvested(IAssetManagedPair pair, ERC20 token, uint256

↪→ shares);

event FundsDivested(IAssetManagedPair pair, ERC20 token, uint256

↪→ shares);� �
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C V F - 6 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I P o o l A d d r e s s P r o v i d e r ” .� �
5 6 constructor(address aPoolAddressesProvider) {� �
C V F - 6 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t , a s i t i s a n y w a y p o s s i b l e t o p a s s a d e a d a d -

d r e s s p r o v i d e r .� �
5 7 require(aPoolAddressesProvider != address(0), "AM: 

↪→ PROVIDER_ADDRESS_ZERO");� �
C V F - 6 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s .� �
6 7 function updatePoolAddress() public onlyOwner {� �� �
7 3 function updateDataProviderAddress() public onlyOwner {� �� �
7 9 function setRewardSeller(address aRewardSeller) external onlyOwner {� �� �
8 4 function setRewardsController(address aRewardsController) external

↪→ onlyOwner {� �� �
8 9 function setWindDownMode(bool aWindDown) external onlyOwner {� �� �
9 3 function setUpperThreshold(uint128 aUpperThreshold) external

↪→ onlyOwner {� �� �
9 8 function setLowerThreshold(uint128 aLowerThreshold) external

↪→ onlyOwner {� �
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C V F - 6 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n T h e f i r s t p a r o f t h e c o n d i t i o n i s r e d u n d a n t .� �
9 9 require(aLowerThreshold <= 1e18 && aLowerThreshold <= upperThreshold

↪→ , "AM: INVALID_THRESHOLD");� �
C V F - 6 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e p r e c i s e t o c a l c u l a t e t h i s a s : a A m o u n t * l T o t a l S h a r e s

/ l A a v e U n d e r l y i n g� �
1 2 4 rShares = aAmount.divWad(_getExchangeRate(aAaveToken));� �� �
1 3 3 rShares = aAmount.divWadUp(_getExchangeRate(aAaveToken));� �
C V F - 6 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e M a n a g e r . s o l

D e s c r i p t i o n T h e v a l u e ” s h a r e s [ a P a i r ] [ a T o k e n ] ” i s r e a d f r o m t h e s t o r a g e s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .� �
1 3 6 if (rShares > shares[aPair][aToken]) {

rShares = shares[aPair][aToken];� �� �
1 4 0 shares[aPair][aToken] -= rShares;� �
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C V F - 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e p r e c i s e t o c a l c u l a t e t h i s a s : s h a r e s [ a O w n e r ] [ a T o k e n ]

* l A a v e U n d e r l y i n g / l T o t a l S h a r e s� �
1 6 8 rTokenBalance = shares[aOwner][aToken].mulWad(_getExchangeRate(

↪→ lAaveToken));� �
C V F - 6 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A a v e M a n a g e r . s o l

R e c o m m e n d a t i o n A c t u a l l y , t h e c a s t w o n ’ t o v e r f l o w . N e g a t i o n w i l l o v e r f l o w , b u t t h i s c o u l d

b e s o l v e d w i t h ” u n c h e c k e d ” b l o c k l i k e t h i s : i n t 2 5 6 x ; i f ( x < 0 ) { u i n t 2 5 6 a b s X ; u n c h e c k e d

{ a b s X = u i n t 2 5 6 ( - x ) ; } }� �
1 8 7 require(aAmount0Change != type(int256).min && aAmount1Change != type

↪→ (int256).min, "AM: CAST_WOULD_OVERFLOW");� �
C V F - 6 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r E R C 2 0 . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
4 import { ERC20 } from "solmate/tokens/ERC20.sol";� �
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C V F - 6 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r E R C 2 0 . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o e m p t y b l o c k t o e x p l a i n w h y

t h e b l o c k i s e m p t y .� �
7 contract ReservoirERC20 is ERC20("Reservoir LP Token", "RES-LP", 18)

↪→ { }� �
C V F - 7 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
5 import { SafeTransferLib } from "solady/utils/SafeTransferLib.sol";� �� �
8 import { FactoryStoreLib } from "src/libraries/FactoryStore.sol";

import { Bytes32Lib } from "src/libraries/Bytes32.sol";

1 0 import { LogCompression } from "src/libraries/LogCompression.sol";� �
C V F - 7 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l s t r u c t i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r

t o n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e s t r u c t d e c l a r a t i o n s i n t o t h e c o n t r a c t o r

m o v i n g t h e m i n t o a s e p a r a t e f i l e .� �
1 8 struct Slot0 {� �� �
2 5 struct Observation {� �
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C V F - 7 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n ” 1 e 3 ” o r ” 1 0 0 0 ” w o u l d b e s h o r t e r .� �
4 9 uint256 public constant MINIMUM_LIQUIDITY = 10 ** 3;� �
C V F - 7 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n T h e ” e n c o d e P a c k e d ” c a l l i s r e d u n d a n t . J u s t c a s t ” a S w a p F e e N a m e ” t o

” b y t e s ” .� �
6 6 swapFeeName = keccak256(abi.encodePacked(aSwapFeeName));� �
C V F - 7 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n B i n a r y ” A N D ” w o u l d b e m o r e e f f i c i e n t h e r e .� �
1 1 9 return uint32(block.timestamp % 2 ** 31);� �
C V F - 7 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n O n l y u n d e r f l o w i s p o s s i b l e h e r e , n o t o v e r f l o w .� �
1 6 8 lTimeElapsed = lBlockTimestamp - aBlockTimestampLast; // overflow is

↪→ desired� �
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C V F - 7 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” S w a p F e e ” , ” C u s t o m -

S w a p F e e ” , e t c .� �
2 1 7 event SwapFeeChanged(uint256 oldSwapFee, uint256 newSwapFee);

event CustomSwapFeeChanged(uint256 oldCustomSwapFee, uint256

↪→ newCustomSwapFee);

event PlatformFeeChanged(uint256 oldPlatformFee, uint256

↪→ newPlatformFee);

2 2 0 event CustomPlatformFeeChanged(uint256 oldCustomPlatformFee, uint256

↪→ newCustomPlatformFee);� �� �
3 5 5 event ProfitReported(ERC20 token, uint256 amount);

event LossReported(ERC20 token, uint256 amount);� �� �
4 8 8 event OracleCallerUpdated(address oldCaller, address newCaller);

event MaxChangeRateUpdated(uint256 oldMaxChangePerSecond, uint256

↪→ newMaxChangePerSecond);� �
C V F - 7 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n T h e o l d v a l u e s a r e r e d u n d a n t , a s t h e y c o u l d b e d e r i v e d f r o m t h e p r e -

v i o u s e v e n t s .� �
2 1 7 event SwapFeeChanged(uint256 oldSwapFee, uint256 newSwapFee);

event CustomSwapFeeChanged(uint256 oldCustomSwapFee, uint256

↪→ newCustomSwapFee);

event PlatformFeeChanged(uint256 oldPlatformFee, uint256

↪→ newPlatformFee);

2 2 0 event CustomPlatformFeeChanged(uint256 oldCustomPlatformFee, uint256

↪→ newCustomPlatformFee);� �� �
4 8 8 event OracleCallerUpdated(address oldCaller, address newCaller);

event MaxChangeRateUpdated(uint256 oldMaxChangePerSecond, uint256

↪→ newMaxChangePerSecond);� �

3 8



C V F - 7 8 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n ” 0 . 0 2 e 6 ” w o u l d b e m o r e r e a d a b l e .� �
2 2 9 uint256 public constant MAX_SWAP_FEE = 20_000;� �
C V F - 7 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n ” 1 e 6 ” w o u l d b e m o r e r e a d a b l e .� �
2 3 6 uint256 public constant MAX_PLATFORM_FEE = 1_000_000;� �
C V F - 8 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t A c k n o w l e d g e d , a s t h i s f u n c t i o n i s a u t h e n t i c a t e d w e a r e n o t w o r r i e d

a b o u t s p a m .� �
2 4 3 emit CustomSwapFeeChanged(customSwapFee, aCustomSwapFee);� �� �
2 5 0 emit CustomPlatformFeeChanged(customPlatformFee, aCustomPlatformFee)

↪→ ;� �
C V F - 8 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” E R C 2 0 ” .� �
2 7 7 function recoverToken(address aToken) external {� �

3 9



C V F - 8 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e s e r v o i r P a i r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” a T o k e n ” a r g u m e n t s h o u l d b e ” E R C 2 0 ” .� �
2 9 1 function _safeTransfer(address aToken, address aTo, uint256 aValue)

↪→ internal returns (bool) {� �
C V F - 8 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R e s e r v o i r P a i r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .� �
3 6 0 function setManager(IAssetManager manager) external onlyFactory {� �
C V F - 8 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e G e n e r i c F a c t o r y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .

C l i e n t C o m m e n t A c k n o w l e d g e d .� �
6 import { SSTORE2 } from "solady/utils/SSTORE2.sol";

import { Owned } from "solmate/auth/Owned.sol";� �� �
9 import { Bytes32Lib } from "src/libraries/Bytes32.sol";� �
C V F - 8 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” S t a b l e M i n t B u r n ” .� �
1 9 address public immutable stableMintBurn;� �

4 0



C V F - 8 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” P a i r ” .� �
1 3 1 event PairCreated(address indexed token0, address indexed token1,

↪→ uint256 curveId, address pair);� �
C V F - 8 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e t o k e n p a r a m e t e r s s h o u l d b e ” E R C 2 0 ” .� �
1 3 1 event PairCreated(address indexed token0, address indexed token1,

↪→ uint256 curveId, address pair);� �
C V F - 8 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e G e n e r i c F a c t o r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 3 3 mapping(address => mapping(address => mapping(uint256 => address)))

↪→ public getPair;� �
C V F - 8 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e v a l u e t y p e s h o u l d b e ” I A s s e t M a n a g e d P a i r ” .

C l i e n t C o m m e n t B e c a u s e p a i r s a r e n o t g u a r a n t e d t o c o n f i r m t o a n y p a r t i c u l a r i n t e r f a c e ,

w e h a v e l e f t i t a s a d d r e s s .� �
1 3 3 mapping(address => mapping(address => mapping(uint256 => address)))

↪→ public getPair;� �
4 1



C V F - 9 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p a i r ” p a r a m e t e r s h o u l d b e ” I A s s e t M a n a g e d P a i r ” .

C l i e n t C o m m e n t B e c a u s e p a i r s a r e n o t g u a r a n t e d t o c o n f i r m t o a n y p a r t i c u l a r i n t e r f a c e ,

w e h a v e l e f t i t a s a d d r e s s .� �
1 3 1 event PairCreated(address indexed token0, address indexed token1,

↪→ uint256 curveId, address pair);� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r r a y s h o u l d b e ” I A s s e t M a n a g e d P a i r [ ] ” .

C l i e n t C o m m e n t B e c a u s e p a i r s a r e n o t g u a r a n t e d t o c o n f i r m t o a n y p a r t i c u l a r i n t e r f a c e ,

w e h a v e l e f t i t a s a d d r e s s .� �
1 3 4 address[] private _allPairs;� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e a r g u m e n t s a n d t h e r e t u r n e d v a l u e s s h o u l d b e ” E R C 2 0 ” .� �
1 4 0 function _sortAddresses(address a, address b) private pure returns (

↪→ address r0, address r1) {� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e G e n e r i c F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e t o k e n a r g u m e n t s s h o u l d b e ” E R C 2 0 ” .� �
1 4 4 function createPair(address aTokenA, address aTokenB, uint256

↪→ aCurveId) external returns (address rPair) {� �
4 2



C V F - 9 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R e s e r v o i r T i m e l o c k . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s c o u l d b e d o n e v i a a m o d i f i e r .� �
1 2 require(msg.sender == admin, "RT: ADMIN");� �� �
1 9 require(msg.sender == admin, "RT: ADMIN");� �� �
2 6 require(msg.sender == admin, "RT: ADMIN");� �
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