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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

T e r m S t r u c t u r e i s a d e c e n t r a l i z e d b o n d p r o t o c o l p o w e r e d b y z k T r u e - u p , a p l a t f o r m t h a t

e n a b l e s p e e r - t o - p e e r l e n d i n g a n d b o r r o w i n g w i t h f i x e d i n t e r e s t r a t e s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C i r c u t s C o d e

• C o d e w i t h F i x e s

F i l e s :

/

s p e c . c i r c o m n o r m a l . c i r c o m e v a c u a t i o n . c i r c o m

s r c /

r e q u e s t . c i r c o m m e c h a n i s m . c i r c o m

s r c / t y p e /

u n i t . c i r c o m u n i t _ s e t . c i r c o m t o k e n . c i r c o m

s t a t e . c i r c o m s i g . c i r c o m r e q . c i r c o m

p r e p _ r e q . c i r c o m o r d e r . c i r c o m n u l l i f i e r . c i r c o m

f e e . c i r c o m c h a n n e l . c i r c o m b o o l . c i r c o m

a c c o u n t . c i r c o m _ m o d . c i r c o m

s r c / g a d g e t s /

t a g _ c o m p a r a t o r s . c i r c o m
m e r k l e _ t r e e _ p o s e i -

d o n . c i r c o m
i n d e x e r . c i r c o m

f p . c i r c o m _ m o d . c i r c o m

s r c / c o n s t /

r e q _ t y p e . c i r c o m f m t . c i r c o m b i t s . c i r c o m

_ m o d . c i r c o m
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .
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5 O u r f i n d i n g s

W e f o u n d 1 c r i t i c a l , 9 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l a n d

M a j o r i s s u e s h a v e b e e n f i x e d .

0

1

0 9

1 2 2

1 3 7

F i x e d 6 9 o u t o f 7 1 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e f p . c i r c o m

D e s c r i p t i o n T h i s a p p r o a c h f a i l s w h e n ” i n ” i s a m u l t i p l e o f 1 0 ^ 3 2 , a s i t w i l l p r o d u c e e x p o n e n t

t h a t d o e s n ’ t f i t i n t o 5 b i t s .

C l i e n t C o m m e n t I n d e e d , t h i s i s a n i n t e n t i o n a l d e s i g n c h o i c e r a t h e r t h a n a n i n a d v e r t e n t

f l a w . H e r e ’s o u r d e s i g n r a t i o n a l e :

T o m i n i m i z e g a s c o s t s f o r c a l l d a t a d u r i n g r o l l u p , w e ’ v e i n t r o d u c e d a c o n s t r a i n t o n t h e

p r e c i s i o n o f u s e r - s p e c i f i e d n u m b e r s u s i n g o u r p r e - d e f i n e d f l o a t f o r m a t . W i t h t h i s f o r m a t ,

w e e n s u r e t h a t t h e s i z e o f t h e t r a n s f o r m e d n u m b e r d o e s n ’ t e x c e e d 5 b y t e s . T h i s p r e -

e f i n e d f l o a t f o r m a t i s v e r i f i e d b e f o r e u s e r s s i g n t h e t r a n s a c t i o n s . O u r B a c k e n d s y s t e m

v a l i d a t e s t h e s e v a l u e s f o r c o n v e r s i o n t o f l o a t i n g - p o i n t , r e j e c t i n g a n y i n v a l i d i n p u t s . C i r c u i t

a l s o c h e c k i f t h e v a l u e s a r e c o n v e r t a b l e t o f l o a t i n g - p o i n t v a l u e s . I f t h e v a l u e i s a m u l t i p l e

o f 1 0 ^ 3 2 , i t i s n o t c o n v e r t a b l e t o a f l o a t i n g - p o i n t v a l u e . T h i s i s o u r c o n s t r a i n t r u l e .

W e a d d e d a t e a m p a l t e ’ F i x 2 F l o a t C o n d ( ) ’ t o c h e c k i f a c i r c u i t w i t h s p e c i f i c b u s i n e s s l o g i c i s

c o r r e c t . F o r e x m p l e , t h e ’ F i x 2 F l o a t C o n d ( ) ’ c h e c k s i f a t r a n s f e r t r a n s a c t i o n f i t t h e c o n s t r a i n t

r u l e a s s o c i a t e d w i t h t h e t r a n s f e r l o g i c . D e s p o i t t r a n s a c i t o n s d o n ’ t n e e d t o r e s p e c t t h e

c o n s t r a i n t r u l e .� �
4 4 while(val_in % 10 == 0){

val_in /= 10;

val_exp++;

}� �

9



7 M a j o r I s s u e s

C V F - 4 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e a c c o u n t . c i r c o m

D e s c r i p t i o n T h i s i m p l i c i t l y p e r f o r m s r a n g e c h e c k o n “ a c c . n o n c e ” v a l u e t h a t i s p r o b a b l y

a l r e a d y g u a r a n t e e d t o b e i n r a n g e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r a v o i d i n g t h i s a d d i t i o n a l c h e c k , o r , i n c a s e t h e c h e c k i s

i n d e e d n e c e s s a r y , m a k i n g t h e c h e c k m o r e e x p l i c i t .

C l i e n t C o m m e n t W e r e m o v e d t h e r e d u n d a n t v a l i d a t i o n c h e c k . W e d o a c e h c k w i t h i n

’ P r e p r o c e s s e d R e q _ A l l o c ( ) ’ i n t h e b e g i n n i n g o f N o r m a l ( ) .� �
1 0 signal output arr[LenOfAccLeaf()] <== AccLeaf_Alloc()([addr, acc.

↪→ nonce, acc.tokens]);� �
C V F - 5 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e _ m o d . c i r c o m

D e s c r i p t i o n T h e r e s u l t i n g f u n c t i o n i s n o t c o l l i s i o n r e s i s t a n t f o r d i f f e r e n t ‘ l e n ‘ : i t i s p o s s i b l e

t o c r a f t t w o i n p u t s o f d i f f e r e n t l e n g t h s t h a t p r o d u c e t h e s a m e h a s h .

R e c o m m e n d a t i o n C o n s i d e r d o i n g a p r o p e r d o m a i n s e p a r a t i o n h e r e o r m a k e s u r e t h a t

d i f f e r e n t - l e n g t h i n p u t s a r e n e v e r u s e d .

C l i e n t C o m m e n t W e h a v e i m p l e m e n t e d P o s e i d o n A r b i t r a r y L e n a n d P o s e i d o n S p e c i f i c L e n

t o a d d r e s s t h i s i s s u e . T h e b i g i n t a r r a y a n d i t s l e n g t h i n P o s e i d o n S p e c i f i c L e n a r e h a s h e d

t o g e t h e r , w i t h t h e l e n g t h v a l u e p l a c e d a t t h e b e g i n n i n g . P l e a s e r e f e r t o t h e d o c u m e n t a t i o n

f o r m o r e d e t a i l s .� �
6 4 template PoseidonV2(len){� �

1 0



C V F - 5 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c r e l i e s o n t h e f a c t t h a t M a x F e e U n i t s P e r R e q i s 1 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r n o t r e l y i n g o n t h i s f a c t o r a s s e r t i n g i t e x p l i c i t l y .

C l i e n t C o m m e n t A d d e d a s s e r t i o n s a t t h e b e g i n n i n g o f t h i s t e m p l a t e .� �
2 2 component fee_unit = FeeUnit();

fee_unit.arr <== unit_set.feeUnits[0];� �
C V F - 5 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c r e l i e s o f t h e f a c t t h a t M a x B o n d U n i t s P e r R e q i s 1 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r n o t r e l y i n g o n t h i s f a c t o r a s s e r t i n g i t e x p l i c i t l y .

C l i e n t C o m m e n t A d d e d a s s e r t i o n s a t t h e b e g i n n i n g o f t h i s t e m p l a t e .� �
2 7 component bond_unit = BondUnit();

bond_unit.arr <== unit_set.bondUnits[0];� �
C V F - 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c r e l i e s o n t h e f a c t t h a t M a x O r d e r U n i t s P e r R e q i s 1 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r n o t r e l y i n g o n t h i s f a c t o r a s s e r t i n g i t e x p l i c i t l y .

C l i e n t C o m m e n t A d d e d a s s e r t i o n s a t t h e b e g i n n i n g o f t h i s t e m p l a t e .� �
3 2 component order_unit = OrderUnit();

order_unit.arr <== unit_set.orderUnits[0];� �

1 1



C V F - 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c r e l i e s o n t h e f a c t t h a t M a x N u l l i f i e r U n i t s P e r R e q i s 1 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r n o t r e l y i n g o n t h i s f a c t o f a s s e r t i n g i t e x p l i c i t l y .

C l i e n t C o m m e n t A d d e d a s s e r t i o n s a t t h e b e g i n n i n g o f t h i s t e m p l a t e .� �
5 1 component nullifier_unit = NullifierUnit();

nullifier_unit.arr <== unit_set.nullifierUnits[0];� �

1 2



C V F - 6 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e m e c h a n i s m . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e s e ” t e m p ” s i g n a l s ” t o i m p r o v e

c o d e r e a d a b i l i t y .

C l i e n t C o m m e n t R e s o l v e d .� �
1 5 signal temp <== interest * days + one * (365 - days);

signal temp2;� �� �
2 8 signal temp <== feeRate * days;

signal temp2;� �� �
4 4 signal temp <== feeRate * days;

signal temp2 <== absInterest * temp;

signal temp3;� �� �
7 7 signal temp <== (days * (priceMQ - priceBQ) + 365 * priceBQ);� �� �
8 4 signal temp0 <== avl_BQ * days;

signal temp1 <== temp0 * priceMQ;

signal temp2 <== 365 * priceBQ;

signal temp3 <== (365 - days) * priceBQ;

signal temp4 <== temp3 * avl_BQ;� �� �
9 3 signal temp <== MQ * feeRate;� �� �
1 1 0 signal temp7 <== (1 - (is_market_order * (1 - makerSide)));� �� �
1 1 4 signal temp0, temp1, temp2, temp3;� �

1 3



C V F - 6 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e t e m p l a t e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d d e d c o m m e n t s .� �
7 3 template CalcNewBQ(){� �� �
8 0 template CalcSupMQ(){� �
C V F - 6 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n H e r e “ T a g I s E q u a l ( ) ( [ l e n d _ r e q . a r g [ 1 ] , b o r r o w _ r e q . a r g [ 1 ] ] ) ” e n s u r e s t h a t b o t h

o r d e r s h a v e t h e s a m e m a t u r i t y t i m e . T h i s s e e m s r e a s o n a b l e , b u t t h e s p e c i f i c a t i o n d o e s n ’ t

h a v e s u c h c h e c k .

C l i e n t C o m m e n t A l l b e h a v i o r s i n t h e B a c k e n d a r e n o w d o c u m e n t e d i n t h e z k T r u e U p c i r c u i t

d o c u m e n t a t i o n , w i t h c i r c u i t v e r i f i c a t i o n i t e m s h i g h l i g h t e d� �
1 5 9 isMatched <== And()(TagIsEqual()([lend_req.arg[1], borrow_req.arg

↪→ [1]]), And()(TagIsEqual()([lend_req.tokenId, borrow_req.arg

↪→ [4]]), TagGreaterEqThan(BitsRatio())([borrow_req.arg[3],

↪→ lend_req.arg[3]])));� �

1 4



8 M o d e r a t e I s s u e s

C V F - 5 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e b o o l . c i r c o m

R e c o m m e n d a t i o n W h i l e f o r t w o a r g u m e n t s t h e s e i m p l e m e n t a t i o n s a r e f i n e , i n s o m e c a s e

i t c o u l d b e n e c e s s a r y t o c o m p u t e l o g i c a l A N D o r O R o f m a n y a r g u m e n t s . I n s u c h c a s e ,

a p p l y i n g a c h a i n o f t w o - a r g u m e n t A N D / O R t e m p l a t e s c o u l d b e s u b o p t i m a l . M o r e e f f i c i e n t

a p p r o a c h w o u l d b e : C a l c u l a t e A N D ( x _ 1 , x _ 2 , . . . , x _ n ) a s x _ 1 + x _ 2 + . . . + x _ n = = n C a l c u l a t e

O R ( x _ 1 , x _ 2 , . . . , x _ n ) a s x _ 1 + x _ 2 + . . . + x _ n ! = 0 C o n s i d e r i m p l e m e n t i n g M u l t i A n d a n d

M u l t i O r t e m p l a t e s .

C l i e n t C o m m e n t T h e r e c o m m e n d a t i o n h a s a l r e a d y b e e n i m p l e m e n t e d i n ” . / c i r c u i t s / z k T r u e -

U p / s r c / t y p e / b o o l . c i r c o m ” .� �
3 template And(){� �� �
1 1 template Or(){� �
C V F - 5 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e n u l l i f i e r . c i r c o m

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a s : ( d i g e s t - n u l l i f i e r L e a f [ 0 ] ) * ( ( d i g e s t - n u l l i -

f i e r L e a f [ 1 ] ) * . . . ! = 0

C l i e n t C o m m e n t R e s o l v e d .� �
1 2 template NullifierLeaf_CheckCollision(){� �

1 5



C V F - 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e o r d e r . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r u s i n g b o o l e a n ” o r ” h e r e i n s t e a d o f j u s t s u m . T h e f a c t t h a t

s u m h e r e i s e q u i v a l e n t t o ” o r ” i s b a s e d o n a b u s i n e s s l o g i c a b o v e t h a t c o u l d c h a n g e i n t h e

f u t u r e . S u c h i m p l i c i t r e l a t i o n s h i p s w i t h i n c o d e m a k e s t h e c o d e m o r e e r r o r - p r o n e .

C l i e n t C o m m e n t R e s o l v e d .� �
6 2 isFull <== isFullAsAuction + isFullAsSecondary;� �
C V F - 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e

m e r k l e _ t r e e _ p o s e i d o n . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x t r a c t i n g t h e s e c o m m o n f o r m u l a s i n t o a b i n a r y s e l e c t o r

t e m p l a t e .

C l i e n t C o m m e n t R e s o l v e d .� �
1 9 hash[0].inputs[0] <== (merkle_proof[0] - leaf_node) * n2B.out[0] +

↪→ leaf_node;

2 0 hash[0].inputs[1] <== (leaf_node - merkle_proof[0]) * n2B.out[0] +

↪→ merkle_proof[0];� �� �
2 3 hash[i].inputs[0] <== (merkle_proof[i] - hash[i - 1].out) * n2B.

↪→ out[i] + hash[i - 1].out;

hash[i].inputs[1] <== (hash[i - 1].out - merkle_proof[i]) * n2B.

↪→ out[i] + merkle_proof[i];� �
C V F - 5 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e f p . c i r c o m

R e c o m m e n d a t i o n T h i s a r r a y o f s i g n a l s c o u l d b e d e m o t e d t o a n a r r a y o f v a r s .

C l i e n t C o m m e n t R e s o l v e d .� �
9 signal temp[5];� �

1 6



C V F - 6 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e m e c h a n i s m . c i r c o m

R e c o m m e n d a t i o n T h i s s i g n a l i s r e d u n d a n t . J u s t u s e ” d e b t A m t ” i n s t e a d .

C l i e n t C o m m e n t R e s o l v e d .� �
1 6 signal temp2;� �� �
2 9 signal temp2;� �� �
4 6 signal temp3;� �
C V F - 7 9 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e f e e . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a d d i t i o n a l l y c h e c k i n g t h a t ” a m o u n t ” f i t s i n t o ” B i t s U n s i g n e d A m t ”

b i t s .

C l i e n t C o m m e n t R e s o l v e d .� �
7 _ <== Num2Bits(BitsUnsignedAmt())((feeLeaf[0] + amount) * enabled);� �

1 7



C V F - 8 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e t o k e n . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g a d d i t i o n a l r a n g e c h e c k o n ” a m o u n t ” .

C l i e n t C o m m e n t R e s o l v e d .� �
7 signal output arr[LenOfTokenLeaf()] <== TokenLeaf_Alloc()([(

↪→ tokenLeaf[0] + amount) * enabled, tokenLeaf[1] * enabled]);//!

↪→ !tricky� �� �
2 5 signal output arr[LenOfTokenLeaf()] <== TokenLeaf_Alloc()([(

↪→ tokenLeaf[0] + amount) * enabled, (tokenLeaf[1] - amount) *

↪→ enabled]);//!!tricky� �
C V F - 8 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e t o k e n . c i r c o m

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g a d d i t i o n a l r a n g e c h e c k o n ” a m o u n t ” .

C l i e n t C o m m e n t R e s o l v e d .� �
1 3 signal output arr[LenOfTokenLeaf()] <== TokenLeaf_Alloc()([(

↪→ tokenLeaf[0] - amount) * enabled, tokenLeaf[1] * enabled]);//!

↪→ !tricky� �� �
1 9 signal output arr[LenOfTokenLeaf()] <== TokenLeaf_Alloc()([(

↪→ tokenLeaf[0] - amount) * enabled, (tokenLeaf[1] + amount) *

↪→ enabled]);//!!tricky� �� �
3 1 signal output arr[LenOfTokenLeaf()] <== TokenLeaf_Alloc()([tokenLeaf

↪→ [0] * enabled, (tokenLeaf[1] - amount) * enabled]);//!!tricky� �

1 8



C V F - 8 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e _ m o d . c i r c o m

D e s c r i p t i o n T h i s d o e s n ’ t a l l o w n e g a t i v e f e e s , b u t d o e s a l l o w f e e s e x c e e d i n g u n s i g n e d

a m o u n t b i t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g ” 1 « B i t s U n s i g n e d A m t ( ) ” .

C l i e n t C o m m e n t R e s o l v e d .� �
1 9 6 _ <== Num2Bits(BitsAmount())(arr[0]); //!!tricky� �
C V F - 8 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e r e q . c i r c o m

D e s c r i p t i o n U n d e r f l o w m i g h t b e p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n t h e c o m m e n t i f t h e i n p u t s a r e r a n g e c h e c k e d

C l i e n t C o m m e n t 1 . U s e d ‘ D a y F r o m ( ) ‘ . a n d a d d e d c o m m e n t s . 2 . M o d i i e d t h e p r o g r a m m a t i c

d e f i t i o n o f ‘ I n t D i v i d e ( ) ‘ .� �
2 4 (days, _) <== IntDivide(BitsTime())((maturityTime - req_.arg[2]) *

↪→ enabled, 86400);� �
C V F - 8 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e o r d e r . c i r c o m

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r a d d i t i o n a l l y c h e c k i n g t h a t ” a m t ” f i t s i n t o ” B i t s U n s i g n e d A m t ”

b i t s .

C l i e n t C o m m e n t R e s o l v e d .� �
3 7 _ <== Num2Bits(BitsUnsignedAmt())((orderLeaf[i] - amt) * enabled);� �

1 9



C V F - 8 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e _ m o d . c i r c o m

D e s c r i p t i o n T h i s c a n p r o d u c e P o s e i d o n i n s t a n c e w h o s e n u m b e r o f i n p u t s i s g r e a t e r t h a n

b a t c h .

R e c o m m e n d a t i o n C o n s i d e r r e c u r s i v e l y c a l l i n g t h e ” P o s e i d o n V 2 ” t e m p l a t e h e r e .

C l i e n t C o m m e n t R e s o l v e d .� �
7 9 out <== Poseidon(len - batch + 1)(t);� �
C V F - 8 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c i s c o m p l i c a t e d a n d h a r d t o u n d e r s t a n d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g i t i n d e t a i l s .

C l i e n t C o m m e n t A d d e d c o m m e n t s .� �
4 7 ImplyEq()(enabled, ori_state.accRoot , Mux(3)([new_state.accRoot

↪→ , acc_unit[0].oriRoot[0], acc_unit[0].oriRoot[0]],

↪→ acc_unit_switch));

ImplyEq()(enabled, acc_unit[0].newRoot[0], Mux(3)([acc_unit[0].

↪→ newRoot[0], acc_unit[0].newRoot[0], acc_unit[1].oriRoot[0]],

↪→ acc_unit_switch));

ImplyEq()(enabled, new_state.accRoot , Mux(3)([ori_state.accRoot

↪→ , acc_unit[0].newRoot[0], acc_unit[1].newRoot[0]],

↪→ acc_unit_switch));� �

2 0



C V F - 8 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s l o g i c i s c o m p l i c a t e d a n d h a r d t o u n d e r s t a n d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g i t i n d e t a i l s .

C l i e n t C o m m e n t A d d e d c o m m e n t s .� �
6 4 ImplyEq()(enabled, acc_leaf[0][0].tokens , Mux(4)([acc_leaf[0][1].

↪→ tokens , token_unit[0].oriRoot[0], token_unit[0].oriRoot[0],

↪→ token_unit[0].oriRoot[0]], token_unit_switch));

ImplyEq()(enabled, token_unit[0].newRoot[0], Mux(4)([token_unit[0].

↪→ newRoot[0], token_unit[0].newRoot[0], token_unit[1].oriRoot

↪→ [0], token_unit[0].newRoot[0]], token_unit_switch));

ImplyEq()(enabled, acc_leaf[0][1].tokens , Mux(4)([acc_leaf[0][0].

↪→ tokens , token_unit[0].newRoot[0], token_unit[1].newRoot[0],

↪→ token_unit[0].newRoot[0]], token_unit_switch));

ImplyEq()(enabled, acc_leaf[1][0].tokens , Mux(4)([acc_leaf[1][0].

↪→ tokens , acc_leaf[1][0].tokens , acc_leaf[1][0].tokens ,

↪→ token_unit[1].oriRoot[0]], token_unit_switch));

ImplyEq()(enabled, acc_leaf[1][1].tokens , Mux(4)([acc_leaf[1][1].

↪→ tokens , acc_leaf[1][1].tokens , acc_leaf[1][1].tokens ,

↪→ token_unit[1].newRoot[0]], token_unit_switch));� �
C V F - 8 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a p r o p e r r a n g e c h e c k .

C l i e n t C o m m e n t 1 . A d d e d a n d a s s e r t i o n : ‘ B i t s A m o u n t ( ) + 1 < = C o n s t F i e l d B i t s ( ) ‘ ; 2 . P e r -

f o r m e d a r a n g e c h e c k o n ‘ l o c k _ a m t ‘ .� �
2 9 1 var lockAmtIfLend = req.amount + lockFeeAmtIfLend;� �� �
2 9 4 signal lockAmtIf2ndBuy <== expectedSellAmtIf2ndBuy + lockFeeIf2ndBuy

↪→ ;� �

2 1



C V F - 8 9 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t 1 . A d d e d t h e c o n s t r a i n t : p _ r e q . m a t c h e d T i m e [ 0 ] < c u r r e n t T i m e . 2 . T h e

’ t x I d ’ i n c r e m e n t a l l y i n c r e a s e s a s n e w t r a n s a c t i o n s a r e a d d e d . I n t h i s c o n t e x t , ’ o r i _ o r d e r 1 . t x i d ’

b e l o n g s t o a n e x i s t i n g p a r t i a l o r d e r r e q u e s t , w h i l e ’ c o n n . t x I d ’ r e l a t e s t o a n e w o r d e r r e -

q u e s t . A s s u c h , t h e v a l u e o f ’ c o n n . t x I d ’ m u s t 0 b e l a r g e r t h a n t h a t o f ’ o r i _ o r d e r 1 . t x i d ’. 3 .

A d d e d c o m m e n t s , i n d i c a t i n g c h a n n e l _ i n . a r g s [ 0 ] a s ’ o r i C u m A m t 0 ’ a n d ’ c h a n n e l _ i n . a r g s [ 1 ] ’

a s ’ o r i C u m A m t 1 ’. 4 . T h e m a t c h i n g m e c h a n i s m i n h e r e n t l y e n s u r e s a n i n c r e a s i n g t r e n d i n

t h e a c c u m u l a t e d a m o u n t . C o n s e q u e n t l y , b o t h ’ c u m A m t 0 ’ a n d ’ c u m A m t 1 ’ w i l l c o n s i s t e n t l y

i n c r e a s e , a n d t h e n e w a c c u m u l a t e d a m o u n t w i l l s u r p a s s t h e p r e v i o u s a c c u m u l a t e d a m o u n t .� �
4 1 5 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �� �
4 4 2 Chunkify(2, [FmtOpcode(), FmtTxOffset()])(And()(enabled, isAuction),

↪→ p_req.chunks, [req.reqType, conn.txId - ori_order1.txId]);

Chunkify(3, [FmtOpcode(), FmtTxOffset(), FmtPacked()])(And()(enabled

↪→ , Or()(isSecondaryLimit, isSecondaryMarket)), p_req.chunks, [

↪→ req.reqType, conn.txId - ori_order1.txId, packedAmt1]);� �� �
4 7 5 var matched_amt0 = order.cumAmt0 - channel_in.args[0];

var matched_amt1 = order.cumAmt1 - channel_in.args[1];� �� �
4 8 4 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �� �
5 7 2 var matched_amt0 = order.cumAmt0 - channel_in.args[0];

var matched_amt1 = order.cumAmt1 - channel_in.args[1];� �� �
5 7 9 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �

2 2



C V F - 9 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r d o i n g p r o p e r r a n g e c h e c k i n g .

C l i e n t C o m m e n t 1 . A s s e r t i o n s w e r e i n c o r p o r a t e d i n t o e a c h i n d i c a t e d t e m p l a t e : B i t -

s A m o u n t ( ) + 1 < = C o n s t F i e l d B i t s ( ) . 2 . A r a n g e c h e c k i s a l r e a d y p e r f o r m e d d u r i n g t h e

c o m p u t a t i o n o f T o k e n L e a f a n d O r d e r L e a f .� �
4 2 8 signal newNewOrder1[LenOfOrderLeaf()] <== OrderLeaf_DeductLockedAmt

↪→ ()(new_order1.arr, enabled, feeFromLocked + matched_amt0);� �� �
4 3 8 ImplyEqArr(LenOfTokenLeaf())(enabled, TokenLeaf_Unlock()(

↪→ TokenLeaf_Deduct()(conn.tokenLeaf[1][0], enabled, matched_amt0

↪→ + feeFromLocked), enabled, refund), conn.tokenLeaf[1][1]);� �
C V F - 9 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r d o i n g p r o p e r r a n g e c h e c k i n g .

C l i e n t C o m m e n t 1 . A s s e r t i o n s w e r e i n c o r p o r a t e d i n t o e a c h i n d i c a t e d t e m p l a t e : ‘ B i t -

s A m o u n t ( ) + 1 < = C o n s t F i e l d B i t s ( ) ‘ . 2 . A r a n g e c h e c k i s a l r e a d y p e r f o r m e d d u r i n g t h e

c o m p u t a t i o n o f T o k e n L e a f a n d C h u n k i f y .� �
5 0 5 ImplyEqArr(LenOfTokenLeaf())(enabled, TokenLeaf_Unlock()(

↪→ TokenLeaf_Deduct()(conn.tokenLeaf[1][0], enabled, matched_amt0

↪→ + feeFromLocked), enabled, refund), conn.tokenLeaf[1][1]);� �� �
7 8 3 Chunkify(4, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtStateAmount()

↪→ ])(enabled, p_req.chunks, [req.reqType, conn.accLeafId[0],

↪→ conn.tokenLeafId[0], token.avl_amt + token.locked_amt]);� �
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C V F - 9 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r r a n g e c h e c k i n g t h e a r g u m e n t s o r c l e a r l y s t a t i n g i n a c o m m e n t

t h a t t h e c a l l e r m u s t g u a r a n t e e t h e a r g u m e n t s t o b e i n c e r t a i n r a n g e s a n d s p e c i f y t h e s e

r a n g e s .

C l i e n t C o m m e n t 1 . A d d e d a s s e r t i o n s f o r c o n s t a n t s i n e a c h i n d i c a t e d t e m p l a t e t o p r e v e n t

f r o m o v e r f l o w . 2 . A d d e d c o m m e n t s i n ” . / c i r c u i t s / z k T r u e U p / s r c / m e c h a n i s m . c i r c o m ” .� �
1 5 signal temp <== interest * days + one * (365 - days);� �� �
1 7 (temp2, _) <== IntDivide(BitsAmount())(principal * temp, one * 365);� �� �
2 8 signal temp <== feeRate * days;� �� �
3 0 (temp2, _) <== IntDivide(BitsAmount())(matchedLendingAmt * temp, one

↪→ * 365);� �� �
4 3 signal absInterest <== ((one - matchedInterest) - (matchedInterest -

↪→ one)) * slt + (matchedInterest - one);

signal temp <== feeRate * days;

signal temp2 <== absInterest * temp;� �� �
4 7 (temp3, _) <== IntDivide(BitsAmount())(matchedBorrowingAmt * temp2,

↪→ one * one * 365);� �� �
6 7 newCumLendingAmt <== oriCumLendingAmt + matchedAmt;

newCumTslAmt <== oriCumTslAmt + matchedTslAmt;

newCumBorrowingAmt <== oriCumBorrowingAmt + matchedAmt;

7 0 (remainingCollateralAmt, _) <== IntDivide(BitsAmount())(

↪→ CollateralAmt * (BorrowingAmt - newCumBorrowingAmt), (

↪→ BorrowingAmt - 1) * enabled + 1);� �� �
7 7 signal temp <== (days * (priceMQ - priceBQ) + 365 * priceBQ);

(newBQ, _) <== IntDivide(BitsAmount())((365 * MQ * priceBQ), (temp -

↪→ 1) * enabled + 1);� �
( 8 4 , 9 3 , 9 5 , 1 1 0 , 1 1 5 , 1 3 6 , 1 4 1 , 1 6 4 , 1 8 2 , 1 8 7 , 2 0 7 , 2 1 1 , 2 2 0 )

2 4



C V F - 9 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r i m p l e m e n t i n g s o m e u n d e r f l o w p r o t e c t i o n o r c l e a r l y

s t a t i n g t h a t t h e c a l l e r m u s t g u a r a n t e e c e r t a i n c o n s t r a i n t s r e g a r d i n g t h e a r g u m e n t v a l u e s

a n d s p e c i f y t h e s e c o n s t r a i n t s .

C l i e n t C o m m e n t 1 . I n c o r p o r a t e d c o n d i t i o n s r e l a t e d t o i n t e r e s t r a t e s w h e n p l a c i n g a n o r d e r

t o p r e v e n t u n d e r f l o w . 2 . A d d e d c o m m e n t s i n ” . / c i r c u i t s / z k T r u e U p / s r c / m e c h a n i s m . c i r c o m ”

f o r b e t t e r u n d e r s t a n d i n g .� �
6 3 signal matchedAmt <== Min(BitsAmount())([LendingAmt -

↪→ oriCumLendingAmt, BorrowingAmt - oriCumBorrowingAmt]);� �� �
7 0 (remainingCollateralAmt, _) <== IntDivide(BitsAmount())(

↪→ CollateralAmt * (BorrowingAmt - newCumBorrowingAmt), (

↪→ BorrowingAmt - 1) * enabled + 1);

newCumCollateralAmt <== CollateralAmt - remainingCollateralAmt;� �� �
7 7 signal temp <== (days * (priceMQ - priceBQ) + 365 * priceBQ);

(newBQ, _) <== IntDivide(BitsAmount())((365 * MQ * priceBQ), (temp -

↪→ 1) * enabled + 1);� �� �
8 7 signal temp3 <== (365 - days) * priceBQ;� �� �
8 9 (supMQ, _) <== IntDivide(BitsAmount())(temp1 + temp4, (temp2 - 1) *

↪→ enabled + 1);� �� �
1 0 8 signal remainTakerSellAmt <== takerSellAmt - oriCumTakerSellAmt;

signal remainMakerSellAmt <== makerSellAmt - oriCumMakerSellAmt;

1 1 0 signal temp7 <== (1 - (is_market_order * (1 - makerSide)));

signal remainTakerBuyAmt <== (takerBuyAmt - oriCumTakerBuyAmt) *

↪→ temp7;

signal remainMakerBuyAmt <== makerBuyAmt - oriCumMakerBuyAmt;� �
( 1 1 5 , 2 0 3 , 2 1 4 )

2 5



C V F - 9 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n T h e s e t e m p l a t e s a r e v e r y c o m p l i c a t e d a n d t h e i r l o g i c i s n o t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g c o m m e n t s w i t h d e t a i l e d e x p l a n a t i o n o f w h a t h a p p e n s

h e r e . W i t h o u t s u c h e x p l a n a t i o n i t i s v e r y h a r d t o r e a d t h e c o d e .

C l i e n t C o m m e n t 1 . A l l b a c k e n d a c t i v i t i e s a r e n o w d o c u m e n t e d i n t h e z k T r u e - u p c i r c u i t

d o c u m e n t a t i o n , w i t h i t e m s r e q u i r i n g c i r c u i t v e r i f i c a t i o n h i g h l i g h t e d . 2 . A d d e d c o m m e n t s .� �
9 7 template SecondMechanism(){� �� �
1 4 6 template AuctionInteract(){� �� �
1 6 7 template SecondaryInteract(){� �� �
1 9 0 template CalcFee(){� �
C V F - 9 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n T h e e x p i r e d T i m e p a r a m e t e r o f t h e r e q u e s t i s n e v e r u s e d , i s i t o k ?

C l i e n t C o m m e n t I n t h e b e g i n i n g o f ’ D o R e q I n t e r a c t ’ f u n c t i o n ’s l e g a l i t y c h e c k , t h i s h a s b e e n

d o n e .� �
1 4 6 template AuctionInteract(){� �

2 6



9 M i n o r I s s u e s

C V F - 2 4 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e a c c o u n t . c i r c o m

D e s c r i p t i o n T h e s e “ t r i c k y ” c o m m e n t s a r e c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e m .

C l i e n t C o m m e n t R e s o l v e d .� �
1 4 signal output arr[LenOfAccLeaf()] <== [accLeaf[0], accLeaf[1] + 1,

↪→ accLeaf[2]];//!!tricky� �� �
1 8 signal output arr[LenOfAccLeaf()] <== [accLeaf[0], accLeaf[1], 0];

↪→ //!!tricky� �� �
2 3 ImplyEq()(enabled, accLeaf[0], 0);//!!tricky� �� �
2 9 ImplyEq()(enabled, accLeaf[1], nonce);//!!tricky� �
C V F - 2 4 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e f e e . c i r c o m

D e s c r i p t i o n T h i s ” t r i c k y ” c o m m e n t i s c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t R e s o l v e d .� �
8 signal output arr[LenOfFeeLeaf()] <== [feeLeaf[0] + amount];//!!

↪→ tricky� �

2 7



C V F - 2 4 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e p r e p _ r e q . c i r c o m

D e s c r i p t i o n T h i s ” t r i c k y ” c o m m e n t i s c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t R e s o l v e d .� �
5 signal output reqType <== preprocessedReq[0]; //!!tricky� �
C V F - 2 5 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e _ m o d . c i r c o m

D e s c r i p t i o n T h e a r g u m e n t n a m e ” o f f s e t ” i s c o n f u s i n g , a s a c t u a l l y i t i s t h e s l i c e l e n g t h .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
1 8 template Slice(len, start, offset){� �
C V F - 2 5 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e _ m o d . c i r c o m

D e s c r i p t i o n T h e s e ” t r i c k y ” c o m m e n t s a r e c o n f u s i n g .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e m .

C l i e n t C o m m e n t R e s o l v e d .� �
7 1 _ <== Num2Bits(BitsEpoch())(arr[6]); //!!tricky

_ <== Num2Bits(BitsEpoch())(arr[7]); //!!tricky� �� �
1 9 6 _ <== Num2Bits(BitsAmount())(arr[0]); //!!tricky� �

2 8



C V F - 2 5 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g i n a c o m m e n t w h a t d o e s ” r e q _ . a r g [ 2 ] ” m e a n .

C l i e n t C o m m e n t R e s o l v e d .� �
1 5 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime, req_.arg

↪→ [2]]));� �
C V F - 2 5 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e o r d e r . c i r c o m

R e c o m m e n d a t i o n T h e n a m e s h o u l d s t a r t w i t h a l o w e r c a s e l e t t e r .

C l i e n t C o m m e n t R e s o l v e d .� �
5 signal input CumAmt0;� �
C V F - 2 5 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e o r d e r . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a c o m m e n t e x p l a i n i n g w h a t i s ” r e q . a r g [ 5 ] ” .

C l i e n t C o m m e n t R e s o l v e d .� �
5 7 signal isFull1 <== TagIsEqual()([req.arg[5], order.cumAmt1]);� �

2 9



C V F - 2 5 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e o r d e r . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a c o m m e n t e x p l a i n i n g w h a t i s ” r e q . a r g [ 8 ] ” .

C l i e n t C o m m e n t R e s o l v e d .� �
6 0 signal isFullIfSecondary <== (isFull0 - isFull1) * req.arg[8] +

↪→ isFull1;� �
C V F - 2 5 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e _ m o d . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x t r a c t i n g t h i s c o m m o n f o r m u l a i n t o a b i n a r y s e l e c t o r t e m p l a t e .

C l i e n t C o m m e n t R e s o l v e d .� �
2 7 signal output out <== (in[0] - in[1]) * slt + in[1];� �� �
3 2 signal output out <== (in[0] - in[1]) * (1 - slt) + in[1];� �� �
3 8 in_0 === (in_1 - in_0) * enabled + in_0;� �
C V F - 2 5 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e _ m o d . c i r c o m

R e c o m m e n d a t i o n T h e v a l u e 2 5 3 s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t A d d e d t h e n a m e d c o n s t a n t i n ” . / c i r c u i t s / z k T r u e U p / s r c / c o n s t / _ m o d . c i r -

c o m ” .� �
5 6 signal n2b[253 - bits_divisor] <== Num2Bits(253 - bits_divisor)(

↪→ quotient);� �

3 0



C V F - 2 5 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e _ m o d . c i r c o m

R e c o m m e n d a t i o n T h e v a l u e ” 2 7 ” s h o u l d b e a t e m p l a t e p a r a m e t e r .

C l i e n t C o m m e n t R e m o v e d ’ F i x P t M u l ( ) ’.� �
6 2 (out, _) <== IntDivide(27)(in_0 * in_1, 10 ** 8);� �
C V F - 2 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q _ t y p e . c i r c o m

D e s c r i p t i o n M o v i n g t h i s c o n s t a n t t o t h e e n d o f t h e l i s t w o u l d m a k e t h e c o n s t a n t v a l u e s t o

g o i n s e q u e n c e , a n d w o u l d m a k e i t h a r d e r t o n o t u p d a t e t h i s c o n s t a n t w h e n a d d i n g a n e w

r e q u e s t t y p e .

C l i e n t C o m m e n t R e s o l v e d .� �
3 function ReqTypeCount() { return 26; }� �
C V F - 2 6 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e _ m o d . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r a d d i n g c o m m e n t s w i t h r e q u e s t t y p e s a f t e r t h e v a l u e s . C u r -

r e n t l y i t i s v e r y h a r d t o t e l l w h a t v a l u e c o r r e s p o n d s t o w h a t r e q u e s t t y p e .

C l i e n t C o m m e n t R e s o l v e d .� �
8 return [1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 0, 1, 1, 1, 0, 1, 1, 1, 0,

↪→ 1, 1, 0, 1, 1, 1];� �� �
1 1 return [0, 3, 2, 2, 2, 2, 3, 3, 1, 1, 4, 3, 1, 1, 1, 2, 1, 1, 1, 1,

↪→ 1, 1, 2, 2, 2, 1];� �� �
1 4 return [0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0,

↪→ 0, 1, 0, 1, 1, 0];� �

3 1



C V F - 2 6 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h i s c o m m e n t s o u n d s o d d .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .

C l i e n t C o m m e n t R e p l a c e d t h i s c o m m e n t w i t h a s s e r t i o n .� �
1 0 //This template already has a set of const values defined. If the

↪→ constants is changed, this template maybe report an error.� �

3 2



C V F - 2 6 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h e s e t e m p l a t e s a r e v e r y c o m p l i c a t e d a n d h a r d t o r e a d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g t h e m l i n e b y l i n e .

C l i e n t C o m m e n t 1 . A l l b e h a v i o r s i n t h e B a c k e n d a r e n o w d o c u m e n t e d i n t h e z k T r u e U p

c i r c u i t d o c u m e n t a t i o n , w i t h c i r c u i t v e r i f i c a t i o n i t e m s h i g h l i g h t e d . 2 . A d d e d c o m m e n t s .� �
1 1 5 template DoReqUnknown(){� �� �
1 3 3 template DoReqRegister(){� �� �
1 5 8 template DoReqDeposit(){� �� �
1 8 2 template DoReqTransfer(){� �� �
2 1 6 template DoReqWithdraw(){� �� �
2 4 4 template DoReqForcedWithdraw(){� �� �
2 7 0 template DoReqPlaceOrder(){� �� �
3 2 7 template DoReqStart(){� �� �
4 4 9 template DoReqEnd(){� �� �
5 1 5 template DoReqSecondMarketOrder(){� �� �
5 4 9 template DoReqSecondMarketEnd(){� �� �
5 9 9 template DoReqCancel(){� �� �
6 3 2 template DoReqSetAdminTsAddr(){� �� �
6 5 3 template DoReqIncreaseEpoch(){� �� �
6 7 8 template DoReqCreateBondToken(){� �� �
7 0 3 template DoReqRedeem(){� �� �
7 3 9 template DoReqWithdrawFee(){� �� �
7 6 3 template DoReqEvacuation(){� �

3 3



C V F - 2 6 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t t h e m e a n i n g o f e a c h n o n - z e r o a r g u -

m e n t v a l u e h e r e .

C l i e n t C o m m e n t R e s o l v e d .� �
1 4 2 component conn = Conn(0, 0, 0, 1, 0, 0, 0, 0);� �� �
1 6 7 component conn = Conn(0, 0, 0, 1, 0, 1, 0, 0);� �� �
1 9 1 component conn = Conn(0, 0, 0, 2, 0, 3, 0, 0);� �� �
2 2 5 component conn = Conn(0, 0, 0, 1, 0, 1, 0, 0);� �� �
2 5 3 component conn = Conn(0, 0, 0, 1, 0, 1, 0, 0);� �� �
2 7 9 component conn = Conn(0, 0, 1, 1, 1, 1, 0, 0);� �� �
3 3 6 component conn = Conn(0, 0, 1, 0, 0, 0, 0, 0);� �� �
3 6 8 component conn = Conn(1, 1, 1, 1, 0, 2, 0, 0);� �� �
4 5 8 component conn = Conn(1, 1, 1, 1, 0, 2, 0, 0);� �� �
5 2 4 component conn = Conn(0, 0, 0, 1, 1, 0, 0, 0);� �� �
5 5 8 component conn = Conn(1, 1, 0, 1, 0, 2, 0, 0);� �� �
6 0 8 component conn = Conn(0, 0, 1, 1, 0, 1, 0, 0);� �� �
6 4 1 component conn = Conn(0, 0, 0, 0, 0, 0, 0, 1);� �� �
6 6 2 component conn = Conn(0, 0, 0, 0, 0, 0, 1, 0);� �� �
6 8 7 component conn = Conn(0, 1, 0, 0, 0, 0, 0, 0);� �� �
7 1 2 component conn = Conn(0, 1, 0, 1, 0, 2, 0, 0);� �� �
7 4 8 component conn = Conn(1, 0, 0, 0, 0, 0, 0, 0);� �� �
7 7 2 component conn = Conn(0, 0, 0, 1, 0, 1, 0, 0);� �

3 4



C V F - 2 6 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 0 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
1 4 9 ImplyEq()(enabled, conn.accLeafId[0], req.arg[0]);� �� �
1 7 1 ImplyEq()(enabled, conn.accLeafId[0], req.arg[0]);� �� �
2 0 0 ImplyEq()(enabled, conn.accLeafId[1], req.arg[0]);� �� �
2 1 0 Chunkify(5, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtAccId()])(enabled, p_req.chunks, [req.reqType, req.accId,

↪→ req.tokenId, packedAmt, req.arg[0]]);� �� �
2 5 9 ImplyEq()(enabled, conn.accLeafId[0], req.arg[0]);� �� �
7 7 8 ImplyEq()(enabled, conn.accLeafId[0], req.arg[0]);� �
C V F - 2 6 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 6 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
1 5 0 ImplyEqArr(LenOfAccLeaf())(enabled, AccLeaf_Register()(conn.accLeaf

↪→ [0][0], req.arg[6]), conn.accLeaf[0][1]);� �� �
1 5 2 Chunkify(3, [FmtOpcode(), FmtAccId(), FmtHashedPubKey()])(enabled,

↪→ p_req.chunks, [req.reqType, conn.accLeafId[0], req.arg[6]]);� �� �
6 4 5 ImplyEq()(enabled, conn.adminTsAddr[1], req.arg[6]);� �

3 5



C V F - 2 6 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 8 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
2 8 8 signal is2ndBuy <== And()(is2nd, Not()(Bool()(req.arg[8])));

signal is2ndSell <== And()(is2nd, Bool()(req.arg[8]));� �� �
4 2 0 ImplyEq()(And()(enabled, Or()(isSecondaryLimit, isSecondaryMarket)),

↪→ conn.feeLeafId[0], Mux(2)([ori_order1_req.tokenId,

↪→ ori_order1_req.arg[4]], ori_order1_req.arg[8]));� �� �
4 2 3 ImplyEq()(And()(enabled, Or()(isSecondaryLimit, isSecondaryMarket)),

↪→ conn.bondLeafId[0], Mux(2)([ori_order1_req.arg[4],

↪→ ori_order1_req.tokenId], ori_order1_req.arg[8]));� �� �
4 8 9 ImplyEq()(And()(enabled, isSecondaryLimit), conn.feeLeafId[0], Mux

↪→ (2)([order_req.tokenId, order_req.arg[4]], order_req.arg[8]));� �� �
4 9 2 ImplyEq()(And()(enabled, isSecondaryLimit), conn.bondLeafId[0], Mux

↪→ (2)([order_req.arg[4], order_req.tokenId], order_req.arg[8]));� �� �
5 8 3 ImplyEq()(enabled, conn.feeLeafId[0], Mux(2)([order_req.tokenId,

↪→ order_req.arg[4]], order_req.arg[8]));

ImplyEq()(enabled, conn.bondLeafId[0], Mux(2)([order_req.arg[4],

↪→ order_req.tokenId], order_req.arg[8]));� �

3 6



C V F - 2 6 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 1 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
2 9 0 signal lockFeeAmtIfLend <== AuctionCalcLendFee()(req.fee0, req.

↪→ amount, DaysFrom()(enabled, p_req.matchedTime[0], req.arg[1]))

↪→ ;� �� �
2 9 2 signal expectedSellAmtIf2ndBuy <== CalcNewBQ()(enabled, req.arg[5],

↪→ req.amount, req.arg[5], req.amount, Req_DaysFromExpired()(

↪→ p_req.req, enabled, req.arg[1]));

signal lockFeeIf2ndBuy <== SecondCalcFee()(req.arg[5], Max(BitsRatio

↪→ ())([req.fee0, req.fee1]), DaysFrom()(enabled, p_req.

↪→ matchedTime[0], req.arg[1]));� �� �
3 1 9 Chunkify(7, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtPacked(), FmtTime(), FmtTime()])(And()(enabled, isLend),

↪→ p_req.chunks, [req.reqType, req.accId, req.tokenId,

↪→ packedAmount0, packedFee0, req.arg[1], p_req.matchedTime[0]]);� �� �
4 2 2 ImplyEq()(And()(enabled, isAuction), bond.maturity, ori_order1_req.

↪→ arg[1]);� �� �
4 9 1 ImplyEq()(And()(enabled, isAuction), bond.maturity, order_req.arg

↪→ [1]);� �� �
6 2 1 ImplyEq()(And()(enabled, TagIsEqual()([req.reqType,

↪→ ReqTypeNumUserCancel()])), order.txId, req.arg[1]);� �� �
6 9 5 ImplyEq()(enabled, bond.maturity, req.arg[1]);� �

3 7



C V F - 2 6 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 5 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
2 9 2 signal expectedSellAmtIf2ndBuy <== CalcNewBQ()(enabled, req.arg[5],

↪→ req.amount, req.arg[5], req.amount, Req_DaysFromExpired()(

↪→ p_req.req, enabled, req.arg[1]));

signal lockFeeIf2ndBuy <== SecondCalcFee()(req.arg[5], Max(BitsRatio

↪→ ())([req.fee0, req.fee1]), DaysFrom()(enabled, p_req.

↪→ matchedTime[0], req.arg[1]));� �� �
3 1 5 signal packedAmount1 <== Fix2Float()(req.arg[5]);� �� �
4 4 1 signal packedAmt1 <== Fix2Float()(ori_order1_req.arg[5]);� �� �
5 4 2 signal packedAmount1 <== Fix2Float()(req.arg[5]);� �
C V F - 2 6 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 7 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
3 0 0 ImplyEq()(enabled, req.arg[7], Mux(2)([conn.epoch[0][0], conn.epoch

↪→ [1][0]], p_req.nullifierTreeId[0]));� �� �
5 3 1 ImplyEq()(enabled, req.arg[7], Mux(2)([conn.epoch[0][0], conn.epoch

↪→ [1][0]], p_req.nullifierTreeId[0]));� �

3 8



C V F - 2 7 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n T h e v a l u e 8 6 4 0 0 s h o u l d b e a n a m e d c o n s t a n t , i . e . a f u n c t i o n r e t u r n i n g

a c o n s t a n t v a l u e .

C l i e n t C o m m e n t A d d e d t h e n a m e d c o n s t a n t i n ” . / c i r c u i t s / z k T r u e U p / s r c / c o n s t / _ m o d . c i r -

c o m ” .� �
3 0 3 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �� �
4 1 5 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �� �
4 8 4 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �� �
5 7 9 ImplyEq()(enabled, 1, TagLessThan(BitsTime())([currentTime - p_req.

↪→ matchedTime[0], 86400]));� �
C V F - 2 7 1 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 2 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
3 2 1 Chunkify(10, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtPacked(), FmtPacked(), FmtTokenId(), FmtPacked(), FmtTime()

↪→ , FmtTime()])(And()(enabled, is2nd), p_req.chunks, [req.

↪→ reqType, req.accId, req.tokenId, packedAmount0, packedFee0,

↪→ packedFee1, req.arg[4], packedAmount1, req.arg[2], p_req.

↪→ matchedTime[0]]);� �� �
5 4 4 Chunkify(8, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtPacked(), FmtTokenId(), FmtPacked(), FmtTime()])(enabled,

↪→ p_req.chunks, [req.reqType, req.accId, req.tokenId,

↪→ packedAmount0, packedFee0, req.arg[4], packedAmount1, req.arg

↪→ [2]]);� �

3 9



C V F - 2 7 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 4 ] ” i s .� �
3 2 1 Chunkify(10, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtPacked(), FmtPacked(), FmtTokenId(), FmtPacked(), FmtTime()

↪→ , FmtTime()])(And()(enabled, is2nd), p_req.chunks, [req.

↪→ reqType, req.accId, req.tokenId, packedAmount0, packedFee0,

↪→ packedFee1, req.arg[4], packedAmount1, req.arg[2], p_req.

↪→ matchedTime[0]]);� �� �
4 2 0 ImplyEq()(And()(enabled, Or()(isSecondaryLimit, isSecondaryMarket)),

↪→ conn.feeLeafId[0], Mux(2)([ori_order1_req.tokenId,

↪→ ori_order1_req.arg[4]], ori_order1_req.arg[8]));� �� �
4 2 3 ImplyEq()(And()(enabled, Or()(isSecondaryLimit, isSecondaryMarket)),

↪→ conn.bondLeafId[0], Mux(2)([ori_order1_req.arg[4],

↪→ ori_order1_req.tokenId], ori_order1_req.arg[8]));� �� �
4 2 5 ImplyEq()(And()(enabled, Or()(isSecondaryLimit, isSecondaryMarket)),

↪→ conn.tokenLeafId[0], ori_order1_req.arg[4]);� �� �
4 8 8 ImplyEq()(And()(enabled, isAuction), conn.feeLeafId[0], order_req.

↪→ arg[4]);

ImplyEq()(And()(enabled, isSecondaryLimit), conn.feeLeafId[0], Mux

↪→ (2)([order_req.tokenId, order_req.arg[4]], order_req.arg[8]));

4 9 0 ImplyEq()(And()(enabled, isAuction), bond.baseTokenId, order_req.arg

↪→ [4]);� �� �
4 9 2 ImplyEq()(And()(enabled, isSecondaryLimit), conn.bondLeafId[0], Mux

↪→ (2)([order_req.arg[4], order_req.tokenId], order_req.arg[8]));

ImplyEq()(enabled, conn.tokenLeafId[0], order_req.arg[4]);� �� �
5 4 4 Chunkify(8, [FmtOpcode(), FmtAccId(), FmtTokenId(), FmtPacked(),

↪→ FmtPacked(), FmtTokenId(), FmtPacked(), FmtTime()])(enabled,

↪→ p_req.chunks, [req.reqType, req.accId, req.tokenId,

↪→ packedAmount0, packedFee0, req.arg[4], packedAmount1, req.arg

↪→ [2]]);� �� �
5 8 3 ImplyEq()(enabled, conn.feeLeafId[0], Mux(2)([order_req.tokenId,

↪→ order_req.arg[4]], order_req.arg[8]));

ImplyEq()(enabled, conn.bondLeafId[0], Mux(2)([order_req.arg[4],

↪→ order_req.tokenId], order_req.arg[8]));

ImplyEq()(enabled, conn.tokenLeafId[0], order_req.arg[4]);� �
( 6 9 4 )

4 0



C V F - 2 7 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e r e q u e s t . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t , w h a t ” r e q . a r g [ 3 ] ” i s .

C l i e n t C o m m e n t R e s o l v e d .� �
3 5 2 signal packedInterest <== Fix2Float()(req.arg[3]);� �� �
3 5 7 channelOut <== Channel_New()(conn.orderLeaf[0][0], [order.cumAmt0,

↪→ order.cumAmt1, req.arg[3] * isAuctionStart, 0, 0]);� �� �
4 0 8 ImplyEq()(And()(enabled, isAuction), 1, TagGreaterEqThan(BitsRatio()

↪→ )([ori_order1_req.arg[3], channel_in.args[3]]));� �� �
4 4 5 signal channelOutIfAuction[LenOfChannel()] <== Channel_New()(

↪→ newBorrow, [channel_in.args[0], channel_in.args[1], channel_in

↪→ .args[2], ori_order1_req.arg[3], 0]);� �
C V F - 2 7 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h e e x p r e s s i o n ” A n d ( ) ( e n a b l e d , i s A u c t i o n ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
4 0 6 ImplyEq()(And()(enabled, isAuction), ori_order0_req.reqType,

↪→ ReqTypeNumAuctionBorrow());

ImplyEq()(And()(enabled, isAuction), ori_order1_req.reqType,

↪→ ReqTypeNumAuctionLend());

ImplyEq()(And()(enabled, isAuction), 1, TagGreaterEqThan(BitsRatio()

↪→ )([ori_order1_req.arg[3], channel_in.args[3]]));� �

4 1



C V F - 2 7 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h e e x p r e s s i o n ” A n d ( ) ( e n a b l e d , i s S e c o n d a r y L i m i t ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
4 0 9 ImplyEq()(And()(enabled, isSecondaryLimit), ori_order0_req.reqType,

↪→ ReqTypeNumSecondLimitOrder());

4 1 0 ImplyEq()(And()(enabled, isSecondaryLimit), ori_order1_req.reqType,

↪→ ReqTypeNumSecondLimitOrder());� �
C V F - 2 7 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e r e q u e s t . c i r c o m

D e s c r i p t i o n T h e e x p r e s s i o n ” A n d ( ) ( e n a b l e d , i s S e c o n d a r y M a r k e t ) ” i s c a l c u l a t e d s e v e r a l

t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .� �
4 1 1 ImplyEq()(And()(enabled, isSecondaryMarket), ori_order0_req.reqType,

↪→ ReqTypeNumSecondMarketOrder());

ImplyEq()(And()(enabled, isSecondaryMarket), ori_order1_req.reqType,

↪→ ReqTypeNumSecondLimitOrder());� �
C V F - 2 7 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e m e c h a n i s m . c i r c o m

D e s c r i p t i o n I n t h i s c o m m e n t , t h e c o n s t a n t n a m e ” o n e ” a n d i t s v a l u e ” 1 0 * * 8 ” a r e u s e d

t o g e t h e r .

R e c o m m e n d a t i o n C o n s i d e r u s i n g e i t h e r t h e n a m e o f t h e v a l u e b u t n o t b o t h .

C l i e n t C o m m e n t R e s o l v e d .� �
1 3 // debtAmt := principal * (interest * days + one * (365 - days)) /

↪→ (365 * (10 ** 8))� �
4 2



C V F - 2 7 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e m e c h a n i s m . c i r c o m

R e c o m m e n d a t i o n T h i s f o r m u l a c o u l d b e s i m p l i f i e d a s : ( 2 * s l t - o n e ) * ( o n e - m a t c h e d I n t e r -

e s t )

C l i e n t C o m m e n t T h e f o r m u l a s h o u l d b e ‘ ( 2 * s l t - 1 ) * ( o n e - m a t c h e d I n t e r e s t ) ‘ . R e s o l v e d .� �
4 3 signal absInterest <== ((one - matchedInterest) - (matchedInterest -

↪→ one)) * slt + (matchedInterest - one);� �
C V F - 2 7 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e s p e c . c i r c o m

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a c o m m e n t h o w t h i s v a l u e w a s c a l c u l a t e d .

C l i e n t C o m m e n t A d d e d c o m m e n t s .� �
2 6 return

↪→ 126579678950784692245781637812229647030155366234780489955158418

↪→
04870723496262;� �

4 3



C V F - 2 8 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e e v a c u a t i o n . c i r c o m

D e s c r i p t i o n T h e f o r m u l a s u s e d t o c a l c u l a t e b i t i n d e x e s a r e c u m b e r s o m e a n d e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a r u n n i n g i n d e x c o u n t e r i n s t e a d . A l s o , c o n s i d e r e x t r a c t -

i n g a t e m p l a t e t h a t c o p i e s a r a n g e o f s i g n a l s f r o m o n e a r r a y i n t o a n o t h e r .

C l i e n t C o m m e n t 1 . A d d e d n e w o p e r a t i o n s w i t h a r r a y s . 2 . R e d e s i g n e d t e m p l a t e ’ c a l c C o m -

m i t m e n t ’.� �
2 8 component sha256 = Sha256(256 * 4 + (BitsChunk() + 8) * (

↪→ NumOfChunksForEvacuation()));� �� �
3 4 sha256.in[256 * 1 - 1 - i] <== n2b_oriStateRoot[i];

sha256.in[256 * 2 - 1 - i] <== n2b_newStateRoot[i];

sha256.in[256 * 3 - 1 - i] <== n2b_newTsRoot[i];

sha256.in[256 * 4 - 1 - i] <== n2b_currentTime[i];� �� �
4 0 sha256.in[256 * 1 - 1 - i] <== 0;

sha256.in[256 * 2 - 1 - i] <== 0;

sha256.in[256 * 3 - 1 - i] <== 0;

sha256.in[256 * 4 - 1 - i] <== 0;� �� �
4 6 sha256.in[(256 * 4) + (8 * (i + 1)) - 1 - 0] <== isCriticalChunk

↪→ [i];� �� �
4 8 sha256.in[(256 * 4) + (8 * (i + 1)) - 1 - j] <== 0;� �� �
5 0 sha256.in[(256 * 4) + (8 * NumOfChunksForEvacuation()) + (

↪→ BitsChunk() * (i + 1)) - 1 - j] <== n2b_chunks[i].out[

↪→ j];� �� �
8 5 bits_chunks[i] <== bits_reqType[1 * 8 - i - 1];� �� �
8 7 bits_chunks[1 * 8 + i] <== bits_accId[4 * 8 - i - 1];� �� �
8 9 bits_chunks[5 * 8 + i] <== bits_tokenId[2 * 8 - i - 1];� �� �
9 1 bits_chunks[7 * 8 + i] <== bits_amount[16 * 8 - i - 1];� �� �
9 8 tmp[j] = bits_chunks[BitsChunk() * (i + 1) - j - 1];� �
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C V F - 2 8 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e e v a c u a t i o n . c i r c o m

R e c o m m e n d a t i o n 2 5 3 a n d 2 5 4 a r e p r o o f - s y s t e m d e p e n d e n t c o n s t a n t s a n d s h o u l d b e

n a m e d .

C l i e n t C o m m e n t A d d e d t h e c o n s t a n t s i n ” . / c i r c u i t s / z k T r u e U p / s r c / c o n s t / _ m o d . c i r c o m ” .� �
2 9 signal n2b_oriStateRoot[254] <== Num2Bits_strict()(oriStateRoot);

3 0 signal n2b_newStateRoot[254] <== Num2Bits_strict()(newStateRoot);

signal n2b_newTsRoot[254] <== Num2Bits_strict()(newTsRoot);

signal n2b_currentTime[254] <== Num2Bits_strict()(currentTime);

for(var i = 0; i < 254; i++){� �� �
3 9 for(var i = 254; i < 256; i++){� �� �
5 2 component b2n_commitment = Bits2Num(253);

for(var i = 0; i < 253; i++)� �
C V F - 2 8 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e e v a c u a t i o n . c i r c o m

R e c o m m e n d a t i o n T h e s i g n a l ” e x p e c t e d S t a t e R o o t ” i s r e d u n d a n t . J u s t u s e ” s t a t e R o o t ”

i n s t e a d .

C l i e n t C o m m e n t I n a c c o r d a n c e w i t h C i r c o m s y n t a x , w e m u s t f i r s t d e c l a r e a s i g n a l u s i n g

’ ⟸ ’ t o s t o r e a v a l u e , t h e n s u b s e q u e n t l y u s e ’ = = = ’ t o v e r i f y t h e e q u a l i t y o f t w o v a l u e s .� �
7 3 signal expectedStateRoot <== Poseidon(2)([tsRoot, accRoot]);� �
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C V F - 2 8 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e n o r m a l . c i r c o m

R e c o m m e n d a t i o n C o n s t a n t s 2 5 4 a n d 2 5 3 a r e d e p e n d e n t o n t h e p r o o f s y s t e m a n d s h o u l d

b e n a m e d .

C l i e n t C o m m e n t A d d e d t h e c o n s t a n t s i n ” . / c i r c u i t s / z k T r u e U p / s r c / c o n s t / _ m o d . c i r c o m ” .� �
8 9 signal n2b_oriStateRoot[254] <== Num2Bits_strict()(oriStateRoot);

9 0 signal n2b_newStateRoot[254] <== Num2Bits_strict()(newStateRoot);

signal n2b_newTsRoot[254] <== Num2Bits_strict()(newTsRoot);

signal n2b_currentTime[254] <== Num2Bits_strict()(currentTime);

for(var i = 0; i < 254; i++){� �� �
9 9 for(var i = 254; i < 256; i++){� �� �
1 1 3 for(var i = 0; i < 253; i++)� �
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C V F - 2 8 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e n o r m a l . c i r c o m

D e s c r i p t i o n T h e f o r m u l a s u s e d t o c a l c u l a t e b i t i n d e x e s a r e c u m b e r s o m e a n d e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a r u n n i n g i n d e x c o u n t e r i n s t e a d . A l s o , c o n s i d e r e x t r a c t -

i n g a t e m p l a t e t h a t c o p i e s a r a n g e o f s i g n a l s f r o m o n e a r r a y i n t o a n o t h e r .

C l i e n t C o m m e n t 1 . A d d e d n e w o p e r a t i o n s w i t h a r r a y s . 2 . R e d e s i g n e d t e m p l a t e ’ c a l c C o m -

m i t m e n t ’.� �
9 4 sha256.in[256 * 1 - 1 - i] <== n2b_oriStateRoot[i];

sha256.in[256 * 2 - 1 - i] <== n2b_newStateRoot[i];

sha256.in[256 * 3 - 1 - i] <== n2b_newTsRoot[i];

sha256.in[256 * 4 - 1 - i] <== n2b_currentTime[i];� �� �
1 0 0 sha256.in[256 * 1 - 1 - i] <== 0;

sha256.in[256 * 2 - 1 - i] <== 0;

sha256.in[256 * 3 - 1 - i] <== 0;

sha256.in[256 * 4 - 1 - i] <== 0;� �� �
1 0 6 sha256.in[(256 * 4) + (8 * (i + 1)) - 1 - 0] <== isCriticalChunk[i];� �� �
1 0 8 sha256.in[(256 * 4) + (8 * (i + 1)) - 1 - j] <== 0;� �� �
1 1 0 sha256.in[(256 * 4) + (8 * NumOfChunks()) + (BitsChunk() * (i +

↪→ 1)) - 1 - j] <== n2b_chunks[i].out[j];� �

4 7
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