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C o n t e n t s

1 C h a n g e l o g 7

2 I n t r o d u c t i o n 8

3 P r o j e c t s c o p e 9

4 M e t h o d o l o g y 1 0

5 O u r f i n d i n g s 1 1

6 M a j o r I s s u e s 1 2

C V F - 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2

C V F - 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3

C V F - 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4

C V F - 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

C V F - 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 3 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

7 M o d e r a t e I s s u e s 2 6

C V F - 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9



C V F - 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 3 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 4 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

C V F - 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 7 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 7 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 7 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

8 M i n o r I s s u e s 4 6

C V F - 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 1 0 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5



C V F - 1 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 3 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 4 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 5 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 5 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 5 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1



C V F - 1 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 6 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 6 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 6 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 1 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 1 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 1 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 1 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 1 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 1 7 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 1 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 1 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 1 7 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 1 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 1 7 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 1 7 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 1 8 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 1 8 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 1 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 1 8 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 1 8 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 1 8 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 1 8 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 1 8 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 1 8 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 1 8 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 1 9 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 1 9 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 1 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 1 9 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 1 9 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 1 9 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 1 9 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 1 9 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 5

C V F - 1 9 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 6

C V F - 1 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 7

C V F - 2 0 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 7

C V F - 2 0 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 8

C V F - 2 0 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 9

C V F - 2 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 0

C V F - 2 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 1

C V F - 2 0 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 1

C V F - 2 0 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 2



C V F - 2 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 2

C V F - 2 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 3

C V F - 2 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 3

C V F - 2 1 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 4

C V F - 2 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 4

C V F - 2 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 5

C V F - 2 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 5

C V F - 2 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 6

C V F - 2 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 6

C V F - 2 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 7

C V F - 2 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 7

C V F - 2 1 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 8

C V F - 2 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 8

C V F - 2 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 9

C V F - 2 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 9

C V F - 2 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 0

C V F - 2 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 1

C V F - 2 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 1

C V F - 2 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 2

C V F - 2 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 2

C V F - 2 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 3

C V F - 2 2 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 3

C V F - 2 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 3

C V F - 2 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 4

C V F - 2 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 4

C V F - 2 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 5

C V F - 2 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 5

C V F - 2 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 6

C V F - 2 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 6

C V F - 2 3 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 7

C V F - 2 3 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 8

C V F - 2 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 9

C V F - 2 3 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 0

C V F - 2 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 0

C V F - 2 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 1

C V F - 2 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 1

C V F - 2 4 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 2

C V F - 2 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 3

C V F - 2 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 3

C V F - 2 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 3 4



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 2 9 . 0 8 . 2 3 A . Z v e r y a n s k a y a R e l e a s e

7



2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

T e r m S t r u c t u r e i s a d e c e n t r a l i z e d b o n d p r o t o c o l p o w e r e d b y z k T r u e - u p , a p l a t f o r m t h a t

e n a b l e s p e e r - t o - p e e r l e n d i n g a n d b o r r o w i n g w i t h f i x e d i n t e r e s t r a t e s .

8



3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l C o d e

• C o d e w i t h F i x e s

F i l e s :

/

E v a c u a t i o n V e r i f i e r . s o l G o v e r n a n c e . s o l R o l l u p e r . s o l

T s b F a c t o r y . s o l T s b T o k e n . s o l V e r i f i e r . s o l

V i e w e r . s o l Z k T r u e U p . s o l

/ l i b

U t i l s . s o l S t r u c t . s o l S t o r a g e . s o l

O p e r a t i o n s . s o l C u s t o m E r r o r . s o l C o n f i g . s o l

C h e c k e r . s o l B y t e s . s o l

i n t e r f a c e s /

I Z k T r u e U p . s o l I W E T H . s o l I V e r i f i e r . s o l

I T s b T o k e n . s o l I T s b F a c t o r y . s o l I P o s e i d o n U n i t 2 . s o l

I G o v e r n a n c e . s o l I F l a s h L o a n R e c e i v e r . s o l
A g g r e g a t o r V 3 I n t e r -

f a c e . s o l

9
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

1 0



5 O u r f i n d i n g s

W e f o u n d 2 3 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d M a j o r i s s u e s h a v e b e e n

f i x e d .

0 2 3

4 2 9

1 1 1 4 0

F i x e d 1 9 2 o u t o f 2 0 7 i s s u e s

1 1



6 M a j o r I s s u e s

C V F - 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s . s o l

R e c o m m e n d a t i o n I t w o u l d p r o b a b l y b e c h e a p e r t o i m p l e m e n t t h i s f u n c t i o n v i a t h e ” I d e n t i t y ”

p r e c o m p i l e . T h i s w o u l d a l s o m a k e t h e c o d e m u c h s i m p l e r .

C l i e n t C o m m e n t I m p l e m e n t e d a c u s t o m i z e d s l i c e f u n c t i o n f o r e a c h O p T y p e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / B y t e s . s o l

• c o m m e n t : i m p l e m e n t e d c u s t o m i z e d s l i c e f u n c t i o n f o r e a c h c h u n k s i z e

� �
1 0 function slice(� �

1 2



C V F - 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e O p e r a t i o n s . s o l

D e s c r i p t i o n T h e s e c h e c k s a c t u a l l y e n s u r e c o n s i s t e n c y o f t h e c o d e , n o t d a t a . D o i n g t h e m

a t r u n t i m e i s w a s t e o f g a s .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e m o v i n g t h e m o f r e p l a c i n g w i t h a s s e r t s .

C l i e n t C o m m e n t R e m o v e d t h e m .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / O p e r a t i o n s . s o l

• l i n e : f u n c t i o n 1 4 7 , 1 5 3 , 1 6 0 , 1 6 7 , 1 7 4 , 1 8 3 , 1 9 0 , 1 9 6

� �
2 1 3 if (offset != REGISTER_PUBDATA_BYTES) revert

↪→ ReadRegisterPubDataError();� �� �
2 2 1 if (offset != DEPOSIT_PUBDATA_BYTES) revert ReadDepositPubDataError

↪→ ();� �� �
2 2 9 if (offset != WITHDRAW_PUBDATA_BYTES) revert

↪→ ReadWithdrawPubDataError();� �� �
2 3 7 if (offset != FORCE_WITHDRAW_PUBDATA_BYTES) revert

↪→ ReadForceWithdrawPubDataError();� �� �
2 4 7 if (offset != AUCTION_END_PUBDATA_BYTES) revert

↪→ ReadAuctionEndPubDataError();� �� �
2 5 5 if (offset != CREATE_TS_BOND_TOKEN_PUBDATA_BYTES) revert

↪→ ReadCreateTsbTokenPubDataError();� �� �
2 6 2 if (offset != WITHDRAW_FEE_PUBDATA_BYTES) revert

↪→ ReadWithdrawFeePubDataError();� �� �
2 7 0 if (offset != EVACUATION_PUBDATA_BYTES) revert

↪→ ReadEvacuationPubDataError();� �

1 3



C V F - 8 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C o n f i g . s o l

D e s c r i p t i o n U s i n g b l o c k n u m b e r s t o m e a s u r e t i m e i s u n r e l i a b l e . A v e r a g e b l o c k t i m e c o u l d

c h a n g e i n t h e f u t u r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g b l o c k t i m e s t a m p s i n s t e a d .

C l i e n t C o m m e n t S w i t c h e d t o u s i n g E X P I R A T I O N _ P E R I O D = 1 4 d a y s f o r c a l c u l a t e e x p i r a t i o n

t i m e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / C o n f i g . s o l

• l i n e : 3 8

� �
4 7 uint256 internal constant BLOCK_PERIOD = 15 seconds;� �
C V F - 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n f i g . s o l

D e s c r i p t i o n T h i s c o n s t a n t i s f i e l d - d e p e n d e n t .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g i t e x p l i c i t

C l i e n t C o m m e n t S w i t c h e d t o u s i n g t h e c o n s t a n t v a l u e S C A L A R _ F I E L D _ S I Z E t o r e p r e s e n t

t h e b n 2 5 4 f i e l d p r i m e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / C o n f i g . s o l

• l i n e : 8 7

� �
8 8 uint256 internal constant INPUT_MASK = (type(uint256).max >> 3);� �

1 4



C V F - 1 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I F l a s h L o a n R e c e i v e r . s o l

R e c o m m e n d a t i o n A g o o d p r a c t i c e i s t o r e v e r t i n c a s e o n a n u n s u c c e s s f u l o p e r a t i o n ,

r a t h e r t h a n r e t u r n f a l s e . R e t u r n i n g w i t h o u t r e v e r t d o e s n ’ t g u a r a n t e e t h a t t h e s t a t e w a s n ’ t

c h a n g e d .

C l i e n t C o m m e n t R e m o v e d r e t u r n v a l u e a n d s w i t c h e d t o u s i n g t r y / c a t c h i n f l a s h l o a n

f u n c t i o n .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I F l a s h L o a n R e c e i v e r . s o l

• l i n e : 2 0

� �
2 1 /// @return Boolean indicating if the operation was successful� �
C V F - 1 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n I n c a s e p . X > = q , t h i s c o d e r e t u r n a G 1 P o i n t i n s t a n c e w h o s e ” x ” c o o r d i n a t e

e q u a l s t o p . X , i . e . > = q .

R e c o m m e n d a t i o n C o n s i d e r u s i n g p . X % q i n s t e a d .

C l i e n t C o m m e n t U s e d t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S t o c h e c k t h e f i e l d o f p r o o f .

D i a m o n d :

• s t a t u s : f i x e d

� �
6 3 return G1Point(p.X, q - (p.Y % q));� �

1 5



C V F - 1 6 . F I X E D

• C a t e g o r y F l a w • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n A b u g i n ‘ n e g a t e ‘ f u n c t i o n a l l o w s i n v a l i d i n p u t s t o t h e v e r i f y f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r c h e c k i n g t h e p r o o f s t r u c t u r e e l e m e n t s t o b e i n t h e p r o p e r

r a n g e .

C l i e n t C o m m e n t U s e d t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S t o c h e c k t h e f i e l d o f p r o o f .

D i a m o n d :

• s t a t u s : f i x e d

� �
2 7 6 Pairing.negate(proof.A),� �
C V F - 1 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n U n c h a i n e d i n i t i a l i z e r s s h o u l d b e u s e d t o p r e v e n t d o u b l e i n i t i a l i z a t i o n o f c o m -

m o n b a s e c o n t r a c t s .

C l i e n t C o m m e n t U s e d u n c h a i n e d i n i t i a l i z e r s .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 8 __UUPSUpgradeable_init();

__AccessControl_init();� �

1 6



C V F - 1 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e n u m b e r o f c o m m i t t e d b l o c k s i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e a d i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 9 6 , 4 1 6

� �
4 5 if (_getStoredBlockHash(Utils.getCommittedBlockNum()) != keccak256(

↪→ abi.encode(lastCommittedBlock)))� �� �
6 2 ZkTrueUpStorage.getStorage().committedBlockNum += uint32(newBlocks.

↪→ length);� �

1 7



C V F - 1 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” Z k T r u e U p S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 9 6 , 4 1 5 , 4 1 6

� �
5 2 ZkTrueUpStorage.getStorage().storedBlockHashes[

↪→ lastCommittedBlock.blockNumber] = keccak256(� �� �
6 1 ZkTrueUpStorage.getStorage().committedL1RequestNum =

↪→ committedL1RequestNum;

ZkTrueUpStorage.getStorage().committedBlockNum += uint32(newBlocks.

↪→ length);� �
C V F - 2 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e r e i s n o c h e c k t o e n s u r e t h a t t h e ” c o m m i t t e d B l o c k s ” a n d ” p r o o f ” a r r a y s

a r e o f t h e s a m e l e n g t h . I n c a s e t h e ” p r o o f ” a r r a y l o n g e r , e x t r a e l e m e n t a r e s i l e n t l y i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e l e n g t h c h e c k .

C l i e n t C o m m e n t U s e d a n e w s t r u c t t o w r a p t h e m .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 6

� �
6 8 function verifyBlocks(RolluperStruct.StoredBlock[] memory

↪→ committedBlocks, RolluperStruct.Proof[] memory proof)� �

1 8



C V F - 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n U p d a t i n g t h e s a m e s t o r a g e v a r i a b l e o n e v e r y l o o p i t e r a t i o n i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u p d a t i n g o n c e a f t e r t h e l o o p .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 7 0 0

� �
9 1 ZkTrueUpStorage.getStorage().executedL1RequestNum += pendingBlocks[i

↪→ ].storedBlock.l1RequestNum;� �
C V F - 2 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” Z k T r u e U p S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 9 9 , 7 0 0

� �
9 1 ZkTrueUpStorage.getStorage().executedL1RequestNum +=

↪→ pendingBlocks[i].storedBlock.l1RequestNum;� �� �
9 7 ZkTrueUpStorage.getStorage().executedBlockNum = executedBlockNum;� �

1 9



C V F - 2 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” Z k T r u e U p S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d m u l t i p l e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 1 0 7 , 1 0 8 , 1 0 9

� �
1 1 5 delete ZkTrueUpStorage.getStorage().storedBlockHashes[

↪→ committedBlockNum];� �� �
1 2 0 ZkTrueUpStorage.getStorage().committedBlockNum = committedBlockNum;

ZkTrueUpStorage.getStorage().committedL1RequestNum -=

↪→ revertedL1RequestNum;� �� �
1 2 3 ZkTrueUpStorage.getStorage().verifiedBlockNum =

↪→ committedBlockNum;� �

2 0



C V F - 2 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g t h e ” p u b l i c D a t a O f f s e t s ” a r r a y i s a n a r r a y o f p u b l i c

d a t a c h u n k I D s . T h i s w o u l d m a k e t h e n u m b e r s s m a l l e r a n d w o u l d a l l o w s i m p l i f y i n g t h e

c o d e .

C l i e n t C o m m e n t U s e d c h u n k I d D e l t a s a r r a y t o r e p l a c e p u b l i c D a t a O f f s e t .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 4 4 1 , 4 4 2

� �
2 1 9 if (offset % Config.CHUNK_BYTES != 0) revert RolluperError.

↪→ InvalidOffset(offset);

2 2 0 uint256 chunkId = offset / Config.CHUNK_BYTES;� �

2 1



C V F - 2 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n E n c o d e P a c k i n g v a r i a b l e - l e n g t h d a t a s t r u c t u r e s i s n o t i n j e c t i v e a n d m a y l e a d

t o c o l l i s i o n s , p a r t i c u l a r l y a s t h e i n p u t i s u n d e r u s e r c o n t r o l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g r e g u l a r ‘ e n c o d e ‘

C l i e n t C o m m e n t S w i t c h e d t o u s i n g e n c o d e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 4 0 8 , 6 3 7 , 7 3 0

� �
2 7 8 processableRollupTxHash = keccak256(abi.encodePacked(

↪→ processableRollupTxHash, pubData));� �� �
2 9 2 bytes memory pubData = abi.encodePacked(commitmentOffset, newBlock.

↪→ publicData);� �� �
3 7 1 pendingRollupTxHash = keccak256(abi.encodePacked(

↪→ pendingRollupTxHash, pubData));� �
C V F - 3 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e T s b F a c t o r y . s o l

D e s c r i p t i o n U n c h a i n e d i n i t i a l i z e r s s h o u l d b e u s e d h e r e t o p r e v e n t d o u b l e i n i t i a l i z a t i o n o f

b a s e c o n t r a c t s .

C l i e n t C o m m e n t U s e d u n c h a i n e d i n i t a l i z e r s .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
4 9 __UUPSUpgradeable_init();

5 0 __AccessControl_init();

__ReentrancyGuard_init();� �

2 2



C V F - 3 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n I n c a s e p . X > = q , t h i s c o d e r e t u r n a G 1 P o i n t i n s t a n c e w h o s e ” x ” c o o r d i n a t e

e q u a l s t o p . X , i . e . > = q .

R e c o m m e n d a t i o n C o n s i d e r u s i n g p . X % q i n s t e a d .

C l i e n t C o m m e n t S w i t c h e d t o t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S t o c h e c k t h e f i e l d o f p r o o f .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
6 3 return G1Point(p.X, q - (p.Y % q));� �
C V F - 3 8 . F I X E D

• C a t e g o r y F l a w • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n P r o o f e l e m e n t s s h o u l d b e c h e c k e d t o b e v a l i d c u r v e p o i n t s .

C l i e n t C o m m e n t S w i t c h e d t o t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S t o c h e c k t h e f i e l d o f p r o o f .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
2 9 6 Proof memory proof;� �

2 3



C V F - 3 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n U n c h a i n e d i n i t i a l i z e r s s h o u l d b e u s e d t o p r e v e n t d o u b l e i n i t i a l i z a t i o n o f b a s e

c o n t r a c t s .

C l i e n t C o m m e n t U s e d u n c h a i n e d i n i t i a l i z e r s . D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
5 3 __UUPSUpgradeable_init();

__AccessControl_init();

__ReentrancyGuard_init();� �
C V F - 4 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e s e v a l u e s s h o u l d b e c h e c k e d t o b e a v a l i d c u r v e p o i n t , o t h e r w i s e

c o l l i s i o n s a r e p o s s i b l e w h e n c a l c u l a t i n g t h e T S a d d r e s s .

C l i e n t C o m m e n t A d d e d t h e b a b y J u b j u b l i b r a r y t o v a l i d a t e c u r v e p o i n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t F a c e t . s o l

• l i n e : 1 7 5

� �
1 0 8 uint256 tsPubKeyX,

uint256 tsPubKeyY,� �

2 4



C V F - 4 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n H e r e i m p l i c i t u n d e r f l o w c h e c k i n t r o d u c e d b y c o m p i l e r i s u s e d t o e n f o r c e a n

i m p o r t a n t b u s i n e s s - l e v e l c o n s t r a i n t . S u c h a p p r o a c h i s a b a d p r a c t i c e a s i t m a k e s c o d e

h a r d e r t o r e a d a n d m o r e e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t “ r e q u i r e ” s t a t e m e n t t o e n s u r e t h e c o l l a t e r a l

a m o u n t i s s u f f i c i e n t .

C l i e n t C o m m e n t A d d e d u n d e r f l o w c h e c k .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n L i b . s o l

• l i n e : 4 9 , 6 2 , 6 3

� �
2 4 6 loan.collateralAmt -= amount;� �� �
2 7 4 loan.collateralAmt -= collateralAmt;� �
C V F - 4 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e m u l t i p l i c a t i o n h e r e i s p e r f o r m e d i n 1 2 8 b i t s , w h i c h c o u l d l e a d t o o v e r f l o w .

R e c o m m e n d a t i o n C o n s i d e r m u l t i p l y i n g i n 2 5 6 b i t s .

C l i e n t C o m m e n t S w i t c h e d t o u i n t 2 5 6 .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / F l a s h L o a n F a c e t . s o l

• l i n e : 4 7

� �
3 5 6 premiums[i] = (amounts[i] * flashLoanPremium) / Config.

↪→ FLASH_LOAN_PREMIUM_BASE;� �

2 5



7 M o d e r a t e I s s u e s

C V F - 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e O p e r a t i o n s . s o l

D e s c r i p t i o n I n C i r c o m c o d e t h i s i s k n o w a s ” r e q t y p e ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n a m i n g .

C l i e n t C o m m e n t U s e d O p T y p e t o r e p l a c e R e q T y p e i n c i r c o m .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 6 enum OpType {� �� �
5 6 uint8 internal constant OP_TYPE_BYTES = 1;� �
C V F - 4 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e O p e r a t i o n s . s o l

D e s c r i p t i o n T h e s e o p e r a t i o n s a r e n a m e d d i f f e r e n t l y i n C i r c o m c o d e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t n a m i n g .

C l i e n t C o m m e n t R e v i s e d ” C R E A T E _ T S _ B O N D _ T O K E N ” t o ” C R E A T E _ T S B _ T O K E N ” . C o r r e -

s p o n d i n g r e v i s i o n s h a v e a l r e a d y b e e n i m p l e m e n t e d o n t h e c i r c u i t s i d e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / O p e r a t i o n s . s o l

• l i n e : 1 7 , 3 5 , 3 6 , 3 8

� �
1 7 NOOP,� �� �
3 5 ADMIN_CANCEL_ORDER,

USER_CANCEL_ORDER,� �� �
3 8 CREATE_TS_BOND_TOKEN,� �

2 6



C V F - 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n S o l i d i t y a l l o w s h a s h e x p r e s s i o n s i n c o n s t a n t v a l u e s .

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g h a r d c o d e d v a l u e s w i t h a h a s h e x p r e s s i o n s c u r r e n t l y

s p e c i f i e d i n c o m m e n t s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 3 // bytes32(uint256(keccak256("governance.storage")) - 1)

bytes32 private constant STORAGE_SLOT =

0x1c03ec2fe6acf7b94b95c87bd1c750db913cc1fec10e1e766e5eb2c5f8b774f7;� �� �
6 9 /// @dev STORAGE_SLOT = bytes32(uint256(keccak256("zktrueup.storage

↪→ ")) - 1)

7 0 bytes32 private constant STORAGE_SLOT =

0xecdc3de15f62012ce8edb075e3ee0791091ec6b6b4f92c08b9f351e31a4a4ee0;� �� �
1 3 9 // bytes32(uint256(keccak256("tsbfactory.storage")) - 1)

1 4 0 bytes32 private constant STORAGE_SLOT =

0xfa1372ca0be757cf045d81950fdc803be135140e80156400b9c6ec5a1960c006;� �
C V F - 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t r u c t . s o l

D e s c r i p t i o n S t o r i n g o f f s e t d e l t a s i n s t e a d o f o f f s e t s w o u l d a l l o w u s i n g a n a r r o w e r t y p e .

C l i e n t C o m m e n t i n C V F - 2 4 c h a n g e t o u s e c h u n k I d D e l t a s t o r e p l a c e t h i s a n d a l s o c h a n g e

t o u s e u i n t 1 6 b e c a u s e t h e m a x c h u n k n u m b e r i s 1 1 5 2 .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p S t o r a g e . s o l

• l i n e : 3 0

� �
5 2 uint32[] publicDataOffsets;� �

2 7



C V F - 1 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n T h i s c o m p i l e r v e r s i o n r e q u i r e m e n t i s i n c o n s i s t e n t a n d e v e n i n c o m p a t i b l e w i t h

c o m p i l e r v e r s i o n r e q u i r e m e n t s i n o t h e r f i l e s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t c o m p i l e r v e r s i o n r e q u i r e m e n t s a c r o s s t h e

c o d e b a s e .

C l i e n t C o m m e n t А i x e d t o ^ 0 . 8 . 1 7 .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 4 pragma solidity ^0.6.11;� �
C V F - 1 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t U s e d t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S .

D i a m o n d :

• s t a t u s : f i x e d

� �
8 3 require(success, "pairing-add-failed");� �

2 8



C V F - 1 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t U s e d t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 0 3 require(success, "pairing-mul-failed");� �
C V F - 1 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t U s e d t h e n e w v e r s i o n ( 0 . 7 . 0 ) o f s n a r k J S .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 3 4 require(success, "pairing-opcode-failed");� �

2 9



C V F - 2 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h i s f o r m u l a a s s u m e s t h a t t h e w i t h d r a w a l a m o u n t f i t s i n t o u i n t 1 2 8 , w h i c h

c o u l d b e w r o n g f o r v e r y c h e a p t o k e n s , o r t o k e n w i t h v e r y m a n y d e c i m a l s .

R e c o m m e n d a t i o n C o n s i d e r n o t r e l y i n g o n s u c h a s s u m p t i o n s .

C l i e n t C o m m e n t W e h a v e s w i t c h e d t o u s i n g u i n t 2 5 6 f o r a p o r t i o n o f a m o u n t , w h i l e m a i n -

t a i n i n g u i n t 1 2 8 f o r c o l l a t e r a l a n d d e b t a m o u n t s . T h i s a p p r o a c h i s a i m e d a t p a c k i n g s t o r a g e

e f f i c i e n t l y a n d s a v i n g g a s .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 7 5 5 , 7 7 9 , 8 0 1 , 8 0 7 , 8 6 2

� �
3 5 0 amount = SafeCast.toUint128(((withdrawReq.amount * (10**

↪→ decimals)) / (10**Config.SYSTEM_DECIMALS)));� �� �
3 5 5 amount = SafeCast.toUint128(

((forceWithdrawReq.amount * (10**decimals)) / (10**

↪→ Config.SYSTEM_DECIMALS))� �� �
4 9 0 uint128 increaseDebtAmt = SafeCast.toUint128((auctionEnd.debtAmt *

↪→ 10**decimals) / 10**Config.SYSTEM_DECIMALS);� �� �
4 9 2 uint128 increaseCollateralAmt = SafeCast.toUint128(

(auctionEnd.collateralAmt * 10**decimals) / 10**Config.

↪→ SYSTEM_DECIMALS� �� �
5 2 2 uint128 l1Amt = SafeCast.toUint128(

((withdrawFee.amount * (10**assetConfig.decimals)) / (10**Config

↪→ .SYSTEM_DECIMALS))

);� �� �
5 4 8 uint128 l1Amt = SafeCast.toUint128(

((evacuation.amount * (10**assetConfig.decimals)) / (10**Config.

↪→ SYSTEM_DECIMALS))

5 5 0 );� �

3 0



C V F - 2 8 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e f u n c t i o n a c t u a l l y n e v e r r e t u r n s f a l s e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e t u r n i n g n o t h i n g o r c h a n g i n g t h e c o d e t o a c t u a l l y

r e t u r n f a l s e f o r n o n - e x i s t i n g r e q u e s t s .

C l i e n t C o m m e n t R e f a c t o r e d t h e f u n c t i o n t o r e t u r n e i t h e r t r u e o r f a l s e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 0 2

� �
3 8 1 /// @return isExisted Return true is the request is existed in the

↪→ L1 request queue, else return false� �
C V F - 2 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e f u n c t i o n a c t u a l l y n e v e r r e t u r n s f a l s e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e t u r n i n g n o t h i n g o r c h a n g i n g t h e c o d e t o a c t u a l l y

r e t u r n f a l s e f o r n o n - e x i s t i n g r e q u e s t s .

C l i e n t C o m m e n t R e f a c t o r e d t h e f u n c t i o n t o r e t u r n e i t h e r t r u e o r f a l s e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 1 5

� �
3 9 7 /// @return isExisted Return true is the request is existed in the

↪→ L1 request queue, else return false� �

3 1



C V F - 3 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e f u n c t i o n a c t u a l l y n e v e r r e t u r n s f a l s e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e t u r n i n g n o t h i n g o r c h a n g i n g t h e c o d e t o a c t u a l l y

r e t u r n f a l s e f o r n o n - e x i s t i n g r e q u e s t s .

C l i e n t C o m m e n t R e f a c t o r e d t h e f u n c t i o n t o r e t u r n e i t h e r t r u e o r f a l s e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 2 8

� �
4 1 3 /// @return isExisted Return true is the request is existed in the

↪→ L1 request queue, else return false� �
C V F - 3 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e f u n c t i o n a c t u a l l y n e v e r r e t u r n s f a l s e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e t u r n i n g n o t h i n g o r c h a n g i n g t h e c o d e t o a c t u a l l y

r e t u r n f a l s e f o r n o n - e x i s t i n g r e q u e s t s .

C l i e n t C o m m e n t R e f a c t o r e d t h e f u n c t i o n t o r e t u r n e i t h e r t r u e o r f a l s e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 3 4 1

� �
4 2 9 /// @return isExisted Return true is the request is existed in the

↪→ L1 request queue, else return false� �

3 2



C V F - 3 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n T h i s c o m p i l e r v e r s i o n r e q u i r e m e n t i s i n c o n s i s t e n t a n d e v e n i n c o m p a t i b l e w i t h

c o m p i l e r v e r s i o n r e q u i r e m e n t s i n o t h e r f i l e s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c o n s i s t e n t c o m p i l e r v e r s i o n r e q u i r e m e n t s a c r o s s t h e

c o d e b a s e .

C l i e n t C o m m e n t S w i t c h e d t o S o l i d i t y ^ 0 . 8 . 1 7 .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
1 4 pragma solidity ^0.6.11;� �
C V F - 3 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
8 3 require(success, "pairing-add-failed");� �

3 3



C V F - 3 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
1 0 3 require(success, "pairing-mul-failed");� �
C V F - 3 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n T h i s c h e c k n e v e r f a i l s a s i t d u p l i c a t e s a n o t h e r c h e c k p e r f o r m e d i n s i d e a s s e m -

b l y b l o c k .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
1 3 4 require(success, "pairing-opcode-failed");� �

3 4



C V F - 4 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e o r i g i n a l e r r o r m e s s a g e i s l o s t h e r e .

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g i t i n t o t h e e r r o r a s a p a r a m e t e r .

C l i e n t C o m m e n t I n c o r p o r a t e d r e t u r n e d d a t a i n t o t h e e r r o r l o g .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / U t i l s . s o l

• l i n e : 4 1

� �
6 2 1 if (!success) revert ZkTrueUpError.TransferFailed();� �

3 5



C V F - 4 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e “ 1 0 * * d e c i m a l s ” v a l u e c o u l d b e p r e c o m p u t e d a n d s t o r e d i n t h e a s s e t

c o n f i g .

C l i e n t C o m m e n t U s e d d e c i m a l s t o e n h a n c e t h e i n t u i t i v e n e s s a n d r e a d a b i l i t y .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 3 6 4 , 3 7 4

� �
6 9 8 repayAmt = (normalizedCollateralPrice * loan.collateralAmt) / 10**

↪→ collateralAsset.decimals <� �� �
7 0 4 uint256 normalizedRepayValue = (normalizedDebtPrice * repayAmt) /

↪→ 10**debtAsset.decimals;� �� �
7 1 2 uint256 repayToCollateralRatio = (Config.LTV_BASE *

↪→ normalizedRepayValue * 10**collateralAsset.decimals) /� �� �
7 3 3 10**collateralAsset.decimals) /� �� �
7 5 2 (liquidationFactor.protocolPenalty * normalizedRepayValue * 10**

↪→ collateralAsset.decimals) /� �� �
8 5 9 (ltvThreshold * normalizedCollateralPrice * loan.collateralAmt *

↪→ 10**debtAsset.decimals) /� �� �
8 6 1 10**collateralAsset.decimals;� �� �
8 9 8 return uint256(price) * 10**(18 - decimals);� �

3 6



C V F - 4 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ 1 0 * * c o l l a t e r a l A s s e t . d e c i m a l s ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 3 9 4 , 4 2 1

� �
6 9 8 repayAmt = (normalizedCollateralPrice * loan.collateralAmt) / 10**

↪→ collateralAsset.decimals <� �� �
7 1 2 uint256 repayToCollateralRatio = (Config.LTV_BASE *

↪→ normalizedRepayValue * 10**collateralAsset.decimals) /� �� �
7 3 3 10**collateralAsset.decimals) /� �� �
7 5 2 (liquidationFactor.protocolPenalty * normalizedRepayValue * 10**

↪→ collateralAsset.decimals) /� �

3 7



C V F - 4 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n I n E R C - 2 0 t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t D u r i n g t h e l i q u i d a t i o n p r o c e s s , l i q u i d a t o r s r e p a y t h e d e b t t o k e n s a n d

r e c e i v e c o l l a t e r a l t o k e n s o f e q u i v a l e n t v a l u e . C o n s e q u e n t l y , t h e c o n v e r t e d a m o u n t m u s t

b e c a l c u l a t e d u s i n g d e c i m a l s .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 3 6 4 , 3 7 4

� �
6 9 8 repayAmt = (normalizedCollateralPrice * loan.collateralAmt) / 10**

↪→ collateralAsset.decimals <� �� �
7 0 4 uint256 normalizedRepayValue = (normalizedDebtPrice * repayAmt) /

↪→ 10**debtAsset.decimals;� �� �
7 1 2 uint256 repayToCollateralRatio = (Config.LTV_BASE *

↪→ normalizedRepayValue * 10**collateralAsset.decimals) /� �� �
7 3 3 10**collateralAsset.decimals) /� �� �
7 5 2 (liquidationFactor.protocolPenalty * normalizedRepayValue * 10**

↪→ collateralAsset.decimals) /� �� �
7 9 3 uint128 l2Amt = SafeCast.toUint128((amount * 10**Config.

↪→ SYSTEM_DECIMALS) / 10**decimals);� �� �
8 5 9 (ltvThreshold * normalizedCollateralPrice * loan.collateralAmt *

↪→ 10**debtAsset.decimals) /� �� �
8 6 1 10**collateralAsset.decimals;� �� �
8 9 5 uint8 decimals = AggregatorV3Interface(priceFeed).decimals();� �� �
8 9 8 return uint256(price) * 10**(18 - decimals);� �

3 8



C V F - 4 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n U s i n g t h e f r e e m e m o r y p o i n t e r i s r e d u n d a n t , a s t h i s f u n c t i o n n e v e r

r e t u r n s c o n t r o l . J u s t u s e m e m o r y s t a r t i n g f r o m z e r o a d d r e s s i n s t e a d .

C l i e n t C o m m e n t R e m o v e d t h e f r e e m e m o r y p o i n t e r .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
9 3 6 let ptr := mload(0x40)� �
C V F - 6 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e O p e r a t i o n s . s o l

R e c o m m e n d a t i o n I n C i r c o m c o d e t i m e i s 6 4 b i t s . C o n s i d e r u s i n g c o n s i s t e n t t i m e f o r m a t .

C l i e n t C o m m e n t S w i t c h e d t o u i n t 3 2 ( b y t e s 4 ) a s t h e c o n s i s t e n t t i m e f o r m a t .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
6 1 uint8 internal constant TIME_BYTES = 4;� �
C V F - 6 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I W E T H . s o l

D e s c r i p t i o n T h e r e i s n o s u c h f u n c t i o n i n t h e W E T H c o n t r a c t .

C l i e n t C o m m e n t R e m o v e d t h i s f u n c i t o n .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I W E T H . s o l

� �
2 5 function mint(address to, uint256 amount) external;� �

3 9



C V F - 7 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n I n c a s e ” p . X ” i s n o t z e r o a n d ” p . Y % q ” i s z e r o , t h i s c o d e r e t u r n s ” G 1 P o i n t ( p . X ,

q ) ” w h i c h i s n o t a v a l i d p o i n t .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g ” G 1 P o i n t ( p . X , 0 ) ” i n s u c h a c a s e .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / E v a c u V e r i f i e r . s o l

� �
6 2 if (p.X == 0 && p.Y == 0) return G1Point(0, 0);

return G1Point(p.X, q - (p.Y % q));� �
C V F - 7 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n G o v e r n a n c e a d d r e s s i s r e a d f r o m t h e s t o r a g e t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 0 0 , 6 0 1 , 6 0 6

� �
2 3 8 IGovernance governance = IGovernance(Utils.getGovernanceAddr());� �� �
2 4 4 GovernanceStruct.AssetConfig memory baseTokenConfig = IGovernance(

↪→ Utils.getGovernanceAddr())� �

4 0



C V F - 7 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h i s l o g i c l o o k s v e r y s u s p i c i e n t a s i t a l l o w s e v a c u a t i n g t h e s a m e a c c o u n t

m u l t i p l e t i m e s .

C l i e n t C o m m e n t T h i s f u n c t i o n n e e d s t o b e u s e d w i t h s y s t e m r e c o v e r y f u n c t i o n . I n t h e

f u t u r e , w e w i l l a d d t h e f u n c t i o n f o r e n d i n g e v a c a t i o n m o d e a n d r e s t a r t i n g t h e c o n t r a c t .

T h e i n d i c a t e d c o d e s n i p p e t c a n o n l y b e e x e c u t e d a f t e r t h e e v a c u a t i o n m o d e h a s b e e n

t r i g g e r e d a n d a l l L 1 r e q u e s t s h a v e b e e n c o n s u m e d d u r i n g t h i s m o d e . I t i s n e c e s s a r y t o

u p d a t e t h e s t a t u s a s f a l s e a f t e r w e c o n s u m e a l l r e q u e s t s , a l l o w i n g u s t o r e s t a r t t h e s y s t e m .

I f n e e d e d , u s e r s w i l l b e a b l e t o t r i g g e r t h e e v a c u a t i o n m o d e a g a i n a f t e r t h e s y s t e m r e s t a r t s .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 7 2 4 - 7 2 6

� �
3 6 5 } else if (opType == Operations.OpType.EVACUATION) {

Operations.Evacuation memory evacuation = Operations.

↪→ readEvacuationPubdata(pubData);

ZkTrueUpStorage.getStorage().evacuated[evacuation.accountId][

↪→ evacuation.tokenId] = false;� �

4 1



C V F - 7 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n P e r f o r m i n g s e v e r a l t o k e n t r a n s f e r i n a s i n g l e t r a n s a c t i o n i s a b a d i d e a . I f o n e

o f t h e t r a n s f e r s w i l l f a i l f o r w h a t e v e r r e a s o n , t h e o t h e r t r a n s f e r s w i l l g e t r e v e r t e d .

R e c o m m e n d a t i o n C o n s i d e r i n c r e a s i n g p e n d i n g b a l a n c e s i n s t e a d .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 8 2 7 , 8 3 3 , 8 3 9

� �
5 3 5 _transfer(assetConfig.tokenAddr, payable(treasuryAddr), treasuryAmt)

↪→ ;

_transfer(assetConfig.tokenAddr, payable(insuranceAddr),

↪→ insuranceAmt);

_transfer(assetConfig.tokenAddr, payable(vaultAddr), vaultAmt);� �
C V F - 7 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V e r i f i e r . s o l

D e s c r i p t i o n I n c a s e ” p . X ” i s n o t z e r o a n d ” p . Y % q ” i s z e r o , t h i s c o d e r e t u r n s ” G 1 P o i n t ( p . X ,

q ) ” w h i c h i s n o t a v a l i d p o i n t .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g ” G 1 P o i n t ( p . X , 0 ) ” i n s u c h a c a s e .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / v e r i f i e r / V e r i f i e r . s o l

� �
6 2 if (p.X == 0 && p.Y == 0) return G1Point(0, 0);� �

4 2



C V F - 7 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V i e w e r . s o l

D e s c r i p t i o n T h e c o d e c h e c k s i f t h e i d i s g r e a t e r o r e q u a l r a t h e r t h a n ‘ g r e a t e r ‘ .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e c o m m e n t c o n s i s t e n t w i t h t h e c o d e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p L i b . s o l

• l i n e : 1 9 9

� �
6 8 /// @notice Check whether the request id is greater than the current

↪→ request number� �
C V F - 7 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e r e i s n o w a y f o r a l i q u i d a t o r t o s p e c i f y t h e m a x i m u m “ r e p a y A m t ” v a l u e , t h e

m i n i m u m “ l i q u i d a t o r R e w a r d A m t ” v a l u e , a n d t h e m i n i m u m r a t i o b e t w e e n t h e s e t w o v a l u e s .

T h u s , l i q u i d a t i o n o u t c o m e c o u l d a p p e a r t o b e m u c h w o r s e t h a n t h e l i q u i d a t o r e x p e c t e d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g e x t r a a r g u m e n t s f o r l i q u i d a t i o n b o u n d i n g c o n d i t i o n s .

C l i e n t C o m m e n t U p d a t e d t h e l i q u i d a t e f u n c t i o n t o i n c l u d e r e p a y A m t a s a p a r a m e t e r . T h i s

g i v e s t h e l i q u i d a t o r t h e f l e x i b i l i t y t o c h o o s e t h e i r r e p a y m e n t a m o u n t , a s l o n g a s i t d o e s n ’ t

s u r p a s s t h e m a x R e p a y A m t .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 1 0 5

� �
3 2 5 _transferFrom(debtAsset.tokenAddr, sender, repayAmt, msg.value);� �� �
3 2 9 _transfer(collateralAsset.tokenAddr, payable(sender),

↪→ liquidatorRewardAmt);� �

4 3



C V F - 7 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h i s a l s o c o v e r s t h e c a s e w h e n c o l l a t e r a l v a l u e c a n n o t c o v e r r e p a y v a l u e .

I n s u c h c a s e l i q u i d a t i o n i s n o t p r o f i t a b l e . H o w e v e r , f o r t h e p r o t o c o l , l i q u i d a t i o n w i t h a

d i s c o u n t ( i . e . w h e n l i q u i d a t o r r e p a y s p a r t o f t h e d e b t a n d r e c e i v e d f u l l c o l l a t e r a l ) c o u l d b e

b e t t e r t h a n n o l i q u i d a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c o v e r i n g t h i s c a s e a s w e l l .

C l i e n t C o m m e n t E n h a n c e d t h e f u n c t i o n , n o w e n a b l i n g l i q u i d a t o r s t o d e t e r m i n e t h e r e -

p a y A m t i f 0 < r e p a y A m t ≤ m a x R e p a y A m t .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 3 6 6

� �
7 1 6 // case1: if collateral value cannot cover protocol penalty and full

↪→ liquidator reward

// in this case, liquidator reward = all collateral, and protocol

↪→ penalty = 0

// liquidatorRewardAmt = totalCollateralAmt, and protocolPenaltyAmt

↪→ = 0

if (repayToCollateralRatio + liquidationFactor.liquidatorIncentive >

↪→ maxLtvRatio)

7 2 0 return (repayAmt, loan.collateralAmt, 0);� �

4 4



C V F - 7 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o “ u i n t 1 2 8 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .

C l i e n t C o m m e n t A d d e d S a f e C a s t t o c h e c k i f t h e v a l u e h a s o v e r f l o w i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 4 0 8 , 4 1 7

� �
7 3 0 liquidatorRewardAmt = uint128(� �� �
7 5 1 : protocolPenaltyAmt = uint128(� �

4 5



8 M i n o r I s s u e s

C V F - 9 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B y t e s . s o l

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s ” ^ 0 . 8 . 0 ” , u n l e s s t h e r e i s s o m e t h i n g s p e c i a l a b o u t

t h i s p a r t i c u l a r v e r s i o n . A l s o r e l e v a n f o r : O p e r a t i o n s . s o l , S t o r a g e . s o l , C u s t o m E r r o r . s o l ,

C h e c k e r . s o l , S t r u c t . s o l , U t i l s . s o l , C o n f i g . s o l , I Z k T r u e U p . s o l , I F l a s h L o a n R e c e i v e r . s o l , I G o v -

e r n a n c e . s o l , I P o s e i d o n U n i t 2 . s o l , I T s b F a c t o r y . s o l , I T s b T o k e n . s o l , I V e r i f i e r . s o l , I W E T H . s o l ,

T s b T o k e n . s o l , G o v e r n a n c e . s o l , R o l l u p e r . s o l , T s b F a c t o r y . s o l , V i e w e r . s o l .

C l i e n t C o m m e n t S o m e O Z ’s d e p e n d e n c i e s a r e o v e r 0 . 8 . 0 l i k e :

• @ o p e n z e p p e l i n / c o n t r a c t s - u p g r a d e a b l e / u t i l s / A d d r e s s U p g r a d e a b l e . s o l ( ^ 0 . 8 . 1 )

• @ o p e n z e p p e l i n / c o n t r a c t s - u p g r a d e a b l e / p r o x y / u t i l s / I n i t i a l i z a b l e . s o l ( ^ 0 . 8 . 2 )

• @ o p e n z e p p e l i n / c o n t r a c t s - u p g r a d e a b l e / p r o x y / E R C 1 9 6 7 / E R C 1 9 6 7 U p g r a d e U p g r a d e -

a b l e . s o l ( ^ 0 . 8 . 2 )

D i a m o n d :

• s t a t u s : i n f o

� �
3 pragma solidity ^0.8.17;� �

4 6



C V F - 9 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e B y t e s . s o l

D e s c r i p t i o n T h e s e c o m m e n t s a r e r e d u n d a n t , a s p o t e n t i a l o v e r f l o w w o u l d b e c a u g h t b y

S o l i d i t y c o m p i l e r .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e s e c o m m e n t s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / B y t e s . s o l

� �
3 8 // NOTE: theoretically possible overflow of (_offset + 4)� �� �
4 4 // NOTE: theoretically possible overflow of (_start + 0x4)� �� �
5 3 // NOTE: theoretically possible overflow of (_offset + 20)� �� �
6 1 // NOTE: theoretically possible overflow of (_start + 20)� �� �
6 9 // NOTE: theoretically possible overflow of (_offset + 2)� �� �
7 6 // NOTE: theoretically possible overflow of (_start + 0x2)� �� �
8 5 // NOTE: theoretically possible overflow of (_start + 0x10)� �� �
9 4 // NOTE: theoretically possible overflow of (_offset + 16)� �

4 7



C V F - 9 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” G o v e r n a n c e S -

t o r a g e . s o l ” .

C l i e n t C o m m e n t M o v e d t h e l i b r a r y t o a s e p a r a t e f i l e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 2 library GovernanceStorage {� �

4 8



C V F - 9 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t f i x e d a n d r e m o v e m a x L t v R a t i o , h e a l t h F a c t o r T h r e s h o l d b e c a u s e o f t h e y

a r e c o n s t a n t a n d d e f i n e d i n C o n f i g . s o l .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / C o n f i g . s o l

• l i n e : 2 0 , 2 6

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / F l a s h L o a n S t o r a g e . s o l

• l i n e : 1 2 , 1 3

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n S t o r a g e . s o l

• l i n e : 5 4 , 5 5

� �
2 8 uint16 healthFactorThreshold;� �� �
3 0 uint16 halfLiquidationThreshold;� �� �
3 2 uint16 maxLtvRatio;� �� �
3 4 uint16 flashLoanPremium;� �

4 9



C V F - 1 0 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e k e y t y p e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / T o k e n S t o r a g e . s o l

• l i n e : 2 8 , 3 0

� �
4 2 mapping(address => uint16) toTokenId;� �� �
4 4 mapping(address => bool) isPaused;� �
C V F - 1 0 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S t o r a g e . s o l

D e s c r i p t i o n A s s e r t i n g a c o n s t a n t v a l u e l o o k s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s l i n e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
5 1 assert(STORAGE_SLOT == bytes32(uint256(keccak256("governance.storage

↪→ ")) - 1));� �

5 0



C V F - 1 0 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” Z k T r u e U p S t o r -

a g e . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
6 8 library ZkTrueUpStorage {� �
C V F - 1 0 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I G o v e r n a n c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
7 4 address governanceAddr;� �
C V F - 1 0 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
7 6 address tsbFactoryAddr;� �

5 1



C V F - 1 0 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I W E T H 9 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s S t o r a g e . s o l

• l i n e : 1 8

� �
7 8 address wETHAddr;� �
C V F - 1 0 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e I P o s e i d o n U n i t 2 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s S t o r a g e . s o l

• l i n e : 2 0

� �
8 0 address poseidonUnit2Addr;� �

5 2



C V F - 1 0 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I V e r i f i e r ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s S t o r a g e . s o l

• l i n e : 2 2

� �
8 2 address verifierAddr;� �
C V F - 1 0 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” E v a c u a t i o n V e r i f i e r ” o r a n i n t e r f a c e

e x t r a c t e d f r o m i t .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s S t o r a g e . s o l

• l i n e : 2 4

� �
8 4 address evacuationVerifierAddr;� �

5 3



C V F - 1 0 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” R o l l u p e r ” o r a n i n t e r f a c e e x t r a c t e d

f r o m i t .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
8 6 address rolluperAddr;� �
C V F - 1 1 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” T s b F a c t o r y S -

t o r a g e . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 3 8 library TsbFactoryStorage {� �
C V F - 1 1 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I G o v e r n a n c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 4 4 address governanceAddr;� �

5 4



C V F - 1 1 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I Z k T r u e U p ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 4 6 address zkTrueUpAddr;� �
C V F - 1 1 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t o r a g e . s o l

R e c o m m e n d a t i o n T h e v a l u e s t y p e s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b S t o r a g e . s o l

• l i n e : 1 6

� �
1 4 9 mapping(uint48 => address) tsbTokens;� �
C V F - 1 1 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” G o v e r n a n c e E r -

r o r . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 2 library GovernanceError {� �

5 5



C V F - 1 1 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

D e s c r i p t i o n T h e s e l i b r a r i e s c o n t a i n o n l y e r r o r s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e l i b r a r i e s a n d m o v i n g t h e e r r o r s t o t h e t o p l e v e l .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 2 library GovernanceError {� �� �
3 6 library ZkTrueUpError {� �� �
8 8 library RolluperError {� �� �
1 5 0 library TsbFactoryError {� �� �
1 6 8 library TsbTokenError {� �

5 6



C V F - 1 1 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a k e m o r e u s e f u l b y a d d i n g t h e p r o b l e m a t i c

v a l u e s a s e r r o r p a r a m e t e r s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• c o m m e n t : m o v e t o c o r r e s p o n d i n g f i l e

� �
1 4 error InvalidFundWeight();� �� �
1 6 error InvalidHalfLiquidationThreshold();� �� �
1 8 error InvalidLiquidationFactor();� �� �
2 0 error InvalidZeroAddr();� �� �
5 2 error LoanIsNotExist();� �� �
5 4 error InvalidZeroAddr();� �� �
1 0 4 error InvalidZeroAddr();� �� �
1 0 6 error InvalidAccountId();� �� �
1 2 0 error BaseTokenAddrIsNotMatched();� �� �
1 2 2 error MaturityTimeIsNotMatched();� �� �
1 3 6 error PendingRollupTxHashIsNotMatched();� �� �
1 6 0 error InvalidZeroAddr();� �

5 7



C V F - 1 1 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” Z k T r u e U p E r -

r o r . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 6 library ZkTrueUpError {� �
C V F - 1 1 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g a s e r r o r a r g u m e n t s

t h e o r i g i n a l r e t u r n d a t a o f t h e f a i l e d t r a n s a c t i o n .

C l i e n t C o m m e n t S w i t c h e d t o u s i n g t r y / c a t c h a n d r e n a m e d E r r o r n a m e t o E x e c u t e O p e r a -

t i o n F a i l e d L o g S t r i n g a n d E x e c u t e O p e r a t i o n F a i l e d L o g B y t e s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / I F l a s h L o a n F a c e t . s o l

• l i n e : 1 4 , 1 6

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / U t i l s . s o l

• l i n e : 2 6

� �
6 4 error FlashLoanExecuteFailed();� �� �
6 6 error TransferFailed();� �

5 8



C V F - 1 1 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” R o l l u p e r -

E r r o r . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
8 8 library RolluperError {� �
C V F - 1 2 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” T s b F a c t o r y E r -

r o r . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 5 0 library TsbFactoryError {� �
C V F - 1 2 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C u s t o m E r r o r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” T s b T o k e n -

E r r o r . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 6 8 library TsbTokenError {� �

5 9



C V F - 1 2 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e C h e c k e r . s o l

R e c o m m e n d a t i o n S h o u l d b e ” n o n Z e r o A d d r ” o r ” n o t Z e r o A d d r ” b u t n o t ” n o n e Z e r o A d d r ” .

C l i e n t C o m m e n t S w i t c h e d t o n o t Z e r o A d d r .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / U t i l s . s o l

• l i n e : 7 8

� �
3 8 function noneZeroAddr(address addr) internal pure {� �
C V F - 1 2 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t r u c t . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” Z k T r u e U p -

S t r u c t . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 1 library ZkTrueUpStruct {� �

6 0



C V F - 1 2 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t r u c t . s o l

D e s c r i p t i o n T h e s e l i b r a r i e s c o n t a i n o n l y s t r u c t s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e l i b r a r i e s a n d m o v i n g t h e s t r u c t t o t h e t o p l e v e l .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d e

� �
1 1 library ZkTrueUpStruct {� �� �
3 5 library RolluperStruct {� �� �
7 6 library GovernanceStruct {� �
C V F - 1 2 5 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e S t r u c t . s o l

D e s c r i p t i o n I t i s u n c l e a r w h e t h e r t h i s i s t h e l e n d e r o r t h e d e b t o r a c c o u n t .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t R e m o v e d t h i s i n t h e L o a n s t r u c t . T h e r e a s o n i s t h a t t h e l o a n i s m a p p e d

b y t h e k e y o f l o a n I d , w h i c h i s p a c k e d b y a c c o u n t I d , m a t u r i t y T i m e , d e b t T o k e n I d , a n d

c o l l a t e r a l T o k e n I d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 1 uint32 accountId;� �

6 1



C V F - 1 2 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t r u c t . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” R o l l u p e r -

S t r u c t . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 5 library RolluperStruct {� �
C V F - 1 2 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S t r u c t . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” G o v e r n a n c e S -

t r u c t . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
7 6 library GovernanceStruct {� �

6 2



C V F - 1 2 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S t r u c t . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / p r o t o c o l P a r a m s / P r o t o c o l P a r a m s F a c e t . s o l

• l i n e : 1 1 - 1 5

• p a t h : c o n t r a c t s / z k T r u e U p / l a o n / L o a n S t o r a g e . s o l

• l i n e : 6 - 1 5

� �
7 9 uint16 treasury;

8 0 uint16 insurance;

uint16 vault;� �� �
9 6 uint16 ltvThreshold;

uint16 liquidatorIncentive;

uint16 protocolPenalty;� �
C V F - 1 2 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t r u c t . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / T o k e n F a c e t . s o l

• l i n e : 1 3

� �
9 0 address tokenAddr;� �

6 3



C V F - 1 3 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S t r u c t . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s f i e l d s h o u l d b e ” A g g r e g a t o r V 3 I n t e r f a c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / T o k e n F a c e t . s o l

• l i n e : 1 4

� �
9 1 address priceFeed;� �
C V F - 1 3 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I G o v e r n a n c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 6 function getGovernanceAddr() internal view returns (address

↪→ governanceAddr) {� �

6 4



C V F - 1 3 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 2 function getTsbFactoryAddr() internal view returns (address

↪→ tsbFactoryAddr) {� �
C V F - 1 3 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I W E T H 9 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s F a c e t . s o l

• l i n e : 4 8

� �
2 8 function getWETHAddr() internal view returns (address wETHAddr) {� �

6 5



C V F - 1 3 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I V e r i f i e r ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s F a c e t . s o l

• l i n e : 6 2

� �
3 4 function getVerifierAddr() internal view returns (address

↪→ verifierAddr) {� �
C V F - 1 3 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” E v a c u a t i o n V e r i f i e r ” o r a n i n t e r f a c e e x t r a c t e d

f r o m i t .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s F a c e t . s o l

• l i n e : 6 9

� �
4 0 function getEvacuationVerifierAddr() internal view returns (address

↪→ verifierAddr) {� �

6 6



C V F - 1 3 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e U t i l s . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I P o s e i d o n U n i t 2 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a d d r e s s / A d d r e s s F a c e t . s o l

• l i n e : 5 6

� �
4 6 function getPoseidonUnit2Addr() internal view returns (address

↪→ poseidonUint2Addr) {� �

6 7



C V F - 1 3 7 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

D e s c r i p t i o n U s i n g d i f f e r e n t d e n o m i n a t o r s f o r f i x e d p o i n t n u m b e r s o f t h e s a m e w i d t h i n

t h e s a m e c o d e b a s e m a k e s c o d e h a r d e r t o r e a d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e d e n o m i n a t o r , n a m e l y 1 0 0 0 0 .

C l i e n t C o m m e n t E a c h d e n o m i n a t o r r e p r e s e n t s a u n i q u e m e a n i n g i n t h e r e s p e c t i v e v a r i -

a b l e s .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / C o n f i g . s o l

• l i n e : 1 5 , 2 0 , 2 3 , 2 6 , 2 9

� �
1 5 uint16 internal constant FUND_WEIGHT_BASE = 10000;� �� �
2 0 uint16 internal constant HEALTH_FACTOR_THRESHOLD = 1000;� �� �
2 3 uint16 internal constant LTV_BASE = 1000;� �� �
2 6 uint16 internal constant MAX_LTV_RATIO = 1000; // 100%� �� �
2 9 uint16 internal constant FLASH_LOAN_PREMIUM_BASE = 10000;� �

6 8



C V F - 1 3 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n f i g . s o l

D e s c r i p t i o n S o l i d i t y c o m p i l e r i s s m a r t e n o u g h t o c a l c u l a t e h a s h e x p r e s s i o n a n c o m p i l e

t i m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g h a s h e x p r e s s i o n s r a t h e r t h a n h a r d c o d e d h a s h v a l u e s

w h e n i n i t i a l i z i n g c o n s t a n t s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
5 8 /// @notice Hash of empty string = keccak256("")

bytes32 internal constant EMPTY_STRING_KECCAK = 0

↪→ xc5d2460186f7233c927e7db2dcc703c0e500b653ca82273b7bfad8045d85a470

↪→ ;� �
C V F - 1 3 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” I n i t i a l C o n -

f i g . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a C o n f i g . s o l

� �
1 1 1 library InitialConfig {� �

6 9



C V F - 1 4 0 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 5 e 4 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 1 2

� �
1 1 3 uint16 internal constant INIT_TREASURY_WEIGHT = 5000; // 50%� �
C V F - 1 4 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 1 e 4 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 1 5

� �
1 1 6 uint16 internal constant INIT_INSURANCE_WEIGHT = 1000; // 10%� �

7 0



C V F - 1 4 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 4 e 4 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 1 8

� �
1 1 9 uint16 internal constant INIT_VAULT_WEIGHT = 4000; // 40%� �
C V F - 1 4 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n U S D a m o u n t s a r e u s u a l l y r e p r e s e n t e d a s a n u m b e r o f c e n t s . I . e . t h e

v a l u e s h o u l d b e ” 1 0 0 0 0 e 2 ” .

C l i e n t C o m m e n t T h e t o k e n p r i c e s f r o m C h a i n l i n k a r e b a s e d o n U S d o l l a r s . T h e r e f o r e , i t i s

m o r e c o n v e n i e n t t o u s e U S d o l l a r h e r e , a n d i t i s n o t n e c e s s a r y t o u s e s u c h a s m a l l u n i t i n

t h i s v a r i a b l e .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 2 2

� �
1 2 3 uint16 internal constant INIT_HALF_LIQUIDATION_THRESHOLD = 10000; //

↪→ 10000 USD� �

7 1



C V F - 1 4 4 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 8 e 3 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 2 5

� �
1 2 6 uint16 internal constant INIT_LTV_THRESHOLD = 800; // 80%� �
C V F - 1 4 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 9 2 5 e 3 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 2 8

� �
1 2 9 uint16 internal constant INIT_STABLECOIN_PAIR_LTV_THRESHOLD = 925;

↪→ // 92.5%� �

7 2



C V F - 1 4 6 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 0 5 e 3 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 3 1 , 3 7

� �
1 3 2 uint16 internal constant INIT_LIQUIDATOR_INCENTIVE = 50; // 5%� �� �
1 3 8 uint16 internal constant INIT_PROTOCOL_PENALTY = 50; // 5%� �
C V F - 1 4 7 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 0 3 e 3 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 3 4

� �
1 3 5 uint16 internal constant INIT_STABLECOIN_PAIR_LIQUIDATOR_INCENTIVE =

↪→ 30; // 3%� �
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C V F - 1 4 8 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 0 1 5 e 3 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 4 0

� �
1 4 1 uint16 internal constant INIT_STABLECOIN_PAIR_PROTOCOL_PENALTY = 15;

↪→ // 1.5%� �
C V F - 1 4 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C o n f i g . s o l

R e c o m m e n d a t i o n ” 0 . 0 0 0 3 e 4 ” w o u l d b e m o r e r e a d a b l e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l i b r a r i e s / I n i t i a l C o n f i g . s o l

• l i n e : 4 3

� �
1 4 4 uint16 internal constant INIT_FLASH_LOAN_PREMIUM = 3; // 0.03%� �

7 4



C V F - 1 5 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A g g r e g a t o r V 3 I n t e r f a c e . s o l

D e s c r i p t i o n T h i s i n t e r f a c e w a s c o p i e d f r o m C h a i n L i n k c o d e b a s e .

R e c o m m e n d a t i o n C o n s i d e r i m p o r t i n g i t f r o m C h a i n L i n k v i a N P M .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

� �
8 interface AggregatorV3Interface {� �
C V F - 1 5 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h i s i n t e r f a c e s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” R o l l u -

p e r E v e n t . s o l ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 4 interface RolluperEvent {� �
C V F - 1 5 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

D e s c r i p t i o n U n l i k e n a m e s o f t h e o t h e r i n t e r f a c e s , t h i s n a m e d o e s n ’ t h a v e t h e ” I ” p r e f i x .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a c o n s i s t e n t n a m i n g s c h e m a .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 4 interface RolluperEvent {� �

7 5



C V F - 1 5 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” C o m m i t ” , ” V e r i f i c a t i o n ” ,

” E x e c u t i o n ” e t c .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / I R o l l u p F a c e t . s o l

• l i n e : 6 1 , 6 5 , 6 9 , 7 3 , 1 0 7

� �
1 8 event BlockCommitted(uint32 blockNumber, bytes32 commitment);� �� �
2 2 event BlockVerified(uint32 blockNumber);� �� �
2 6 event BlockExecuted(uint32 blockNumber);� �� �
3 0 event BlockReverted(uint32 blockNumber);� �� �
4 7 event UpdateLoan(� �
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C V F - 1 5 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e ” b l o c k N u m b e r ” p a r a m e t e r s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / I R o l l u p F a c e t . s o l

• l i n e : 6 1 , 6 5 , 6 9 , 7 3

� �
1 8 event BlockCommitted(uint32 blockNumber, bytes32 commitment);� �� �
2 2 event BlockVerified(uint32 blockNumber);� �� �
2 6 event BlockExecuted(uint32 blockNumber);� �� �
3 0 event BlockReverted(uint32 blockNumber);� �
C V F - 1 5 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e ” a c c o u n t I d ” a n d ” t o k e n I d ” p a r a m e t e r s s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / I R o l l u p F a c e t . s o l

• l i n e : 8 3 , 8 5

� �
3 7 event Evacuation(address indexed accountAddr, uint32 accountId,

↪→ uint16 tokenId, uint128 amount);� �

7 7



C V F - 1 5 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I Z k T r u e U p . s o l

D e s c r i p t i o n T h e w o r d ” N e w ” i n t h e n a m e i s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o j u s t ” L 1 R e q u e s t ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p L i b . s o l

• l i n e : 3 9

� �
6 3 event NewL1Request(� �

7 8



C V F - 1 5 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” R e g i s t r a t i o n ” , ” W i t h d r a w a l ” ,

e t c .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t L i b . s o l

• l i n e : 3 7 , 5 1 , 5 8 , 6 6

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / I L o a n F a c e t . s o l

• l i n e : 4 6 , 5 8 , 7 3 , 1 0 5

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / I R o l l u p F a c e t . s o l

• l i n e : 8 1 , 9 0

� �
8 4 event Register(address indexed accountAddr, uint32 accountId,

↪→ uint256 tsPubX, uint256 tsPubY, bytes20 tsAddr);� �� �
9 8 event Withdraw(address indexed accountAddr, uint32 accountId, uint16

↪→ tokenId, uint128 amount);� �� �
1 0 4 event ForceWithdraw(address indexed accountAddr, uint32 accountId,

↪→ uint16 tokenId);� �� �
1 0 9 event UpdateTsbFactory(address indexed oldTsbFactoryAddr, address

↪→ indexed newTsbFactoryAddr);� �� �
1 1 6 event Liquidate(� �� �
1 2 9 event Redeem(� �� �
1 4 2 event AddCollateral(� �� �
1 5 4 event RemoveCollateral(� �� �
1 6 9 event Repay(� �� �
1 9 4 event EvacuationActivated();� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e ” a c c o u n t I d ” p a r a m e t e r s h o u l d b e i n d e x e d .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t L i b . s o l

• l i n e : 3 7 , 5 1 , 5 8 , 6 6

� �
8 4 event Register(address indexed accountAddr, uint32 accountId,

↪→ uint256 tsPubX, uint256 tsPubY, bytes20 tsAddr);� �� �
9 1 event Deposit(address indexed accountAddr, uint32 accountId, uint16

↪→ tokenId, uint128 amount);� �� �
9 8 event Withdraw(address indexed accountAddr, uint32 accountId, uint16

↪→ tokenId, uint128 amount);� �� �
1 0 4 event ForceWithdraw(address indexed accountAddr, uint32 accountId,

↪→ uint16 tokenId);� �
C V F - 1 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e ” o l d T s b F a c t o r y A d d r ” i s r e d u n d a n t , a s i t s v a l u e c o u l d b e d e r i v e d

f r o m t h e p r e v i o u s e v e n t s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 0 9 event UpdateTsbFactory(address indexed oldTsbFactoryAddr, address

↪→ indexed newTsbFactoryAddr);� �

8 0



C V F - 1 6 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f p a r a m e t e r s s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 0 9 event UpdateTsbFactory(address indexed oldTsbFactoryAddr, address

↪→ indexed newTsbFactoryAddr);� �
C V F - 1 6 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s p a r a m e t e r s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 4 9

� �
1 3 2 address underlyingAssetAddr,� �

8 1



C V F - 1 6 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e p a r a m e t e r s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t F a c e t . s o l

• l i n e : 4 5 , 6 4

� �
2 0 4 address tokenAddr,� �� �
2 1 4 address tokenAddr,� �
C V F - 1 6 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n A d d r ” p a r a m e t e r s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t F a c e t . s o l

• l i n e : 8 6 , 1 0 9

� �
2 2 1 function withdraw(address tokenAddr, uint128 amount) external;� �� �
2 2 7 function forceWithdraw(address tokenAddr) external;� �

8 2



C V F - 1 6 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 5 4

� �
2 3 9 address tsbTokenAddr,� �
C V F - 1 6 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 9 7 function setTsbFactory(address tsbFactoryAddr) external;� �
C V F - 1 6 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I Z k T r u e U p . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d b e d e c l a r e d i n a n i n t e r f a c e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 7 7 receive() external payable;� �

8 3



C V F - 1 6 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I F l a s h L o a n R e c e i v e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I F l a s h L o a n R e c e i v e r . s o l

• l i n e : 2 2

� �
2 4 address[] calldata assets,� �
C V F - 1 6 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I F l a s h L o a n R e c e i v e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s -

s a r y .

C l i e n t C o m m e n t W e a d o p t e d t h e p r a c t i c e o f s e p a r a t e a r r a y u s a g e f r o m o t h e r p r o t o c o l s

l i k e A A V E t o e n h a n c e s i m p l i c i t y a n d u s e r c o n v e n i e n c e .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I F l a s h L o a n R e c e i v e r . s o l

• l i n e : 2 2 - 2 4

� �
2 4 address[] calldata assets,

uint128[] calldata amounts,

uint128[] calldata premiums,� �

8 4



C V F - 1 6 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I G o v e r n a n c e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” B a s e T o k e n W h i t e l i s t i n g ” ,

” T s b T o k e n W h i t e l i s t i n g ” , ” T r e a s u r y A d d r ” , e t c .

C l i e n t C o m m e n t S w i t c h e d t o u s i n g B a s e T o k e n W h i t e l i s t e d , T s b T o k e n W h i t e l i s t e d , T r e a -

s u r y A d d r , I n s u r a n c e A d d r , V a u l t A d d r . O t h e r e v e n t n a m e s l i k e S e t . . . r e m a i n t h e s a m e a s

t h e y a r e i n t u i t i v e .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 2 2 , 2 7 , 3 2 , 3 7 , 4 3 , 5 0

• p a t h : c o n t r a c t s / z k T r u e U p / p r o t o c o l P a r a m s / I P r o t o c o l P a r a m s F a c e t . s o l

• l i n e : 2 5 , 2 9 , 3 3 , 3 7� �
1 6 event WhitelistBaseToken(� �� �
2 7 event WhitelistTsbToken(� �� �
3 6 event SetTreasuryAddr(address indexed treasuryAddr);� �� �
4 0 event SetInsuranceAddr(address indexed insuranceAddr);� �� �
4 4 event SetVaultAddr(address indexed vaultAddr);� �� �
4 9 event SetIsStableCoin(address indexed tokenAddr, bool indexed

↪→ isStableCoin);� �� �
5 4 event SetPaused(address indexed tokenAddr, bool indexed isPaused);� �� �
5 9 event SetPriceFeed(address indexed tokenAddr, address indexed

↪→ priceFeed);� �� �
6 4 event SetMinDepositAmt(address indexed tokenAddr, uint128 indexed

↪→ minDepositAmt);� �� �
6 8 event SetFlashLoanPremium(uint16 indexed flashLoanPremium);� �� �
7 2 event SetFundWeight(GovernanceStruct.FundWeight indexed fundWeight);� �
( 7 6 , 8 1 )

8 5



C V F - 1 7 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n A d d r ” p a r a m e t e r s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 2 2 , 2 7 , 3 2 , 3 7 , 4 3

� �
1 7 address indexed tokenAddr,� �� �
2 8 address indexed tokenAddr,� �� �
4 9 event SetIsStableCoin(address indexed tokenAddr, bool indexed

↪→ isStableCoin);� �� �
5 4 event SetPaused(address indexed tokenAddr, bool indexed isPaused);� �� �
5 9 event SetPriceFeed(address indexed tokenAddr, address indexed

↪→ priceFeed);� �� �
6 4 event SetMinDepositAmt(address indexed tokenAddr, uint128 indexed

↪→ minDepositAmt);� �

8 6



C V F - 1 7 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p r i c e F e e d ” p a r a m e t e r s h o u l d b e ” A g g r e g a t o r V 3 I n t e r -

f a c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 3 2

� �
5 9 event SetPriceFeed(address indexed tokenAddr, address indexed

↪→ priceFeed);� �

8 7



C V F - 1 7 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n A d d r ” a r g u m e n t s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 6 4 , 6 9 , 7 4 , 7 9 , 8 8

� �
9 3 function setPaused(address tokenAddr, bool isPaused) external;� �� �
9 8 function setPriceFeed(address tokenAddr, address priceFeed) external

↪→ ;� �� �
1 0 3 function setIsStableCoin(address tokenAddr, bool isStableCoin)

↪→ external;� �� �
1 0 8 function setMinDepositAmt(address tokenAddr, uint128 minDepositAmt)

↪→ external;� �� �
1 4 6 function getValidToken(address tokenAddr)� �� �
1 5 4 function getTokenId(address tokenAddr) external view returns (uint16

↪→ tokenId);� �� �
1 6 9 function getAssetConfig(address tokenAddr)� �

8 8



C V F - 1 7 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p r i c e F e e d ” a r g u m e n t s h o u l d b e ” A g g r e g a t o r V 3 I n t e r -

f a c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 6 9

� �
9 8 function setPriceFeed(address tokenAddr, address priceFeed) external

↪→ ;� �

8 9



C V F - 1 7 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I G o v e r n a n c e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e ” u i n t 1 6 ” v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / I F l a s h L o a n F a c e t . s o l

• l i n e : 4 9 - 5 1

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / I L o a n F a c e t . s o l

• l i n e : 1 6 4 - 1 6 5

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / I L o a n F a c e t . s o l

• l i n e : 1 8 4

� �
1 1 2 function setFlashLoanPremium(uint16 flashLoanPremium) external;� �� �
1 2 1 function setHalfLiquidationThreshold(uint16 halfLiquidationThreshold

↪→ ) external;� �� �
1 7 7 function getLiquidationConfig() external view returns (uint16

↪→ maxLtvRatio, uint16 halfLiquidationThreshold);� �

9 0



C V F - 1 7 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I G o v e r n a n c e . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / I L o a n F a c e t . s o l

• l i n e : 1 8 4

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / I F l a s h L o a n F a c e t . s o l

• l i n e : 5 5 - 5 6

� �
1 7 7 function getLiquidationConfig() external view returns (uint16

↪→ maxLtvRatio, uint16 halfLiquidationThreshold);� �� �
1 8 1 function getHalfLiquidationThreshold() external view returns (uint16

↪→ halfLiquidationThreshold);� �� �
1 9 3 function getFlashLoanPremium() external view returns (uint16

↪→ flashLoanPremium);� �

9 1



C V F - 1 7 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” i s b T o k e n A d d r ” p a r a m e t e r s s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / I T s b F a c e t . s o l

• l i n e : 2 7

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b L i b . s o l

• l i n e : 1 9 , 2 5

� �
1 4 event TsbTokenCreated(address indexed tsbTokenAddr, uint16

↪→ underlyingTokenId, uint32 maturity);� �� �
2 0 event TsbTokenMinted(address indexed tsbTokenAddr, address indexed

↪→ accountAddr, uint256 amount);� �� �
2 6 event TsbTokenBurned(address indexed tsbTokenAddr, address indexed

↪→ accountAddr, uint256 amount);� �

9 2



C V F - 1 7 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I T s b F a c t o r y . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” T s b T o k e n ” , ” M i n t ” , o r

” B u r n ” .

C l i e n t C o m m e n t T s b T o k e n w i l l c o n f l i c t w i t h t h e T s b T o k e n c o n t r a c t n a m e . T s b T o k e n M i n t e d ,

a n d T s b T o k e n B u r n a r e u s e d t o d i s t i n g u i s h m i n t a n d b u r n e v e n t i n g e n e r a l E R C 2 0 s m a r t

c o n t r a c t .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / I T s b F a c e t . s o l

• l i n e : 2 7

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b L i b . s o l

• l i n e : 1 9 , 2 5

� �
1 4 event TsbTokenCreated(address indexed tsbTokenAddr, uint16

↪→ underlyingTokenId, uint32 maturity);� �� �
2 0 event TsbTokenMinted(address indexed tsbTokenAddr, address indexed

↪→ accountAddr, uint256 amount);� �� �
2 6 event TsbTokenBurned(address indexed tsbTokenAddr, address indexed

↪→ accountAddr, uint256 amount);� �

9 3



C V F - 1 7 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / I T s b F a c e t . s o l

• l i n e : 6 6

� �
3 9 ) external returns (address tsbTokenAddr);� �� �
8 7 function getTsbTokenAddr(uint16 underlyingTokenId, uint32 maturity)

↪→ external view returns (address tsbTokenAddr);� �

9 4



C V F - 1 7 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t s b T o k e n A d d r ” a r g u m e n t s s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / I T s b F a c e t . s o l

• l i n e : 7 2 , 7 9 , 8 9 , 9 4

� �
4 6 address tsbTokenAddr,� �� �
5 6 address tsbTokenAddr,� �� �
6 5 function balanceOf(address account, address tsbTokenAddr) external

↪→ view returns (uint256);� �� �
7 5 address tsbTokenAddr� �� �
8 1 function activeSupply(address tsbTokenAddr) external view returns (

↪→ uint256);� �� �
9 2 function getUnderlyingAsset(address tsbTokenAddr) external view

↪→ returns (address underlyingAsset);� �� �
9 7 function getMaturityTime(address tsbTokenAddr) external view returns

↪→ (uint32 maturityTime);� �

9 5



C V F - 1 8 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / I T s b F a c e t . s o l

• l i n e : 8 9

� �
9 2 function getUnderlyingAsset(address tsbTokenAddr) external view

↪→ returns (address underlyingAsset);� �
C V F - 1 8 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 5 function tsbFactory() external view returns (address);� �

9 6



C V F - 1 8 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t R e m o v e d t h i s f u n c t i o n . T h e u n d e r l y i n g a s s e t c a n b e o b t a i n f r o m t o k e n -

I n f o .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 8 function underlyingAsset() external view returns (address);� �
C V F - 1 8 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ u n d e r l y i n g A s s e t ” s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I T s b T o k e n . s o l

• l i n e : 3 1

� �
3 9 function tokenInfo() external view returns (address _underlyingAsset

↪→ , uint32 _maturityTime);� �

9 7



C V F - 1 8 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I W E T H . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s a r e c o m m o n f o r a l l E R C 2 0 t o k e n s .

R e c o m m e n d a t i o n C o n s i d e r i n h e r i t i n g f r o m I E R C 2 0 i n s t e a d o f d e c l a r i n g t h e s e f u n c t i o n s

h e r e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n t e r f a c e s / I W E T H . s o l

• l i n e : 1 2

� �
1 5 function approve(address guy, uint256 wad) external returns (bool);� �� �
1 7 function transferFrom(� �� �
2 3 function balanceOf(address guy) external returns (uint256);� �
C V F - 1 8 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 6 address public immutable tsbFactory;� �

9 8



C V F - 1 8 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b T o k e n . s o l

• l i n e : 2 4

� �
1 8 address public immutable underlyingAsset;� �
C V F - 1 8 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b T o k e n . s o l

• l i n e : 3 6

� �
3 0 address underlyingAsset_,� �

9 9



C V F - 1 8 8 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b T o k e n . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” _ u n d e r l y i g A s s e t ” r e t u r n v a l u e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b T o k e n . s o l

• l i n e : 7 5

� �
6 9 function tokenInfo() external view returns (address _underlyingAsset

↪→ , uint32 _maturityTime) {� �
C V F - 1 8 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” P a i r i n g . s o l ” .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 6 library Pairing {� �

1 0 0



C V F - 1 9 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n B y c o n v e n t i o n , f i e l d n a m e s s t a r t w i t h l o w e r c a s e l e t t e r s .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 8 uint256 X;

uint256 Y;� �� �
2 3 uint256[2] X;

uint256[2] Y;� �

1 0 1



C V F - 1 9 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s c o m m e n t e d c o d e s h o u l d b e r e m o v e d .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

-� �
4 7 /*

// Changed by Jordi point

return G2Point(

5 0 [108570469990230571359445707622328294813707563595785180869905

↪→
19993285655852781,

1155973203298638710799100402139228578392581286182119253091740

↪→
3151452391805634],

[84956539231234314176049732474892724384181905872636001487702

80649306958101930,

4082367875863433681332203403145435568316851327593401208105741

↪→
076214120093531]

);

*/� �
C V F - 1 9 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
6 1 uint256 q =

↪→ 218882428718392752222464057452572750886963111572978236626890378

↪→
94645226208583;� �

1 0 2



C V F - 1 9 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

D e s c r i p t i o n T h e o n l y p a r t o f t h i s c o n t r a c t t h a t i s s p e c i f i c t o t h e e v a c u a t i o n f e a t u r e i s t h e

v e r i f i c a t i o n k e y .

R e c o m m e n d a t i o n C o n s i d e r e x t r a c t i n g g e n e r i c l o g i c f r o m t h i s c o n t r a c t i n t o a s e p a r a t e

a b s t r a c t b a s e c o n t r a c t .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
1 9 9 contract EvacuationVerifier {� �
C V F - 1 9 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
2 6 4 uint256 snark_scalar_field =

↪→ 218882428718392752222464057452572750885483644004160343436982041

↪→
86575808495617;� �

1 0 3



C V F - 1 9 5 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e r e t u r n ” .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
2 8 6 return 0;� �
C V F - 1 9 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E v a c u a t i o n V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d t o : r e t u r n v e r i f y ( i n p u t V a l u e s , p r o o f ) = = 0 ;

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : f i x e d

� �
3 0 4 if (verify(inputValues, proof) == 0) {

return true;

} else {

return false;

}� �

1 0 4



C V F - 1 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n T h e f u n c t i o n s ” _ s e t u p R o l e ” a n d ” _ g r a n t R o l e ” d o e x a c t l y t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e f u n c t i o n f o r b o t h r o l e s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / z k T r u e U p I n i t . s o l

• l i n e : 5 6 - 6 1

� �
5 5 _setupRole(DEFAULT_ADMIN_ROLE, adminAddr);

_grantRole(Config.OPERATOR_ROLE, operatorAddr);� �

1 0 5



C V F - 1 9 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” G o v e r n a n c e S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / z k T r u e U p I n i t . s o l

• l i n e : 8 1 - 9 0 , 9 3 - 1 0 8 , 1 2 3 - 1 3 6

� �
5 8 GovernanceStorage.getStorage().healthFactorThreshold = Config.

↪→ HEALTH_FACTOR_THRESHOLD;� �� �
6 5 GovernanceStorage.getStorage().fundWeight = initFundWeight;� �� �
6 8 GovernanceStorage.getStorage().halfLiquidationThreshold =

↪→ InitialConfig.INIT_HALF_LIQUIDATION_THRESHOLD;� �� �
7 1 GovernanceStorage.getStorage().flashLoanPremium = InitialConfig.

↪→ INIT_FLASH_LOAN_PREMIUM;� �� �
7 9 GovernanceStorage.getStorage().liquidationFactor =

↪→ initLiquidationFactor;� �� �
8 8 GovernanceStorage.getStorage().stableCoinPairLiquidationFactor =

↪→ initStableCoinPairLiquidationFactor;� �� �
9 1 GovernanceStorage.getStorage().treasuryAddr = treasuryAddr;� �� �
9 3 GovernanceStorage.getStorage().insuranceAddr = insuranceAddr;� �� �
9 5 GovernanceStorage.getStorage().vaultAddr = vaultAddr;� �� �
9 9 GovernanceStorage.getStorage().tokenNum = newTokenId;

1 0 0 GovernanceStorage.getStorage().toTokenId[Config.ETH_ADDRESS] =

↪→ newTokenId;

GovernanceStorage.getStorage().assetConfigs[newTokenId] =

↪→ GovernanceStruct.AssetConfig({� �� �
1 1 2 GovernanceStorage.getStorage().assetConfigs[newTokenId]� �

1 0 6



C V F - 1 9 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e G o v e r n a n c e . s o l

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g w h y o v e r f l o w i s i m p o s s i b l e h e r e .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / z k T r u e U p I n i t . s o l

• l i n e : 1 2 4

� �
9 8 uint16 newTokenId = getTokenNum() + 1;� �
C V F - 2 0 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n H e r e a v a l u e j u s t w r i t t e n i n t o t h e s t o r a g e , i s r e a d b a c k f r o m t h e s t o r a g e .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / z k T r u e U p I n i t . s o l

• l i n e : 1 2 9

� �
1 1 2 GovernanceStorage.getStorage().assetConfigs[newTokenId]� �

1 0 7



C V F - 2 0 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” G o v e r n a n c e S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / z k T r u e U p I n i t . s o l

• l i n e : 1 2 6 , 1 2 8 , 1 2 9

� �
1 2 4 GovernanceStorage.getStorage().tokenNum = newTokenId;

GovernanceStorage.getStorage().toTokenId[tokenAddr] = newTokenId;

GovernanceStorage.getStorage().assetConfigs[newTokenId] =

↪→ assetConfig;� �

1 0 8



C V F - 2 0 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t o k e n A d d r ” a r g u m e n t s s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / T o k e n F a c e t . s o l

• l i n e : 5 1 , 6 1 , 7 2 , 8 2 , 1 0 1 , 1 1 5

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / T o k e n L i b . s o l

• l i n e : 5 0 , 6 5 , 8 6 , 9 6 , 1 0 4

� �
1 3 8 function setPaused(address tokenAddr, bool isPaused) external

↪→ onlyRole(DEFAULT_ADMIN_ROLE) {� �� �
1 4 7 function setPriceFeed(address tokenAddr, address priceFeed) external

↪→ onlyRole(DEFAULT_ADMIN_ROLE) {� �� �
1 5 7 function setIsStableCoin(address tokenAddr, bool isStableCoin)

↪→ external onlyRole(DEFAULT_ADMIN_ROLE) {� �� �
1 6 6 function setMinDepositAmt(address tokenAddr, uint128 minDepositAmt)

↪→ external onlyRole(DEFAULT_ADMIN_ROLE) {� �� �
2 4 6 function getValidToken(address tokenAddr)� �� �
2 6 8 function getAssetConfig(address tokenAddr)� �� �
3 4 6 function getTokenId(address tokenAddr) public view returns (uint16

↪→ tokenId) {� �� �
3 6 7 function _getValidTokenId(address tokenAddr) internal view returns (

↪→ uint16 tokenId) {� �

1 0 9



C V F - 2 0 3 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n T h e s e e v e n t s a r e e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t T h e y a r e a d m i n f u n c t i o n a n d n o c r i t i c a l e f f e c t a l t h o u g h n o c h a n g e .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 2 2 , 2 7 , 3 2 , 3 7

• p a t h : c o n t r a c t s / z k T r u e U p / p r o t o c o l P a r a m s / I P r o t o c o l P a r a m s F a c e t . s o l

• l i n e : 2 5 , 2 9 , 3 3 , 3 7

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / I L o a n F a c e t . s o l

• l i n e : 1 1 5 , 1 2 0

� �
1 4 1 emit SetPaused(tokenAddr, isPaused);� �� �
1 5 1 emit SetPriceFeed(tokenAddr, priceFeed);� �� �
1 6 0 emit SetIsStableCoin(tokenAddr, isStableCoin);� �� �
1 6 9 emit SetMinDepositAmt(tokenAddr, minDepositAmt);� �� �
1 7 6 emit SetFlashLoanPremium(flashLoanPremium);� �� �
1 8 5 emit SetFundWeight(fundWeight);� �� �
1 9 4 emit SetHalfLiquidationThreshold(halfLiquidationThreshold);� �� �
2 1 2 emit SetLiquidationFactor(liquidationFactor, isStableCoinPair);� �� �
2 2 0 emit SetTreasuryAddr(treasuryAddr);� �� �
2 2 8 emit SetInsuranceAddr(insuranceAddr);� �� �
2 3 6 emit SetVaultAddr(vaultAddr);� �

1 1 0



C V F - 2 0 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e G o v e r n a n c e . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” p r i c e F e e d ” a r g u m e n t s h o u l d b e ” A g g r e g a t o r V 3 I n t e r -

f a c e ” .

C l i e n t C o m m e n t R e m o v e d t h i s a s i t i s a c o n s t a n t v a l u e i n t h e c o n f i g f i l e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t o k e n / I T o k e n F a c e t . s o l

• l i n e : 6 9

� �
1 4 7 function setPriceFeed(address tokenAddr, address priceFeed) external

↪→ onlyRole(DEFAULT_ADMIN_ROLE) {� �
C V F - 2 0 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e G o v e r n a n c e . s o l

D e s c r i p t i o n T h i s i s b a s i c a l l y a c o n s t a n t v a l u e .

R e c o m m e n d a t i o n C o n s i d e r n o t r e t u r n i n g i t .

C l i e n t C o m m e n t R e m o v e d t h i s a s i t i s a c o n s t a n t v a l u e i n t h e c o n f i g f i l e .

D i a m o n d :

• s t a t u s : f i x e d

� �
2 7 8 /// @return maxLtvRatio The maximum LTV ratio� �

1 1 1



C V F - 2 0 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e G o v e r n a n c e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 7 3 function _authorizeUpgrade(address) internal view override onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {}� �
C V F - 2 0 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .

C l i e n t C o m m e n t W r a p p e d t h e d a t a t o s t r u c t V e r i f y i n g B l o c k .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 6

� �
6 8 function verifyBlocks(RolluperStruct.StoredBlock[] memory

↪→ committedBlocks, RolluperStruct.Proof[] memory proof)� �

1 1 2



C V F - 2 0 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e d o n e b e f o r e t h e l o o p , a s t h e f i n a l v a l u e o f t h e

” v e r i f i e d B l o c k N u m ” v a r i a b l e c o u l d b e c a l c u l a t e d i n a d v a n c e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 4 8

� �
7 9 if (verifiedBlockNum > Utils.getCommittedBlockNum())� �
C V F - 2 0 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” p e n d i n g B l o c k s [ i ] ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 8 7 , 6 9 4 , 6 9 6 , 6 9 7

� �
9 0 _executeOneBlock(pendingBlocks[i], i);

ZkTrueUpStorage.getStorage().executedL1RequestNum += pendingBlocks[i

↪→ ].storedBlock.l1RequestNum;

emit BlockExecuted(pendingBlocks[i].storedBlock.blockNumber);� �

1 1 3



C V F - 2 1 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n ” p e n d i n g B l o c k s [ i ] . s t o r e d B l o c k ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 9 6 , 6 9 7

� �
9 1 ZkTrueUpStorage.getStorage().executedL1RequestNum += pendingBlocks[i

↪→ ].storedBlock.l1RequestNum;

emit BlockExecuted(pendingBlocks[i].storedBlock.blockNumber);� �
C V F - 2 1 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e d o n e b e f o r e t h e l o o p , a s t h e f i n a l v a l u e o f t h e

” e x e c u t e d B l o c k N u m ” v a r i a b l e c o u l d b e c a l c u l a t e d i n a d v a n c e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 8 2

� �
9 5 if (executedBlockNum > Utils.getVerifiedBlockNum())� �

1 1 4



C V F - 2 1 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e s e r e t u r n e d v a l u e s a r e n o t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 8 7 2

� �
1 7 5 ) internal view returns (RolluperStruct.StoredBlock memory

↪→ storedNewBlock) {� �� �
2 0 6 bytes32 processableRollupTxHash,

uint64 processedL1RequestNum,

bytes memory commitmentOffset� �� �
2 9 1 ) internal pure returns (bytes32 commitment) {� �
C V F - 2 1 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n C o n s i d e r r e p l a c i n g t h i s a r r a y w i t h a b i t m a s k .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 4 5 1

� �
2 0 8 bytes memory commitmentOffset� �

1 1 5



C V F - 2 1 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n V a r i a b l e n a m e u s u a l l y s t a r t s w i t h a l o w e r c a s e l e t t e r .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 5 9 9

� �
2 3 7 Operations.CreateTsbToken memory CreateTsbTokenReq = Operations.

↪→ readCreateTsbTokenPubData(rollupData);� �
C V F - 2 1 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n H e r e ” p u b d t a ” i s p a c k e d o n l y t o b e i m m e d i a t e l y r e p a c k e d i n t o a l a r g e r a r r a y .

R e c o m m e n d a t i o n C o n s i d e r p a c k i n g a l l a t o n c e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : f u n c t i o n 8 7 3

� �
2 9 2 bytes memory pubData = abi.encodePacked(commitmentOffset, newBlock.

↪→ publicData);� �� �
2 9 5 abi.encodePacked(

previousBlock.stateRoot,

newBlock.newStateRoot,

newBlock.newTsRoot,

newBlock.timestamp,

3 0 0 pubData

)� �

1 1 6



C V F - 2 1 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o l l u p e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s a r e v e r y s i m i l a r .

R e c o m m e n d a t i o n C o n s i d e r m e r g i n g t h e m i n t o o n e .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 2 2 2 , 6 5 6 , 6 7 1

� �
3 0 8 function _verifyOneBlock(RolluperStruct.StoredBlock memory

↪→ committedBlock, RolluperStruct.Proof memory proof)� �� �
3 2 2 function _verifyEvacuationBlock(bytes32 commitment, RolluperStruct.

↪→ Proof memory proof) internal view {� �
C V F - 2 1 7 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h a t t h e c o m m i t m e n t i s a f i e l d e l e m e n t .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 6 7

� �
3 1 2 if (proof.commitment[0] & Config.INPUT_MASK != uint256(

↪→ committedBlock.commitment) & Config.INPUT_MASK)� �� �
3 2 3 if (proof.commitment[0] & Config.INPUT_MASK != uint256(commitment) &

↪→ Config.INPUT_MASK)� �

1 1 7



C V F - 2 1 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o l l u p e r . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e m o v e d t o t h e c a l l i n g c o d e t o a v o i d r e a d i n g m u l t i p l e

t i m e s t h e c u r r e n t n u m b e r o f e x e c u t e d b l o c k s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / r o l l u p / R o l l u p F a c e t . s o l

• l i n e : 6 9 1

� �
3 3 7 if (executeBlock.storedBlock.blockNumber != Utils.

↪→ getExecutedBlockNum() + blockNum + 1)

revert RolluperError.InvalidExecutedBlockNum(executeBlock.

↪→ storedBlock.blockNumber);� �
C V F - 2 1 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T s b F a c t o r y . s o l

D e s c r i p t i o n T h e f u n c t i o n s ” _ s e t u p R o l e ” a n d ” _ g r a n t R o l e ” b a s i c a l l y d o t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g o n c e o f t h e s e t w o f u n c t i o n s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
6 2 _setupRole(DEFAULT_ADMIN_ROLE, adminAddr);

_grantRole(OPERATOR_ROLE, operatorAddr);

_grantRole(ZKTRUEUP_ROLE, zkTrueUpAddr);� �

1 1 8



C V F - 2 2 0 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
8 3 ) external virtual onlyRole(OPERATOR_ROLE) returns (address

↪→ tsbTokenAddr) {� �
C V F - 2 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T s b F a c t o r y . s o l

D e s c r i p t i o n D e p l o y i n g a s e p a r a t e c o n t r a c t f o r e a c h t o k e n i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r d e p l o y i n g a m i n i m a l p r o x y f o r a s h a r e d i m p l e m e n t a t i o n a s

d e s c r i b e d i n E R C - 1 1 6 7 ( h t t p s : / / e i p s . e t h e r e u m . o r g / E I P S / e i p - 1 1 6 7 ) .

C l i e n t C o m m e n t B a s e d o n o u r b u s i n e s s l o g i c , d e p l o y i n g c o n t r a c t s s e p a r a t e l y c o u l d b e

m o r e e f f i c i e n t d u e t o t h e f o l l o w i n g r e a s o n s : 1 . T h e c o n t r a c t s a r e r e l a t i v e l y s i m p l e , m e a n i n g

t h a t c o s t r e d u c t i o n w o u l d b e m i n i m a l . D i r e c t d e p l o y m e n t c a n r e d u c e g a s f e e s f o r f u t u r e

c a l l s . 2 . U n l i k e t h e U n i s w a p P a i r c o n t r a c t , w h i c h n e e d s t o m a n a g e a n u n l i m i t e d n u m b e r o f

c l o n e d c o n t r a c t s , w e m a i n t a i n a l i m i t e d n u m b e r o f c h i l d c o n t r a c t s .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 5 7

� �
9 0 tsbTokenAddr = address(new TsbToken(name, symbol,

↪→ underlyingAssetAddr, maturityTime));� �

1 1 9



C V F - 2 2 2 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e ” t s b T o k e n A d d r ” a r g u m e n t s s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 1 1 0 , 1 1 8 , 1 2 5 , 1 3 2 , 1 3 9 , 1 4 7

� �
1 0 2 address tsbTokenAddr,� �� �
1 1 6 address tsbTokenAddr,� �� �
1 3 0 function balanceOf(address account, address tsbTokenAddr) external

↪→ view returns (uint256 balance) {� �� �
1 4 2 address tsbTokenAddr� �� �
1 5 0 function activeSupply(address tsbTokenAddr) external view returns (

↪→ uint256 totalSupply) {� �� �
1 5 7 function getUnderlyingAsset(address tsbTokenAddr) external view

↪→ returns (address underlyingAsset) {� �� �
1 6 4 function getMaturityTime(address tsbTokenAddr) external view returns

↪→ (uint32 maturityTime) {� �

1 2 0



C V F - 2 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T s b F a c t o r y . s o l

D e s c r i p t i o n T h e s e e v e n t s d u p l i c a t e e v e n t s e m i t t e d b y T S B t o k e n s .

R e c o m m e n d a t i o n C o n s i d e r n o t e m i t t i n g t h e m .

C l i e n t C o m m e n t I t m a k e o u r s e r v e r c a n s u b s c r i b e t h i s f a c t o r y c o n t r a c t o n l y i n s t e a d o f

e a c h t o k e n c o n t r a c t .

D i a m o n d :

• s t a t u s : i n f o

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b L i b . s o l

• l i n e : 4 2 , 5 2

� �
1 0 7 emit TsbTokenMinted(tsbTokenAddr, to, amount);� �� �
1 2 1 emit TsbTokenBurned(tsbTokenAddr, from, amount);� �
C V F - 2 2 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 1 3 9

� �
1 5 7 function getUnderlyingAsset(address tsbTokenAddr) external view

↪→ returns (address underlyingAsset) {� �

1 2 1



C V F - 2 2 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 1 1 0

� �
1 7 4 function getTsbTokenAddr(uint16 underlyingTokenId, uint32 maturity)

↪→ public view returns (address tsbTokenAddr) {� �
C V F - 2 2 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e ” I G o v e r n a n c e ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 8 8 function _getGovernanceAddr() internal view returns (address

↪→ governanceAddr) {� �

1 2 2



C V F - 2 2 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e T s b F a c t o r y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 0 0 function _authorizeUpgrade(address) internal view override onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {}� �
C V F - 2 2 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s l i b r a r y s h o u l d b e m o v e d i n t o a s e p a r a t e f i l e n a m e d ” P a i r i n g . s o l ” .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 6 library Pairing {� �
C V F - 2 2 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n B y c o n v e n t i o n , f i e l d n a m e s s t a r t w i t h l o w e r c a s e l e t t e r s .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 8 uint256 X;

uint256 Y;� �

1 2 3



C V F - 2 3 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s c o m m e n t e d c o d e s h o u l d b e r e m o v e d .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
4 7 /*

// Changed by Jordi point

return G2Point(

5 0 [108570469990230571359445707622328294813707563595785180869905

↪→
19993285655852781,

115597320329863871079910040213922857839258128618211925309174

↪→
03151452391805634],

[849565392312343141760497324748927243841819058726360014877028

↪→
0649306958101930,

4082367875863433681332203403145435568316851327593401208105741

↪→
076214120093531]

);

*/� �
C V F - 2 3 1 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
6 1 uint256 q =

↪→ 218882428718392752222464057452572750886963111572978236626890378

↪→
94645226208583;� �

1 2 4
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• C a t e g o r y B a d d a t a t y p e • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n T h i s v a l u e s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 6 4 uint256 snark_scalar_field =

↪→ 218882428718392752222464057452572750885483644004160343436982041

↪→
86575808495617;� �
C V F - 2 3 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e r e t u r n ” .

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
2 8 6 return 0;� �

1 2 5
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• C a t e g o r y S u b o p t i m a l • S o u r c e V e r i f i e r . s o l

R e c o m m e n d a t i o n ” T h i s c o u l d b e s i m p l i f i e d t o : r e t u r n v e r i f y ( i n p u t V a l u e s , p r o o f ) = = 0 ; ”

C l i e n t C o m m e n t S w i t c h e d t o s n a r k J S v e r s i o n 0 . 7 . 0 ; t h i s r e s o l v e d t h e i s s u e .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 0 4 if (verify(inputValues, proof) == 0) {

return true;

} else {

return false;

}� �
C V F - 2 3 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e V i e w e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e ” I Z k T r u e U p ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
1 9 constructor(address payable _zkTrueUp) {� �

1 2 6
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• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e f u n c t i o n s “ _ s e t u p R o l e ” a n d “ _ g r a n t R o l e ” b a s i c a l l y d o t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g o n c e o f t h e s e f u n c t i o n s .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / Z k T r u e U p I n i t . s o l

• l i n e : 5 7 - 6 1

� �
7 7 _setupRole(DEFAULT_ADMIN_ROLE, adminAddr);

_grantRole(Config.COMMITTER_ROLE, operatorAddr);

_grantRole(Config.VERIFIER_ROLE, operatorAddr);

8 0 _grantRole(Config.EXECUTER_ROLE, operatorAddr);� �

1 2 7
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• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ Z k T r u e U p S t o r a g e . g e t S t o r a g e ( ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / i n i t i a l i z e r / Z k T r u e U p I n i t . s o l

• l i n e : 6 6 , 7 0 - 7 4 , 1 2 0

� �
8 2 ZkTrueUpStorage.getStorage().governanceAddr = governanceAddr;

ZkTrueUpStorage.getStorage().wETHAddr = wETHAddr;

ZkTrueUpStorage.getStorage().poseidonUnit2Addr = poseidonUnit2Addr;

ZkTrueUpStorage.getStorage().verifierAddr = verifierAddr;

ZkTrueUpStorage.getStorage().evacuationVerifierAddr =

↪→ evacuationVerifierAddr;

ZkTrueUpStorage.getStorage().rolluperAddr = rolluperAddr;� �� �
8 9 ZkTrueUpStorage.getStorage().accountNum = Config.

↪→ NUM_RESERVED_ACCOUNTS;� �� �
9 8 ZkTrueUpStorage.getStorage().storedBlockHashes[0] = keccak256(abi.

↪→ encode(genesisBlock));� �
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• C a t e g o r y B a d d a t a t y p e • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ t o k e n A d d r ” a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / a c c o u n t / A c c o u n t F a c e t . s o l

• l i n e : 4 5 , 6 4 , 8 6 , 1 0 9

� �
1 1 0 address tokenAddr,� �� �
1 3 0 address tokenAddr,� �� �
1 4 4 function withdraw(address tokenAddr, uint128 amount) external

↪→ virtual nonReentrant {� �� �
1 5 8 function forceWithdraw(address tokenAddr) external {� �� �
4 7 1 function getPendingBalances(address accountAddr, address tokenAddr)

↪→ external view returns (uint128 pendingBalance) {� �� �
5 9 6 address tokenAddr,� �� �
6 1 4 address tokenAddr,� �� �
6 3 4 address tokenAddr,� �� �
9 1 5 function _getValidToken(address tokenAddr)� �

1 2 9
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• C a t e g o r y B a d d a t a t y p e • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I T s b T o k e n ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / t s b / T s b F a c e t . s o l

• l i n e : 7 3

� �
1 9 5 address tsbTokenAddr,� �
C V F - 2 4 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .

C l i e n t C o m m e n t W e a d o p t e d t h e p r a c t i c e o f s e p a r a t e a r r a y u s a g e f r o m o t h e r p r o t o c o l s

l i k e A A V E t o e n h a n c e s i m p l i c i t y a n d u s e r c o n v e n i e n c e .

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / f l a s h L o a n / F l a s h L o a n F a c e t . s o l

• l i n e : 3 8 , 3 9

� �
3 4 5 address[] calldata assets,

uint128[] calldata amounts,� �

1 3 0
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• C a t e g o r y B a d d a t a t y p e • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ I T s b F a c t o r y ” .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
3 7 3 function setTsbFactory(address tsbFactoryAddr) external onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {� �
C V F - 2 4 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t R e s o l v e d .

D i a m o n d :

• s t a t u s : n o e x s i t e d

� �
5 3 1 receive() external payable {}� �

1 3 1
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , b u t s o m e i n t e r m e d i a r y c a l c u l a t i o n o v e r f l o w s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .

C l i e n t C o m m e n t S w i t c h e d t o ’ m u l D i v ’.

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n F a c e t . s o l

• l i n e : 3 7 4 , 3 7 5 , 3 9 4 , 4 0 9 , 4 2 1

� �
6 9 8 repayAmt = (normalizedCollateralPrice * loan.collateralAmt) / 10**

↪→ collateralAsset.decimals <� �� �
7 0 4 uint256 normalizedRepayValue = (normalizedDebtPrice * repayAmt) /

↪→ 10**debtAsset.decimals;� �� �
7 1 2 uint256 repayToCollateralRatio = (Config.LTV_BASE *

↪→ normalizedRepayValue * 10**collateralAsset.decimals) /

normalizedCollateralPrice /

loan.collateralAmt;� �� �
7 3 1 ((maxLtvRatio + liquidationFactor.liquidatorIncentive) *

normalizedRepayValue *

10**collateralAsset.decimals) /

Config.LTV_BASE /

normalizedCollateralPrice� �� �
7 5 2 (liquidationFactor.protocolPenalty * normalizedRepayValue * 10**

↪→ collateralAsset.decimals) /

Config.LTV_BASE /

normalizedCollateralPrice� �

1 3 2
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• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .

C l i e n t C o m m e n t S w i t c h e d t o ’ m u l D i v ’.

D i a m o n d :

• s t a t u s : f i x e d

• p a t h : c o n t r a c t s / z k T r u e U p / l o a n / L o a n L i b . s o l

• l i n e : 1 0 7 , 1 1 1 , 1 1 2

� �
8 5 9 (ltvThreshold * normalizedCollateralPrice * loan.collateralAmt *

↪→ 10**debtAsset.decimals) /

8 6 0 (normalizedDebtPrice * loan.debtAmt) /

10**collateralAsset.decimals;� �
C V F - 2 4 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e Z k T r u e U p . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .

C l i e n t C o m m e n t A d d e d c o m m e n t s .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
9 2 7 function _authorizeUpgrade(address) internal view override onlyRole(

↪→ DEFAULT_ADMIN_ROLE) {}� �
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• C a t e g o r y B a d n a m i n g • S o u r c e Z k T r u e U p . s o l

D e s c r i p t i o n T h i s f u n c t i o n d e l e g a t e s t o a “ r o l l u p e r ” , n o t “ r o l l u p ” .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .

C l i e n t C o m m e n t R e n a m e d t o d e l e d a t e C a l l a n d a d d e d a n a d d r e s s p a r a m e t e r . M o v e d

F l a s h L o a n a n d R o l l u p e r t o t h e o t h e r c o n t r a c t s f o r d e l e g a t e c a l l .

D i a m o n d :

• s t a t u s : n o e x i s t e d

� �
9 3 1 function _delegateRollup() internal {� �

1 3 4
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