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C V F - 1 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 3 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4
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C V F - 1 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 5 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 5 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 8 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 8 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 8 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 8 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 8 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 8 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 8 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 9 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 9 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 9 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 9 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 9 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 9 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 2 0 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 2 0 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 2 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 2 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 2 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6
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C V F - 2 0 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 2 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 2 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 2 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 2 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 2 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 1 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 2 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 2 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 2 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 2 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 3 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 3 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 3 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 4 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 4 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 4 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 5 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 5 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 5 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 5 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 5 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3
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C V F - 2 5 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 5 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 5 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 6 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 6 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 6 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 6 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 6 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 6 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 2 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 2 6 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 6 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 6 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 7 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 7 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 2 7 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 2 7 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 7 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 8 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3

C V F - 2 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 2 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 2 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4

C V F - 2 9 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 4
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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 4 . 1 0 . 2 2 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 4 . 1 0 . 2 2 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 4 . 1 0 . 2 2 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 0 4 . 1 0 . 2 2 A . Z v e r y a n s k a y a b i t S t e p > b i n S t e p

2 . 0 0 4 . 1 0 . 2 2 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s

s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l R e p o s i t o r y

• F i x R e p o s i t o r y

F i l e s :

/

L B F a c -

t o r y . s o l
L B R o u t e r . s o l L B P a i r . s o l

L B F a c t o r y

H e l p e r . s o l

L B T o k e n . s o l

i n t e r f a c e s /

I J o e F a c -

t o r y . s o l
I J o e P a i r . s o l

I L B F a c -

t o r y . s o l

I L B F a c t o r y

H e l p e r . s o l

I L B T o k e n . s o l I L B P a i r . s o l I L B R o u t e r . s o l
I L B F l a s h L o a n

C a l l b a c k . s o l

I W A V A X . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a c o l l e c t i o n o f m e t h o d s a n d

t a c t i c s t h a t c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e v e r y p a r t i c u l a r p r o j e c t , d e p e n d i n g o n

t h e p r o j e c t s t r u c t u r e a n d a n d u s e d t e c h n o l o g i e s , a s w e l l a s o n w h a t t h e c l i e n t i s

e x p e c t i n g f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s c o d e b e s t p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a n d t h a t t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d i s d o n e p r o p e r l y . A t t h i s p h a s e w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k t h a t c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d

t o d o , t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d t h a t p r o p e r d a t a t y p e s a r e

u s e d . W e a l s o c h e c k t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .
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5 O u r f i n d i n g s

W e f o u n d 1 c r i t i c a l , 2 6 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l a n d

M a j o r i s s u e s h a v e b e e n f i x e d .

Critical
Severity

Active

Fixed

Issues

0

1

Major
Active Fixed

6 2 0

Moderate
Active Fixed

7 1 8

Minor
Active Fixed

9 6 1 4 3

F i x e d 1 8 2 o u t o f 2 9 2 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 2 0 9 . F I X E D

• C a t e g o r y F l a w • S o u r c e B u f f e r . s o l

D e s c r i p t i o n T h i s f o r m u l a i s i n c o r r e c t i n c a s e x + n - y i s n e g a t i v e o r e x c e e d 2 5 6 b i t s .

R e c o m m e n d a t i o n S h o u l d b e : r e s u l t = a d d m o d ( x , n - y % n , n ) ;� �
3 2 result = (x + n - y) % n;� �
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7 M a j o r I s s u e s

C V F - 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s p e r f o r m m u l t i p l e i n v o c a t i o n s o f t h e “ _ L B P a i r ” s m a r t c o n t r a c t .

E x t e r n a l c o n t r a c t i n v o c a t i o n s a r e e x p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h e l o g i c o f t h e s e f u n c t i o n s i n t o t h e “ L B P a i r ” s m a r t

c o n t r a c t t o a v o i d m u l t i p l e e x t e r n a l c a l l s .

C l i e n t C o m m e n t C o n t r a c t w o u l d b e t o o h e a v y i f w e d i d t h i s� �
1 0 6 function getSwapIn(� �
C V F - 3 5 . I N F O

• C a t e g o r y F l a w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e r e a r e n o c h e c k s f o r t h e s e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s , s u c h a s t h a t n e i t h e r t o k e n i s z e r o ,

t h e t o k e n s a r e n o t t h e s a m e , a n d t h e t o k e n a d d r e s s e s g o i n t h e r i g h t o r d e r .

C l i e n t C o m m e n t T h i s i s i n t e n t i o n a l , t h o s e c h e c k s a r e d o n e b y t h e f a c t o r y . T h e g o a l i s t o

r e d u c e t h e c o n t r a c t s i z e� �
1 3 8 IERC20 _tokenX,

IERC20 _tokenY,� �
C V F - 3 7 . I N F O

• C a t e g o r y F l a w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e r e a r e n o v a l i d i t y c h e c k s f o r t h i s a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .

C l i e n t C o m m e n t T h i s i s i n t e n t i o n a l , t h o s e c h e c k s a r e d o n e b y t h e f a c t o r y . T h e g o a l i s t o

r e d u c e t h e c o n t r a c t s i z e� �
1 4 2 bytes32 _packedFeeParameters� �
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C V F - 4 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n F l a s h l o a n s u s e t h e s a m e f e e p a r a m e t e r s a s s w a p s . T h i s m a k e s t h e f e e s

m o d e l l e s s f l e x i b l e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s e p a r a t e p a r a m e t e r s f o r f l a s h l o a n s .� �
4 3 9 FeeHelper.FeesDistribution memory _feesX = _fp.getFeesDistribution(

↪→ _fp.getFees(_amountXOut, 0));

4 4 0 FeeHelper.FeesDistribution memory _feesY = _fp.getFeesDistribution(

↪→ _fp.getFees(_amountYOut, 0));� �
C V F - 4 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e i n t u i t i v e t o m a k e a c a l l o n t h e ” t o ” a d d r e s s . C o n f l i c t s

w i t h t h e d o c s t r i n g .� �
4 4 9 ILBFlashLoanCallback(msg.sender).LBFlashLoanCallback(_feesX.total,

↪→ _feesY.total, _data);� �
C V F - 7 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d a l s o c o n t a i n t h e “ _ b i n S t e p ” p a r a m e t e r , a s i t i s n e e d e d

t o i d e n t i f y a p a i r .� �
6 0 event LBPairCreated(IERC20 indexed tokenX, IERC20 indexed tokenY,

↪→ ILBPair LBPair, uint256 pid);� �
C V F - 8 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h i s c h e c k w o n ’ t h e l p i n c a s e “ _ n b P r e s e t s ” i s z e r o .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g e a r l y i n s u c h a c a s e .� �
1 7 9 if (++_index == _nbPresets) break;� �
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C V F - 8 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h i s c h e c k w o n ’ t h e l p i n c a s e “ _ n b A v a i l a b l e ” i s z e r o .

R e c o m m e n d a t i o n C o n s i d e r r e t u r n i n g e a r l y i n s u c h a c a s e .� �
2 1 3 if (++_index == _nbAvailable) break;� �
C V F - 9 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n I n c a s e t h e p a i r d o e s n ’ t e x i s t , t h i s l i n e w i l l c a l l a z e r o a d d r e s s w h i c h e f f e c t i v e l y

w i l l d o n o t h i n g .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g o n a n o n - e x i s t i n g p a i r .� �
4 2 8 _LBPair.setFeesParameters(_packedFeeParameters);� �
C V F - 9 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f t h e p a i r d o e s n ’ t e x i s t .� �
4 3 0 emit FeeParametersSet(� �
C V F - 1 0 0 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h i s c o m m e n t i s c o n f u s i n g a s t h e r e i s n o d i v i s i o n b y 1 e 1 4 a r o u n d .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r r e p h r a s i n g t h e c o d e o r a c t u a l l y p e r f o r m i n g t h e d i v i -

s i o n .� �
4 9 5 // The result should use 4 decimals, so we divide it by 1e14� �
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C V F - 1 0 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y H e l p e r . s o l

D e s c r i p t i o n D e p l o y i n g a s e p a r a t e i n s t a n c e o f t h e L B P a i r c o n t r a c t f o r e v e r y p a i r c o n s u m e s

l o t s o f g a s .

R e c o m m e n d a t i o n C o n s i d e r d e p l y i n g a m i n i m a l p r o x y i n s t e a d , a s d e s c r i b e d i n E I P - 1 1 6 7 .� �
4 1 return new LBPair{salt: _salt}(factory, _tokenX, _tokenY, _activeId,

↪→ _sampleLifetime, _packedFeeParameters);� �
C V F - 1 2 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S a m p l e s . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h e c u r r e n t t i m e s t a m p t o b e n o t b e l o w t h e

l a s t u p d a t e t i m e s t a m p .� �
4 5 uint256 _deltaTime = _currentTimestamp - timestamp(_lastSample);� �
C V F - 1 3 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h i s r e q u i r e m e n t s e e m s t o o s t r i c t , a s x * y c o u l d b e u p t o 5 1 2 b i t s l o n g , t h u s

s h i f t u p t o 5 1 1 b i t s d o e s m a k e s e n s e .

R e c o m m e n d a t i o n C o n s i d e r a l l o w i n g v a l u e s u p t o 5 1 1 .� �
1 1 8 /// - The offset needs to be strictly lower than 256.� �
C V F - 1 3 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h e c o m m e n t s a y s t h a t “ o f f s e t ” s h o u l d b e s t r i c t l y l o w e r t h a n 2 5 6 , w h i l e t h e

c o d e a l l o w s o f f s e t t h a t a r e l o w e r o r e q u a l t o 2 5 6 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r f i x i n g t h e c o m m e n t o r m a k i n g t h e c o d e c o n s i s t e n t w i t h

t h e c o m m e n t .� �
1 1 8 /// - The offset needs to be strictly lower than 256.� �� �
1 3 6 if (offset > 256) revert Math512Bits__OffsetOverflows(offset

↪→ );� �
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C V F - 1 3 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h i s a r g u m e n t m a k e s t h e f u n c t i o n m o r e c o m p l i c a t e d a n d l e s s e f f i c i e n t , e s -

p e c i a l l y f o r t h e w o u n d d o w n c a s e .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g t w o s e p a r a t e f u n c t i o n s , o n e t h a t r o u n d s d o w n

a n d a n o t h e r t h a t r o u n d s u p .� �
1 3 3 bool roundDown� �� �
1 9 0 bool roundDown� �
C V F - 1 3 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h e c o m m e n t s a y s t h a t “ o f f s e t ” s h o u l d b e s t r i c t l y l o w e r t h a n 2 5 6 , w h i l e t h e

c o d e a l l o w s o f f s e t t h a t a r e l o w e r o r e q u a l t o 2 5 6 .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r f i x i n g t h e c o m m e n t o r m a k i n g t h e c o d e c o n s i s t e n t w i t h

t h e c o m m e n t .� �
1 7 5 /// - The offset needs to be strictly lower than 256.� �� �
1 9 3 if (offset > 256) revert Math512Bits__OffsetOverflows(offset

↪→ );� �
C V F - 1 6 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n T h e r e a r e n o r a n g e c h e c k s f o r t h e “ _ b i t ” a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .� �
1 3 uint256 _bit,� �� �
4 1 function closestBitRight(uint256 x, uint256 bit) internal pure

↪→ returns (uint256 id) {� �� �
5 7 function closestBitLeft(uint256 x, uint256 bit) internal pure

↪→ returns (uint256 id) {� �
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C V F - 1 6 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .� �
2 0 return closestBitLeft(_integer, _bit + 1);� �
C V F - 1 7 6 . F I X E D

• C a t e g o r y F l a w • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .� �
2 1 function getIdFromPrice(uint256 _price, uint256 _bp) internal pure

↪→ returns (uint24) {� �
C V F - 1 8 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T r e e M a t h . s o l

D e s c r i p t i o n T h i s a r g u m e n t m a k e s t h e f u n c t i o n m o r e c o m p l i c a t e d a n d l e s s e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g t w o s e p a r a t e f u n c t i o n s : o n e t o s e a r c h l e f t a n d

a n o t h e r t o s e a r c h r i g h t .

C l i e n t C o m m e n t T h i s c a n ’ t b e d o n e c a u s e o f c o n t r a c t s i z e� �
2 2 bool _rightSide� �
C V F - 1 9 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

R e c o m m e n d a t i o n T h i s c o m m e n t i s n o t t r u e . T h e a c t u a l f o r m a t o f t h e r e t u r n e d v a l u e i s

s i g n e d 1 2 8 . 1 2 8 b i n a r y f i x e d p o i n t .� �
2 7 /// @return result The binary logarithm as a signed 40.36-decimal

↪→ fixed-point number.� �
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C V F - 1 9 7 . F I X E D

• C a t e g o r y F l a w • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e “ x ” a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
2 8 function log2(uint256 x) internal pure returns (int256 result) {� �
C V F - 1 9 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n T h i s f u n c t i o n c a l c u l a t e s l o g a r i t h m s w i t h 1 2 8 - b i t s p r e c i s i o n , w h i c h s e e m s t o o

h i g h f o r v i r t u a l l y a n y u s a g e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g w i t h l o w e r p r e c i s i o n t o s a v e g a s .

C l i e n t C o m m e n t L o u i s : T h e f u n c t i o n n e e d s m o r e t h a n 9 6 b i t s i n o r d e r t o b e a c c u r a t e

e n o u g h� �
2 8 function log2(uint256 x) internal pure returns (int256 result) {� �
C V F - 2 0 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

R e c o m m e n d a t i o n U n r o l l i n g t h i s l o o p w o u l d s i g n i f i c a n t l y r e d u c e t h e g a s c o s t .

C l i e n t C o m m e n t L o u i s : T h e c o n t r a c t w o u l d b e t o o h e a v y i f w e d i d t h a t� �
5 7 for (int256 delta = int256(1 << (Constants.SCALE_OFFSET - 1)); delta

↪→ > 0; delta >>= 1) {� �
C V F - 2 1 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e I L B T o k e n . s o l

D e s c r i p t i o n T h i s i n t e r f a c e d o e s n ’ t d e f i n e t h e “ s a f e T r a n s f e r F r o m ” a n d “ b a l a n c e O f B a t c h ”

f u n c t i o n s d e f i n e d b y E R C - 1 1 5 5 .

R e c o m m e n d a t i o n C o n s i d e r d e f i n i n g t h e s e f u n c t i o n s f o r c o m p a t i b i l i t y w i t h E R C - 1 1 5 5 .� �
5 interface ILBToken {� �

T r a d e r J o e 2 1



8 M o d e r a t e I s s u e s

C V F - 1 2 . I N F O

• C a t e g o r y F l a w • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n D e s p i t e t h e c o m m e n t s , t h e s e f u n c t i o n s d o n ’ t g u a r a n t e e e x a c t o u t p u t s , b u t

o n l y g u a r a n t e e t h a t t h e a c t u a l o u t p u t w i l l n o t b e l e s s t h a n t h e d e s i r e d o u t p u t .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r e x p l a i n i n g t h i s i n t h e c o m m e n t o r f i x i n g t h e c o d e t o

g u a r a n t e e e x a c t o u t p u t .

C l i e n t C o m m e n t T h i s t e r m i n o l o g y c o m e s f r o m u n i s w a p� �
3 9 4 /// @notice Swaps tokens for exact tokens while performing safety

↪→ checks� �� �
4 2 1 /// @notice Swaps tokens for exact AVAX while performing safety

↪→ checks� �
C V F - 1 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n S h o u l d b e “ | | ” i n s t e a d o f “ & & ” .� �
6 2 3 if (_liq.deltaIds.length != _liq.distributionX.length && _liq.

↪→ deltaIds.length != _liq.distributionY.length)� �� �
6 2 6 if (_liq.activeIdDesired > type(uint24).max && _liq.idSlippage >

↪→ type(uint24).max)� �
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C V F - 4 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n C h e c k e d m a t h i s c o m m o n l y u s e d a s a s e c o n d l a y e r o f d e f e n c e , j u s t i n c a s e

t h e r e i s a b u g i n t h e c o d e t h a t m a k e s o v e r f l o w / u n d e r f l o w p o s s i b l e . U s i n g u n c h e c k e d

m a t h m a k e s c o d e m u c h m o r e p r o n e t o o v e r f l o w - b a s e d a t t a c k s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g u n c h e c k e d m a t h o n l y w h e n p e r f o r m a n c e i n c r e a s e i s

s i g n i f i c a n t a n d m a k i n g u n c h e c k e d b l o c k s a s s m a l l a s p o s s i b l e .

C l i e n t C o m m e n t R e d u c e d t h e m i n s i z e , a n d r e m o v e d s o m e� �
2 4 1 unchecked {� �� �
3 0 5 unchecked {� �� �
3 8 7 unchecked {� �� �
4 7 9 unchecked {� �� �
5 9 0 unchecked {� �� �
6 5 7 unchecked {� �� �
6 9 3 unchecked {� �� �
7 4 5 unchecked {� �� �
8 3 5 unchecked {� �� �
8 5 5 unchecked {� �
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C V F - 5 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n p e r f o r m i n g s h i f t .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y c h e c k i n g f o r o v e r f l o w o r e x p l a i n i n g w h y o v e r f l o w

w i l l n e v e r h a p p e n h e r e .� �
4 5 7 (uint256(_feesX.total - _feesX.protocol) << Constants.SCALE_OFFSET)

↪→ /� �� �
4 6 0 (uint256(_feesY.total - _feesY.protocol) << Constants.SCALE_OFFSET)

↪→ /� �
C V F - 5 4 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h o r e x p l a i n i n g w h y o v e r f l o w w i l l n e v e r

h a p p e n h e r e .� �
5 1 6 _mintInfo.amount = (_mintInfo.amountXIn * _distribution) / Constants

↪→ .PRECISION;� �� �
5 3 2 _mintInfo.amount = (_mintInfo.amountYIn * _distribution) / Constants

↪→ .PRECISION;� �
C V F - 6 3 . F I X E D

• C a t e g o r y F l a w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e r e a r e n o v a l i d i t y c h e c k s f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .

C l i e n t C o m m e n t T h i s i s v a l i d a t e d b y t h e f a c t o r y i t s e l f� �
7 2 8 function setFeesParameters(bytes32 _packedFeeParameters) external

↪→ override OnlyFactory {� �
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C V F - 6 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y c h e c k i n g t h a t “ _ n e w S i z e ” d o e s f i t i n t o 1 6 b i t s .� �
8 5 9 _pairInformation.oracleSize = uint16(_newSize);� �
C V F - 9 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h i s a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
2 2 9 uint16 _binStep� �� �
3 1 7 uint8 _binStep,� �
C V F - 9 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n O w n e r m a y d e n y u s e r t o w i t h d r a w t h e i r l i q u i d i t y . I s t h i s o k a y ?� �
2 9 1 function setLBPairBlacklist(� �
C V F - 1 0 7 . I N F O

• C a t e g o r y F l a w • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n ’ t c a l l t h e “ o n E R C 1 1 5 5 B a t c h R e c e i v e d ” f u n c t i o n o n a r e -

c i p i e n t s m a r t c o n t r a c t .

R e c o m m e n d a t i o n C o n s i d e r c a l l i n g i t f o r c o m p a t i b i l i t y w i t h E R C - 1 1 5 5 .

C l i e n t C o m m e n t T h i s i s w a n t e d , n o c a l l b a c k f o r s a f e t y r e a s o n s� �
1 1 7 function safeBatchTransferFrom(� �
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C V F - 1 1 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n I n c a s e “ _ a m o u n t ” i s z e r o , t h i s a l l o w s a d d i n g a n I D w i t h z e r o b a l a n c e t o

“ _ u s e r I d s ” .� �
1 5 1 _userIds[_to].add(_id);� �� �
1 7 8 _userIds[_account].add(_id);� �
C V F - 1 1 1 . I N F O

• C a t e g o r y F l a w • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n ’ t c a l l t h e “ o n E R C 1 1 5 5 R e c e i v e d ” f u n c t i o n o n a r e c i p i e n t

s m a r t c o n t r a c t .

R e c o m m e n d a t i o n C o n s i d e r c a l l i n g i t f o r c o m p a t i b i l i t y w i t h E R C - 1 1 5 5 .

C l i e n t C o m m e n t T h i s i s w a n t e d , n o c a l l b a c k f o r s a f e t y r e a s o n s� �
1 6 2 function _mint(� �
C V F - 1 2 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S w a p H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e i n t h e s h i f t o p e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r p e r f o r m i n g s h i f t i n 2 5 6 b i t s , r a t h e r t h a n i n 1 2 8 b i t s .� �
9 2 uint256 tokenPerShare = (uint256(fees.total - fees.protocol) <<

↪→ Constants.SCALE_OFFSET) / totalSupply;� �
C V F - 1 4 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g i n 2 5 6 - b i t n u m b e r s .� �
5 3 _accumulator = (_fp.accumulator * _fp.reductionFactor) /

↪→ Constants.HUNDRED_PERCENT;� �� �
9 7 return (_fp.reductionFactor * ((_acc * _fp.binStep) * (_acc * _fp.

↪→ binStep)));� �
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C V F - 1 4 7 . F I X E D

• C a t e g o r y F l a w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n T h e r e s u l t m a y e x c e e d “ _ f p . m a x A c c u m u l a t o r ” .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t “ r e q u i r e ” s t a t e m e n t t o p r e v e n t t h i s .� �
5 3 _accumulator = (_fp.accumulator * _fp.reductionFactor) / Constants.

↪→ HUNDRED_PERCENT;� �
C V F - 1 4 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c a s t .� �
5 6 _fp.accumulator = uint72(_accumulator);� �
C V F - 1 5 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e i n m u l t i p l i c a t i o n .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e m a t h o r e x p l i c i t l y c h e c k i n g t h a t “ _ b i n C r o s s e d ” i s

n o t t o o l a r g e .� �
6 6 uint256 _accumulator = uint256(_fp.accumulator) + _binCrossed *

↪→ Constants.BASIS_POINT_MAX;� �� �
9 2 uint256 _acc = _fp.accumulator + _binCrossed * Constants.

↪→ BASIS_POINT_MAX;� �
C V F - 1 5 5 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .� �
1 1 3 _feeBP = getBaseFee(_fp) + getVariableFee(_fp, _binCrossed);� �� �
1 3 0 _feeBP = getBaseFee(_fp) + getVariableFee(_fp, _binCrossed);� �
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C V F - 1 5 7 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c a s t .� �
1 4 6 fees.protocol = uint128((_fees * _fp.protocolShare) / Constants.

↪→ HUNDRED_PERCENT);� �
C V F - 1 6 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .� �
1 8 return closestBitRight(_integer, _bit - 1);� �
C V F - 1 6 7 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

C l i e n t C o m m e n t x h a s b e e n s h i f t e d b y i n v e r s e B i t ( 2 5 5 - b i t ) , a l l b i t s i n f e r i o r t o i n v e r s e B i t

a r e 0 s a n d m o s t S i g n i f i c a n t B i t ( x ) c a n ’ t b e s m a l l e r t h a n i n v e r s e B i t� �
4 3 x <<= 255 - bit;� �� �
4 7 return mostSignificantBit(x) - (255 - bit);� �
C V F - 1 7 5 . I N F O

• C a t e g o r y F l a w • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n D u e t o r o u n d i n g e r r o r s i t i s n o t g u a r a n t e e d t h a t t h e p r i c e r e t u r n e d b y t h e

“ g e t P r i c e F r o m I d ” a c t u a l l y c o r r e s p o n d s t o t h i s I D a c c o r d i n g t o t h e “ g e t I d F r o m P r i c e ” f u n c -

t i o n .

C l i e n t C o m m e n t T h i s i s b y d e s i g n , b u t t h e p r i c e w i l l a l w a y s b e c l o s e t o t h e r i g h t p r i c e .

E x a c t l y a t + - b i n S t e p / 1 0 0 % f r o m t h e p r i c e� �
2 1 function getIdFromPrice(uint256 _price, uint256 _bp) internal pure

↪→ returns (uint24) {� �� �
3 7 function getPriceFromId(uint256 _id, uint256 _bp) internal pure

↪→ returns (uint256) {� �
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C V F - 1 8 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .� �
5 0 return Constants.SCALE + (_bp << Constants.SCALE_OFFSET) / Constants

↪→ .BASIS_POINT_MAX;� �
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C V F - 2 0 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m u l t i p l i c a t i o n .� �
8 6 if (absY & 0x1 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x2 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

9 0 if (absY & 0x4 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x8 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x10 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x20 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x40 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

1 0 0 if (absY & 0x80 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x100 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x200 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x400 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

if (absY & 0x800 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;

1 1 0 if (absY & 0x1000 != 0) result = (result * pow) >> Constants.

↪→ SCALE_OFFSET;

pow = (pow * pow) >> Constants.SCALE_OFFSET;� �
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C V F - 2 1 0 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e B u f f e r . s o l

D e s c r i p t i o n O v e r f l o w a n d u n d e r f l o w a r e p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c h e c k e d m a t h .� �
3 2 result = (x + n - y) % n;� �
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9 M i n o r I s s u e s

C V F - 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n S p e c i f y i n g a p a r t i c u l a r c o m p i l e r v e r s i o n m a k e s i t h a r d e r t o m i g r a t e t o n e w e r

v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ’. A l s o r e l e v a n t f o r t h e n e x t

f i l e s : L B P a i r . s o l , L B F a c t o r y . s o l , L B F a c t o r y H e l p e r . s o l , L B T o k e n . s o l , T o k e n H e l p e r . s o l ,

S w a p H e l p e r . s o l , S a m p l e s . s o l , P e n d i n g O w n a b l e . s o l , M a t h 5 1 2 B i t s . s o l , F e e H e l p e r . s o l , C o n -

s t a n t s . s o l , B i t M a t h . s o l , B i n H e l p e r . s o l , T r e e M a t h . s o l , S a f e M a t h . s o l , R e e n t r a n c y G u a r d . s o l ,

M a t h 1 2 8 × 1 2 8 . s o l , E n c o d e r . s o l , D e c o d e r . s o l , B u f f e r . s o l , S a f e C a s t . s o l .� �
3 pragma solidity 0.8.9;� �

T r a d e r J o e 3 2



C V F - 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h h a r d e r

t o n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
1 7 error LBRouter__SenderIsNotWAVAX();

error LBRouter__PairNotCreated(IERC20 tokenX, IERC20 tokenY, uint256

↪→ binStep);

error LBRouter__WrongAmounts(uint256 amount, uint256 reserve);

2 0 error LBRouter__SwapOverflows(uint256 id);

error LBRouter__BrokenSwapSafetyCheck();

error LBRouter__NotFactoryOwner();

error LBRouter__TooMuchTokensIn(uint256 excess);

error LBRouter__BinReserveOverflows(uint256 id);

error LBRouter__IdOverflows(int256 id);

error LBRouter__LengthsMismatch();

error LBRouter__IdSlippageCaught(uint256 activeIdDesired, uint256

↪→ idSlippage, uint256 activeId);

error LBRouter__AmountSlippageCaught(uint256 amountXMin, uint256

↪→ amountX, uint256 amountYMin, uint256 amountY);

error LBRouter__IdDesiredOverflows(uint256 idDesired, uint256

↪→ idSlippage);

3 0 error LBRouter__FailedToSendAVAX(address recipient, uint256 amount);

error LBRouter__DeadlineExceeded(uint256 deadline, uint256

↪→ currentTimestamp);

error LBRouter__AmountSlippageBPTooBig(uint256 amountSlippage);

error LBRouter__InsufficientAmountOut(uint256 amountOutMin, uint256

↪→ amountOut);

error LBRouter__MaxAmountInExceeded(uint256 amountInMax, uint256

↪→ amountIn);

error LBRouter__InvalidTokenPath(IERC20 wrongToken);

error LBRouter__InvalidVersion(uint256 version);

error LBRouter__LBPairBlacklisted(ILBPair LBPair);� �
C V F - 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n T o k e n H e l p e r s h o u l d b e u s e d h e r e .� �
4 0 using SafeERC20 for IERC20;� �
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C V F - 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h i s c o n d i t i o n m a y n e v e r b e t r u e , a s t h e l o o p a b o v e i s o n l y t e r m i n a t e d w h e n

“ _ a m o u n t O u t ” i s z e r o .

C l i e n t C o m m e n t I t ’ s a s a f e t y c h e c k� �
1 5 4 if (_amountOut != 0) revert LBRouter__BrokenSwapSafetyCheck(); //

↪→ Safety check, but should never be false as it would have

↪→ reverted on transfer� �
C V F - 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h i s c o n d i t i o n m a y n e v e r b e t r u e , a s t h e l o o p a b o v e i s o n l y t e r m i n a t e d w h e n

“ _ a m o u n t I n ” i s z e r o .

C l i e n t C o m m e n t I t ’ s a s a f e t y c h e c k� �
2 0 3 if (_amountIn != 0) revert LBRouter__TooMuchTokensIn(_amountIn);� �
C V F - 7 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n Z e r o “ t o k e n Y ” a d d r e s s i s a s p e c i a l v a l u e f o r t h e “ _ a d d L i q u i d i t y ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n e x p l i c i t c h e c k t h a t “ _ l i q u i e i d t y P a r a m e t e r s . t o k e n Y ”

i s n o t z e r o .

C l i e n t C o m m e n t T h i s i s n o l o n g e r n e c e s s a r y , w e r e m o v e d t h e z e r o a d d r e s s t h i n g� �
2 2 4 _addLiquidity(_liquidityParameters);� �
C V F - 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n R e s o l v e T O D O s i n t h e c o d e .� �
2 3 1 //TODO swap tokens if avax isn't Y� �� �
2 3 4 _liquidityParameters.amountYMin = msg.value; //TODO assert that� �
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C V F - 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n R e q u i r e t h i s a t t r i b u t e t o b e a l r e a d y s e t t o t h e c o r r e c t v a l u e t o m i t i g a t e

m i s u s i n g .� �
2 3 2 _liquidityParameters.tokenY = IERC20(address(0));� �
C V F - 1 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h e s e n a m e s a r e c o n f u s i n g , a s “ _ a m o u n t A V A X M i n ” m a y c o n t a i n t h e m i n i m u m

a m o u n t o f n o n - A V A X t o k e n , a n d “ _ a m o u n t T o k e n M i n ” m a y c o n t a i n t h e m i n i m u m a m o u n t

f o r t h e A V A X t o k e n .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ _ a m o u n t X M i n ” a n d “ _ a m o u n t Y M i n ” i n s t e a d .� �
3 0 2 _amountTokenMin,

_amountAVAXMin,� �
C V F - 1 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n a c t u a l a m o u n t I n a n d a m o u n t O u t .� �
3 3 2 ) external override ensure(_deadline) verifyInputs(_pairBinSteps,

↪→ _tokenPath) {� �� �
3 5 6 ) external override ensure(_deadline) verifyInputs(_pairBinSteps,

↪→ _tokenPath) {� �� �
3 8 4 ) external payable override ensure(_deadline) verifyInputs(

↪→ _pairBinSteps, _tokenPath) {� �� �
4 0 1 function swapTokensForExactTokens(� �� �
4 3 5 ) external override ensure(_deadline) verifyInputs(_pairBinSteps,

↪→ _tokenPath) {� �� �
4 7 3 ) external payable override ensure(_deadline) verifyInputs(

↪→ _pairBinSteps, _tokenPath) {� �
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C V F - 1 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n Y o u c a n c r e a t e t h e s a m e f u n c t i o n s t o s w e e p E R C 7 2 1 a n d E R C 1 1 5 5

t o k e n s .� �
5 8 6 function sweep(� �
C V F - 1 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n W h y d o y o u r e s e t i t h e r e b u t n o t i n t h e e x t e r n a l m e t h o d s ?

R e c o m m e n d a t i o n C o n s i d e r s e t t i n g r i g h t v a l u e s f r o m t h e s t a r t .� �
6 0 4 if (_liq.tokenY == IERC20(address(0))) {

_liq.tokenY = IERC20(wavax);

_liq.amountY = msg.value;

}� �
C V F - 1 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n T h i s s h o u l d b e d o n e i n t h e “ a d d L i q u i d i t y A V A X ” f u n c t i o n .� �
6 1 3 _wavaxDepositAndTransfer(_liq.amountY, address(_LBPair));� �
C V F - 1 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h i s i s a n e x p e n s i v e c a l l b u t y o u l o a d s p e c i f i c s t o r a g e .

R e c o m m e n d a t i o n C o n s i d e r o p t i m i z a t i o n .� �
6 2 9 (, , uint256 _activeId) = _LBPair.getReservesAndId();� �
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C V F - 1 8 . I N F O

• C a t e g o r y F l a w • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h e r e a r e n o l e n g t h c h e c k s f o r t h e s e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e l e n g t h c h e c k s .

C l i e n t C o m m e n t T h e l e n g t h a r e c h e c k e d b y t h e f u n c t i o n t h a t c a l l s t h e p r i v a t e f u n c t i o n s� �
6 6 0 uint256[] memory _pairBinSteps,

address[] memory _pairs,

IERC20[] memory _tokenPath,� �� �
7 2 2 address[] memory _pairs,

uint256[] memory _pairBinSteps,

IERC20[] memory _tokenPath,� �� �
7 7 5 address[] memory _pairs,

uint256[] memory _pairBinSteps,

IERC20[] memory _tokenPath,

uint256[] memory _amountsIn,� �� �
8 2 3 address[] memory _pairs,

uint256[] memory _pairBinSteps,

IERC20[] memory _tokenPath,� �
C V F - 1 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h i s l i n e d i v i d e s r o u n d i n g d o w n a n d t h e n a d d s 1 t o t h e r e s u l t .

R e c o m m e n d a t i o n C o n s i d e r d o i n g p r o p e r r o u n d i n g u p i n s t e a d .

C l i e n t C o m m e n t T h i s i s t h e w a y u n i s w a p V 2 i s d o i n g t h i n g s a n d s i n c e w e ’ r e e s t i m a t i n g

t h e o u t c o m e o f a s w a p i n a n u n i V 2 p a i r , w e s h o u l d k e e p i t t h a t w a y� �
6 8 3 amountsIn[i - 1] = (_reserveIn * amountOut_ * 1_000) / (_reserveOut

↪→ - amountOut_ * 997) + 1;� �
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C V F - 2 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e v a l u e s “ 9 9 7 ” a n d “ 1 0 0 0 ” s h o u l d b e n a m e d c o n s t a n t s .

C l i e n t C o m m e n t W e p r e f e r e d t o l e a v e i t e x a c t l y l i k e u n i s w a p V 2 c o n t r a c t s , p e o p l e a r e

u s e d t o r e a d t h e f o r m u l a s l i k e t h i s� �
6 8 3 amountsIn[i - 1] = (_reserveIn * amountOut_ * 1_000) / (_reserveOut

↪→ - amountOut_ * 997) + 1;� �� �
7 4 9 amountOut = (_reserve1 * amountOut * 997) / (_reserve0 * 1

↪→ _000 + amountOut * 997);� �� �
7 5 2 amountOut = (_reserve0 * amountOut * 997) / (_reserve1 * 1

↪→ _000 + amountOut * 997);� �� �
8 4 9 uint256 _amountOut = (_reserve1 * (_balance - _reserve0) *

↪→ 997) / (_balance * 1_000);� �� �
8 5 4 uint256 _amountOut = (_reserve0 * (_balance - _reserve1) *

↪→ 997) / (_balance * 1_000);� �
C V F - 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e c a s t t o “ I L B T o k e n ” w o u l d n ’ t b e n e c e s s a r y i f t h e “ I L B P a i r ” i n -

t e r f a c e w o u l d i n h e r i t t h e “ I L B T o k e ” i n t e r f a c e .� �
7 0 7 ILBToken(address(_LBPair)).safeBatchTransferFrom(msg.sender, address

↪→ (_LBPair), _ids, _amounts);� �
C V F - 2 2 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e

C l i e n t C o m m e n t W e a r e k e e p i n g t h e s a m e c a l c u l a t i o n s a s u n i s w a p V 2� �
7 4 9 amountOut = (_reserve1 * amountOut * 997) / (_reserve0 * 1_000 +

↪→ amountOut * 997);� �
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C V F - 2 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n r e t u r n s t h e p a i r i t s e l f r a t h e r t h e n i n f o a b o u t

i t .� �
8 7 1 function _getLBPairInfo(� �
C V F - 2 5 . I N F O

• C a t e g o r y F l a w • S o u r c e L B R o u t e r . s o l

D e s c r i p t i o n T h e r e i s n o l e n g t h c h e c k f o r t h e a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e l e n g t h c h e c k .

C l i e n t C o m m e n t W e a d d e d v e r i f y I n p u t s o n e v e r y f u n c t i o n s t h a t u s e s t h i s� �
8 9 9 function _getPairs(uint256[] memory _pairBinSteps, IERC20[] memory

↪→ _tokenPath)� �
C V F - 2 6 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B P a i r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
2 3 error LBPair__InsufficientAmounts();

error LBPair__BrokenSwapSafetyCheck();

error LBPair__BrokenMintSafetyCheck(uint256 totalDistributionX,

↪→ uint256 totalDistributionY);

error LBPair__InsufficientLiquidityMinted(uint256 id);

error LBPair__InsufficientLiquidityBurned(uint256 id);

error LBPair__WrongLengths();

error LBPair__FlashLoanUnderflow(uint256 expectedBalance, uint256

↪→ balance);

3 0 error LBPair__OnlyStrictlyIncreasingId();

error LBPair__OnlyFactory();

error LBPair__DistributionOverflow(uint256 id, uint256 distribution)

↪→ ;

error LBPair__OnlyFeeRecipient(address feeRecipient, address sender)

↪→ ;

error LBPair__OracleNotEnoughSample();� �
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C V F - 2 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T y p o i n t h e w o r d I m p l e m e n t a t i o n .� �
3 8 /// @notice Implemention of pair� �
C V F - 2 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 6 5 5 3 6 ’ s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t W e c h o s e t o k e e p i t l i k e t h i s b e c a u s e w e c a n ’ t s h a r e t h e c o n s t a n t b e -

t w e e n L B P a i r . s o l a n d O r a c l e . s o l a n d w e p r e f e r n o t t o d e c l a r e t w i c e t h e s a m e v a r i a b l e� �
4 9 using Oracle for bytes32[65_536];� �� �
1 1 1 bytes32[65_536] private _oracle;� �
C V F - 2 9 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B P a i r . s o l

D e s c r i p t i o n I t i s u n c l e a r w h e t h e r t h e “ a m o u n t X ” a n d “ a m o u n t Y ” p a r a m e t e r s a r e i n p u t o u r

o u t p u t a m o u n t s . A l s o i t i s u n c l e a r h o w t o d e t e r m i n t e t h e s w a p d i r e c t i o n .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n a d o c u m e n t a t i o n c o m m e n t a n d / o r g i v i n g t h e

p a r a m e t e r s m o r e s p e c i f i c n a m e s .� �
5 3 event Swap(address indexed sender, address indexed recipient, uint24

↪→ indexed _id, uint256 amountX, uint256 amountY);� �
C V F - 3 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O n l y o n e o f t h e “ a m o u n t X ” a n d “ a m o u n t Y ” p a r a m e t e r s i s a c t u a l l y u s e d e a c h

t i m e .

R e c o m m e n d a t i o n C o n s i d e r l e a v i n g o n l y o n e a r g u m e n t a n d a d d i n g a f l a g t o s p e c i f y t h e

s w a p d i r e c t i o n .

C l i e n t C o m m e n t W e f i n d i t e a s i e r l i k e t h a t� �
5 3 event Swap(address indexed sender, address indexed recipient, uint24

↪→ indexed _id, uint256 amountX, uint256 amountY);� �
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C V F - 3 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h e s e e v e n t s s h o u l d b e d e c l a r e d i n t h e “ I L B P a i r ” i n t e r f a c e .� �
5 3 event Swap(address indexed sender, address indexed recipient, uint24

↪→ indexed _id, uint256 amountX, uint256 amountY);� �� �
5 5 event FlashLoan(� �� �
6 4 event Mint(� �� �
7 5 event Burn(address indexed sender, address indexed recipient,

↪→ uint256[] ids, uint256[] amounts);� �� �
7 7 event FeesCollected(address indexed sender, address indexed

↪→ recipient, uint256 amountX, uint256 amountY);� �� �
7 9 event ProtocolFeeCollected(address indexed sender, address indexed

↪→ recipient, uint256 amountX, uint256 amountY);� �� �
8 1 event OracleSizeIncreased(uint256 previousSize, uint256 newSize);� �
C V F - 3 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d a l s o i n c l u d e t h e l i q u i d i t y a m o u n t s m i n t e d f o r e a c h

b i n .� �
6 4 event Mint(� �
C V F - 3 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o h a v e a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y s .� �
6 8 uint256[] ids,

uint256[] distributionX,

7 0 uint256[] distributionY,� �
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C V F - 3 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h e “ p r e v i o u s S i z e ” p a r a m e t e r i s r e d u n d a n t , a s i t s v a l u e c o u l d b e d e -

r i v e d f r o m t h e p r e v i o u s e v e n t s .� �
8 1 event OracleSizeIncreased(uint256 previousSize, uint256 newSize);� �
C V F - 3 6 . I N F O

• C a t e g o r y F l a w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h i s a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
1 4 1 uint16 _sampleLifetime,� �
C V F - 3 8 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h i s f u n c t i o n i m p l e m e n t s f u n c t i o n a l i t y t h a t c o u l d b e i m p l e m e n t e d i n p l a i n

S o l i d i t y u s i n g s t r u c t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g p l a i n S o l i d i t y f o r s i m p l i c i t y a n d r e a d a b i l i t y .� �
1 6 1 function getReservesAndId()� �
C V F - 3 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n U s i n g o f _ a g o i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r p a s s i n g _ l o o k U p T i m e s t a m p i n s t e a d .� �
2 2 9 function getOracleSampleFrom(uint256 _ago)� �
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C V F - 4 1 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r u s i n g c h e c k e d m a t h , o r e x p l a i n i n g w h y o v e r f l o w h e r e

w i l l n e v e r h a p p e d o r i s a c t u a l l y f i n e .� �
2 5 7 cumulativeId += _pairInformation.activeId * _delta;

cumulativeAccumulator += _fp.accumulator * _delta;� �
C V F - 4 2 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e l o g i c o f t h i s a s s e m b l y b l o c k c o u l d b e i m p l e m e n t e d i n p l a i n S o l i d i t y .

R e c o m m e n d a t i o n C o n s i d e r u s i n g p l a i n S o l i d i t y f o r s i m p l i c i t y a n d r e a d a b i l i t y .� �
2 8 4 assembly {� �
C V F - 4 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n B i n a r y “ A N D ” h e r e i s r e d u n d a n t , a s t h e f i r s t s l o t o f t h e “ B i n ” s t r u c t u r e

d o e s n ’ t c o n t a i n a n y t h i n g o t h e r t h a n t w o r e s e r v e a m o u n t s .� �
2 9 0 reserveY := and(shr(112, _data), _mask)� �
C V F - 4 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n I t ’ s n o t c l e a r i n w h i c h c a s e t h i s c o n d i t i o n c o u l d b e t r i g g e r e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v a l .

C l i e n t C o m m e n t A s s e r t t h e u n i q u e n e s s� �
3 1 3 if (_lastId >= _id && i != 0) revert

↪→ LBPair__OnlyStrictlyIncreasingId();� �
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C V F - 4 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n C o n s i d e r o p t i m i z a t i o n s b e c a u s e y o u d o d o u b l e S L O A D o f t h e s a m e

v a l u e s .� �
3 6 1 (uint256 _amountInToBin, uint256 _amountOutOfBin, FeeHelper.

↪→ FeesDistribution memory _fees) = _pair

.getAmounts(_bin, _fp, _swapForY, _startId, _amountIn);

_pair.updateLiquidity(

_bin,

_fees,

_swapForY,

totalSupply(_pair.activeId),

_amountInToBin.safe112(),

3 7 0 _amountOutOfBin

);� �
C V F - 4 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h i s c o d e r e l i e s o f t h e f a c t , t h a t a v a l u e r e t u r n e d b e t h e “ f i n d F i r s t B i n ” f u n c t i o n

a l w a y s f i t s i n t o 2 4 b i t s . S u c h i m p l i c i t r e l a t i o n s h i p s m a k e t h e c o d e f r a g i l e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n o r e v e n b e t t e r , c h a n g e t h e r e t u r n t y p e

o f t h e “ f i n d F i r s t B i n ” f u n c t i o n t o “ u i n t 2 4 ’.� �
3 8 0 _pair.activeId = uint24(_tree.findFirstBin(_pair.activeId, _swapForY

↪→ ));� �
C V F - 4 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d i n c l u d e t h e i n p u t a m o u n t , n o t t h e o u t p u t a m o u n t .� �
4 2 3 emit Swap(msg.sender, _to, _pair.activeId, amountXOut, amountYOut);� �
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C V F - 5 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n U s u a l l y , 1 0 0 % s h a r e i s r e p r e s e n t e d a s 1 . 0 , r a t h e r t h a n 1 0 0 . 0 .� �
4 6 8 /// @param _distributionX The distribution of tokenX with sum(

↪→ _distributionX) = 100e18 (100%) or 0 (0%)

/// @param _distributionY The distribution of tokenY with sum(

↪→ _distributionY) = 100e18 (100%) or 0 (0%)� �
C V F - 5 2 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e c o m m e n t s a y s a s u m o f d i s t r i b u t i o n s s h o u l d b e e i t h e r 1 0 0 % o r 0 % , w h i l e

t h e c o d e a l l o w s a n y v a l u e n o t e x c e e d i n g 1 0 0 % .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e c o m m e n t a n d t h e c o d e c o n s i s t e n t w i t h e a c h

o t h e r .� �
4 6 8 /// @param _distributionX The distribution of tokenX with sum(

↪→ _distributionX) = 100e18 (100%) or 0 (0%)

/// @param _distributionY The distribution of tokenY with sum(

↪→ _distributionY) = 100e18 (100%) or 0 (0%)� �� �
5 5 0 _mintInfo.totalDistributionX > 100 * Constants.PRECISION

↪→ ||

_mintInfo.totalDistributionY > 100 * Constants.PRECISION� �
C V F - 5 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h i s p a r t i s n o t c l e a r a n d c o u l d b e m o v e d t o t h e T r e e M a t h f i l e .� �
4 9 7 if (_bin.reserveX == 0 && _bin.reserveY == 0) {

// add 1 at the right indices if the _pairInformation was empty

uint256 _idDepth2 = _mintInfo.id / 256;

5 0 0 uint256 _idDepth1 = _mintInfo.id / 65_536;

_tree[2][_idDepth2] |= 1 << (_mintInfo.id % 256);

_tree[1][_idDepth1] |= 1 << (_idDepth2 % 256);

_tree[0][0] |= 1 << _idDepth1;

}� �
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C V F - 5 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O n l y 1 s t o r a g e s l o t o f t h e s t r u c t i s c h a n g e d .

R e c o m m e n d a t i o n C o n s i d e r o p t i m i s a t i o n s o f S S T O R E� �
5 4 5 _bins[_mintInfo.id] = _bin;� �
C V F - 5 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a l e n g t h s c h e c k .� �
5 8 6 uint256[] memory _ids,

uint256[] memory _amounts,� �
C V F - 5 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h i s c o d e i s n o t c l e a r .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h i s f u n c t i o n a l i t y t o t h e T r e e M a t h f i l e .� �
6 1 9 if (_bin.reserveX == 0 && _bin.reserveY == 0) {

6 2 0 // removes 1 at the right indices

uint256 _idDepth2 = _id / 256;

uint256 _newLeafValue = _tree[2][_idDepth2] & (type(uint256).max

↪→ - (1 << (_id % 256)));

_tree[2][_idDepth2] = _newLeafValue;

if (_newLeafValue == 0) {

uint256 _idDepth1 = _id / 65_536;

_newLeafValue = _tree[1][_idDepth1] & (type(uint256).max -

↪→ (1 << (_idDepth2 % 256)));

_tree[1][_idDepth1] = _newLeafValue;

if (_newLeafValue == 0) {

_tree[0][0] &= type(uint256).max - (1 << _idDepth1);

6 3 0 }� �
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C V F - 5 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n R i g h t s h i f t w o u l d b e m o r e e f f i c i e n t .� �
6 2 1 uint256 _idDepth2 = _id / 256;� �� �
6 2 5 uint256 _idDepth1 = _id / 65_536;� �
C V F - 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e b i t w i s e “ N O T ” i n s t e a d o f s u b t r a c t i o n

a n d b i t w i s e “ A N D ” i n s t e a d o f r e m i n d e r .� �
6 2 2 uint256 _newLeafValue = _tree[2][_idDepth2] & (type(uint256).max -

↪→ (1 << (_id % 256)));� �� �
6 2 6 _newLeafValue = _tree[1][_idDepth1] & (type(uint256).max - (1 <<

↪→ (_idDepth2 % 256)));� �� �
6 2 9 _tree[0][0] &= type(uint256).max - (1 << _idDepth1);� �
C V F - 6 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n O n l y 1 s t o r a g e s l o t o f t h e s t r u c t i s c h a n g e d .

R e c o m m e n d a t i o n C o n s i d e r o p t i m i s a t i o n s o f S S T O R E .� �
6 3 4 _bins[_id] = _bin;� �
C V F - 6 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n i s o p e n f o r e v e r y o n e b u t o p e r a t e s o v e r t h e g e n e r a l P a i r

p a r a m e t e r s . I t s h o u l d b e e x p l a i n e d w h y .

C l i e n t C o m m e n t T h e s i z e w i l l b e i n c r e a s e d b y p e o p l e t h a t w a n t s t h e O r a c l e t o b e i n -

c r e a s e d . T h e y w i l l b e t h e o n e p a y i n g g a s f o r t h a t .� �
6 4 9 function increaseOracleLength(uint16 _nb) external override {� �
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C V F - 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e s e t w o c a l l s i n t e r n a l l y c a l c u l a t e t h e c u r r e n t c u m u l a t i v e f e e s f o r t h e u s e r

t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d c a l c u l a t i n g t h e s a m e v a l u e t w i c e .� �
6 7 0 _collectFees(_fees, _bin, _account, _id, _balance);

_updateUserDebts(_bin, _account, _id, _balance);� �
C V F - 6 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n T h e “ f r o m ” f e e s a r e u p d a t e d i n c a s e “ f r o m ” a n d “ t o ” a r e t h e s a m e a d d r e s s e s .

R e c o m m e n d a t i o n C o n s i d e r n o t u p d a t i n g i n s u c h a c a s e .� �
7 5 0 if (_from != address(0) && _from != address(this)) {� �
C V F - 6 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e L B P a i r . s o l

R e c o m m e n d a t i o n T h e s e v a r i a b l e s c o u l d b e t u r n e d i n t o c o n s t a n t s .� �
8 4 3 uint256 _mask112 = type(uint112).max;

uint256 _mask144 = type(uint144).max;� �
C V F - 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B P a i r . s o l

D e s c r i p t i o n S p e c i f y i n g h o w m a n y s a m p l e s t o a d d t o t h e o r a c l e s i z e , r a t h e r t h a n t h e d e -

s i r e d n e w o r a c l e s i z e , c o u l d l e a d t o o v e r s i z e d o r a c l e s . I f s e v e r a l u s e r s w i l l s i m u l t a n e o u s l y

r y t o i n c r e a t e t h e o r a c l e s i z e , t h e n a l l t h e i n c r e a s e s w i l l b e a p p l i e d , w h i l e a c t u a l l y o n l y t h e

b i g g e s t i n c r e a s e w o u l d b e n e e d e d t o a p p l y .

R e c o m m e n d a t i o n C o n s i d e r a c c e p t i n g t h e n e w s i z e a s a n a r g u m e n t .� �
8 5 3 /// @param _nb The number of sample to add to the oracle� �
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C V F - 6 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v o g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
1 0 error LBFactory__IdenticalAddresses(IERC20 token);

error LBFactory__ZeroAddress();

error LBFactory__FactoryHelperAlreadyInitialized();

error LBFactory__LBPairAlreadyExists(IERC20 tokenX, IERC20 tokenY,

↪→ uint256 _binStep);

error LBFactory__DecreasingPeriods(uint16 filterPeriod, uint16

↪→ decayPeriod);

error LBFactory__BaseFactorOverflows(uint16 baseFactor, uint256 max)

↪→ ;

error LBFactory__ReductionFactorOverflows(uint16 reductionFactor,

↪→ uint256 max);

error LBFactory__VariableFeeControlOverflows(uint16

↪→ variableFeeControl, uint256 max);

error LBFactory__BaseFeesBelowMin(uint256 baseFees, uint256

↪→ minBaseFees);

error LBFactory__FeesAboveMax(uint256 fees, uint256 maxFees);

2 0 error LBFactory__BinStepRequirementsBreached(uint256 lowerBound,

↪→ uint16 binStep, uint256 higherBound);

error LBFactory__ProtocolShareOverflows(uint16 protocolShare,

↪→ uint256 max);

error LBFactory__FunctionIsLockedForUsers(address user);

error LBFactory__FactoryLockIsAlreadyInTheSameState();

error LBFactory__LBPairBlacklistIsAlreadyInTheSameState();

error LBFactory__BinStepHasNoPreset(uint256 binStep);� �
C V F - 6 9 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n “ 0 . 0 0 0 1 e 1 8 ” w o u l d b e m o r e r e a d a b l e .� �
3 0 uint256 public constant override MIN_FEE = 1e14; // 0.01%� �
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C V F - 7 0 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n “ 0 . 1 e 1 8 ” w o u l d b e m o r e r e a d a b l e .� �
3 1 uint256 public constant override MAX_FEE = 1e17; // 10%� �
C V F - 7 1 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n W h a t d o e s 2 4 7 m e a n ? P l e a s e c l a r i f y .� �
3 4 uint256 public constant override MAX_BIN_STEP = 100; // 1%, can't be

↪→ greater than 247 for indexing reasons� �� �
5 0 // The max binStep set is 247. We use this method instead of an

↪→ array to keep it ordered and to reduce gas� �� �
5 4 // The max binStep set is 247. We use this method instead of an

↪→ array to keep it ordered and to reduce gas� �
C V F - 7 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e n a m e i s c o n f u s i n g a s i t i s a s s o c i a t e d w i t h r e e n t r a n c y g u a r d f u n c t i o n a l i t y .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
4 3 bool public override unlocked;� �
C V F - 7 3 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e k e y s i n t h i s m a p p i n g i n u n c l e a r .� �
4 7 mapping(IERC20 => mapping(IERC20 => mapping(uint256 => LBPairInfo)))

↪→ private _LBPairsInfo;� �
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C V F - 7 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n E v e n t p a r a m e t e r n a m e s u s u a l l y s t a r t w i t h l o w e r c a s e l e t t e r s .

C l i e n t C o m m e n t W e a g r e e d t h a t a c r o n y m s w i l l b e i n c a p s� �
6 0 event LBPairCreated(IERC20 indexed tokenX, IERC20 indexed tokenY,

↪→ ILBPair LBPair, uint256 pid);� �� �
6 6 ILBPair indexed LBPair,� �� �
7 9 event LBPairBlacklistedStateChanged(ILBPair LBPair, bool blacklist);� �
C V F - 7 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e “ o l d R e c i p i e n t ” p a r a m e t e r i s r e d u n d a n t a s i t s v a l u e c o u l d b e d e -

r i v e d f r o m t h e p r e v i o u s e v e n t s .� �
6 2 event FeeRecipientChanged(address oldRecipient, address newRecipient

↪→ );� �
C V F - 7 7 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e s e e v e n t s s h o u l d b e d e c l a r e d i n t h e “ I L B F a c t o r y ” i n t e r f a c e .� �
6 0 event LBPairCreated(IERC20 indexed tokenX, IERC20 indexed tokenY,

↪→ ILBPair LBPair, uint256 pid);� �� �
6 2 event FeeRecipientChanged(address oldRecipient, address newRecipient

↪→ );� �� �
6 4 event FeeParametersSet(� �� �
7 7 event FactoryLocked(bool unlocked);� �� �
7 9 event LBPairBlacklistedStateChanged(ILBPair LBPair, bool blacklist);� �� �
8 1 event PresetSet(� �� �
9 2 event PresetRemoved(uint256 binStep);� �

T r a d e r J o e 5 1



C V F - 7 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e s e p a r a m e t e r s s h o u l d b e i n d e x e d .� �
6 5 address sender,

ILBPair indexed LBPair,� �
C V F - 7 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e t y p e s o f t h e s e e v e n t p a r a m e t e r s d i f f e r f r o m t h e v a l u e s o f c o r r e s p o n d i n g

f u n c t i o n a r g u m e n t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e s a m e t y p e s f o r t h e s a m e t h i n g s f o r c o n s i s t e n c y .

C l i e n t C o m m e n t E a s i e r t o u s e i f r e t u r n e d a s u i n t 2 5 6� �
6 7 uint256 binStep,

uint256 baseFactor,

uint256 filterPeriod,

7 0 uint256 decayPeriod,

uint256 reductionFactor,

uint256 variableFeeControl,

uint256 protocolShare,

uint256 maxAccumulator� �� �
8 2 uint256 indexed binStep,

uint256 baseFactor,

uint256 filterPeriod,

uint256 decayPeriod,

uint256 reductionFactor,

uint256 variableFeeControl,

uint256 protocolShare,

uint256 maxAccumulator,

9 0 uint256 sampleLifetime� �
C V F - 8 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o d e c l a r e t w o s e p a r a t e e v e n t s : o n e f o r l o c k

a n d a n o t h e r f o r u n l o c k .� �
7 7 event FactoryLocked(bool unlocked);� �
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C V F - 8 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e “ L B P a i r ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
7 9 event LBPairBlacklistedStateChanged(ILBPair LBPair, bool blacklist);� �
C V F - 8 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o d e c l a r e t w o s e p a r a t e e v e n t s : o n e f o r

b l a c k l i s t i n g a n d a n o t h e r f o r r e m o v i n g f r o m t h e b l a c k l i s t .� �
7 9 event LBPairBlacklistedStateChanged(ILBPair LBPair, bool blacklist);� �
C V F - 8 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e “ b i n S t e p ” p a r a m e t e r s h o u l d b e i n d e x e d .� �
9 2 event PresetRemoved(uint256 binStep);� �
C V F - 8 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d l o g a n e v e n t .

C l i e n t C o m m e n t F a c t o r y H e l p e r h a s b e e n r e m o v e d� �
1 0 2 function setFactoryHelper() external override {� �
C V F - 8 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n A n y o n e c a n c a l l t h i s f u n c t i o n . S o f r o n t r u n n e r s m a y b r e a k y o u r c o n t r a c t .

R e c o m m e n d a t i o n C o n s i d e r p r o t e c t i n g i t .

C l i e n t C o m m e n t F a c t o r y H e l p e r h a s b e e n r e m o v e d� �
1 0 4 factoryHelper = ILBFactoryHelper(msg.sender);� �
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C V F - 8 6 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s c o m m e n t i s i n c o r r e c t , a s t h i s f u n c t i o n a c t u a l l y r e t u r n s a “ L B P a i r -

I n f o ” s t r u c t u r e r a t h e r t h a n “ L B P a i r ” a d d r e s s .� �
1 1 3 /// @notice Returns the address of the LBPair if it exists,� �
C V F - 8 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T y p o i n t h e c o m m e n t .

C l i e n t C o m m e n t F i x e d s o m e w h e r e� �
1 2 7 /// @notice Vies function to return the different parameters of the

↪→ preset� �� �
1 8 5 /// @notice Vies function to return the list of available binStep

↪→ with a preset� �
C V F - 9 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n O n l y o n e c h e c k w o u l d b e n e e d e d i f t h i s l i n e w o u l d b e m o v e d a f t e r t h e

“ _ s o r t T o k e n s ” c a l l .� �
2 3 5 if (address(_tokenX) == address(0) || address(_tokenY) == address(0)

↪→ ) revert LBFactory__ZeroAddress();� �
C V F - 9 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ _ L B T o k e n I n f o [ _ t o k e n A ] [ _ t o k e n B ] [ _ b i n S t e p ] i s c a l c u l a t e d

t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 3 8 if (address(_LBPairsInfo[_tokenA][_tokenB][_binStep].LBPair) !=

↪→ address(0))� �� �
2 5 7 _LBPairsInfo[_tokenA][_tokenB][_binStep] = LBPairInfo({� �
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C V F - 9 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n C o n s i d e r u s i n g n a m e d a r g u m e n t s f o r c l a r i t y .� �
2 4 8 _LBPair = factoryHelper.createLBPair(

_tokenX,

2 5 0 _tokenY,

keccak256(abi.encode(_tokenX, _tokenY, _binStep)),

_activeId,

uint16(_sampleLifetime),

_preset

);� �
C V F - 9 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s i s n o t c l e a r w h y s u c h s a l t i s n e e d e d .

C l i e n t C o m m e n t T o m a k e t h e a d d r e s s d e s t e r m i n i s t i c� �
2 5 1 keccak256(abi.encode(_tokenX, _tokenY, _binStep)),� �
C V F - 9 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h e “ _ l o c k e d ” e x p r e s s i o n i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
3 8 7 if (unlocked == !_locked) revert

↪→ LBFactory__FactoryLockIsAlreadyInTheSameState();

unlocked = !_locked;� �
C V F - 9 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B F a c t o r y . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .� �
4 5 1 emit FeeRecipientChanged(oldFeeRecipient, _feeRecipient);� �
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C V F - 1 0 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B F a c t o r y H e l p e r . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l e r r o r i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r i e t h e r m o v i n g t h e e r r o r d e f i n i t i o n i n t o t h e c o n t r a c t o r m o v i n g

i t t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
8 error LBFactoryHelper__CallerIsNotFactory();� �
C V F - 1 0 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a c o n t r a c t m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e c o n t r a c t o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
8 error LBToken__SpenderNotApproved(address owner, address spender);

error LBToken__TransferFromOrToAddress0();

1 0 error LBToken__MintToAddress0();

error LBToken__BurnFromAddress0();

error LBToken__BurnExceedsBalance(address from, uint256 id, uint256

↪→ amount);

error LBToken__LengthMismatch(uint256 accountsLength, uint256

↪→ idsLength);

error LBToken__SelfApproval(address owner);

error LBToken__TransferExceedsBalance(address from, uint256 id,

↪→ uint256 amount);� �
C V F - 1 0 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n T h i s e v e n t i s n e v e r e m i t t e d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .� �
3 9 event Transfer();� �
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C V F - 1 0 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n W h i l e S o l i d i t y d o e s n ’ t s u p p o r t i m m u t a b l e v a r i a b l e s o f t y p e s t r i n g , i t i s p o s s i -

b l e t o v e r y e f f i c i e n t l y p a c k a s h o r t s t r i n g i n t o a b y t e s 3 2 v a l u e a n d t h e n u n p a c k i t b a c k .

R e c o m m e n d a t i o n I n c a s e n a m e s a n d s y m b o l s d o f i t i n t o 3 1 b y t e s , c o n s i d e r p a c k -

i n g t h e m a n d s t o r i n g i n i m m u t a b l e v a r i a b l e s . H e r e i s a c o s e s a m p l e d e m o n -

s t r a t i n g h o w s h o r t s t r i n g s c o u l d b e p a c k e d / u n p a c k e d : h t t p s : / / g i s t . g i t h u b . c o m / 3 s G -

g p Q 8 H / 5 6 7 3 5 4 5 3 4 1 7 0 9 0 5 e 0 4 7 b 2 9 9 2 8 6 6 9 7 e 1 9� �
4 5 _name = name_;

_symbol = symbol_;� �
C V F - 1 0 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L B T o k e n . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e d e f i n e d a s “ p u r e ” .

C l i e n t C o m m e n t T h i s f u n c t i o n h a v e b e e n r e m o v e d� �
6 3 function decimals() public view virtual override returns (uint8) {� �
C V F - 1 0 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B T o k e n . s o l

R e c o m m e n d a t i o n T h i s c h e c k i s r e d u n d a n t . I t i s a n y w a y p o s s i b l e t o s e n d t o a d e a d a d -

d r e s s , a n d i t i s n o t p o s s i b l e t o s e n d f r o m a z e r o a d d r e s s a s z e r o a d d r e s s c a n n o t a p p r o v e

a n y t h i n g .

C l i e n t C o m m e n t I t ’ s O Z i m p l e m e n t a t i o n� �
1 2 6 if (_from == address(0) || _to == address(0)) revert

↪→ LBToken__TransferFromOrToAddress0();� �
C V F - 1 0 9 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n I n c a s e “ _ a m o u n t ’ i s z e r o , t h i s w i l l r e m o v e a n o n - e x i s t i n g r e c o r d .� �
1 4 4 _userIds[_from].remove(_id);� �� �
2 0 6 _userIds[_account].remove(_id);� �
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C V F - 1 1 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e L B T o k e n . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t T h i s i s h o w i t i s d o n e o n O p e n Z e p p e l i n c o n t r a c t s t o o� �
2 2 4 emit ApprovalForAll(_owner, _spender, _approved);� �
C V F - 1 1 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e L B T o k e n . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 5 7 ) internal virtual {}� �
C V F - 1 1 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T o k e n H e l p e r . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l e r r o r i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n i n t o t h e l i b r a r y o r m o v i n g

i t i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
7 error TokenHelper__TransferFailed(IERC20 token, address recipient,

↪→ uint256 amount);� �
C V F - 1 1 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e T o k e n H e l p e r . s o l

D e s c r i p t i o n W r o n g n a m e .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .� �
1 5 /// To use this library you can add a `using SafeERC20 for IERC20;`

↪→ statement to your contract,� �
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C V F - 1 1 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e T o k e n H e l p e r . s o l

D e s c r i p t i o n Y o u d o n ’ t n e e d t o a c c u m u l a t e r e s e r v e a n d f e e s i n a s e p a r a t e v a r i a b l e .

R e c o m m e n d a t i o n C o n s i d e r s u b s t r a t i o n d i r e c t l y f r o m t o k e n . b a l a n c e O f .

C l i e n t C o m m e n t S a v e g a s c a u s e y o u d o n ’ t n e e d t o c h e c k t h e a d d i t i o n� �
5 0 uint256 _internalBalance;

unchecked {

_internalBalance = reserve + fees;

}

return token.balanceOf(address(this)) - _internalBalance;� �
C V F - 1 1 7 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e S w a p H e l p e r . s o l

R e c o m m e n d a t i o n S h o u l d b e “ s e n t b y t h e u s e r ” .� �
2 3 /// @param amountIn The amount sent to the user� �
C V F - 1 1 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e S w a p H e l p e r . s o l

D e s c r i p t i o n I n a l l u s a g e s o f t h i s f u n c t i o n , s t a r t I d i s s e t t o t h e c u r r e n t p a i r . a c t i v e I d , s o i t ’s

n o t c l e a r w h y c o u l d i t h a p p e n d t h a t t h e y a r e n o t t h e s a m e .� �
5 6 uint256 _deltaId = startId > pair.activeId ? startId - pair.activeId

↪→ : pair.activeId - startId;� �
C V F - 1 1 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e S w a p H e l p e r . s o l

R e c o m m e n d a t i o n T h i s s h o u l d b e c a l c u l a t e d o n l y w h e n a m o u n t I n > _ m a x A m o u n t I n T o B i n .

C l i e n t C o m m e n t S e e m s w r o n g , b u t t h i s h a s c h a n g e d� �
5 8 fees = fp.getFeesDistribution(fp.getFees(_maxAmountInToBin, _deltaId

↪→ ));� �
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C V F - 1 2 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S a m p l e s . s o l

D e s c r i p t i o n E V M o p c o d e T I M E S T A M P i s c h e a p e r ( = 2 ) t h e n o p c o d e S W A P ( = 3 ) .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s v a r i a b l e .� �
4 4 uint256 _currentTimestamp = block.timestamp;� �
C V F - 1 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S a m p l e s . s o l

D e s c r i p t i o n I n c a s e t h e l a s t s a m p l e i s n o t i n i t i a l i z e d , “ _ d e l t a T i m e ” w i l l b e e q u a l t o t h e

c u r r e n t t i m e s t a m p .

R e c o m m e n d a t i o n C o n s i d e r u s i n g z e r o i n s t e a d .� �
4 5 uint256 _deltaTime = _currentTimestamp - timestamp(_lastSample);� �
C V F - 1 2 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S a m p l e s . s o l

D e s c r i p t i o n T h e c u m u l a t i v e v a l u e s c a l c u l a t e d h e r e m a y e x c e e d t h e b i t w i d t h s a l l o c a t e d

t o t h e m i n a s a m p l e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r p r e v e n t i n g t h i s s o m e h o w o r e x p l a i n i n g w h y s u c h o v e r -

f l o w s a r e f i n e .� �
4 6 uint256 _cumulativeId = cumulativeId(_lastSample) + _activeId *

↪→ _deltaTime;

uint256 _cumulativeAccumulator = cumulativeAccumulator(_lastSample)

↪→ + _accumulator * _deltaTime;

uint256 _cumulativeBinCrossed = cumulativeBinCrossed(_lastSample) +

↪→ _binCrossed * _deltaTime;� �

T r a d e r J o e 6 0



C V F - 1 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P e n d i n g O w n a b l e . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a a t i o n s i n t o t h e l i b r a r y , o r m o v -

i n g t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
7 error PendingOwnable__NotOwner();

error PendingOwnable__NotPendingOwner();

error PendingOwnable__PendingOwnerAlreadySet();

1 0 error PendingOwnable__NoPendingOwner();� �
C V F - 1 2 6 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e P e n d i n g O w n a b l e . s o l

R e c o m m e n d a t i o n T h e s e e v e n t s s h o u l d b e m o v e d t o t h e “ I P e n d i n g O w n a b l e ” i n t e r f a c e .� �
3 2 event PendingOwnerSet(address indexed pendingOwner);

event OwnershipTransferred(address indexed previousOwner, address

↪→ indexed newOwner);� �
C V F - 1 2 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P e n d i n g O w n a b l e . s o l

D e s c r i p t i o n T h e “ p r e v i o u s O w n e r ” p a r a m e t e r i s r e d u n d a n t a s i t s v a l u e c o u l d b e d e r i v e d

f r o m t h e p r e v i o u s e v e n t s .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s p a r a m e t e r .� �
3 3 event OwnershipTransferred(address indexed previousOwner, address

↪→ indexed newOwner);� �
C V F - 1 2 8 . I N F O

• C a t e g o r y F l a w • S o u r c e P e n d i n g O w n a b l e . s o l

R e c o m m e n d a t i o n H o w m s g . s e n d e r c o u l d b e = a d d r e s s ( 0 ) ? C o n s i d e r r e m o v i n g .

C l i e n t C o m m e n t I t ’ s t o b e p e r f e c t i o n n i s t� �
4 3 if (msg.sender != _pendingOwner || msg.sender == address(0)) revert

↪→ PendingOwnable__NotPendingOwner();� �
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C V F - 1 2 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P e n d i n g O w n a b l e . s o l

D e s c r i p t i o n T h i s f u n c t i o n a l l o w s s e t t i n g t h e p e n d i n g o w n e r t o a z e r o a d d r e s s , w h i l e z e r o

p e n d i n g o w n e r i s a s p e c i a l v a l u e .

R e c o m m e n d a t i o n C o n s i d e r f o r b i d d i n g s e t t i n g t h e p e n d i n g o w n e r t o a z e r o a d d r e s s u s i n g

t h i s f u n c t i o n .� �
6 6 function setPendingOwner(address pendingOwner_) public override

↪→ onlyOwner {� �
C V F - 1 3 0 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P e n d i n g O w n a b l e . s o l

D e s c r i p t i o n T h i s c h e c k l o o s r e d u n d a n t . T h e o w n e r m a y a n y w a y r e v o k e p e n d i n g o w n e r

a n d t h e n s e t a n e w o n e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .� �
6 7 if (_pendingOwner != address(0)) revert

↪→ PendingOwnable__PendingOwnerAlreadySet();� �
C V F - 1 3 1 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n s i n t o t h e l i b r a r y o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
5 error Math512Bits__MulDivOverflow(uint256 prod1, uint256 denominator

↪→ );

error Math512Bits__ShiftDivOverflow(uint256 prod1, uint256

↪→ denominator);

error Math512Bits__MulShiftOverflow(uint256 prod1, uint256 offset);

error Math512Bits__OffsetOverflows(uint256 offset);� �
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C V F - 1 3 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h i s “ u n c h e c k e d ” b l o c k e f f e c t i v e l y d o e s n o t h i n g a s t h e r e i s n o t h i n g t o c h e c k

i n s i d e .� �
4 4 unchecked {� �
C V F - 1 3 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 5 1 2 B i t s . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : u i n t 2 5 6 l p o t d o d = d e n o m i n a t o r & -

e n o m i n a t o r ;

C l i e n t C o m m e n t W o u l d r e q u i r e d o u b l e c a s t� �
7 4 uint256 lpotdod = denominator & (~denominator + 1);� �� �
2 3 6 uint256 lpotdod = denominator & (~denominator + 1);� �
C V F - 1 3 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n T h e “ + = ” o p e r a t o r h e r e i s c o n f u s i n g a s “ r e s u l t ” i s g u a r a n t e e d t o b e z e r o h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ = ” i n s t e a d .� �
1 0 7 result += prod0 * inverse;� �
C V F - 1 3 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e M a t h 5 1 2 B i t s . s o l

R e c o m m e n d a t i o n T h e f o r m u l a h e r e i s i n c o r r e c t . T h e c o r r e c t f o r m u l a w o u l d b e : ( x « o f f -

s e t ) / y� �
1 6 9 /// @notice Calculates x >> offset / y with full precision.� �
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C V F - 1 4 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 5 1 2 B i t s . s o l

D e s c r i p t i o n I n s o m e c a s e s o f f s e t s u p t o 5 1 1 c o u l d m a k e s e n s e , a s x « o f f s e t c o u l d s t i l l f i t

i n t o 5 1 2 b i t s .

R e c o m m e n d a t i o n C o n s i d e r a l l o w i n g o f f s e t s u p t o 5 1 1 .� �
1 7 5 /// - The offset needs to be strictly lower than 256.� �
C V F - 1 4 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n I t i s u n c l e a r , h o w a n o n - z e r o v a l u e f o r f h i s f i e l d i s i n t e r p r e t e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g .� �
1 7 /// - variableFeeControl: The variable fee control, used to control

↪→ the variable fee, can be 0 to disable them� �
C V F - 1 4 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t a n d t h e m e a s u r e m e n t u n i t s f o r t h e s e f i e l d s a r e u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 3 uint8 binStep;

uint8 baseFactor;

uint16 filterPeriod;

uint16 decayPeriod;

uint8 reductionFactor;

uint8 variableFeeControl;

uint8 protocolShare;� �
C V F - 1 4 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n T h i s a t t r i b u t e i s n e v e r u s e d , i s i t r e a l l y r e q u i r e d ?� �
2 8 uint8 variableFeeControl;� �
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C V F - 1 4 4 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n 7 2 i s a n u n c l e a r m a g i c n u m b e r h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g o f t h e n a m e d c o n s t a n t w i t h e x p l a n a t i o n s .� �
4 9 uint256 _accumulator; // Can't overflow as _accumulator <= _fp.

↪→ accumulator <= _fp.maxAccumulator < 2**72� �
C V F - 1 4 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e H e l p e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n i s c a l l e d o n e v e r y s w a p . S o i f y o u h a v e a l o t o f t r a n s a c -

t i o n s , m o s t o f t h e t i m e b l o c k . t i m e s t a m p w i l l b e t h e s a m e a s b l o c k . t i m e s t a m p . Y o u m a y

s k i p t h e e x e c u t i o n i n s u c h c a s e .� �
4 7 uint256 deltaT = block.timestamp - _fp.time;� �� �
5 1 _accumulator = _fp.accumulator;� �
C V F - 1 4 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e H e l p e r . s o l

R e c o m m e n d a t i o n Y o u d o n ’ t h a v e t o d e c l a r e s t a c k v a r i a b l e s i n c e y o u c a n d o d i r e c t s e t o f

‘ _ f p . a c c u m u l a t o r ‘ i n e v e r y i f - b r a n c h� �
5 6 _fp.accumulator = uint72(_accumulator);� �
C V F - 1 5 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e H e l p e r . s o l

R e c o m m e n d a t i o n U s i n g s a f e c a s t h e r e i s r e d u n d a n t , a s t h e c o n d i t i o n a l s t a t e m e n t a b o v e

g u a r a n t e e s t h a t _ a c c u m u l a t o r < = _ f p . m a x A c c u m u l a t o r < 2 ^ 7 2 .� �
7 0 _fp.accumulator = _accumulator.safe72();� �
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C V F - 1 5 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e F e e H e l p e r . s o l

R e c o m m e n d a t i o n T h e v a l u e “ 1 e 1 2 ” s h o u l d b e a n a m e d c o n s t a n t .� �
8 0 return uint256(_fp.baseFactor) * _fp.binStep * 1e12;� �
C V F - 1 5 3 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ _ a c c * _ f p . b i n S t e p ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
9 7 return (_fp.reductionFactor * ((_acc * _fp.binStep) * (_acc * _fp.

↪→ binStep)));� �
C V F - 1 5 4 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e F e e H e l p e r . s o l

R e c o m m e n d a t i o n S h o u l d b e ” R e t u r n s ” .� �
1 0 1 /// @notice Return the fees added to an amount� �� �
1 1 8 /// @notice Return the fees from an amount� �� �
1 3 5 /// @notice Return the fees distribution added to an amount� �
C V F - 1 5 6 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n P h a n t o m o v e r f l o w i s p o s s i b l e h e r e , i . e . a s i t u a t i o n w h e n t h e f i n a l c a l c u l a t i o n

r e s u l t w o u l d f i t i n t o t h e d e s t i n a t i o n t y p e , w h i l e s o m e i n t e r m e d i a t e c a l c u l a t i o n o v e r f l o w .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l D i v ” f u n c t i o n .� �
1 1 5 return (_amount * _feeBP) / (Constants.PRECISION);� �� �
1 3 2 return (_amountPlusFee * _feeBP) / (Constants.PRECISION + _feeBP);� �
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C V F - 1 5 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e e H e l p e r . s o l

D e s c r i p t i o n O v e r f l o w d u r i n g m u l t i p l i c a t i o n h e r e i s p r e v e n t e d b y a n i m p l i c i t c h e c k a t t h e

p r e v i o u s l i n e .

R e c o m m e n d a t i o n C o n s i d e r c a c h i n g t h e o u t p u t o f t h e “ s a f e 1 2 8 ” c a s t f r o m t h e p r e v i o u s

l i n e a n d u s i n g i t h e r e , t o m a k e t h e r e l a t i o n s h i p b e t w e e n t h e s e t w o l i n e s e x p l i c i t .� �
1 4 6 fees.protocol = uint128((_fees * _fp.protocolShare) / Constants.

↪→ HUNDRED_PERCENT);� �
C V F - 1 5 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n s t a n t s . s o l

D e s c r i p t i o n T h i s h a s a s m a l l a c c u r a c y .

R e c o m m e n d a t i o n C o n s i d e r u s i n g o f 1 0 _ 0 0 0 i n s t e a d f o r m o r e f l e x i b i l i t y .� �
1 0 uint256 internal constant HUNDRED_PERCENT = 100;� �
C V F - 1 6 0 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n H e r e ” t o t h e _ i n t e g e r ” s e e m s i n c o r r e c t .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .� �
6 /// @notice Returns the non-zero bit closest to the `_integer` to

↪→ the right (or left) of the `bit` index� �
C V F - 1 6 3 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B i t M a t h . s o l

R e c o m m e n d a t i o n S h o u l d b e “ e l s e r e t u r n ” .� �
2 0 return closestBitLeft(_integer, _bit + 1);� �� �
3 2 return leastSignificantBit(_integer);� �
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C V F - 1 6 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B i t M a t h . s o l

R e c o m m e n d a t i o n W r o n g c o m m e n t a s t h e f u n c t i o n d o e s n o t r e t u r n a t u p l e .� �
3 5 /// @notice Returns a tuple (uint256 id, bool found),� �
C V F - 1 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ 2 5 5 - b i t ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 3 x <<= 255 - bit;� �� �
4 7 return mostSignificantBit(x) - (255 - bit);� �
C V F - 1 6 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i t M a t h . s o l

R e c o m m e n d a t i o n ‘ m s b ‘ i s u n c l e a r , c o n s i d e r u s i n g o f f u l l n a m e l i k e m o s t S i g n i f i c a n t B i t I n -

d e x .� �
6 9 /// @return msb The index of the most significant bit of x

7 0 function mostSignificantBit(uint256 x) internal pure returns (

↪→ uint256 msb) {� �� �
1 0 9 function leastSignificantBit(uint256 x) internal pure returns (

↪→ uint256 lsb) {

1 1 0 unchecked {� �
C V F - 1 6 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i t M a t h . s o l

D e s c r i p t i o n T h e “ + = ” o p e r a t o r i s r e d u n d a n t h e r e , a s “ m s b ” i s g u a r a n t e e d t o b e z e r o h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ = ” i n s t e a d .� �
7 4 msb += 128;� �
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C V F - 1 7 0 . F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g e r r o r d e c l a r a t i o n s i n t o t h e l i b r a r y o r m o v i n g

t h e m i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
7 error BinHelper__WrongBPValue(uint256 bp);

error BinHelper__IdOverflows(int256 _id);� �
C V F - 1 7 1 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n I t r e a d s l i k e ” s h i f t b y 2 4 b i t s ” b u t i n f a c t i t ’ s p o w e r e d b y 2 3 .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 3 int256 private constant INT24_SHIFT = 2**23;� �
C V F - 1 7 2 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i n H e l p e r . s o l

R e c o m m e n d a t i o n S h i f t s c o u l d b e i n t u i t i v e l y w r i t t e n a s 1 « n , i n s t e a d o f 2 * * n .� �
1 3 int256 private constant INT24_SHIFT = 2**23;� �
C V F - 1 7 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n T h i s c o m m e n t i s c o n f u s i n g , w h a t d o e s i t m e a n ” i d m a y b e i n a c c u r a t e ” .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g m o r e e x p l a n a t i o n s .� �
1 6 /// @dev The id may be inaccurate due to rounding issues, always

↪→ trust getPriceFromId rather than� �
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C V F - 1 7 4 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n 3 6 d e c i m a l s m a y b e n o t e n o u g h f o r t o k e n s w i t h a v e r y b i g n u m b e r o f d e c i -

m a l s .� �
1 8 /// @param _price The price of y per x (with 36 decimals)� �
C V F - 1 7 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n A s “ _ b p ” ( b i t s t e p ) v a l u e i s f i x e d f o r a p o o l , c a l c u l a t i n g 1 + _ b p a n d e v e n l o g 2

( 1 + _ b p ) e v e r y t i m e i s w a s t e o f g a s .

R e c o m m e n d a t i o n C o n s i d e r p r e c o m p u t i n g a n d r e u s i n g t h e s e v a l u e s .� �
2 3 uint256 _bpValue = _getBPValue(_bp);� �� �
2 5 int256 _id = INT24_SHIFT + _price.log2() / _bpValue.log2();� �� �
4 1 return _getBPValue(_bp).power(_realId);� �
C V F - 1 7 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n T h e c o m m e n t a b o u t 3 6 d e c i m a l s i s c o n f u s i n g , a s o n e c o u l d t h i n g t h a t t h i s

f u n c t i o n r e t u r n s r e s u l t a s a d e c i m a l f i x e d - p o i n t n u m b e r w i t h 3 6 d e c i m a l s , w h i l e i t a c t u a l l y

r e t u r n s a b i n a r y f i x e d - p o i n t n u m b e r w i t h 1 2 8 b i t s a f t e r t h e d o t .

R e c o m m e n d a t i o n C o n s i d e r r e p h r a s i n g .� �
3 2 /// @notice Returns the price corresponding to the given ID (with 36

↪→ decimals)� �� �
3 6 /// @return The price corresponding to this id (with 36 decimals)� �
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n F o r e a c h I D t h e r e i s a r a n g e o f p r i c e s . I t i s u n c l e a r w h a t p a r t i c u l a r p r i c e f r o m

t h a t r a n g e i s r e t u r n e d b y t h i s f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r c l a r i f y i n g .� �
3 3 /// @dev This is the trusted function to link id to price, the other

↪→ way may be inaccurate� �
C V F - 1 8 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B i n H e l p e r . s o l

R e c o m m e n d a t i o n C o n v e r s i o n t o “ u i n t 2 5 6 ” i s r e d u n d a n t a s “ _ i d ” i s a l r e a d y “ u i n t 2 5 6 ” .� �
3 9 int256 _realId = int256(uint256(_id)) - INT24_SHIFT;� �
C V F - 1 8 1 . F I X E D

• C a t e g o r y F l a w • S o u r c e B i n H e l p e r . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h e a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .� �
4 8 function _getBPValue(uint256 _bp) internal pure returns (uint256) {� �
C V F - 1 8 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e T r e e M a t h . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l e r r o r i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n i n t o t h e l i b r a r y o r m o v i n g

i t i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
7 error TreeMath__ErrorDepthSearch();� �
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C V F - 1 8 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e T r e e M a t h . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e f o r t h i s f u n c t i o n s h o u l d b e “ u i n t 2 4 ” .� �
2 3 ) internal view returns (uint256) {� �
C V F - 1 8 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T r e e M a t h . s o l

R e c o m m e n d a t i o n B i t w i s e “ A N D ” w o u l d b e m o r e e f f i c i e n t .� �
2 7 uint256 bit = _binId % 256;� �� �
3 9 bit = _binId % 256;� �� �
4 3 if ((_rightSide && _binId % 256 != 0) || (!_rightSide && _binId %

↪→ 256 != 255)) {� �
C V F - 1 8 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T r e e M a t h . s o l

R e c o m m e n d a t i o n S h i f t w o u l d b e m o r e e f f i c i e n t .� �
2 8 _binId /= 256;� �� �
4 0 _binId /= 256;� �
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C V F - 1 8 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T r e e M a t h . s o l

R e c o m m e n d a t i o n S h i f t w o u l d b e m o r e e f f i c i e n t t h a n m u l t i p l i c a t i o n .� �
3 5 return _binId * 256 + bit;� �� �
4 7 _binId = 256 * _binId + bit;� �� �
5 0 return _binId * 256 + bit;� �� �
5 9 _binId = 256 * _binId + current.significantBit(_rightSide);� �� �
6 2 return _binId * 256 + bit;� �
C V F - 1 8 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e T r e e M a t h . s o l

R e c o m m e n d a t i o n T h i s a s s i g n m e n t s h o u l d b e m o v e d i n t o t h e c o n d i t i o n a l o p e r a t o r a b o v e .

C l i e n t C o m m e n t T h i s i s w r o n g , i t s h o u l d s t a y t h e r e� �
3 9 bit = _binId % 256;� �
C V F - 1 9 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e T r e e M a t h . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ _ b i n I d % 2 5 6 ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 3 if ((_rightSide && _binId % 256 != 0) || (!_rightSide && _binId %

↪→ 256 != 255)) {� �
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C V F - 1 9 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R e e n t r a n c y G u a r d . s o l

D e s c r i p t i o n D e c l a r i n g a t o p - l e v e l e r r o r i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n i n t o t h e l i b r a r y o r m o v i n g

i t i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
5 error ReentrancyGuard__ReentrantCall();� �
C V F - 1 9 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e e n t r a n c y G u a r d . s o l

R e c o m m e n d a t i o n T h i s a s s i g n m e n t i s r e d u n d a n t , a s t h e “ n o n R e e n t r a n t ” m o d i f i e r w o u l d

a c c e p t a n y v a l u e e x p e c t f o r “ _ E N T E R E D ” , i n c l u d i n g a z e r o v a l u e .

C l i e n t C o m m e n t O Z d o e s t h i s t o s a v e g a s� �
2 8 _status = _NOT_ENTERED;� �
C V F - 1 9 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R e e n t r a n c y G u a r d . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e r e l i a b l e t o c h e c k “ _ s t a t u e ! = _ N O T _ E N T E R E D ” .� �
3 8 if (_status == _ENTERED) revert ReentrancyGuard__ReentrantCall();� �
C V F - 1 9 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n D e c l a r i n g t o p l e v e l e r r o r s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g t h e e r r o r d e c l a r a t i o n i n t o t h e l i b r a r y o r m o v i n g

i t i n t o a s e p a r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
9 error Math128x128__PowerUnderflow(uint256 x, int256 y);� �
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C V F - 1 9 5 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

R e c o m m e n d a t i o n T h e a c t u a l f o r m a t o f t h e a r g u m e n t i s 1 2 8 . 1 2 8 b i n a r y f i x e d p o i n t , n o t

d e c i m a l f i x e d p o i n t .� �
2 6 /// @param x The unsigned 128.128-decimal fixed-point number for

↪→ which to calculate the binary logarithm.� �
C V F - 1 9 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n C a l c u l a t i n g t h e l o g a r i t h m s i g n a n d i n v e r t i n g e a r g u m e n t i n c a s e i t i s l e s s t h a n

o n e i s a n u n n e c e s s a r y o v e r c o m p l i c a t i o n t h a t c o u l d l e a d t o p r e c i s i o n d e g r a d a t i o n .

R e c o m m e n d a t i o n J u s t t r e a t “ x ” a s a n i n t e g e r , c a l c u l a t e t h e b i n a r y l o g a r i t h m o f i t a n d t h e n

s u b t r a c t 1 2 8 f r o m t h e c a l c u l a t e d l o g a r i t h m v a l u e .� �
3 0 // This works because log2(x) = -log2(1/x).� �
C V F - 2 0 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n I t “ y ” w o u l d b e f i t i n t o 1 2 8 r a t h e r t h a n 1 2 9 b i t s , i t w o u l d b e p o s s i b l e t o r e p l a c e

t h i s e x p a n s i v e “ m u l S h i f t ” c a l l w i t h p l a i n m u l t i p l i c a t i o n a n d s h i f t .

R e c o m m e n d a t i o n C o n s i d e r f i t t i n g “ y ” i n t o 1 2 8 b i t s .� �
5 8 y = y.mulShift(y, Constants.SCALE_OFFSET, true);� �
C V F - 2 0 2 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g “ - y ” t o “ u i n t 2 5 6 ” .� �
8 0 uint256 absY = y >= 0 ? uint256(y) : uint256(-y);� �

T r a d e r J o e 7 5



C V F - 2 0 4 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e M a t h 1 2 8 × 1 2 8 . s o l

R e c o m m e n d a t i o n T h e “ a b s Y > 0 x f f f f ” c h e c k s h o u l d b e d o n e r i g h t a f t e r “ a b s Y ” w a s c a l -

c u l a t e d .� �
1 2 6 if (result == 0 || absY > 0xfffff) revert

↪→ Math128x128__PowerUnderflow(x, y);� �
C V F - 2 0 5 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e E n c o d e r . s o l

D e s c r i p t i o n A p p l y i n g m a s k c o u l d s i l e n t l y d r o p s o m e b i t s o f “ v a l u e ” .

R e c o m m e n d a t i o n I n s t e a d , c o n s i d e r e x p l i c i t l y r e q u i r i n g t h a t v a l u e & m a s k = = m a s k , i . e .

t h a t n o b i t s o u t s i d e o f t h e m a s k a r e s e t i n t h e v a l u e .� �
1 7 sample := shl(_offset, and(_value, _mask))� �
C V F - 2 0 6 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D e c o d e r . s o l

R e c o m m e n d a t i o n T h i s l o g i c c o u l d b e i m p l e m e n t e d i n p u r e S o l i d i t y . N o a s s e m b l y r e -

q u i r e d .� �
1 6 assembly {

value := and(shr(_offset, _sample), _mask)

}� �
C V F - 2 0 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B u f f e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s e q u i v a l e n t t o t h e S o l i d i t y b u i l t i n “ a d d m o d ” f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s f u n c t i o n .� �
1 1 function addMod(� �
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C V F - 2 0 8 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e B u f f e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n a c t u a l l y c a l c u l a t e s : ( ( x + n - y ) m o d 2 ^ 2 5 6 ) % n� �
2 1 /// @notice Internal function to do positive (x - y) % n� �
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C V F - 2 1 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e S a f e C a s t . s o l

D e s c r i p t i o n D e c l a r i n g t o p - l e v e l e r r o r s i n a f i l e n a m e d a f t e r a l i b r a r y m a k e s i t h a r d e r t o

n a v i g a t e t h r o u g h t h e c o d e .

R e c o m m e n d a t i o n C o n s i d e r e i t h e r m o v i n g e r r o r d e c l a r a t i o n s i n t o t h e l i b r a r y o r m o v i n g

t h e m i n t o a s e a p r a t e f i l e n a m e d “ e r r o r s . s o l ” .� �
5 error SafeCast__Exceeds256Bits(uint256 x);

error SafeCast__Exceeds248Bits(uint256 x);

error SafeCast__Exceeds240Bits(uint256 x);

error SafeCast__Exceeds232Bits(uint256 x);

error SafeCast__Exceeds224Bits(uint256 x);

1 0 error SafeCast__Exceeds216Bits(uint256 x);

error SafeCast__Exceeds208Bits(uint256 x);

error SafeCast__Exceeds200Bits(uint256 x);

error SafeCast__Exceeds192Bits(uint256 x);

error SafeCast__Exceeds184Bits(uint256 x);

error SafeCast__Exceeds176Bits(uint256 x);

error SafeCast__Exceeds168Bits(uint256 x);

error SafeCast__Exceeds160Bits(uint256 x);

error SafeCast__Exceeds152Bits(uint256 x);

error SafeCast__Exceeds144Bits(uint256 x);

2 0 error SafeCast__Exceeds136Bits(uint256 x);

error SafeCast__Exceeds128Bits(uint256 x);

error SafeCast__Exceeds120Bits(uint256 x);

error SafeCast__Exceeds112Bits(uint256 x);

error SafeCast__Exceeds104Bits(uint256 x);

error SafeCast__Exceeds96Bits(uint256 x);

error SafeCast__Exceeds88Bits(uint256 x);

error SafeCast__Exceeds80Bits(uint256 x);

error SafeCast__Exceeds72Bits(uint256 x);

error SafeCast__Exceeds64Bits(uint256 x);

3 0 error SafeCast__Exceeds56Bits(uint256 x);

error SafeCast__Exceeds48Bits(uint256 x);

error SafeCast__Exceeds40Bits(uint256 x);

error SafeCast__Exceeds32Bits(uint256 x);

error SafeCast__Exceeds24Bits(uint256 x);

error SafeCast__Exceeds16Bits(uint256 x);

error SafeCast__Exceeds8Bits(uint256 x);� �
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• C a t e g o r y S u b o p t i m a l • S o u r c e S a f e C a s t . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s c o u l d b e s i m p l i f i e d a s : f u n c t i o n s a f e 2 4 8 ( u i n t 2 5 6

x ) i n t e r n a l p u r e r e t u r n s ( u i n t 2 4 8 y ) { i f ( ( y = u i n t 2 4 8 ( x ) ) ! = x ) r e v e r t S a f e C a s t _ _ E x -

c e e d s 2 4 8 B i t s ( x ) ; }� �
4 2 function safe248(uint256 x) internal pure returns (uint248) {� �� �
5 0 function safe240(uint256 x) internal pure returns (uint240) {� �� �
5 8 function safe232(uint256 x) internal pure returns (uint232) {� �� �
6 6 function safe224(uint256 x) internal pure returns (uint224) {� �� �
7 4 function safe216(uint256 x) internal pure returns (uint216) {� �� �
8 2 function safe208(uint256 x) internal pure returns (uint208) {� �� �
9 0 function safe200(uint256 x) internal pure returns (uint200) {� �� �
9 8 function safe192(uint256 x) internal pure returns (uint192) {� �� �
1 0 6 function safe184(uint256 x) internal pure returns (uint184) {� �� �
1 1 4 function safe176(uint256 x) internal pure returns (uint176) {� �� �
1 2 2 function safe168(uint256 x) internal pure returns (uint168) {� �� �
1 3 0 function safe160(uint256 x) internal pure returns (uint160) {� �� �
1 3 8 function safe152(uint256 x) internal pure returns (uint152) {� �� �
1 4 6 function safe144(uint256 x) internal pure returns (uint144) {� �� �
1 5 4 function safe136(uint256 x) internal pure returns (uint136) {� �� �
1 6 2 function safe128(uint256 x) internal pure returns (uint128) {� �� �
1 7 0 function safe120(uint256 x) internal pure returns (uint120) {� �� �
1 7 8 function safe112(uint256 x) internal pure returns (uint112) {� �
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C V F - 2 1 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B T o k e n . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p o e r s i d e v e r s i o n r a n g e i s a b a d p r a c -

t i c e , a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ’. A l s o r e l e v a n t f o r t h e n e x t f i l e s : I L -

B R o u t e r . s o l , I P e n d i n g O w n a b l e . s o l , I W A V A X . s o l .� �
3 pragma solidity >=0.8.9;� �
C V F - 2 1 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B T o k e n . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s .

C l i e n t C o m m e n t E R C 1 1 5 5 u s e s _ i d s a n d _ v a l u e s , w e p r e f e r t o k e e p i t t h a t w a y� �
1 2 uint256[] ids,

uint256[] amounts� �
C V F - 2 1 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B T o k e n . s o l

D e s c r i p t i o n D e c i m a l s i s n o t a p a r t o f E R C 1 1 5 5 , c h e c k t h i s h t t p s : / / d o c s . o p e n z e p -

p e l i n . c o m / c o n t r a c t s / 3 . x / e r c 1 1 5 5 ” u n l i k e E R C 2 0 , E R C 1 1 5 5 l a c k s a d e c i m a l s f i e l d , s i n c e

e a c h t o k e n i s d i s t i n c t a n d c a n n o t b e p a r t i t i o n e d . ” . D e F i e c o s y s t e m d o e s n o t s u p p o r t

d e c i m a l s f o r E R C 1 1 5 5 .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s .� �
2 2 function decimals() external view returns (uint8);� �

T r a d e r J o e 8 0
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• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B T o k e n . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e f u n c t i o n s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
2 6 function userPositionAt(address _account, uint256 _index) external

↪→ view returns (uint256);� �� �
2 8 function userPositionNb(address _account) external view returns (

↪→ uint256);� �
C V F - 2 1 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B T o k e n . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s -

s a r y .

C l i e n t C o m m e n t E R C 1 1 5 5 u s e s _ i d s a n d _ v a l u e s , w e p r e f e r t o k e e p i t t h a t w a y� �
3 9 uint256[] memory id,

4 0 uint256[] memory amount� �
C V F - 2 1 9 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B R o u t e r . s o l

D e s c r i p t i o n T h e f i l e i m p o r t s i t s e l f . T h i s i s w e i r d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s i m p o r t .� �
6 import "./ILBRouter.sol";� �
C V F - 2 2 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B R o u t e r . s o l

D e s c r i p t i o n I n o t h e r s f i l e s y o u u s e @ d e v f o r s u c h s t r u c t c o m m e n t s . B e t t e r t o b e c o n s i s -

t e n t .� �
1 1 /// - The liquidity parameters, such as:� �
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C V F - 2 2 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e s i m p l e r t o j u s t s p e c i f y t h e m i n i m u m a n d t h e m a x i m u m a l -

l o w e d I D s .� �
3 4 uint256 activeIdDesired;

uint256 idSlippage;� �
C V F - 2 2 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o h a v e a s i n g l e a r r a y o r s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y .

C l i e n t C o m m e n t S i n c e L B T o k e n u s e s _ i d s a n d _ v a l u e s , w e c a n ’ t u s e i t w h e n r e m o v i n g

l i q u i d i t y , a n d w e p r e f e r t o s t a y c o n s i s t e n t i n a d d i n g l i q u i d i t y t o o� �
3 6 int256[] deltaIds;

uint256[] distributionX;

uint256[] distributionY;� �
C V F - 2 2 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B R o u t e r . s o l

D e s c r i p t i o n A b i n I D c o r r e s p o n d s t o a p r i c e r a n g e r a t h e r t h a n a s i n g l e p r i c e .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g w h a t e x a c t p r i c e i s r e t u r n e d b y t h i s f u n c t i o n f o r a

b i n I D .

C l i e n t C o m m e n t W i t h i n a b i n , t h e p r i c e i s a l w a y s t h e s a m e� �
5 1 function getPriceFromId(ILBPair LBPair, uint24 id) external view

↪→ returns (uint256);� �
C V F - 2 2 4 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e c r e a t e d p a i r .� �
6 5 function createLBPair(� �
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C V F - 2 2 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .� �
6 5 function createLBPair(� �� �
7 2 function addLiquidity(LiquidityParameters memory liquidityParameters

↪→ ) external;� �� �
7 4 function addLiquidityAVAX(LiquidityParameters memory

↪→ liquidityParameters) external payable;� �� �
7 6 function removeLiquidity(� �� �
8 8 function removeLiquidityAVAX(� �� �
9 9 function swapExactTokensForTokens(� �� �
1 0 8 function swapExactTokensForAVAX(� �� �
1 1 7 function swapExactAVAXForTokens(� �� �
1 2 5 function swapTokensForExactTokens(� �� �
1 3 4 function swapTokensForExactAVAX(� �� �
1 4 3 function swapAVAXForExactTokens(� �� �
1 5 1 function swapExactTokensForTokensSupportingFeeOnTransferTokens(� �� �
1 6 0 function swapExactTokensForAVAXSupportingFeeOnTransferTokens(� �� �
1 6 9 function swapExactAVAXForTokensSupportingFeeOnTransferTokens(� �� �
1 7 7 function sweep(� �
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C V F - 2 2 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d r e t u r n t h e l i q u i d i t y a m o u n t s m i n t e d .� �
7 2 function addLiquidity(LiquidityParameters memory liquidityParameters

↪→ ) external;� �� �
7 4 function addLiquidityAVAX(LiquidityParameters memory

↪→ liquidityParameters) external payable;� �
C V F - 2 2 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d r e t u r n t h e t o k e n a m o u n t s r e t r i e v e d .� �
7 6 function removeLiquidity(� �� �
8 8 function removeLiquidityAVAX(� �
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C V F - 2 2 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .

C l i e n t C o m m e n t t o k e n P a t h a n d p a i r V e r s i o n s d o n ’ t h a v e t h e s a m e l e n g t h� �
8 2 uint256[] memory ids,

uint256[] memory amounts,� �� �
9 3 uint256[] memory ids,

uint256[] memory amounts,� �� �
1 0 2 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 1 1 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 1 9 uint256[] memory pairVersions,

1 2 0 IERC20[] memory tokenPath,� �� �
1 2 8 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 3 7 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 4 5 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 5 4 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 6 3 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �� �
1 7 1 uint256[] memory pairVersions,

IERC20[] memory tokenPath,� �
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C V F - 2 2 9 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e a r g u m e n t s s h o u l d b e “ a d d r e s s p a y a b l e ” .� �
9 5 address to,� �� �
1 1 3 address to,� �� �
1 3 9 address to,� �� �
1 6 5 address to,� �
C V F - 2 3 0 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d r e t u r n t h e a c t u a l o u t p u t a m o u n t .� �
9 9 function swapExactTokensForTokens(� �� �
1 0 8 function swapExactTokensForAVAX(� �� �
1 1 7 function swapExactAVAXForTokens(� �� �
1 5 1 function swapExactTokensForTokensSupportingFeeOnTransferTokens(� �� �
1 6 0 function swapExactTokensForAVAXSupportingFeeOnTransferTokens(� �� �
1 6 9 function swapExactAVAXForTokensSupportingFeeOnTransferTokens(� �
C V F - 2 3 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d r e t u r n t h e a c t u a l i n p u t a m o u n t s .� �
1 2 5 function swapTokensForExactTokens(� �� �
1 3 4 function swapTokensForExactAVAX(� �� �
1 4 3 function swapAVAXForExactTokens(� �
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C V F - 2 3 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n i s u s a b l e o n l y b y t h e o w n e r .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t s d e c l a r a t i o n f r o m t h i s i n t e r f a c e .� �
1 7 7 function sweep(� �
C V F - 2 3 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.8.9;� �
C V F - 2 3 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n 1 1 2 b i t f o r a t o k e n a m o u n t d o e s n ’ t l o o k s u f f i c i e n t i n g e n e r a l . U s u a l l y D e F i

a l l o w a t l e a s t 1 2 8 b i t f o r a m o u n t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g m o r e b i t s f o r t o k e n a m o u n t s o r p a c k i n g a m o u n t s s o m e -

h o w .� �
1 5 uint112 reserveX;

uint112 reserveY;� �
C V F - 2 3 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e f i e l d s a r e n o t d o c u m e n t e d a n d t h e i r s e m a n t i c s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 7 uint256 accTokenXPerShare;

uint256 accTokenYPerShare;� �
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C V F - 2 3 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t t h e c u r r e n t I D i s , a n d t h e c o m m e n t d o e s n ’ t h e l p .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g a b i t m o r e o n e t h i s .� �
2 3 /// - activeId: The current id used for swaps, this is also linked

↪→ with the price� �� �
3 7 uint24 activeId;� �
C V F - 2 3 7 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n I t i s u n c l e a r w h a t a n o r a c l e I D i s , a n d t h e c o m m e n t d o e s n ’ t h e l p .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g a b i t m o r e o n t h i s .� �
3 1 /// - oracleId: The current id of the oracle� �� �
4 4 uint24 oracleId;� �
C V F - 2 3 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n I n s o m e p l a c e s y o u u s e u i n t 1 1 2 f o r r e s e r v e s , i n o t h e r s u i n t 1 3 6 , b e t t e r

t o k e e p c o n s i s t e n c y .

C l i e n t C o m m e n t u i n t 1 3 6 a r e f o r t o t a l r e s e r v e s a s t h e r e i s a m a x i m u m o f 2 * * 2 4 b i n s o f

2 * * 1 1 2 t o k e n s� �
3 8 uint136 reserveX;

uint136 reserveY;� �
C V F - 2 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n S i n c e r e s e r v e s a r e u i n t 1 1 2 , y o u c a n u s e s m a l l e r u i n t h e r e t o s a v e s t o r -

a g e s p a c e .� �
5 3 uint256 debtX;

uint256 debtY;� �
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C V F - 2 4 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n N o c o m m e n t s h e r e , h o w e v e r a l l o t h e r s t r u c t u r e s h a v e c o m m e n t s a b o u t

e v e r y a t t r i b u t e . B e t t e r t o b e c o n s i s t e n t .� �
6 5 struct MintInfo {

uint256 amountXIn;

uint256 amountYIn;

uint256 amountXAddedToPair;

uint256 amountYAddedToPair;

7 0 uint256 totalDistributionX;

uint256 totalDistributionY;

uint256 id;

uint256 amount;

}� �
C V F - 2 4 1 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n M o s t o f D E X e s n a m e s s u c h a t t r i b u t e s a s t o k e n 0 a n d t o k e n 1 , b e t t e r t o

f o l l o w t h i s p r a c t i c e .

C l i e n t C o m m e n t W e u s e X a n d Y b e c a u s e Y i s t h e q u o t e a s s e t , w h i l e 1 a n d 0 a r e c o n n o t e d

t o b e o r d e r e d� �
7 6 function tokenX() external view returns (IERC20);

function tokenY() external view returns (IERC20);� �
C V F - 2 4 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 0 5 uint256 min,

uint256 max� �
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C V F - 2 4 3 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 1 3 uint256 cumulativeId,

uint256 cumulativeAccumulator,

uint256 cumulativeBinCrossed� �
C V F - 2 4 4 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e “ s e n d T o k e n Y ” a r g u m e n t i s u n c l e a r . T h i s a r g u m e n t

s e e m s t o s p e c i f y t h e s e a r c h d i r e c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g i t .

C l i e n t C o m m e n t W e b e l i e v e t h a t i t ’ s e a s i e r t o u n d e r s t a n d l i k e t h a t t h a n u s i n g t h e s e a r c h

d i r e c t i o n� �
1 2 0 function findFirstNonEmptyBinId(uint24 id, bool sentTokenY) external

↪→ view returns (uint256);� �
C V F - 2 4 5 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e f u n c t i o n n a m e i s c o n f u s i n g a s i t a c t u a l l y s e a r c h e s f o r t h e n e x t n o n - e m p t y

b i n a f t e r ( o r b e f o r e ) t h e g i v e n b i t .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 2 0 function findFirstNonEmptyBinId(uint24 id, bool sentTokenY) external

↪→ view returns (uint256);� �
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C V F - 2 4 6 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r

a d d i n g a d o c u m e n t a t i o n c o m m e n t .� �
1 2 6 function swap(bool sentTokenY, address to) external returns (uint256

↪→ , uint256);� �
C V F - 2 4 7 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s , a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s f u n c t i o n .� �
1 2 6 function swap(bool sentTokenY, address to) external returns (uint256

↪→ , uint256);� �� �
1 2 8 function flashLoan(� �� �
1 3 5 function mint(� �� �
1 4 2 function burn(� �� �
1 4 8 function increaseOracleLength(uint16 _nb) external;� �� �
1 5 0 function collectFees(address _account, uint256[] memory _ids)

↪→ external;� �� �
1 5 2 function collectProtocolFees() external;� �� �
1 5 4 function setFeesParameters(bytes32 packedFeeParameters) external;� �
C V F - 2 4 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d a l s o r e t u r n t h e l i q u i d i t y a m o u n t s m i n t e d f o r e a c h

b i n .� �
1 3 5 function mint(� �
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C V F - 2 4 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t h r e e

f i e l d s , r a t h e r t h a n t h r e e p a r a l l e l a r r a y s . S u c h a p p r o a c h w o u l d a l s o m a k e t h e l e n g t h c h e c k

u n n e c e s s a r y .� �
1 3 6 uint256[] memory _ids,

uint256[] memory _distributionX,

uint256[] memory _distributionY,� �
C V F - 2 5 0 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r

a d d i n g a d o c u m e n t a t i o n c o m m e n t .� �
1 4 0 ) external returns (uint256, uint256);� �
C V F - 2 5 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h e n t w o p a r a l l e l a r r a y s . S u c h a p p r o a c h w o u l d a l s o m a k e t h e l e n g t h c h e c k

u n n e c e s s a r y .� �
1 4 3 uint256[] memory ids,

uint256[] memory _amounts,� �
C V F - 2 5 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n e d v a l u e s a n d / o r

a d d i n g a d o c u m e n t a t i o n c o m m e n t .� �
1 4 6 ) external returns (uint256, uint256);� �
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C V F - 2 5 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e f u n c t i o n i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t T h e b o d y c h a n g e d� �
1 4 8 function increaseOracleLength(uint16 _nb) external;� �
C V F - 2 5 4 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e c o l l e c t e d a m o u n t s .� �
1 5 0 function collectFees(address _account, uint256[] memory _ids)

↪→ external;� �
C V F - 2 5 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B P a i r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e c o l l e c t e d a m o u n t s .� �
1 5 2 function collectProtocolFees() external;� �
C V F - 2 5 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I P e n d i n g O w n a b l e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t F i x e d s o m e w h e r e� �
1 0 function setPendingOwner(address pendingOwner) external;� �� �
1 2 function revokePendingOwner() external;� �� �
1 4 function becomeOwner() external;� �� �
1 6 function renounceOwnership() external;� �
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C V F - 2 5 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I W A V A X . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g t h e a r g u m e n t a d e s c r i p t i v e n a m e a n d / o r a d d i n g a d o c -

u m e n t a t i o n c o m m e n t .� �
1 0 function withdraw(uint256) external;� �
C V F - 2 5 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B F l a s h L o a n C a l l b a c k . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p e r s i d e v e r s i o n r a n g e i s a b a d p r a c t i c e

a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.8.9;� �
C V F - 2 5 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B F l a s h L o a n C a l l b a c k . s o l

R e c o m m e n d a t i o n F u n c t i o n n a m e s u s u a l l y s t a r t w i t h l o w e r c a s e l e t t e r s .

C l i e n t C o m m e n t W e a g r e e d t h a t a c r o n y m s s h o u l d b e i n c a p s l e t t e r� �
6 function LBFlashLoanCallback(� �
C V F - 2 6 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p e r s i d e v e r s i o n r a n g e i s a b a d p r a c t i c e

a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.8.9;� �
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C V F - 2 6 1 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t o f t h e r e t u r n e d v a l u e s i n u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
3 4 function MIN_FEE() external pure returns (uint256);� �� �
3 6 function MAX_FEE() external pure returns (uint256);� �� �
4 2 function MAX_PROTOCOL_SHARE() external pure returns (uint256);� �
C V F - 2 6 2 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n r e t u r n s o n l y o n e L B p a i r .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
5 0 function allLBPairs(uint256 id) external returns (ILBPair);� �
C V F - 2 6 3 . F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n r e t u r n s t h e n u m b e r o f L B p a i r s .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
5 2 function allPairsLength() external view returns (uint256);� �
C V F - 2 6 4 . F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s f u n c t i o n i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
6 0 function setFactoryHelper() external;� �
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C V F - 2 6 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B F a c t o r y . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .� �
6 0 function setFactoryHelper() external;� �� �
6 2 function createLBPair(� �� �
6 9 function setFeeRecipient(address feeRecipient) external;� �� �
7 1 function setLBPairBlacklist(� �� �
7 8 function setPreset(� �� �
9 0 function removePreset(uint16 binStep) external;� �� �
1 1 3 function setFeeParametersOnPair(� �
C V F - 2 6 6 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n T h e t y p e s o f s e t a n d r e t r i e v e d v a l u e s d o n ’ t m a t c h .

R e c o m m e n d a t i o n C o n s i d e r m a k i n g t h e m c o n s i s t e n t .� �
8 0 uint8 _baseFactor,

uint16 _filterPeriod,

uint16 _decayPeriod,

uint8 _reductionFactor,

uint8 _variableFeeControl,

uint8 _protocolShare,

uint72 _maxAccumulator,

uint8 _sampleLifetime� �� �
9 6 uint256 baseFactor,

uint256 filterPeriod,

uint256 decayPeriod,

uint256 reductionFactor,

1 0 0 uint256 variableFeeControl,

uint256 protocolShare,

uint256 maxAccumulator,

uint256 sampleLifetime� �
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C V F - 2 6 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B F a c t o r y . s o l

D e s c r i p t i o n T h e s e f u n c t i o n s d o n ’ t s c a l e a n d t h e r e c o u l d b e t o o m a n y b i t s t e p s t o b e

r e t u r n e d i n o n e t r a n s a c t i o n .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g a n a b i l i t y t o r e t r i e v e o n l y a p o r t i o n o f t h e r e s u l t

a n d / o r c h e c k i n g i n d i v i d u a l b i t s t e p s f o r w h e t h e r t h e y a r e a v a i l a b l e .

C l i e n t C o m m e n t T h e r e w i l l n e v e r b e m o r e t h a n 1 0 0 b i n s t e p s , s a m e f o r p r e s e t s a s t h e

b i n S t e p i s u n i q u e i n p r e s e t s� �
1 0 6 function getAvailablePresetsBinStep() external view returns (uint256

↪→ [] memory presetsBinStep);� �� �
1 0 8 function getAvailableLBPairsBinStep(IERC20 _tokenX, IERC20 _tokenY)� �
C V F - 2 6 8 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I L B F a c t o r y H e l p e r . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p e r s i d e v e r s i o n r a n g e i s a b a d p r a c t i c e ,

a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.8.9;� �
C V F - 2 6 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I L B F a c t o r y H e l p e r . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t , a n d t h i s e v e n t s h o u l d b e d e -

c l a r e d i n t h i s i n t e r f a c e .� �
1 3 function createLBPair(� �
C V F - 2 7 0 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I L B F a c t o r y H e l p e r . s o l

D e s c r i p t i o n T h e s t r u c t u r e o f t h i s a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .

C l i e n t C o m m e n t I t ’ s d o c u m e n t e d i n t h e m a i n c o n t r a c t� �
1 9 bytes32 packedFeeParameters� �
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C V F - 2 7 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p e r s i d e v e r s i o n r a n g e i s a b a d p r a c t i c e

a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h t h e f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g l i k e “ ^ 0 . 5 . 0 | | ^ 0 . 6 . 0 | | ^ 0 . 7 . 0 | | ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.5.0;� �
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C V F - 2 7 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e e v e n t s a n d f u n c t i o n s a r e d e c l a r e d b y E R C 2 0 s t a n d a r d .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h e m f r o m h e r e a n d i n h e r i t i n g t h i s i n t e r f a c e f r o m

“ I E R C 2 0 M e t a d a t a ” .� �
6 event Approval(address indexed owner, address indexed spender,

↪→ uint256 value);

event Transfer(address indexed from, address indexed to, uint256

↪→ value);� �� �
9 function name() external pure returns (string memory);� �� �
1 1 function symbol() external pure returns (string memory);� �� �
1 3 function decimals() external pure returns (uint8);� �� �
1 5 function totalSupply() external view returns (uint256);� �� �
1 7 function balanceOf(address owner) external view returns (uint256);� �� �
1 9 function allowance(address owner, address spender) external view

↪→ returns (uint256);� �� �
2 1 function approve(address spender, uint256 value) external returns (

↪→ bool);� �� �
2 3 function transfer(address to, uint256 value) external returns (bool)

↪→ ;� �� �
2 5 function transferFrom(

address from,

address to,

uint256 value

) external returns (bool);� �

T r a d e r J o e 9 9



C V F - 2 7 3 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e t h i s f u n c t i o n r e t u r n s a s i g n l e n o n c e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
3 5 function nonces(address owner) external view returns (uint256);� �
C V F - 2 7 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n I n c o n t r a s t t o o t h e r s i m i l a r e v e n t s , t h i s e v e n t d o e s n ’ t h a v e t h e “ t o ” p a r a m e t e r ,

w h i c h m e a n s t h a t t h e s e n d e r a n d t h e b e n e f i c i a r y i s a l w a y s t h e s a m e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g t h e “ t o ” p a r a m e t e r f o r c o m p l e t e n e s s e v e n i f i n t h e

c u r r e n t v e r s i o n d i f f e r e n t b e n e f i c i a r y i s n o t s u p p o r t e d y e t .� �
4 7 event Mint(address indexed sender, uint256 amount0, uint256 amount1)

↪→ ;� �
C V F - 2 7 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n S e p a r a t e “ i n ” a n d “ o u t ” a m o u n t s f o r b o t h t o k e n s l o o k r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r h a v i n g o n e a m o u n t f o r e a c h t o k e n a n d a s e p a r a t e s w a p d i -

r e c t i o n .� �
5 1 uint256 amount0In,

uint256 amount1In,

uint256 amount0Out,

uint256 amount1Out,� �
C V F - 2 7 6 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s e v e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
5 7 event Sync(uint112 reserve0, uint112 reserve1);� �
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C V F - 2 7 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e P a i r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I J o e F a c t o r y ” .� �
6 1 function factory() external view returns (address);� �
C V F - 2 7 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e P a i r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I E R C 2 0 ” .� �
6 3 function token0() external view returns (address);� �� �
6 5 function token1() external view returns (address);� �
C V F - 2 7 9 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h i s r e t u r n v a l u e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n v a l u e a n d / o r a d d i n g

a d o c u m e n a t a i o n c o m m e n t .� �
7 3 uint32 blockTimestampLast� �
C V F - 2 8 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e r e t u r n v a l u e s a n d / o r a d d i n g

d o c u m e n a t a i o n c o m m e n t s .� �
7 6 function price0CumulativeLast() external view returns (uint256);� �� �
7 8 function price1CumulativeLast() external view returns (uint256);� �� �
8 0 function kLast() external view returns (uint256);� �
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C V F - 2 8 1 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e s e f u n c t i o n s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g d o c u m e n t a t i o n c o m m e n t s .� �
9 3 function skim(address to) external;� �� �
9 5 function sync() external;� �
C V F - 2 8 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I J o e P a i r . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g d e s c r i p t i v e n a m e s t o t h e a r g u m e n t s a n d / o r a d d i n g a

d o c u m e n t a t i o n c o m m e n t .� �
9 7 function initialize(address, address) external;� �
C V F - 2 8 3 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e I J o e F a c t o r y . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d f r o m t h e u p p e r s i d e v e r s i o n r a n g e i s a b a d p r a c t i c e

a s i t i s i m p o s s i b l e t o g u a r a n t e e c o m p a t i b i l i t y w i t h t h e f u t u r e m a j o r r e l e a s e s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g l i k e “ ^ 0 . 5 . 0 | | ^ 0 . 6 . 0 | | ^ 0 . 7 . 0 | | ^ 0 . 8 . 0 ” .� �
3 pragma solidity >=0.5.0;� �
C V F - 2 8 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n T h i s t y p e o f t h e t o k e n p a r a m e t e r s s h o u l d b e “ I E R C 2 0 ” . T h e t y p e o f t h e

“ p a i r ” p a r a m e t e r s h o u l d b e “ I J o e P a i r ” .� �
6 event PairCreated(address indexed token0, address indexed token1,

↪→ address pair, uint256);� �

T r a d e r J o e 1 0 2



C V F - 2 8 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I J o e F a c t o r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e l a s t p a r a m e t e r i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g t h e l a s t p a r a m e t e r a d e s c r i p t i v e n a m e a n d / o r a d d i n g

a d o c u m e n t a t i o n c o m m e n t .� �
6 event PairCreated(address indexed token0, address indexed token1,

↪→ address pair, uint256);� �
C V F - 2 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t s t y p e s h o u l d b e “ I E R C 2 0 ” . T h e r e t u r n t y p e s h o u l d b e

“ I J o e P a i r ” .� �
1 4 function getPair(address tokenA, address tokenB) external view

↪→ returns (address pair);� �
C V F - 2 8 7 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e F a c t o r y . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n r e t u r n s o n l y o n e p a i r .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g .� �
1 6 function allPairs(uint256) external view returns (address pair);� �
C V F - 2 8 8 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e F a c t o r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e a r g u m e n t i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e a r g u m e n t a n d / o r a d d i n g a

d o c u m e n t a t i o n c o m m e n t .� �
1 6 function allPairs(uint256) external view returns (address pair);� �

T r a d e r J o e 1 0 3



C V F - 2 8 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I J o e P a i r ” .� �
1 6 function allPairs(uint256) external view returns (address pair);� �
C V F - 2 9 0 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n B e t t e r n a m e w o u l d b e “ p a i r s C o u n t ” .� �
1 8 function allPairsLength() external view returns (uint256);� �
C V F - 2 9 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t s t y p e s h o u l d b e “ I E R C 2 0 ” . T h e r e t u r n t y p e s h o u l d b e

“ I J o e P a i r ” .� �
2 0 function createPair(address tokenA, address tokenB) external returns

↪→ (address pair);� �
C V F - 2 9 2 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I J o e F a c t o r y . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e . A l t e r n a t i v e l y , c o n s i d e r s p l i t t i n g t h i s i n t e r f a c e i n t o “ u s e r ” a n d

“ a d m i n i s t r a t i o n ” p a r t s .� �
2 2 function setFeeTo(address) external;� �� �
2 4 function setFeeToSetter(address) external;� �� �
2 6 function setMigrator(address) external;� �

T r a d e r J o e 1 0 4
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