FlyBot on AWS: system architecture

How the parts of FlyBot on AWS fit together, what runs where, and which way the data goes. State of the system: 27
October 2026. The numbers and the reasons behind each choice are in the technical report; the interfaces are specified in
CONTRACTS.md and the decisions in DECISIONS.md.

FlyBot on AWS: architecture

Input — OpenCV 5 — Vision/Perception layer — Al/Agent layer — AWS infrastructure — Decision/Action; a confirmed action produces the next photo

1INPUT

trap camera:

EZVIZ trap cameras x 2

lure traps BE4089629, BE4111159
in an orchard, southern Vietnam;
FlyBot captures on schedule
through EZVIZ Open Platform

ESP32-S3 trap camera
firmware-esp32 v0.8.0 (public)
Wi-Fi or 4G, GPS, solar + LiPo,
deep sleep; HTTPS photo upload,
MQTT to loT Core, KVS master,
remote log + crash reports

Grower in FlyBot

web app, chatbot question about
a photo ("why did it jump?"),
confirm cards, Telegram

Guest access (judges)
read-only demo account, 2 h:
the 2 real traps + a simulated
farm network, every item
labelled Simulated

Replay (no hardware)

24 real photos in data/samples,
make replay-sample: the same
handler, rule planner, offline

A

OPENCV 5

pencv-python-headi

dnn, new engine
readNet(.., ENGINE_NEW),
YOLO26n ONNX [1, 300, 6],
NMSBoxes; the engine used
is recorded in every answer

imgproc

HSV inRange, contours,
approxPolyDP, warpPerspective,
Laplacian, histograms,
adaptiveThreshold, watershed

features

SIFT + FLANN + findHomography
(USAC_MAGSAC) per photo;
ALIKED + LightGlueMatcher

on demand

video + objdetect
MOG?2, phaseCorrelate,
FaceDetectorYN (YuNet) blur

COOL on Graviton4

AMI, OpenCV 5.1.0-dev, c8g;
benchmarked on 500 real pairs,
not in the serving path

3 VISION / PERCEPTION
>

4 Al / AGENT
> [l

sentinel/agent, same Lambda

>

lambda/vision/sentinel/vision

Fly count (op 5)
YOLO26n + box rules, test F1
0.9006; 2 x 2 tiles on sticky traps

Planner

detect mode: rule planner
(policy.yaml), deterministic
deep mode: Claude Haiku 5.5
(Anthropic API), rule fallback

14 typed tools

analyze_trap_photo, history,

capture, set_image, schedule,
review, follow-up, proposals;
device tools return proposals

AGENT
Guardrails

run-state whitelist, budgets,
quiet hours, battery, evidence-

grounded proposals, untrusted-

text filter, kill switch >

Quality gate (op 2)
blur, glare, dark, IR, trap
missing; flags + 0-100 score

Trap find (op 1)
lure tray floor or sticky card

Registration + diff (ops 3-4)
new vs persisted boxes,
card moved / changed

Crowding - density (ops 6-7) '>
card saturation, 4 x 4 grid

Trace per photo
decisions, tool calls, tokens,
timings — stored by FlyBot

FlyBot chatbot

Gemini (Vertex Al) with tools
analyze_photo_deep and
propose_action

Occlusion + privacy (op 8)
hand / animal in front, camera
moved, faces blurred

Output
contract JSON: boxes, flags, face
regions; no picture stored

McP
none i this entry: tools are
called in-process

5 AWS INFRASTRUCTURE

ap-southeast-2, one SAM stack

EC2 tdg.micro + Elastic IP
FlyBot (Node 22, Vue 3),
MongoDB 7, Caddy TLS:
flybotagrhub.com

Lambda armé4, 2 GB, 120 s
container from ECR, built by
CodeBuild; one Invoke per photo

AWS loT Core

thing type camos-camera, one
policy, shadow, RPC, presence,
log topic; KVS role alias

Kinesis Video Streams
WebRTC channel per camera,
15-min viewer credentials

S3

photos, FlyBot releases,
Lambda build context

Ops

Secrets Manager, CloudWatch
alarms — SNS, SSM, 1AM,
CloudFormation (SAM)

6 DECISION / ACTION
»>|

.>

a person confirms, FlyBot acts

Proposals — confirm cards
capture_now, set_isp (CamOS),
set_interval, review_request,
notify; reason in vi + en;

chat + Telegram; 24 h expiry

10T CORE

Confirmed: camera action
EZVIZ capture API, or CamOS
RPC snapshot.now / shadow
(image settings, schedule)

New photo
— Lambda again (the loop)

HUMAN APPROVAL

Chatbot answer
deep-mode markdown + its
proposals as cards

Alerts
FlyBot thresholds and surges:
Telegram, email, web push

Live view
KVS WebRTC to the browser,

on request

Camera fleet (admin)
firmware from GitHub (alpha /
beta / stable), OTA rollouts,
pause, battery guard, remote log

[ Cloud-Optimized Opencv (R agent component

[ none in this entry

LOOP: a confirmed capture produces a new photo, which is perceived again

CIISYIILA = person decides EXTL AWS loT Core

Columns 2-4 run inside one Lambda invocation per photo. Numbers: models/MODEL_CARD.md, bench/REPORT_COOL.md, infra/template.yam|

CTED o cevce irmuare

CEITTD ovency s feature

Figure 1. The six layers (docs/diagrams/architecture.svg). Markers: COOL, AGENT, MCP (none in this entry), HUMAN
APPROVAL, IOT CORE, FIRMWARE, OPENCV 5 NEW.

1. Components

Component

EZVIZ trap
cameras

CamOS trap
camera

FlyBot app

Runs on

the farm, EZVIZ cloud

ESP32-S3 board in the trap (Wi-
Fi or 4G, GPS, solar)

EC2 t4g.micro (Node 22 API,

Vue 3 client, Caddy TLS;

MongoDB 7 or an external

MongoDB)

Vision Lambda

Lambda arm64 container, 2,048

MB, 120 s

Agent

Infrastructure

External
services

the same Lambda invocation

one SAM stack flybot-
<stage> in ap-southeast-2

outside AWS

Code
(EZVIZ2)

camos-esp32-trap v0.9.2

flybot feat/aws

lambda/vision/sentinel/vision/

lambda/vision/sentinel/agent/

infra/template.yaml, deploy.sh

Job

photos of lure traps on FlyBot's schedule,
through the EZVIZ Open Platform

photos over HTTPS, MQTT to loT Core
(shadow, RPC, presence, log), live view as
KVS WebRTC master, OTA updates

users, farms, cameras, photos, schedules,
alerts, chatbot, confirm cards, the Sentinel
console, the camera fleet, guest access

the OpenCV 5 ops on each photo and its
previous photo: count, quality, trap,
registration, change, crowding, density,

occlusion, faces

rule planner (every photo) or Claude Haiku
5.5 planner (grower questions), 14 typed
tools, guardrails, trace, proposals

Lambda, ECR, CodeBuild, EC2, loT Core,
Kinesis Video Streams, S3, Secrets Manager,
CloudWatch, SNS, IAM, SSM

EZVIZ Open Platform, Anthropic API (deep
mode), Vertex Al (FlyBot's chatbot), Telegram,

SMTP, Let's Encrypt


file:///D:/Workspace/Gits/CamHub/flybot-aws/docs/REPORT.md
file:///D:/Workspace/Gits/CamHub/flybot-aws/docs/CONTRACTS.md
file:///D:/Workspace/Gits/CamHub/flybot-aws/docs/DECISIONS.md
https://github.com/agrhub/camos-esp32-trap
https://github.com/agrhub/flybot

The Lambda is stateless. FlyBot's MongoDB owns cameras, photos, counts, confirm cards and traces; S3 holds the photos.

2. Data flows

2.1 A photo, from capture to decision

HOW IT WORKS

From one fly to the farm’s report

IN THE ORCHARD AWS - SYDNEY - ONE SAM STACK

W 4G -HTTPS ﬁ
—_— _ . > —_—
a =

A fly enters the trap Sent over 4G FlyBot on EC2 Amazon S3 - MongoDB

the camerain the lid takes a photo HTTPS, with the camera’s own token receives every photo the photo and its record

AWS loT Core — a new photo

FOR THE FARMER

. alerts
vV]ie—— «—
A -

A person confirms Dashboard and reports Sentinel agent AWS Lambda - OpenCV 5

on Telegram or in the app counts, map, alerts checks the rules, proposes YOLO26n counts the flies

The same path in the demo video (https.//youtu.be/mfCE2EEFPqg).

1. Capture. FlyBot asks an EZVIZ camera for a photo on schedule, or a CamOS camera uploads one over HTTPS with its
device token. FlyBot stores the photo in S3 (or an S3-compatible store) and a photo record in MongoDB.

2. Analysis. FlyBot calls Lambda.Invoke once, synchronously: the photo and the previous photo of the same camera by S3
key (or presigned URL), the camera, its trap kind and platform, its battery, 14 days of counts (docs/CONTRACTS .md
section 1).

3. Perception. The Lambda decodes both photos and runs the OpenCV 5 ops (report section 4): YOLO26n on the new
DNN engine (2 x 2 tiles on sticky cards), the quality gate, trap finding, SIFT registration, the change since the last photo,
crowding, density, occlusion and a moved camera, YuNet face regions.

4. Decision. The agent turns OpenCV's numbers into decisions under guardrails (run states, budgets, quiet hours, battery,
evidence-grounded proposals, untrusted-text filter, kill switch). Device tools never reach a camera from the Lambda: an
accepted action leaves as a proposal ( capture_now, set_isp, set_interval, review_request, notify) with its reason in
Vietnamese and English.

5. Answer. One JSON response: counts, boxes, quality, diff, density, proposals, trace, privacy regions and timings. The
Lambda stores no picture. FlyBot saves the count and the trace with the photo, draws the boxes on its own photo and
blurs the returned face regions.

2.2 A proposal, from card to camera (human approval)

1. FlyBot turns each proposal into a confirm card in the owner's chat panel, the Sentinel console and Telegram, in the
reader's language. Unanswered cards expire after 24 hours without any action.

2. Only a person's Confirm runs it: an EZVIZ capture, an loT Core RPC (snapshot.now), or a device-shadow change
(capture interval, image settings).

3. A confirmed capture produces a new photo, which goes through flow 2.1 again: the loop closes.



Agent workflow: perception — decision — action — new visual input

One guarded run per photo inside the vision Lambda; FlyBot turns its proposals into confirm cards and runs only what a person confirms

Photo or question FlyBot request PERCEPTION DECISION GUARDRAILS check
EZVIZ schedule (FlyBot cron), photo + previous photo (53 keys), analyze_trap_photo — OpenCV 5 detect: rule planner run-state whitelist, quiet hours
P E5P32-53 upload (device API), camera, trap kind, platform, count, quality, trap, diff, deep: Claude Haiku 5.5 with tool 20:00-05:00, capture budget,
confirmed capture_now, » battery, 14 days of counts; > crowding, oc);Iuswon, faces; > use; error, refusal or timeout > battery < 40 %: half, < zog%: none,
chatbot question (deep mode) Lambda.Invoke, timeout 120 s no picture is stored — rule planner, traced evidence refs, kill switch
'
blocked: the reason goes back to the planner and into the trace
allowed
RESPONSE + TRACE (every photo) ACTION = proposal in the response
{traceld, model, counts, boxes, quality, diff, density, proposals[], answer, capture — capture_now - set_image — set_isp (CamOS only) - set_capture_schedule —
trace {planner, decisions[{rule, action, reasons, evidence}], toolCalls[{(name, args, status, set_interval - request_human_review — review_request - surge / threshold — notify
blocked_reason, state_before/after, ms}), tokens, fallback, outcome), privacy {regions}, timings} < each with reason (vi + en), confidence, requiresApproval (policy.yaml) and its evidence;
— FlyBot stores it, draws the boxes and blurs face regions on its own photo the Lambda itself never touches a camera
v v v
Confirm card — camera Chatbot (deep mode) Alerts and review Rule planner order (lambda/visi inel/ag icy.yaml)
chat card + Telegram, reason in Gemini calls analyze_photo_deep FlyBot's own rules on the stored 1 ir = not counted, wait; battery < 20 % — no extra capture, no ISP change
vi + en; Confirm / Reject (24 h) — Lambda deep mode — answer counts: thresholds, surges; 2 glare / dark / overexposed on a CamOS camera — set_isp, then a verification capture
— EZVIZ capture, CamOS RPC (numbers and flags as text, review_request puts the photo 3 blurry, or glare on EZVIZ (no ISP control) — capture again (once per event)
or loT shadow (settings, never pixels) — propose_action in front of a person 4 occluder (op 8) — not counted, one recapture; trap missing — recapture, then review
schedule) — new photo — confirm card 5 sticky card full or changed — review (card change)
6 two counts apart by > max(3, 20 %) (when a second count is given) — review
7 surge (>= 5 flies, +3, x 1.5 vs 3 days ago, from the request's history) — notify /

review; no treatment is ever applied by the system
LOOP: new visual input

Run states (guardrail whitelist)
INGESTED ANALYZED DECIDED ACTED WAITING_APPROVAL FOLLOWUP
—>| —>| —>| —> N >
read tools only analyze ok planner decision proposal accepted no more device actions expired / decided

Human control: every proposal from the Lambda becomes a confirm card, also the ones policy.yaml marks requiresApproval=false; nothing runs before a person presses Confirm. Guests read traces and cards, never confirm.
Evidence: docs/evidence/agent/trace_example.json (real photos, clean — no_op, glare — capture_now), eval/RESULTS.md section 4 (failure injection), eval/SYNTHETIC_AGENT_EVAL.md (simulated photos).

CD 20ent component. CITITIIT o person decides  (ENRERTID) Opency s feature

Figure 2. The agent's perception, decision and action steps ( docs/diagrams/agent_workflow.svg).

2.3 A grower's question

FlyBot's chatbot (Gemini on Vertex Al) calls two tools, analyze_photo_deep and propose_action. The first calls the same
Lambda in deep mode: the Claude Haiku 5.5 planner reads OpenCV's numbers as text (never the photo) and answers in
markdown; any LLM error falls back to the rule planner and a templated answer. Proposals from a question become
confirm cards like any other.

2.4 A CamOS camera: onboarding, live view, fleet

e Zero-touch registration. The camera generates its key on first boot; FlyBot signs its CSR through loT Core, creates the
thing camos-camera and its KVS channel; the owner claims it by QR code or serial and verify code (docs/CONTRACTS .md
section 2a). Each certificate may use only its own topics camos/<serial>/....

e Control. Shadow (desired and reported settings), RPC (snapshot.now, live.start, gps.fix, ota.apply, log.start),
presence, events.

e Live view. Kinesis Video Streams WebRTC: the camera is the master (KVS credentials through an loT role alias), each
browser a viewer with 15-minute credentials for one channel; software H.264 at 320x240, or the camera's own JPEG
frames over the data channel (no hardware H.264 on the ESP32-S3). A camera on battery joins at its next wake: a Wi-Fi
check-in every 2-10 minutes by day, or its next photo slot on 4G; FlyBot shows it as Sleeping with its wake time and the
live page waits for it.

® Fleet. Serial registry, firmware releases from GitHub checked against sHA256suMs on alpha, beta and stable channels,
rollouts with per-camera progress, a battery guard, pause, a remote console log on camos/<serial>/log (24 hours
kept) and crash reports.

3. Deployment

Piece How it ships

Stack ./deploy.sh (one command, idempotent): preflight, discovery, models, secrets, the SAM stack, the FlyBot release, the
Lambda image, the host bootstrap, health, smoke test and a cold/warm latency measurement

Lambda built on ARM by CodeBuild, tagged with a hash of its code and models, stored in ECR; nothing is built on the server
image
FlyBot built on the operator's computer, published as a GitHub pre-release flybot-<commit> with its sha256; the server follows a

release pointer in S3 and switches atomically (the previous release kept for --rollback)



Piece How it ships

Host Amazon Linux 2023 arm64; infra/host/bootstrap.sh run through SSM installs Node 22, Caddy and (without
MONGO_URI ) MongoDB 7 and starts FlyBot under systemd

Firmware GitHub releases of camos-esp32-trap (web flasher for the first install, OTA afterwards)

The live demo uses FlyBot's existing external MongoDB (MONGO_URI ) and its S3-compatible photo store outside AWS
(S3_ENDPOINT): the Lambda reads its photos through presigned URLs (report section 5).

4. Security and privacy

e Secrets live in Secrets Manager only; FlyBot reads them at start-up with the instance role; infra/ops/secrets-scan.sh
checks every commit. IMDSV2 is required; SSH is optional (SSM is used).

e Least privilege. The instance role invokes only its Lambda, reads only its buckets and manages only camos-camera
things and their certificates. One certificate per camera, limited to its own topics. Browsers never see server credentials.

e People in photos. No photo is ever sent to an LLM; a photo with a suspected person is not counted; face regions are
returned so FlyBot blurs them; the Lambda stores no picture.

e Guests. One shared read-only account for two hours; every write is refused except sign-out, chatbot messages, live
view of the demo cameras opened to visitors and up to five reports of its own (removed when the session ends); guests
read traces and proposals but cannot decide.

e People decide. Nothing reaches a camera without a person's Confirm; there is no actuator for treatments.

5. Limits of this architecture

One region and one server, no high availability; MongoDB on the server is backed up only with its disk unless an external
MONGO_URT is used. The Lambda's guardrails hold within one invocation; across photos the limit is FlyBot's confirm step. The
LLM runs on the Anthropic API, not Bedrock (no Bedrock model quota in the account). MCP is not used: the 14 tools are
called in-process. Field operation of the ESP32-S3 camera (4G, battery, solar) is not measured (report section 9).



