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ABSTRACT As generative AI advances, the realism of synthetic media has sparked serious concerns
in security, privacy, and misinformation. This issue is particularly concerning with the rise of deepfake
technologies that manipulate facial imagery, undermining media authenticity. While existing research has
largely focused on image-based deepfake detection with specialized feature extractors, detecting deepfakes
in video, especially with broad generalization across varied manipulation techniques, remains a substantial
challenge. This paper introduces EVDO, a novel framework designed to detect deepfake videos by
integrating temporal and spatial analysis for enhanced detection accuracy. Our approach leverages optical
flow techniques to capture subtle temporal manipulation artifacts between video frames overlooked in
spatial analysis. Using a FlowFormer++ model for temporal analysis, frame pairs are sampled to produce
cost volumes that highlight essential motion regions and capture manipulation-specific artifacts through
optical flow images which encode temporal dependencies. A flow-finetuned detector then extracts flow-level
features indicative of deepfake manipulation. Complementing this, Xception-based spatial detectors analyze
each frame individually, generating high-dimensional embeddings that capture frame-specific anomalies.
Fusing these temporal and spatial embeddings enables comprehensive binary classification of deepfakes.
Validated on the FaceForensics++ benchmark, EVDO significantly improves generalization. Our proposed
temporal path contributes correct classifications to around 12% of datapoints. EVDO achieves a video
AUC of 99.13% (99.43% of end-to-end SOTAmethods) while enabling forensically verifiable manipulation
detection.

INDEX TERMS Deepfake detection, temporal-spatial analysis, optical flow, deep-learning.

I. INTRODUCTION
The rapid advancements in generative AI technologies have
enabled the creation of highly realistic synthetic media,
notably deepfake videos. These developments, rooted in
sophisticated generative models like GANs [1], [2], [3] and
advancements in neural network architectures [4], [5], [6],
have spurred serious concerns across security, privacy, and
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misinformation domains. For instance, in 2023, approxi-
mately 500,000 video and voice deepfakes were shared
on social media worldwide, highlighting the widespread
dissemination of such content [7]. This widespread dissem-
ination brings increased potential for misuse; recent data
shows a 3,000% rise in attempts to use deepfakes to bypass
security verifications in 2024 [8]. Recent statistics reveal that
26% of smaller and 38% of large companies experienced
deepfake fraud in the past year, with losses reaching up to
$480,000. [9]. The exponential growth in the use of deepfakes
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FIGURE 1. The EVDO framework processes videos through two branches:
one extracts spatial features with Xception detectors across frames, and
the other captures temporal dynamics via optical flow; both branches are
then fused with a learnable inconsistency detector to enhance accuracy in
deepfake identification. For each branch gradient-weighted class
activation maps are shown.

underscores the urgent need for reliable detection methods to
prevent their adverse impacts.

A. RESEARCH CHALLENGES
The key research problem addressed in this paper is
the development of a robust and generalized method for
detecting deepfake videos, specifically those manipulating
facial imagery to produce highly realistic yet fraudulent
content. Deepfakes pose significant threats to the authenticity
of digital media, as they can deceive viewers with realistic
facial expressions and emotions [10], [11]. The proliferation
of manipulated content on social media platforms amplifies
this problem, leading to potential misuse in cybercriminal
activities, reputation attacks, and disinformation campaigns.
Therefore, creating effective deepfake detection methods
is crucial for safeguarding digital media integrity and
preventing malicious misuse [12].
Current state-of-the-art deepfake detection methods can be

broadly categorized into spatial analysis models and temporal
analysis models:

• Spatial Analysis Models: Techniques like Xception-
Net [13] and MesoNet [14] focus on identifying
inconsistencies within individual frames by utilizing
specialized feature extractors. These models excel at
capturing spatial artifacts introduced during the manipu-
lation process, achieving high accuracy on static images.
However, they fail to consider temporal features, not
optimally generalizing to video data.

• Temporal Analysis Models: Approaches such as
CNN+LSTM architectures [15] and recurrent neural
networks attempt to capture motion patterns across
frames to detect temporal anomalies. While these
models address some limitations of spatial-only meth-
ods, they struggle with generalizing across various
manipulation techniques, such as GAN-based and
autoencoder-based methods [16]. Additionally, they
may overlook transition-specific artifacts that may be
infrequent at the frame level yet essential for better
detection.

Recent works like AltFreezing [17], Dynamic Difference
Learning [18], Style Latent Flows [19], and Temporal Coher-
ence Fusion [20] combine spatial and temporal analysis.
However, these methods suffer from critical limitations:
AltFreezing [17] uses temporal attention without explicit
motion modeling, Dynamic Difference Learning [18] strug-
gles with subtle motion artifacts due to fixed spatio-temporal
correlation, Style Latent Flows [19] overlook motion incon-
sistencies by focusing on style transfer, and Temporal
Coherence Fusion [20] prioritizes global coherence over
frame-specific anomalies. In contrast, our EVDO framework
uniquely integrates FlowFormer++ for optical flow-based
motion estimation and masked cost volume autoencoding
to recover localized manipulation artifacts, implementing
precise temporal analysis complementary to Xception-based
spatial detection.

A major limitation of current state-of-the-art methods is
their inability to capture subtle motion artifacts specific to
manipulated content, which often appear as temporal incon-
sistencies between frames. Our preliminary experiments
reveal that existing spatial-only approaches frequently miss
these artifacts, especially in cases where frame-by-frame
manipulations are imperceptible. This highlights a gap in the
literature and stresses the need for a model that combines
spatial and temporal analyses to reliably detect deepfake
videos.

In this paper, we propose EVDO, a framework for
detecting deepfake videos that integrates both temporal and
spatial analysis. Unlike prior works, our approach uniquely
leverages optical flow techniques with FlowFormer++ [21]
to quantify object movement between frames, capturing
subtle manipulation artifacts through masked cost volume
autoencoding. This recovers precisemotion regions corrupted
by deepfakes. Complementary to this, Xception-based spatial
detectors extract frame-level anomalies, while our fusion
mechanism combines temporal and spatial embeddings
via a learnable inconsistency detector (Fig. 1), addressing
limitations of existing hybrid approaches.

Our novel contributions in this paper are as follows:

1) Integration of Transformer-Based Optical Flow:
We introduce a temporal analysis approach using
FlowFormer++ to generate optical flow images via
masked tokenization, explicitly recovering motion
artifacts overlooked by prior spatio-temporal meth-
ods [17], [20].

2) Complementary Spatial Detection: We enhance gen-
eralization by extracting high-dimensional embed-
dings that capture frame-specific anomalies, avoiding
the over-smoothing issues of attention-based fusion
in [18].

3) Optical Flow Dataset for Deepfake Detection: We
generate a dedicated dataset of optical flow images
using FlowFormer++, providing motion-specific rep-
resentations critical for temporal analysis.

4) Learnable Inconsistency Fusion: Our fusion tech-
nique dynamically combines spatial and temporal
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embeddings, and hence outperforming static aggrega-
tion methods in [19].

Our proposed framework, EVDO, has been exten-
sively on multiple benchmark datasets: Face2Face [22],
FaceSwap [23], and Neural Textures [24], from the
expanded FaceForensics++ [16] dataset. Experimental
results demonstrate state-of-the-art performance, with abla-
tion studies validating the significance of temporal fea-
tures (contributing 12.27% of the samples to accuracy).
While cross-dataset generalization (e.g., Celeb-DF [25],
DFDC [26]) is reserved for future investigations (not
in the scope of this paper), our framework establishes
a robust foundation for detecting diverse manipulation
techniques.

B. PAPER ORGANIZATION
Section II discusses related work. Section III presents the
EVDO framework in further detail. Section IV details the
experimental setup and Section V details the results, followed
by limitations of our work in Section VI. We conclude in
Section VII.

II. RELATED WORK
A. DEEP FAKE TECHNOLOGY
The generation of deepfakes primarily utilizes advanced
machine learning models to synthesize hyper-realistic images
and videos. Key among these are Variational Autoencoders
(VAEs), Generative Adversarial Networks (GANs), and more
recently, Diffusion Models, each contributing uniquely to the
field of synthetic media creation.

1) DEEPFAKE GENERATION
VAEs [34] are foundational in deepfake generation, employ-
ing a probabilistic framework to encode input images into
a latent space which can then be sampled to generate new
images. The Conditional VAE (CVAE) [35] and Vector
Quantized VAE (VQ-VAE) [36] are notable enhancements
improving the diversity and clarity of generated outputs.
GANs [1] have significantly influenced deepfake technology
by pitting two neural networks against each other: a generator
that creates images and a discriminator that evaluates them.
This setup helps in refining the generated images to a
high degree of realism. CVAE-GANs [37] and multi-domain
models like StarGAN [38] further tailor the GAN frame-
work for specific applications such as fine-grained image
generation [39] and cross-domain image translation [40].
Earlier works such as [41] use convolutional neural net-
works for deepfake generation. Emerging as a powerful
alternative, diffusion models generate data by learning to
reverse a gradual process of adding noise to real images.
These models have shown promising results in generating
high-quality, detailed images by effectivelymodeling the data
distribution [42], [43]. Reference [44] aims at generating
a talking video with a character in the target image
engaging in a conversation based on an arbitrary driving
source.

2) MANIPULATION APPROACHES
Manipulation techniques in deepfake technology involve
altering facial features and expressions to create convincing
fake media that can be nearly indistinguishable from
genuine content. Techniques include face swapping, facial
reenactment, and attribute editing, each catering to specific
aspects of face manipulation. Face Swapping [45], [46]
involves replacing the face of a person in a video with
another face, for realistic features and expressions. Advances
in face swapping have been driven by neural networks
that can efficiently learn mappings between different facial
structures, maintaining the realism of the swapped faces.
Another approach used for manipulation-based deepfake is
face reenactment [22], [47], [48]. Real-time systems like
Face2Face transfer the expressions of a source actor to a target
video in real-time, preserving the identity and photorealism
of the target. This technology has broad implications for
entertainment and communications. Facial Attribute Editing
such as AttGAN [49] and SMGAN [50] focus on editing
specific facial attributes like age, gender, or expression while
retaining the overall coherence of the original face, allowing
for controlled manipulation of facial characteristics.

3) SECURITY AND PRIVACY CONCERNS OF DEEPFAKE
Deepfake technology poses serious risks, including the
erosion of media trust, privacy threats, and legal challenges.
Deepfakes blur the line between real and synthetic media,
leading to ‘‘reality apathy’’ and reduced public engagement
in societal issues [51]. This technology enables identity
theft, privacy violations, and unauthorized use of likenesses,
causing reputational harm and personal distress [52]. Addi-
tionally, legal frameworks must adapt to address defamation,
consent, and intellectual property issues associated with
AI-generated content [53].

B. DEEP FAKE DETECTION
Deepfake detection methods have evolved alongside
the technology. Early approaches exploited physical
inconsistencies—such as facial discrepancies, face-swapping
artifacts [54], user stream descriptors [55], and irregular
eye-blinking patterns [27]—but as handcrafted features
proved inadequate, deep learning techniques emerged to
harness spatial and temporal cues. For example, CNN-RNN
models capture irregular eye blinking [56], while other
methods extract temporal inconsistencies across frames [28].
Recent innovations include physiological-based detection

(e.g., predicting heart rate variations [57]) and basic CNN
classifiers for binary deepfake detection [13], [14]. Spatial
detectors now target manipulated image regions using
techniques like capsule networks [29] and blending artifact
analysis [30]. Additionally, methods leveraging universal
manipulation features [31], [32] and frequency-based anal-
yses that reveal high-frequency artifacts [33], [58] further
enhance robustness.

Hybrid approaches combine spatial and temporal anal-
yses. For instance, AltFreezing [17] employs temporal
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TABLE 1. Comparison to other SOTA methods. Where available, performance metrics are reported after training and testing on the benchmark
FaceForensics++ HQ (c23) [16].

attention without explicit motion modeling, Zheng et al.
[20] focus on temporal coherence while overlooking frame-
specific anomalies, dynamic difference learning [18] cap-
tures spatio-temporal correlations but struggles with subtle
motion artifacts, and Choi et al. [19] use style flows yet
ignore motion inconsistencies. In contrast, EVDO uniquely
integrates transformer-based optical flow (FlowFormer++

[21]) with masked cost volume autoencoding to recover
motion artifacts, fusing spatial and temporal embeddings via
a learnable inconsistency detector (Fig. 2).

1) OPTICAL FLOW vs. FRAME DIFFERENCING
Unlike [17], [20] that use frame differencing or attention,
EVDO leverages FlowFormer++ [21] to explicitly model
motion via optical flow, capturing subtle artifacts in corrupted
motion regions.

2) ADAPTIVE FUSION
Prior works [18], [19] use static concatenation or style-based
fusion, whereas EVDO employs a learnable inconsistency
detector to dynamically weight spatial-temporal discrepan-
cies.

3) ARTIFACT LOCALIZATION
Methods like [18] focus on global temporal coherence,
while EVDO’s masked cost volume autoencoding localizes
manipulation-specific motion artifacts.

C. OPTICAL FLOW
Optical flow [59] is vital for understanding motion in image
sequences, underpinning tasks like object tracking and scene
reconstruction. The computational model in [60] estimates
apparent motion by minimizing a global energy function
that enforces brightness constancy and smoothness, while
Farnebäck’s algorithm [61] employs polynomial expansion
for efficient real-time motion estimation.

Integrating deep learning has significantly advanced
motion estimation. FlowNet [62] pioneered the use of deep
convolutional networks for optical flow, moving beyond

handcrafted features. LiteFlowNet [63] further reduced
computational complexity with a lightweight architecture
featuring multi-scale flow inference and feature warping,
making it suitable for devices with limited resources.
Transformer-based models such as FlowFormer [64] leverage
self-attention to handle large displacements and occlu-
sions by effectively modeling global context. Building on
FlowFormer++, EVDO uses masked cost volume autoen-
coding to recover motion regions, specifically address-
ing deepfake-induced corruptions—a novel application not
explored in previous optical flow frameworks.

D. BENCHMARKING DEEPFAKE
To accurately assess the capabilities and limitations of
deepfake detection methods, it is essential to establish
robust benchmarks. The development of modern benchmarks
to evaluate models’ ability to detect deepfakes relies on
several aspects. Works such as those based on face-swapping
algorithms— [25], [26], [65], [66], [67], [68] form the
foundation of this research area. Additionally, models like
those developed by Thies et al. [22], [24], also integrated
into the standard face-reenactment based deepfake bench-
mark dataset [16], are pivotal. Yan et al. [69] proposed
a comprehensive benchmark for deepfake detection that
evaluates approaches based on naïve, spatial, and frequency
methods. While EVDO is validated on FaceForensics++

and related benchmarks, future work will extend evaluations
to cross-dataset settings (e.g., Celeb-DF [25], DFDC [26])
to assess generalization. These benchmarks are vital for
evaluating the current state of the art and guiding future
developments towards creating more effective and resilient
deepfake detection systems.

III. EVDO METHODOLOGY
This section provides the outline of our proposed EVDO
framework, detailing the stages of our approach from data
preparation to model training and evaluation. The method-
ology is designed to leverage both spatial and temporal
features by generating optical flow and spatial embeddings
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FIGURE 2. Overview of the EVDO methodology: The optical flow predictor processes video frame pairs to capture temporal manipulation
artifacts, while the Xception-based spatial detector analyzes individual frames for anomalies. Flow-level and frame-level embeddings are
generated, fused, and classified through a fully connected classifier to distinguish real from fake videos. The outputs from both branches
are integrated in a feature fusion module, which includes a learnable inconsistency detector. This module leverages both the spatial and
temporal data to generate the final predictions, effectively enhancing the system’s ability to identify discrepancies and improve overall
accuracy. Training dataset preprocessing ensures optimized feature extraction and classifier accuracy.

to capture manipulation-specific artifacts. Although existing
works [17], [20], [70], [71], [72] have explored using
optical flow in deepfake detection, our approach uniquely
integrates (i) transformer-based optical flow estimation
(FlowFormer++) rather than a simpler flow computation
pipeline, (ii) multiple specialized detectors (Xception, UCF,
and SPSL) trained on each of frames and flow, and (iii)
a learnable inconsistency detector to dynamically fuse
the resulting embeddings. This design moves beyond the
simplistic temporal attention or frame differencing used in
prior hybrid approaches.

A. OPTICAL FLOW GENERATION
To capture subtle temporal inconsistencies, we sample
frame pairs from each video at set strides and pass
them through FlowFormer++ [21] to generate optical
flow images that encode motion and manipulative artifacts.
FlowFormer++ uses masked cost volume autoencoding
(MCVA) to precisely recover motion regions corrupted by
deepfakes—outperforming traditional methods [62], [63] and
other flow-based detectors [70], [71], [72]. These optical
flow images form the basis for our temporal analysis,
tracking atypical movements and exposing inconsistencies
that static spatial analysis might miss, especially subtle, often
imperceptible, between-frame artifacts.

Given two consecutive frames, It and It+1, FlowFormer++

first extracts dense feature maps via a pre-trained encoder E ,
yieldingFt = E(It ) andFt+1 = E(It+1). A 4D cost volumeC
is then constructed, where each element measures feature

similarity between pixels:

Cijkl = similarity
(
Ft (j, k), Ft+1(l,m)

)
,

with Cijkl representing the similarity score between pixel
(j, k) in Ft and pixel (l,m) in Ft+1. MCVA then recovers
masked regions in C , predicting the optical flow as Ĉ =

MCVA(C,Cmask ).
In EVDO, the Sintel-pretrained parameters of

FlowFormer++ are frozen. A CNN-based detector D(·) is
subsequently applied to the predicted optical flow to produce
a flow-level embedding. This embedding is generated via:

φ̂FFpp = L
(
D′(ft→t+1), yIt

)
,

where yIt is the ground truth for frame It , D′(ft→t+1) is the
detector output, and L(·) denotes the binary cross entropy
loss.

B. DETECTOR MODEL DESIGN AND PREPROCESSING
1) XCEPTION DETECTOR
The Xception network comprises three flows: the Entry Flow
extracts low-level features and reduces spatial dimensions;
the Middle Flow refines features via depthwise separable
convolutions; and the Exit Flow generates high-level features
through global average pooling (GAP). The GAP layer yields
a compact, spatially invariant embedding:

φ̂Xcep = GAP
(
fExit Flow

)
.

Before GAP, the Exit Flow computes:

yexit = DWConv(xmid) + MaxPool(xmid).
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This embedding is employed for downstream deepfake
detection [13].

2) UCF DETECTOR
The UCF Detector extracts three types of features from
images: content (c), forgery-specific (fs), and common (fc).
Its decoder reconstructs images by combining c and f via
Adaptive Instance Normalization (AdaIN), while classifi-
cation heads predict forgery types (fs) and real/fake labels
(fc) using cross-entropy loss. A reconstruction loss ensures
pixel-level consistency, and a contrastive loss maximizes
intra-class similarity while enhancing inter-class disparity.
The overall loss is:

LUCF = λ1Lclassification + λ2Lreconstruction + λ3Lcontrastive.

We extract the embedding φ̂UCF from the common feature
extractor (fc), capturing generalizable cues across diverse
manipulations. With an Xception backbone, this detector
provides rich high-dimensional spatial embeddings [32].

3) SPSL DETECTOR
The SPSL Detector leverages the phase spectrum to expose
up-sampling artifacts common in deepfakes. The phase
spectrum P(u) is derived from the DFT:

P(u) = arg
(
X (u)

)
, with X (u) =

N−1∑
n=0

x(n)e−j2πun/N .

To integrate spatial and frequency features, SPSL converts
P(u) to its spatial form via the inverse DFT:

p(n) = F−1(P(u)), y(n) =
[
x(n), p(n)

]
,

and applies a shallow convolution:

yA(n) = x(n) ∗ c(n),

where c(n) is a small kernel that focuses on localized texture
clues. This approach enhances micro-level artifact detection
and improves cross-dataset generalizability. The embedding
φ̂SPSL is extracted from the RGBP feature maps before
classification. With an Xception backbone, SPSL yields
frequency-rich, high-dimensional embeddings that capture
anomalies often missed by spatial-only detectors [73].

C. EMBEDDING GENERATION AND DATASET
PREPARATION
To generate frame-level embeddings, each of the above
detectors is fine-tuned on the published FaceForensics++

training set. To generate flow-level embeddings, the same
detectors are further finetuned on the flow images produced
by FlowFormer++. Thus, each detector yields two special-
ized versions: one focusing on spatial embeddings, the other
on temporal (flow) embeddings.

Our dataset generation process:
• Data Splitting: We employ the original video-based
train:test split for both the frame and flow detectors,
preserving consistency with prior research.

• Optical Flow Generation: Using FlowFormer++

(Sintel weights), we set Pair Stride to 1 and Source
Stride to 16, generating an optical flow image for each
consecutive frame pair in our main experiments.

• Frame Embeddings: From each fine-tuned, ImageNet-
pretrained frame detector, we extract and store embed-
dings of every frame in the train and test sets.

• Flow Embeddings: Similarly, from each fine-tuned
flow detector, we extract and store embeddings of every
flow image in the train and test sets.

• Embedding Concatenation:We concatenate frame and
flow embeddings for each video to create a unified
representation, yielding exactly one data point per video
in the final dataset.

• Classifier Training:A fully-connected learnable incon-
sistency detector (LID) is then trained on these fused
embeddings, following the same train:test partition and
using a standard binary cross-entropy loss.

We keep the organization such that each video has
a designated folder of frames, flows, and corresponding
embeddings, ensuring efficient data loading during training
and inference.

D. DATA LOADING AND TRAINING OF FULLY CONNECTED
CLASSIFIER
We build a custom data loader to handle the two-fold
input of flow and frame embeddings. The loader fetches the
embeddings from their respective folders and concatenates
them, producing a joint representation of spatial and temporal
features. With this dual-embedding setup, we train a LID
from scratch to distinguish real from fake videos, effectively
fusing spatial-frequency artifacts with motion cues to capture
subtle manipulations across the detectors’ domains.

Mathematically, we combine the optical flow embeddings
φ̂FFpp with the spatial embeddings yA: F = φ̂ ⊕ yA,
where ⊕ is channel-wise concatenation, yA is φ̂Xcep, φ̂SPSL
or φ̂UCF . This output F is fed into LID that adaptively
weighs spatial-temporal discrepancies. Unlike the static
fusion in [19], our detector dynamically captures how forged
content manifests differently in RGB vs. flow domains with
broad pair and source frame strides, benchmarked across
4 deepfake manipulation methods.

E. LOSS FUNCTION AND EVALUATION METRICS
We employ a binary cross-entropy loss in all classification
stages, for consistent training of each detector and LID. Our
core evaluation metrics include:

• Pair-Level Accuracy: We first assess pair-by-pair
accuracy to see how reliably individual frame pairs are
labeled real or fake by each model sub-path.

• Video-Level AggregatedAccuracy:Per-video, we eval-
uate an array of LIDs with 1, 2, 3 then 4 frame-pair
embeddings to yield a confidence score, evaluating
overall consistency of detection across the entire video
as the number of frame-pairs changes.
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• Area Under Curve (AUC): We monitor AUC to
select the best checkpoint, as it measures discriminative
capacity over different classification thresholds.

F. BINARY CLASSIFIER AND DECISION AGGREGATION
FOR FINAL OUTPUT
Our framework ultimately involves binary classifiers for both
flow and frame embeddings, with three distinct backbone
variants (Xception, UCF, SPSL) trained to evaluate each
embedding type. Finally, the LID block weighs all pair-level
embeddings to produce a single binary decision (real or
fake) for the video. By factoring in multiple domains (spatial
and temporal), EVDO surpasses single-frame classifiers [15]
and is on-par with attention-based aggregation [17], giving a
robust decision even if artifacts vary across frames or appear
only briefly.

IV. EXPERIMENTAL SETUP AND VALIDATION
A. EXPERIMENT SETUP
We conducted tests across four datasets: Deepfakes (FF-DF)
[65], Face2Face (FF-F2F) [22], FaceSwap (FF-FS) [23] and
NeuralTextures (FF-NT) [24] from FaceForensics++ [16]
benchmark. We provide a basis for assessing EVDO’s per-
formance across a variety of face manipulation technologies.

While our experiments focus on FaceForensics++ subsets
for fair comparison with prior works, we acknowledge the
need for cross-dataset evaluation (e.g., training on FF++ and
testing on Celeb-DF [25] or DFDC [26]). Future work will
extend EVDO’s validation to these benchmarks to rigorously
assess generalization.

We assessed the performance of our Enhanced Video
Deepfake Observer (EVDO) framework using Area Under
Curve (AUC) for both individual frames and complete videos,
which measures our system’s ability to distinguish between
authentic and deepfake images. The AUC is defined as
AUC =

∫ 1
0 F(x) dx = P(s > s′ | y = 1, y′ = 1),

where F(x) represents the true positive rate, and s and s′
are the prediction scores for positive and negative samples,
respectively. We used conditional accuracy to evaluate how
these two modules contribute to the overall accuracy, denoted
as

Accc =

∑N
i=1 1( ˆP(φ[i]) ̸= y[i] ∧ P(yA[i]) = y[i])∑N

i=1 1( ˆP(φ[i]) ̸= y[i])

where ˆP(φ[i]) represents the binary classification output
from a learnable detector. This detector utilizes optical
flow prediction to generate its classifications. Similarly,
P(yA[i]) denotes the binary classification output from spatial
detectors. Conditional accuracy shows the contribution of
each module to the overall accuracy.

We evaluated four detectors — Xception [13], SPSL [73],
UCF [32], and our comprehensive EVDO pipeline with
the three variants. For each variant, we train using a
variable number of pairs per video (for example, 4 individual
frame-pairs, giving 8 individual frames and 4 flow images
per video). During evaluation LID produces a binary outcome

FIGURE 3. Visualization of the EVDO feature maps across four datasets
and a real frame. GradCAM visualizations support the optical flow
visualizations for the deepfake cases.

based on one pair per video. Consequently, the pair metrics
report performance per number of pairs used during training,
and the video metrics report the final evaluation outcome
derived from aggregating metrics for all pairs from the
respective video.

B. VISUAL COMPARISON ON FEATURE MAP
The visualization Figure 3 shows the feature embeddings
generated by the spatial feature extractor and the optical flow
feature extractor from EVDO, using two video examples
from [16] across all four datasets, each at the same frame.
On the left side of the feature map, the embeddings from
the optical flow show a distinct face shape with notable
patterns for deepfake faces, contrasting with the less defined
face shape and smoother optical flow of natural faces.
On the right-hand side, the heatmap from the spatial detector
reveals that deepfake faces exhibit a more extensive area
of gradient changes within the face area compared to real
faces, suggesting a greater extent of perturbation by deepfake
manipulation techniques and a higher likelihood of tampering
in the original frame.

V. RESULTS AND DISCUSSION
We compare multiple spatial feature detectors with the
Xception backbone to assess their performance across the
four datasets we used as our baseline to compare with our
approach EVDO.

Table 2 shows the conditional accuracies, which is the
percentage of cases where the flow-level detector correctly
classifies a video which the image-level (video frame)
detector misclassified, and vice versa.

Our experiments show non-zero minimal conditional
accuracies across datasets generated using different deepfake
generation methods. This tells us that there is indeed
additional information in the temporal embedding which
spatial detectors do not have access to. Furthermore, this
initial result is based on the intermediate binary classifier,
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TABLE 2. Main result and comparison of different methods (Video AUC).
I: Image only (Frame), F: flow only. conditional accuracies produced by
our submodules: Ix, Fv: percentage of flow image classified correctly
given that image (frame) misclassified, Iv, Fx: Percentage of image
(frame) classified correctly given that flow image is misclassified.

FIGURE 4. Diagram for detector training. (a). Accuracy (ACC) (b). Average
precision (AP) (c). Area under curve (AUC) (d). equal error rate (ERR).

which does not aggregate information from all embeddings.
This means that the reported conditional accuracies are likely
to be the maximal bound for the same metric which are
presented in the ablation study, which uses LIDwith access to
both types of embeddings, for more fine-grained correlation
of hidden high-dimensional temporal and spatial features.

On the other hand, these conditional accuracies could be
improved by spending more effort into the choice of the flow
detector’s structure and cost functions. The reason is that the
currently used detectors are designed to treat RGB images of
people’s faces, rather than a visual representation of optical
flow, of the temporal inconsistencies between consecutive
frames. Figure 4 shows the training performance.

A. ABLATION STUDY
In this section, we present a comprehensive ablation study
to investigate the effects of two key design choices within
our proposed framework. First, we examine the impact
of the chosen backbone architecture by comparing three
variants: a baseline configuration with the native Xception
backbone (EVDO-X), a modified architecture employing
SPSL with an Xception backbone (EVDO-SPSL), and a
modified architecture employing UCF with an Xception
backbone (EVDO-UCF). These variations enable us to assess
how different learned feature representations influence the
model’s capability to detect manipulations across multiple
datasets.

Second, we explore how the temporal context, as captured
by the number of input frame pairs processed end-to-end,
affects performance. To this end, we consider EVDO
variations receiving 1, 2, 3, or 4 pairs of frames per video.
By systematically increasing the temporal resolution in the
input, we aim to quantify the benefits of incorporating richer
motion cues and temporal patterns in deepfake detection.

In the following subsections, we detail the experimental
setup for each of these ablations and analyze their outcomes,
showing how backbone selection and the depth of temporal
context jointly shape the effectiveness of our model.

B. EFFECT OF BACKBONE ARCHITECTURE
Figure 5 presents results for EVDO-X, EVDO-SPSL and
EVDO-UCF, respectively. Under comparable conditions,
EVDO-X and EVDO-UCF backbones consistently achieve
higher accuracies, AUC, and AP values than SPSL. Both
EVDO-X and EVDO-UCF show higher values across their
best epochs, demonstrating superior overall correctness.
AUC, which evaluates the model’s ability to distinguish
between genuine and manipulated inputs across thresholds,
is also higher for EVDO-X and EVDO-UCF, demonstrat-
ing better discrimination capabilities. AP, derived from
the precision-recall curve, is highest for EVDO-UCF,
demonstrating its improved ability to prioritize manipulated
inputs. EER, which captures the balance between false
acceptance and false rejection rates, is lowest for EVDO-
UCF, demonstrating fewer errors at the decision threshold.
While EVDO-SPSL achieves competitive intermediate per-
formance, its metrics remain below those of EVDO-X and
EVDO-UCF, with EVDO-UCF achieving the highest peak
values across most metrics, demonstrating more effective
feature extraction and classification by the naïve and spatial
backbones.

Our approach is an outlier on FF-NT with EVDO-SPSL
because (1) FF-NT videos are generated via 3D face mesh
reconstruction, Neural Textures, and a Deferred Neural
Renderer [24], for temporal coherence without generative
hallucination. This results in frequency characteristics dis-
tinct fromGAN-basedmethods. (2) SPSL detects upsampling
artifacts common in GANs, but these generative frequencies
are absent by design in FF-NT, limiting SPSL’s effectiveness.

C. EFFECT OF TEMPORAL CONTEXT (NUMBER OF FRAME
PAIRS)
Figure 5 also presents the performance of EVDO-X,
EVDO-SPSL and EVDO-UCF as the number of frame pairs
processed is varied across the FF-DF, FF-F2F, FF-FS, and
FF-NT subsets.

Across all subsets, incrementing the width of the input
from 1 to 4 (i.e. number of training frame pairs) achieves
consistent improvements in both pair-level and video-level
metrics across the test set, with varying degrees of impact.
Following the main tendency, pair accuracy, pair AUC,
and pair AP improve as the number of pairs increases,
pair EER decreases. This directly confirms our hypothesis:
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FIGURE 5. Performance across different backbones on Xception, UCF, and SPSL: This figure evaluates our approach using different backbones across
varying frame pairs per video. Results indicate that increasing frame pairs generally improves performance, with variations across datasets and
architectures.

providing more temporal context during training enhances
the discriminatory weighing mechanism of LID. Video-level
metrics, including Video Accuracy and Video AUC, also
show improvements, though gains tend to plateau after
3 pairs, particularly in FF-DF and FF-F2F. The FF-NT subset,
being themost challenging, shows the smallest improvements
across metrics, reflecting its inherent difficulty. While the
extent of improvement differs among subsets, the overall
tendency demonstrates the benefit of leveraging temporal
context for both pair-level and video-level performance,
without the need to increase input width at inference time.

Finally, depending on the dataset, temporal information
introduces inherent artifacts, including imperfections from
the cropping process, compression-induced distortions, natu-
ral subject movements, and backbone design and architecture.
As a result, increasing the number of frame pairs per
video beyond a certain threshold does not yield proportional
benefits. In our experiments, this point of diminishing returns
is identified at three pairs for EVDO-X, three pairs for
EVDO-SPSL, and two pairs for EVDO-UCF.

D. JOINT ANALYSIS OF BACKBONE AND FRAME PAIR
ABLATIONS
Combining the insights from Sections V-B and V-C,
we observe that while the choice of backbone architec-
ture determines the upper performance bounds, increasing
the number of frame pairs provides a complementary
enhancement. EVDO-X and EVDO-UCF exhibit higher
baseline metrics and more pronounced gains with up to

three pairs, whereas EVDO-SPSL’s overall performance
remains comparatively lower but still benefits from additional
temporal context. Beyond the identified points of diminishing
returns—three pairs for EVDO-X and EVDO-SPSL, and
two pairs for EVDO-UCF—further increases in temporal
resolution do not yield proportional improvements and may
lead to imbalances in the underlying training sets. These
findings complement the architectural feature extraction
capabilities of each backbone, with the effective integration
of temporal information, guiding the selection of both
backbone and temporal configuration for optimal deepfake
detection performance across datasets. See Appendix for
reference.

PART (1.A): DETAILED METRICS
Figure 5 shows the performance of our approach with differ-
ent backbones on Xception, UCF and SPSL. We calculated
the accuracy, AP, AUC and EER for different numbers of
frame pairs sampled in one video stream instance.

The results provide metrics across four subsets: FF-DF,
FF-F2F, FF-FS, and FF-NT. Key observations are as
follows:

• For FF-DF, the highest pair accuracy is 93.84%,
achieved with 3 pairs per video. However, the con-
figuration with the highest Pair AUC (99.86%) and
Video Accuracy (93.57%) is 4 pairs per video. All are
produced by EVDO-UCF.

• For FF-F2F, 4 pairs per video result in the highest
pair accuracy (93.63%), Pair AUC (99.43%), Video
Accuracy (93.93%). All are produced by EVDO-X.
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• The FF-FS subset achieves the best pair accuracy
(93.03%) at 3 pairs per video, accompanied by a high
Pair AUC (99.75%), and Video Accuracy (93.93%). All
are produced by EVDO-UCF.

• In the FF-NT subset, which is more challenging, the
highest pair accuracy is 89.34% with 4 pairs per video,
though Video EER remains relatively high at 8.57%
across all configurations.

PART (1.B): BEST METRICS
Table 2 shows the experiment results obtained by our
approach on three backbones. The second table highlights the
best metrics for the EVDO framework:

• Best pair accuracy was achieved with 3 pairs per video
(95.45%), which also corresponds to the lowest Pair
EER (4.19%). Produced by EVDO-UCF.

• The best Pair AUC was achieved with 4 pairs per video
98.97%, with the highest Pair AP of 99.72%. Produced
by EVDO-UCF.

PART (1.C): OVERALL RESULTS
Table 2 presents the overall accuracy results across five
datasets: FF-c23, FF-DF, FF-F2F, FF-FS, and FF-NT.
Our proposed approach, EVDO, demonstrates strong per-
formance, outperforming the state-of-the-art baselines on
the FF-FS dataset. This highlights the effectiveness of
incorporating both frame-level and optical flow features for
more generalizable deepfake detection. Additionally, EVDO
maintains highly competitive performance across the other
datasets, achieving 99.13% video AUC on the overall set
termed FF-c23: 99.82% on FF-DF, 99.62% on FF-F2F, and
97.26% on FF-NT. These results indicate that our model gen-
eralizes well across these different manipulation techniques
while maintaining on-par accuracy, particularly in detecting
frame-based and temporal inconsistencies. Compared to the
baseline methods that rely solely on frame-based analysis,
the inclusion of motion-based features in EVDO contributes
to enhanced more generalizable detection capabilities, espe-
cially in cases where subtle artifacts are more difficult to
capture. Overall, our approach provides a robust and effective
solution for deepfake detection, contributing a benchmark to
the field.

VI. LIMITATION AND FUTURE WORK
EVDO has demonstrated promising results by integrating
spatial-temporal analysis on deepfake video detection. How-
ever, our current work encounters the following limitations
and potential future directions: 1. The inclusion of an addi-
tional optical flow predictor module increases the computa-
tional complexity of the framework. 2. Further exploration
with additional spatial detectors is necessary to evaluate the
impact of using a diverse range of detectors on our feature
aggregation in EVDO. Future directions include efforts to
enhance the efficiency of the optical flow prediction module
and to conduct analyses using a broader array of the selection
on spatial detectors. 3. Cross-Dataset Generalization: While

EVDO achieves strong intra-dataset performance in 4 distinct
deepfakemanipulation techniques, cross-dataset evaluation is
essential for real-world deployment. We plan to incorporate
domain adaptation techniques in future work to address this
gap.

VII. CONCLUSION
We proposed EVDO, an Enhanced Framework for Deepfake
Detection with main object to enhance the generalizability of
deepfake detection especially on face forensics. The fusion
of temporal and spatial embeddings within EVDO not only
improve detection accuracy but also enhance the system’s
generalization across the four types of deepfake generation
techniques, as temporal features contribute exclusively to
the detection’s input feature space. The use of optical flow
techniques coupled with the advanced Sintel FlowFormer++

model enables the detection of time inconsistencies between
video frames, which are crucial for identifying deepfake
content. The spatial detectors such as Xception increase the
system’s ability to analyze each frame for anomalies, for a
comprehensive multi-modal approach to deepfake detection.
Our approach obtained a non-zero conditional accuracy
towards the exclusivity of flow features among 4 datasets
generated from different sources and approaches, which
achieves state-of-the-art results among existing cutting edge
standalone deepfake detection methods. The contributions of
this paper not only pave the way for more secure digital media
landscapes but also set a scalable standard for research in the
field of artificial intelligence and cybersecurity.

APPENDIX
EXPANDED ABLATION RESULTS
This appendix reports complete ablations for EVDO com-
bined with FlowFormer++ and three spatial backbones
(Xception, SPSL, UCF). For each number of temporal
pairs per video k ∈ {1, 2, 3, 4}, Tables 3, 7, and 5 list
pair-level and video-level metrics across FaceForensics++

subsets. Tables 4, 8, and 6 summarize the best-metric
configurations per k. EER is lower-is-better; the other metrics
are higher-is-better. ‘‘Best Epoch’’ denotes the epoch at
which the highest overall accuracy was observed.

A. HIGH-LEVEL TRENDS
Across all FaceForensics++ subsets and backbones, increas-
ing the number of temporal pairs per video k generally
improves accuracy and AUC while reducing EER, with clear
gains from k = 1 to k = 2, diminishing returns at k = 3,
and occasional plateaus or slight regressions at k = 4.
Aggregating decisions at the video level consistently yields
lower EER and slightly higher AUC than pair-level evaluation
(e.g., Tables 3 and 7), confirming that temporal pooling helps
stabilize predictions.

B. BACKBONE COMPARISON (OVERALL)
The UCF backbone is the strongest overall in the
same-dataset settings, followed by Xception, then SPSL.
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TABLE 3. Ablation study (1.a): EVDO with FlowFormer++ + xception backbone results.

TABLE 4. Ablation study (1.b): EVDO with FlowFormer++ + Xception backbone best metrics.

TABLE 5. Ablation study (2.a): EVDO with FlowFormer++ + SPSL backbone results.

TABLE 6. Ablation study (2.b): EVDO with FlowFormer++ + SPSL backbone best metrics.
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TABLE 7. Ablation study (3.a): EVDO with FlowFormer++ + UCF backbone results.

TABLE 8. Ablation study (3.b): EVDO with FlowFormer++ + UCF backbone best metrics.

On FF-DF and FF-FS in particular, UCF attains the highest
AUCs and the lowest EERs at both the pair and video levels
(Table 7). Xception is competitive and occasionally superior
on FF-NT at k ∈ {2, 4} (Table 3), while SPSL lags on all
subsets, especially FF-NT.

C. WHERE MOTION HELPS THE MOST
The largest relative gains from adding temporal pairs are
observed on FF-DF and FF-FS, where motion inconsisten-
cies interact with photometric and warping artefacts. With
UCF at k = 3, FF-DF reaches a video AUC of 0.9972 with
a video EER of 0.0143, and FF-FS reaches a video AUC of
0.9971 with a video EER of 0.0071 (Table 7), indicating that
EVDO’s flow tokens capture discriminative temporal cues
even with strong spatial content.

D. THE HARDEST SUBSET
FF-NT is consistently the most challenging. Pair accuracies
and AUCs are lower and EERs are higher for all backbones
(Tables 3–7). Interestingly, Xception benefits noticeably
from more pairs on FF-NT (video accuracy 0.9107 at
k = 2 and k = 4 in Table 3), slightly edging UCF on
that subset. This suggests that when manipulations are more
texture-dominant and motion artifacts are subtle, a texture-
oriented backbone fused with flow can be preferable.
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