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1. Which type of information, if uploaded on public
repositories (such as GitHub, Gitlab, BitBucket, Git, Stash

etc.) could trigger a security incident?

-

Correct Answer

Ob. API Keys Uploading Infosys’ or Client

— - confidential or proprietary

~C. IP addresses, System credentials _information (source code,

_d. Architecture diagrams architecture:diagrams; 1P

2 addresses, system

®) c_All of the above credentials and API Key [
etc.) on public repositories
(GitHub, Gitlab, BitBucket,
Git, Stash etc.) would result

in an incident.

D a. Source Code

|

——

2. On completion of a project, you receive a note of
appreciation from the client. Along with the appreciation,

you plan to post the project details and the link to the
nroject code uploaded on public GitHub with your
LinkedIn contacts and also tag the Client in your post. Is

this acceplable?
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®@e. Al of the above

credentials and Ap| Key
etc.) on public repositories
(GitHub, Gitlab, BitBucket, .

Git, Stash etc.) would result
In an incident,

B

On completion of a project, you receive a note of
appreciation from the client. Along with the appreciation,
You plan to post the project details and the link to the
project code uploaded on public GitHub with your

LinkedIn contacts and also tag the Client in your post. Is
this acceptable?

()

\H-"'d

d. Yes, as the Client is on Linkedin and the post is
professional

. b. No, tageing Client in the public post is unprotressional

. "

' C. NO, it 1s not acceptable as it n 1ay violate the

3.
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contidentiality terms agreed with the Client and would

trigeer an incident,

L = o

neip boost my career

= f | e -3 - y
=, pOth Dang C «

1

X and Y are developing a utility for a Client project. Though

ol permitted by the client, X copies the input file from
ient environment and sends it to Y via Infosys

atl .Y completes the Ul testing using the input file sent

X and finally uploads the developed utility source code

_..-"ff-.. 1 -

on a public GitHub repository.Considering above scenario,
Lify all the violations in this scenario which could

" B ]

L] i " '
securily inadenty
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Correct Answer

Posting/Sharing Client
Information like Client
name, any link referring to
Client information and
other project Information
on public repositories like
GitHb or Social media
(like- Facebook, Twitter,
LinkedIn etc.) is a violation
oT the confidentiality terms
agreed with the Client and
wouid trigger an incident.
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3. XandY are developing a utility for a Client project. Though
not permitted by the client, X copies the input file from
the Client environment and sends it to Y via Infosys
emaill .Y completes the Ul testing using the input file sent
by X and finally uploads the developed utility source code
on a public GitHub repository.Considering above scenario,
identify all the violations In this scenario which could
trigger a security incldent?

A. Uploading the source code on the public GitHub
repository

B. Testing without improper test cases

C. Sending Client information via Infosys email ID

D. Collaborating on developing a utility for a Client project
E. Copying input file from Client environment and sharing
it with a colleague on his personal email 1D for Ul testing

f:‘a. A,BandE Correct Answer

:‘rb_ A.CandD iy Sending or uploading any
< i Client information

/C.A,DandE including Confidential

source code, project files

® 4. A, CandE
etc. o Infosys email ID or

o

e.AandC any external email ID or
public repositories or
outside Client

environment unless
authorized by the Client
team is against the
Information Security policy
and could lead to a security
breach.

Uploading Infosys, Client confidential or proprielary
nformation on untrusted public repositories could lead to

which of the following repercussions?

Scanned by CamScanner



> O ISe.ch..

any external email ID or

Je.AandC
public repositories or
outside Client _
environment unless
authorized by the Client
team is against the
Information Security policy
| and could lead to a security
| breach. |
4. Uploading Infosys, Client confidential or proprietary |
information on untrusted public repositories could lead to |
which of the following repercussions?
Oa. Intellectual Property (IP) infringement /Copyright | Correct Answer
violations l Uploading Client

. Confidential Information

_b. No repercussions as public repositories like GitHub is -,
over publicly available

a secure platform for collaboration |
= - sites, technical forums and
' c. Information Leakage resuiting in penalties " public repositories such as
® d.Bothaandc GttH_ b_etc. IS :t;tnctly

prohibited as it can lead to

~ information leakage

~ including penalties,
Intellectual Property
(1P) /Copyright violations,
Malware infection or

~ System/Network
compromise.

5. IUs Spm, Friday evening and you are working on a critical
client code which needs to be delivered by Monday
morning, however you don’t have Infosys/Client assigned
laptop. Given the strict deadline, what action would you

lake 1O L"..In;.all:!f: the deliverable? |
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information leakage
including penalties,
Intellectual Property :
(IP) /Copyright violations,
Malware infection or
System/Network
compromise.
5. It's 5pm, Friday evening and you are working on a critical
client code which needs to be delivered by Monday
morning, however you don’t have Infosys/Client assigned |
laptop. Given the strict deadline, what action would you |
take to complete the deliverable? |
(Oa. Email the code to your personal mail ID or upload it on Correct Answer
public GitHub so that you can work on it from home Sending any Client
during weekend. ~ Confidential files to your

personal ID or uploading it
on public repositories to

_ work from home will

of the code and carry it home for analysis. Furthermore, never send

_b. Connect using friend's laptop over iConnect and
download the code on his laptop to work on it.

any Client information
including Confidential

] source code, project files
_e.Bothbandd etc. to Infosys email ID or
any external email ID
unless authorized by the
Client team.

® ¢, Stay back in office for an hour and complete work on
the client code before you leave for the day. /

6. Which of the collaboration platiorms are most appropriate
Lo work on projects, share source code, ideas eltc. ?

( DL rpriseor trS(1eam roundation Lorrect Answer

Infosys GitHub Enterprise/

-iﬂ
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@d. Stay back in office for an hour and complete work on
the client code before you leave for the day. +

(Oe.Bothbandd
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any Client information
including Confidential
source code, project files
etc. to Infosys email ID or
any external email ID
unless authorized by the
Client team.

6. Which of the collaboration platforms are most appropriate

/.

to work on projects, share source code, ideas etc. ?

Qa. Infosys GitHub Enterprise or TFS (Team Foundation

Server), if authorized

_b. Public repositories {such as GitHub, Gitlab, BitBucket,
Git, Stash etc.)

o —

' C. Client provided code repository, if authorized
@ 4. Bothaandc

F

— &.None ofthe above

Nhile working on the Client network, which of the

following actions could lead Lo a violation of the Chient
A. Uploading a clienl code snippel (class file) on an
external website to decompile and gel the source code of

‘iil: (lass irli;.

id |r | 7 _;i;a W | |;r.nl 'weTarl Coominr vl nnthhos ;I"I'!"-\IIII AETRIAN AT

. Correct Answer

- Infosys GitHub Enterprise/

TFS (Team Foundation
Server) or Client
provided/authorized public
code repositories can be
used to work on projects,
share source code, ideas
and gake changes to the
filesrnd would not result
in an Information Security
incident. However, care
shall be taken to not
upload any confidential
data that could be misused
or leaked.



in an Information Security

incident. However, care
shall be taken to not

upload any confidential

i or leaked.

| data that could be misused

. While working on the Client network, which of the
following actions could lead to a violation of the Client
policy?

A. Uploading a client code snippet [class file) on an

external website to decompile and get the source code of
the class file.

B. Uploading Client code, Server and other information on
public repository (GitHub)
C. Posting Client project details on an external site

D. Sending Client project documentation to your personal
email ID.

E. None of the above

oy

. a.AandC

_b.A,BandD

(@)

C.A, B, CandD &

—~'a. 8, CanabD

At
(n
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Co-rrfct Answer

Sending any Client
sensitive information
(including source code,
configurations, Pll eic.) to
Infosys/External/Personal
email ID is strictly
prohibited. Similarly
uploading any Client
sensitive information
(including source code,
configurations, project
files, Pll etc) to Public code
repositories (such as
GitHub etc.) or any External
sites outside the Client
environment uniess
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GitHub etc.) or any External
sites outside the Client
environment unless
authorized by the Client
team is against the
Information Security policy

and could lead to an
Information security

breach.
|
8. Adeveloper in a project gets access to Open Source code |
in the public domain and customizes and enhances it for a :
client deliverable. He then uploads this code to public
GitHub repository since it is essentially an Open Source
code. Is this permitted ?
:_,. a. It is permitied to upload this code since the base is an ' Correct Answer
Open Source code component ' No matter the origin of the
®)b. Since itis part of a client deliverable, it is not - source code - either Open
permitted to upload this code to public Git Hub, Sourge, written from
irrespective of the fact that it is Open Source based «/ - scratth, reuse of an already
= developed asset etc. - any
_'C. 1t is permitted to upload this code to pubilic GitHub, - code that is part of the
once you receive explicit approval from the clientand it Client deliverable cannot
s confirmed that there is no client confidential be uploaded to public
‘nformation in the code GitHub.

g

_d.Bothbanac

9. You're working on an Infosys developed framework which
is open source based and available on Infosys GitHub
Enterprise platform —you plan to re-use a useful
component that was delivered Lo anolher client to
enhance the product you are developing, What will you do

next’?
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Oc. it is permitted to upload this code to public GitHub, code that is part of the
once you receive explicit approval from the client and it client deliverable cannot
is confirmed that there is no client confidential be uploaded to public
GitHub.

information in the code

()d.Bothbandc

P
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'T 9. You're working on an Infosys developed framework which

| is open source based and available on Infosys GitHub
Enterprise platform —you plan to re-use a useful
component that was delivered to another client to
enhance the product you are developing. What will you do

next? |
re e —————— — B
O a. Carve-out the component and include it in the . Correct Answer
project. Aﬂgr all Infosys developed it, what objections All code developed as part
could the client have. ' of a client funded project is

the intellectual property of
the Client and we cannot
re-use it in any shape or
formIor be made public.
“c. You will suggest a feature addition, run an IP check pestppstect T O
and re-develop the component using Infosys’ own
cuidelines

®b. All code developed as part of a client funded project
is the intellectual property of the client and we cannot

re-use it in any shape or form. «

r

d. You will seek your Manager’s approval to re-use the
sseful open source component and incfude it in your

nroject

_ 2. You will create a copy of the code and carefully re-
nzme all references to the client in the code before

»fferine 1t as a product

10. You are using a client provided laptop on which you are
authorized Lo use Client provided code repository.You
are also working on a personal project that has source

code on public repository (GitHub). Is it permitted Lo use

s |
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could the client have.

@b. All code developed as part of a client funded project

is the intellectual property of the client and we cannot
re-use it in any shape or form. «

Oc. You will suggest a feature addition, run an IP check

and re-develop the component using Infosys” own
guidelines

Od. You will seek your Manager's approval to re-use the

useful open source component and include it in your
project

Oe. You will create a copy of the code and carefully re-

name all references to the client in the code before
offering it as a product

— o — e m = = o e

of a cllent funded project is
the intellectual property of
;he Client and we cannot -

re-use it in any shape or

| form or be made public.
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10. You are using a client provided laptop on which you are
authorized to use Client provided code repository.You
are also working on a personal project that has source
code on public repository (GitHub). Is it permitted to use

the client provided laptop to work on your personal
project
_ a. You can use the client provisioned laptop as long as
you do not upl oad client source code on public
repository

® b. No, the client provisioned laptop snouid not be used
L0 work on your personal project «+

_ ¢. Post obtaining necessary approvals from the client,
/ou czn start using the client laptop for your personal

3
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Correct Answer

Client provided laptop
should be used only for
delivering services to the
clients. Client provided

laptop should not be used

(o work on personal

projects since it could be a

violation of Client
mandated Information
Security policy.

-

Scanned by CamScanner

—— —



