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INWG NOTE #28

RE: INWG PLENARY MEETING J une 7 and 8

We have rooms Chambord 14 and 15 set  aside in  the Amer icana

Hotel (across the st reet  from the New York Hilton) for  our

exclusive use dur ing the 7th  and 8th  of J une. We will meet  a t

1000 a .m. J une 7th  in  Chambord 14 to consolida te our  agenda , and

get  a  progress repor t  ou t  of the way. The repor t s on  in terconnect ion  and

host -to-host  protocol a re in  prepara t ion , and I hope to have them in  your

hands before you  leave for  the meet ing. I will br ing copies in  case

someone doesn 't  get  a  copy in  t ime.

Housing a r rangements have been  left  up to you , as I was unsure of

everyone's plans for  a t tending NCC.

See you  there! /' ^ /y

Vint  Cer f
Assistan t  Professor  of

Computer  Science and

Elect r ica l Engineer ing

VC:c

415-321-3300x365
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CURRENT STATE OF THE INWG

1c Membersh ip

The.following count r ies and organiza t ions a re
represen ted (See mailing list  for  deta ils of
addresses, etc,, Proposed lia ison  agent  has been
marked with  "(L)"«)

a . Aust r ia
IBM Labora tory

H. Zemanek (L)

h .. Brazil
University of Rio de J an iero

C. Lucena  (L)

c» Canada
Bell Nor thern  Research

W. Clipsham
.0. Riml (L)
A.. Curran  (cha irman of IFIP  TC~6)

Communica t ion  Research  Cent re .
C. D. Shephard (L)

University of Br it ish  Columbia
V. Detwiler  (L)

University of Water loo
D. Cowan (L)

d. F in land
Helsinki University of Technology

K. Rahko (L)

e. France

CII
M. Elie (L)»

GN£T~(French  PTT) - C-C^ TF
R, Despres (L)

Elec+ir icite de France
P . Mar t in  (L)

IRIA
L, Pouzin  (L)

f. Germany
Siemens; A.G»

G. Bergmann (L)
Consult  an  t -

G, Fgrber  (L)

g. Israel
Minist ry of Communica t ions

J » Ke 11 a  (L)

h , It a ly
It  a le able

G., Puccioni (L)
Olivet t i

M, Ballabeni (D
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i. J apan
Mitsubish i Research  Inst itu te

T. Utsumi (L)
Musashino Elect r ica l Communica t ion  Labs.

M, Kato (L)
Nippon Telephone and Telegraph

P. Watan  a  be (L)
Tohoku University

J . Oizumi (L)

j« Norway
Norwegian  Defense Research  Establishment

Y, Lundh (L)

k« Sweden
Stockholm University, Royal Inst itu te of Tech ,

K» Samuffilson  (L)

Ie United Kingdom
Government  Post  Office

R. Belton  (L)
Bo Sexton
K. Sandum

COST-11 Project
D. L» A. Barber  (L)

Logica , Inc.
J . Tucker  (L)

Nat iona l Physica l Labora tory
D. Davies (L)
R. Scant lebury

University of London
P. Kirstein  (L)

m» United Sta tes
Advanced

R.

L.

s»

Research
Kahn (L)
Rober t s.
Crocker

Bolt , Beranek and
w.

J »

F.

A.

D.
MERIT

£.

Barker
Bnrchfiel
Hear t
McKenzie
Wa Id en

Aupper le
Packet  CoTnmunica t

R»
Stanford

J ..

Stanford
.v«

Universi
L,

J .

Alter  (L)
Research

Nor th  (L)

Projects Agency

Newman; Inc.

(L)

(L)

(D
ions, Inc.

Inst itu te/NIC

University
Cerf (L)
ty of Ca l;
Kleinrock
Post -el (L:

iforn ia , Los Angeles

)
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m« United Sta tes (cont inued)
University of Hawaii

F« Kuo (L)
University of Southern  Californ ia /ISI

K. Uncapher  (L)
University of Utah

B. Wessler  (L)
XEROX, Pa lo Alto Research  Center

R» Metca lfe (L)

2. IFIP  Affilia t ion

INWG is now officia lly working group 6.1
under  IFIP  Technica l Commit tee 6 (Data
com.munica t ions). TC6 is cha ired by Mr . Alex
Curran  of Bell-Nor the-rn  Research , Canada .1

In  addit ion  to lending to INWG considerably
more officia l sta ture as an  accredited working
body of a  well known in terna t iona l organiza t ion ,
IPIP  can  a lso be inst rumenta l in  providing IN¥ G
with  recognized access to ISO, CCITT, and
other  standards making bodies which  T.NWG should
seek to in fluence,

Our  char ter  (see a t tachTnent - to agenda) a lso
permits us to host  seminars, workshops, and
symposia , set  up and per form exper iments;
and genera lly proceed in  a  rapid fash ion
towards the fu lfillment  of our  object ives.

3» Possible Exper iments

Thus fa r ; Ih7WG has worked on  paper  to explore
the issues.of in terconnect ing networks. Many
quest ions rela ted to protocols and in ter facing
standards may only be resolved by exper iment .
To th is end, the following possibilit ies a re
offered:

1, The University of London will be connected
to the ARPA network by a  TIP  in  mid-J u ly.
A 370/195 will be connected to the TIP
via  a  PDP-9 which  will act  as ga teway.,

2. The Br it ish  Post  Office expects to have
an  opera t iona l model of the EPSS system
available for  exper imenta t ion  by la te
1974. Considerable a t ten t ion  has been
given  by the Nat iona l Physica l Labora tory
and the Br it ish  Post  Office to the
per formance of a  in ternetwork exper iment .
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3. Possible Exper iments (cont inued)

3.. Both  the CYCL.ADES project  a t  IRIA and the
RCP network a t  CNET are rapidly approaching
funct iona l sta tus. By mid--summer , both
networks should be running with  mult iple
nodes„ One hopes tha t  sufficien t  stability
with in  each  net  will be reached to consider
an  in terconnect ion  exper iment ' by the end of
1973.
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7 J une 1973

SECOND INVt 'G PLENARY SESSION
AMERICANA HOTEL, CHA.MBORD ROOMS -14 and 15

PROPOSED AGENDA

Thursday, J une 7

1000 CURRENT STATE OF THE P-:WG - V. Cer f
1. Membersh ip
2. IFIP  Affilia t ion
3. Exper iments

1030 ADMINISTRATIVE ISSUES
1. Lia ison  mailing list

2. INWG Meet ing Schedule
a . Semi-annua l P lenary Sessions

b. Loca t ions?
c. Next  IFIP  Genera l Assembly is

October  18, Toronto

1100 TECHNICAL AGENDA
Elements of a  EOST/KOST Protocol and implied

funct ions of the Gateway - V. Ccr f

1200 - 1400 LUNCH BHEA&

1400 An In terconnect ion  St ra tegy Based on  the ARPA
Very-Distan t -Host  Protocol - R. Kahn

1500 Split  in to small in formal groups (HOS'T-EOST groups
in  Chambord 14, Subnet  in terconnect ion  groups in
Chambord 15).

Fr iday, J une 8

1000 Cont inue infonna l \ vorking group discussions

1200 - 1400 LUNCH BREAK

1400 Progress Repor t  to INWG
1. Issues ra ised and/or  solved
2. Hot  topics

1-^ 1 fc ^ i,.'it i i-i

\ ./
• ^  ;*

•  ,J ' • -

1500 Officia l Adjournment



Proposed Terms of Reference

W.G. 6-1 ~ In terna t iona l Network Working Group

1. Name

The group sha ll be ca lled Working Group 6-1 - In terna t iona l Network
WorLing Groups abbrevia ted IKWG.

2. Sponsorsh ip

INWG 1 will be sponsored by and will exist  as a  working group of tech-
n ica l Commit tee. 6 (Data  Communica t i-ons) of the In terna t iona l Federa t ion
for  Informat ion  Processing.

3. Membersh ip

INlJ G act ivit ies will be' co-ordina ted by a  cha irman appoin ted by TC6>
The cha irman will provide regula r  repor t s of INWG act ivit ies to the
Chairman of TC6.

• The: In lt ia .1- list  of u t£inbers vy.i.3-1 Lt ; appTO'..-i.2d by TCC. Tl'iG cl'ia iru ici.n  u iT

INWG may appoin t  addit iona l members who have demonst ra ted their  ability
and willingness to cont r ibu te to the work programme of INWG. The
Chairman of INI'J G wi3-l obta in  approva l from the Chairman of TC6 for
members added under  th is clause.

4. Purpose ' ' .

INWG will study the problems associa ted with  the in fcerworking of computer
networks planned or  under  const ruct ion  in  var ious count r ies. The

u lt imate goa l is to define the technica l character ist ics of facilit ies
and opera t ing procedures which  will make it  possible and a t t ract ive
to in terconnect  computer  networks.

In  pursu it  of th is goa l INWG will, from t ime to t ime, define and publish
guidelines for  the in terconnect ion  of par t icipa t ing networks. Where
necessary and possible INWG should test  the gu idelines on  exper imenta l
in terconnect ions between  those networks on  which  meaningfu l exper iments

can  be done.

5. Organiza t ion

Working Subgroups of a  temporary na ture may be crea ted by the Chairman
of IN'ls'G to study specific problems rela ted to INWG s u lt imate goa l.

....,2



INWG members may act  on  more than  one subgroup. Two suggested subgroups
are:

a ) Communica t ions System Requirements
b) Host -Host  Protocol Requirements

6. Meet ings

The meet ings of INWG will be scheduled and publicized through the IFIP
Bullet in . The Chairman of TC6 will be advised of the ca lendar  year 's
schedule and loca t ion  of meet ings, and of any budget  request s by
15 September  of the preceding year .

7. Communica t ions

The Chairman of I?7G will dist r ibu te to the INWG membersh ip a ll repor t s,
announcements and other  mater ia l which  he deems to be relevant .

8. Changes to Char ter  --- -

The Char ter  may be amended by major ity consensus of INKG membersh ip
with  .the approva l of the cur ren t  TC6 Chairman.

9. Dissolu t ion

IWwG will be dissolved by decision  of the Chairman of TC6.

10. .Workshops and Symposia

INWG, through TC6, may sponsor  any xrorkshops and symposia  on  computer
communica t ions.

March  1973



SUBNET ISSUES

1« Physica l in terconnect ion  standards?

Modems, Sa tellit es, gro'rnd lines, signa lling method,

ra ir iimura  'bandwidth , syr 'c.h ronous or  asynchronous, etc.

2. Mzr .imum required packet  length

3» Csr ren t . min i-'u -i packet /max iTiurn  packet  length '; in  exist i.-ng nets?

ARPA 8000 bit s
EPSS 2000 bifcs (255 bytes)
IATA 2000 bit s (255 bytes)
CYCLADES ?
NPL ?
CANUNET ?
GNET ?

4. HO-CT should -"out ing to the ga teway be accomplished? -

As a  pracfcica l mat ter , th is may be differen t  in
each  net 'irorky but  the ga teway must  understand

how to direct  messages to other  ga teways if th is is
necessary«

5.5 HCK? Tn.an .Y sa te'K'nVS ..'?Ti6'"lc! in te'rconnect  Dairs of net 'w:*r '!;s?

6. Wt .a .t  kind of sta tus messages might  a  snbnet  want  to pass back
to source of a  message?

e.g. dest ina t ion  dead, message lost , ga teway
unava ilable, inva lid address, etc.

7. Should the subnet  do any account ing to reflect  service to
t ra ffic or igina t ing outside the net"?

GATEWAY Issues

1. Is .a  ga teway a : Tiost  or  is it  a  sta te of mind of two packet

switches resideing in  differen t  networks?

2» If we had a  network of ga teways, who would own and opera te them?
Gera ld each  network own it s own ga teways?

3» Sho.-u ld messages be seqi.icnced across ga teways? Reassembled?

4. Car . ga teways avoid having to keep informat ion  about  open  connect ions?

5» Wna-t  kind of account ing might  a  ga teway be expected to do?



A SELECTION OF MOST PROTOCOL ISSUES

1« Message Switched Protocol versus Line Switched Protocol

2. F low Cont rol " Window Not ion
Should F low Cont rol be exercised-between  NC-P 's (Network
Cont rol Programs) or  should it  cont rol flow per  connect ion?

3« Ret ransmission  and Duplica te Detect ion  Sf.ra togy

Is seqeuncing of in .essager i/packets essen t ia l?

4» Posit ive Hosfc-Host  Acknowledgements

5* Negat ive Acknowledgement  versus Timeout

6e Message Format

Key problem is breaking up of packets as they cross the
ga teway. If they a re not . reasscmbled, how can  we pre.pe.rve

the format  of the delivered packets?

7« Addressing
Should if be h iera rch ica l?
Should there be a  shor t  form for  established connect ions?
Vhat  to do about  mult iple NCP's in  the same Host?
Process/Por t s model of In terprocess conmunica t ion .

8. Mini.in i.iin  required packet  length  (Headcr -Chunk)

9» Error  feedback from dest lna t icm/sourc.e NCP and subnetC?)
c.g. message received on  unopened connect ion ,

illega l window size or  chu 'n lc size defin it ion^
inva lid cont rol message received, etc.

10« Cont rol message semant ics and syntax

11. Connect ion  sa t .--up and release

Full duplex, Simplex, Ha3.f~dupl.ex?

12. Cont rol message connect ion

13«. Provision  of sta tus repor t ing and per formance sta t ist ics collect ion
from NCP's *

14. Account ing
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A Par t ia l Specifica t ion  of an  In terna t iona l TrHnsmission  Protocol

TO: E . Auppur3.e, I?. Kahn, A. McKcnxie, R. Mctca lJ 'e,

R. Scant lubury, D. Waldcn , and II. Zimmerman

FROM: V. Ccr f

SUBJ KCT: F ir st  pass o'ra ft  of In terna t iona l TransmiKSion  Protocol

P lease feel free to make comments, revisions, addit ions, and
delet ions froin  the corpus. I have t r ied.to fa ith fu lly record my
understanding of the protocol. Fro'n  t ime to t ime, I have'depar ted
from the proposed terminology, bu t  I believe I have done th is
only where it  seums appropr ia te.

Your  ear ly response is cr it ica l. The next  meet ing- is most

Ijkely to be scheduled for  September  16 in  Sussex, just  a fter  the
NATO Advanced Inst itu t .e, and th is protocol v.-ill be a  major  topi.c.

for  discussion .

Senr i replies to me a t :

ERL 407
Stanford University
Stanford, Ca liforn ia  94305
U. S. A.

Respect fu lly,

Vin t . Cer f
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(. In t roduct ion

Let  us begin  with  the assumpt ion  tha t  we want  to in terconnect

. . ^ -_ ;
severa l ^ dist inct , rouour 't '.L. &hjT-mg computer  networks. Each  of these

' networks connects together  HOST computers whose resources can  be

shared among the users of the network. If we a re to ach ieve a  simila r
1

' ability between  HOSTS residing in  differen t  networks, we must  find a  way

for  a  HOST in  one network' to reproduce,without  a ltera t ion , a  st ream of

messages or igina t ing from a  HOST in  another  network.
\

Th is is a  pr imit ive bu t  essen t ia l necessity, and the ;mechanism we

devise to do th is will be ca lled the In terna t iona l Transmission

Protocol. This HOST level protocol will be implemented through a
A •  •

HOST program ca lled the Transmission  Cont rol Program (TCP).

Consider  a  typica l computer  communica t ion  system. It  is genera lly

made up of nodes (packet  switches, line switches, conccnt ra tors, mult -i-

plcxors), and some communica t ion  medium connect ing the nodes (telephone

lines, wave guides, laser  beams, radio or  microwaves, sa tellit e t ransponder ,

etc.).

HOST computers a re connected to the nodes in  some fash ion , and m&ssages

from.one HOST to another  a re passed through the network. •

The in terconnect ion  of two networks can  be ach ieved through an  in ter face

or  ga teway which  is connected to the nodes of two or  more dist inct  networks

(conceptua lly, it  might  be enough if two nodes were connected direct ly,

bu t  had software making each  node regard the other  as a  HOST on  it s own

network).

The ga teway must  accept  messages from one network and pass them to

another , i.-oj'onna t t ing t lic mossngc as necessary for  t ransmisision  in  the

new network. ^
"'Si '

f ^ Oe_ S^  m^ uTr-c^  • /<^ -^  ^  ^ <_ r^ so-^ wL- 5-''^ <r r i^  ^
'^  i^ -t -uM^  u^ l/ y^ iJ ^ [^  o^ l^  -p^ T^  <^ .^ T<-J L»
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If we t rea t  the computer  communica t ion  system of each  network as

a  complica ted communica t ion  line join ing IIOSTs and Gateway,then  the Gate-

v/ays appear  to be in terna t iona l node.*?, joined by two or  more networks,

HOSTS. t^ (5h^ Q- SL^ <-

<

facilit a t ing communica t ion  between  HOST:

CYCCIADRS

^
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9 The in terna t iona l t ransmission  protocol (ITP) descr ibed herein  is

in tended to:

1. Be resistan t  to fa ilu res in  in termedia te const ituen t  networks

and ga teways. ',

2. Be unaffected by the maximum message sizes permit ted in  con-

st ltuen t  networks and by in t ra - and in ter -network t iming

icliosyncracies.

;

3« Be capable of exact ly reconst itu t ing a  message st ream

or igina t ing in  a  foreign  HOST. .

4.- Provide for  h i^ h  bandwidth  and/or  low delay t ransmission .

Vwih^ ifwA /_
5. Require Yf^  sta tus in format ion  in  ga teway s(l^ -\  t^  )S^ <- c-y K-*t .-&.vi.r»^

) -^  ~^ ^ r^
6. Be rela t ively easy to implement . /

7. Permit  the receiving HOST to cont rol the flcm from the

sending HOST.
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A fundamenta l assumpt ion  behind the ITP is tha t  message sizes a re

not  un iform throughout  a ll networks which  a re likely to be connected.

It  is t empt ing to t ry to pick a  message size which  a ll networks can

t ransmit  without  a ltera t ion  (e. g. 255 bytes), bu t  our  guess is tha t

such  an  a t tempt  is un likely to succeed.

The inhe^ ypnt  .var iability in  message size accounts for  much of the

^ 0^  ^
rigidity of the ITP. Iy^ n^ other^ 5s~~y^ t  unpubli/shed\  posit ion \  paper ,

^  / \  / \  I \
Kahn 's design

Walden  ^ nd

ieren ta  dif

It  i£{ st ill
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TERMS OF REFERENCE

Connexion  . " ' "

J t is imagined tha t  between  pa ir s of HOST computers, a  single

logica l connexion  is established upon which  is mult iplexed a ll

. communica t ions between  these two HOSTS. Aconncxion  is a  fu ll-

duplex channel, bu t  it  will be convenien t  to th ink of it  a s a  pa ir

. 'of simp-lex , - on&--clirect iona l chaKiiels , each  with  -a  -source and a

dest ina t ion .

E lement  .

An element  is a  fixed length  st r ing of bit s ou t  of which

fWe&ee^ ^ ^ -^ je<i^ «u?^ "wi?7s~CT£-^ >' communica t ior i^ b.etween  HOSTs a re bu ilt  r

The size of an  elympnt  is 8 bit s by defau lt  un less it  is changed
<^ neet -A^ 4 ft . -

cxplicit ljy-fagfr  the sender  <a—<s^  /U^ cAu^€^ »

Gateway

A ga teway is the in ter face between  networks. It  may, in  fact ,

not  be a  rea l en t ity (e.g., computer ), bu t  may merely be rea lized in

software which  lies on  either  side of a  physica l (opt ica l, elect ro"

magnet ic, acoust ic, etc.) connect ion  bctv/een  the pTK'I-iC't  yivlLClliu .s-^

^ O'-S-f;^ ^ )
nodesX of two dist inct  networks.

A •  •  ,

HOST .

A HOST ir i typica lly a  computer  which  is a t tached to one or  more ^ Q

packet  switches) ^ wc^ BBS^ ^  in  a  const ituen t  network. The HOST is a

source nnc'i do.sii na t ion  for  mc.c;c;np:cy. It  may be the cayc t lmt  the HOST



^ ^ aMix:^ ^ ..,L^ !^ ^ i^ i^ ^ ;t^ ^ ,.-_—A.1«k-aA.<

^  //
is coexisten t  with  a  packet  switch  (e.g. the TIP  in  the AItPA network),

or  tha t  it  is in  fact  a  t ermina l (e.g. RCP). In  the sequel, it  v/ill be

necessary to assume tha t  a  t ermina l cannot  be a  HOST unless it  is capable

of per forming according to the specified protocol, and fur thermore, the

name (ident ifica t ion) of the termina l must  be known to the packet  switch ing

subnet  in  the same way a  serving HOST'S ident ifica t ion  is known. Note

tha t  a  HOST may be connected to more than-one packet  switch  (in  differen t

networks or  the same network) .

Message -

A message is a  well defined, format ted st r ing of bit s which  has the

proper ty tha t  it  can  be inser ted in to a  const ituen t  network a t  one packet

switch  where it  will leave the network in  the same fonn  it  en tered. If

the messape is broken  up in to packets by the network th is is invisible

and the packets a re reasscmblcci before they leave the network.. In  the

ARPA network, a  message is a t  most  about  8095 bit s long. In  the NPL

network, th is length  is more like 257 bytes, and in  RCP it  is 64 bytes.

Thus, a  message is the la rgest  bit  st r ing which  can  be en tered in to the Co^ f^ f^ ^ ^

network and ret r ieved from it  without  apparen t  change, breakage, etc,

9

For  some networks, messages and packets (see below) a re iden t ica l, except

possibly for  some cont rol in formnt ion  which  is t acked onto the message

while it  is in  t ransit  th rough {}\ ^  net^ ^ L^  ^ '^ ^ '^ ^  ^  ^ ^ ^ --^  ^

.^ ^ .w^ ^ a-u  n^ °k> ^ u^ J ^ X^  IA^ Q^ O^ Q^  'A-S ~U^ ^^ W^ A 'l^ i^ L '^  '^ ^ ^ A^ J ^  "^  \
A node is the elementa l un it  of a  packet  switch ing .system. The ter ra

node and packet  switch  a re uF .n l tu tcrchnn^ cably in  th is paper , bu t  a  node

^ >

miRhi n lso be const rued to bu  an  iu tdrassnblc en t ity which  par t icipa tes



^ ^ ./-'<;.»r .r t . i;mtu i^ ia it ifc^ ^

^

In  the movement  of packets with in  the network. This permits us to consider

loop systems in  which  a  node forwards bu t  does not  store packets which

pass th rough it , on  line switched systems. .

Packet  Switch  . .

A packet  switch  is a  computer  which  stores and forwards

packets to ach ieve communica t ion  between  HOSTS in  a  packet  switch ing

network. For  purposes of th is discussion , a  ga teway may be looked upon

as a  HOST by a  packet  switch .

n^ .

Transmission  Cont rol Program (TCP)
*.

A program in  a  HOST computer  which  rea lizes the In terna t iona l

Transmission  protocol enabling a  .collect ion  of messages from processes

and termina ls associa ted with  one HOST to be mult iplexed a long a

connexion  to another  HOST in  the same or  foreign  network. The.TCP does

not  address it self to the problem of in terprocess or  t ermina l/process
? •  " '

or termina l/tcrmina l ccu iimimica t ion . The job of the TCP is merely to
a

t ake a  st ream of messages produced by one HOST and reproduce the st ream

at  a  foreign  receiving HOST without  change.

\ ie.^ [y^ . d^ -A^ Lt  p-ro-^ Lc^ ^  fL^ -s ^ ^ Le^  ^ a^ LkJ «-<-

^  /^ -^ t^  <^ ^ 5

>/^ ^  ^ 7 ^ ^ <-^ A^ % <i^ ^

^ r  ^ "K^

6^
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The In terna t iona l Transmission  Protocol .
e

Messapc Format

Messages a re made up of a  fixed length  header , conta in ing cont rol

and addressing informat ion , an  in tegra l number  of fixed length  elements

conta in ing the text  of the message, and space for  an  opt iona l checksum

' (see figure 2).
Text

header checksum

Figure 2

Message Format

We will t ake up the issue of var iable element  size la ter , bu t  for

the presen t  we will assume a  defau lt  size of 8 bit s/elemcnt .

The ITP is resistan t  to fa ilu res in  in termedia te nodes and

gateways« This is accomplished by a r ranging for  posit ive acknowledgement

of receipt  of message by the receiving HOST. Fur thermore, sending HOSTs

are expected to t ime-out  and ret ransmit  messages which  have not  been

acknowledged. '

• Any t ime-out  and ret ransmission  schemp ^ re^ uires tha t  th^  receive:• eflu ires tha t  th<? r .eceive

a^ J t  a .cM-*^ o^ ->l'e-^ a  A^ ^ SX c
ismission^ . ~^ hc ITP is no 5have the ability to detect  duplica te t ransmission^ ,

A
except iono Each  message header  ca r r ies a  un ique (shor t  t erm) ident ifier

which  will be duplica ted if the message is ret ransmit ted.

The form tha t  the un ique ident ifier  must  t ake is determined in  par t

by the fact  tha t  messages crossing through a  ga teway may require breaking

in to more than  one message which  may not  be rcassomblcd before delivery to

a  HOST,, How can  we uniquely ident ify the pieces of the broken  mossngu?
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^ ^  -f<r ru^ /uu^  U^
One solu t ion  to th is problem is to imjquuly label each  element  of

A*^  • /<> ir^ icr re^  . ^
tet -r frTy—mwfcuAg tha tthe message tha t  no ga teway will break Up a  message

in to pieces smaller  than  one element , nor  will messages be broken  other

than  a t  element  boundar ies

f

. C^ -®)

Bit  st ream, parsed in tp^ frames of k+1^ 3~®ments.

is th^ /open  window size.

In  figure 3., we syk a  bit  st ream .wliich  has .been  parsed -in to a

uniform, unboundeji^ Sequence of elements./ Each  element  hay.ah  UKsocia ted

ident ifier  which  ranges from 0 to K. If we define frame size to be

K+l bit s,then  the ID of any given  element  is just  it s left  bit  ordina l

mpdylo th^  fr^ mc s^ o. ^ 4-^ rAA^  ^ ^  ^ l ^  ^ - - <^ -^ -(- ^ -^
^ ^ i^ ^ U 4-^ j^  .

^  In  order  to permit^ a  receiveP to cont rol the tota l t ra ffic from a

gender , the sender  is const ra ined to have no more thap W bit s ou tstanding, , .,
^  • s.'Z.^  ^  - . ^ ^ ^

(unacknov.'lcdged) a t  one t ime o In it ia}ly, W n  LI^ /BJ  , bu t  can  be
re-4U^ «^  ^  • *UA^ ' i^ -t  &&. «-//-> ^ 2-^  ^ o

a*yl<the receiver . Note tha t  W cannot  exceed LK/2J  for  reasons which  will
B- ? . /3T^ \  ^  ^
be apparen t  la^

~¥ ^ LS^ i -/-A. 0^ . ^ 1 A^
^ -f ^ f^ ^ ^ ^ L^ ... ^I
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z.-' <A^ ^ ^ Au^ e^ ^

/^ -&^ <<s^ ^ y ^ ^  ^ rJ <

-4ui^ -^

/t<S2^ <^ 4^  O-^ -oi ^  >{"

St

)/t<Q^ c-^ 4^ a-^ oi {̂ y"

^ iA,<^ - -f- M^ ^ )
LA-^ -^ A- )^ ^  ^ ""Lg> ^ r^ ^  ) 6^ ^ 1 ^ "^

"c^ .7ZU C^  ^ ^ ^  ^
^ -^ ^ ^ . t

^ ^ J S.

jZJ ^ jL^ ^ ^ . <^ ^ . ^ L^ s.

)6^ V^ 9

A^ ^
6t_^ °7^  ^

^ u^ -a^ ' ^ ^ jCb

.fi-w^ fl^  -^ <C-,.
^

<y^ \ ^ .

^ \ .

--Z^ , J ^ t^  ^ <^ ^ .
^ i^ s^ J ^ i J ^ ^ ^ ^ ^ tJ ^^ ^ U^ LJ ^

<^ 0-J ^

^ ^ ^ ^ ^  S-t -r"^  /) ^ ^ L<—^ >S^  ^ ^ A^ -G^ ^ . ;

-7Z^  ^ ^ ^  ^ J ,^ ^ ^  /!-^

^
^ i/J ^ i -//
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A message can  bo made up of severa l sequent ia l elements, and it

Is sufficic'n t  to iden t ify the leftmosi of these, while giving a  count

of the tota l number  of bit s in  the message. Thus, the header  format

begins to look like F igure 5« •

jSourceAddr[DestAcldr [Message ID[nit  Count  | E lcment  Size| 6ther^

J
leftmost  element  ID

Figure 5

Header  Format

If a  message a r r ives a t  a  ga teway which  finds tha t  the message

must  be broken  in to pieces for  t ransmission , each  piece will have the

same format . Since the text  of each  piece is const ra ined to consist  of

an  in tegra l nmber  of elements, we can  easily assign  the cor rect  un ique

ident ity to each  element  (see figure 6).

header

Source Dest Left  ID bit
count

element
size

ELEMENT COUNT

'J  J +8 j+16 j+24 j+32
other

=3 =40 =8

ec

-t
LEFT ID tLELEMENT

SIZE

a . Or igina l Message

Header

I Source Ue.st Left  ID .b-it -
count

element
S17.G

other

a j

Header

=24 =8

text

j+8 j+ic

checksum

ec* 1

Source Dost LEFT ID .M.^connt -
clyment

Kl/,0

j t ext  | chccksum
Other j+24 j-132 ec**

=j+24 =16 =-8

b. Two new shor ter  messages

Figure 6

MCRSHRC ]3reaknc;c



fL.^ 'il^ ^ ^ '^ *1'-11*^ "'*-'*'-'--'-"-'^ '''-^ '--^

^ i
i, it  i^ nocessary>tKat  a ll m^ fworks have^ CTie capability of,

messsxfe consist i-fig of the -t icader , chc&Ksum, and^ ne clement
--

breakagcj Note tha t  the element  size (in  bit s) is ca r r ied in

the header  to facilit a te ga teway message reformat t ing.

Ret ransmission , posit ive acknowledpment  and dunlica te detect ion

Ear lier , we a lluded to a  window size, Wp which  represen ted the

maximum number  of bit s the sender  was a llowed to have outstanding

(unacknow3 edged) by the receiver".'-''In it ia lly both  sender  and receiver

have the left  edge of the window posit ioned on  bit  0 and the r igh t

edge on  bit  W-l. (W ^  LK/2J ) .

The receiver  uses the window to detect  duplica te t ransmissions

When a  message a r r ives, it s left  element  ID is compared with  the left

edge of the windd'w. If these match , the window is advanced to the

r igh t  as many bit s as the bit  count  indica tes. As an  acknowledgment , r^ t
r

KOIAT
the receiver  returns to the sender  the cur ren t  left  edge of the windo'i

A <f^
II the incoming message ID does not  coincide with  the presen t  left

edge of the window, the receiver  detennines whether  the elements received

lie inside or  ou tside the wiy^ dow. If inside, the receiver  can  either

licUruJ ^
ignore the elements, or  mark them received, bu t  not  acknowledged. No

A
acknowledgment  will be sen t  for  these elements un t il the missing elements

to tho left  have a ll been  successfu lly.receiver . However , if the receiver
(UM.t^

sends as an  acknowledgment  the cur ren t  left~ window edg^ e, th is may. serve
A, — t ik. eSSe-J c ^  h .e.^ o^ cu^  a -e^ . .

imulf^ tc rct ransmission  of the missing elements. If the elements lie
^  - A.

window.

d^

win  1 liUjP  t lfc window, then  they a rc cliscarclcd, and an  acknowledgment  bear ing

the cur ren t  left  window cdec ID is sen t  to the sender . C-l&v^ -^ j^

t ^ >^ ^  U^ ^ ^ A a^ J L^ - S^
- T- ^ -^  M^ M.'

-<=-<»^ u^



,w» «iilS*i'ot3ifiSfe*.t ;la»t , ^ i^ l<&Si'^ w.v.^ ^ M^ r ,^ ws'^ ^ Wu^ j:^ .^ ^ ^ ^ ^ ^

^  I '?
In fact , these acknowlcdBmcnts a rc sen t  piggyback with  other

messages t ravclinR to the source using a  new Held in  the header  labeled

ACK (see figures 6 and 7). If no messages a rc await ing t ransmission ,

then  an  empty message is sen t . ^ t^ -f^ f /t^ J U^ s-Tj

^ ^ > <<sa^ ^ ^ ^ ^ 4-^ s0.^ ^ ^ ,A^
< ^ -<^ —s^ ,

Source Dest ina t ion!Left  E lement
ID

Bit
Count

Element
size

LefFW
ACK

Other

HEADER FORMAT

-• • Figure 7

The sender  t ransmits a  group of elements as a  message and sta r t s

a  t ime-out . It  the sender  t imes ou t  before, an  acknowledgment  for  the

elements is received, the sender  ret ransmits the elements.

implementa^

"mately/fausing ret r^ nsmission) . IQ/the more conyAex inpleme^ ta '

and the asso.

7n  the

.s a re^ . ignored

sender  does nc

ves acknowledgi^ nts

element  marked as /uccessfu ll]

advance the/window to th^  r igh t

lying c^ secut ively to

& c

r igh t  ~bf the left  w: 'ow

One can  easily be convinced tha t  the sender  can  never  advance the

left  edge of h is window beyond the left  edge of the receiver 's window

(flow cont rol), and bar r ing tota l disaster , a ll elements a re eventua lly
n -a^ ^ t . . / 0^

acknowledged, even  if they require ret ransmission . Fur thermore, the
A

receiver  has no t rouble dist inguish ing between  duplica te and or igina l

elements^

There a re severa l impor tan t  poin ts to not ice. F ir st , the receiver

can  actua lly advance h is window unt il it s loft  edge is W bit s ahead of

the sender  (a ll clomcnts roccivc-d, bu t  n il acknowlct lpmcnts lost ) „ Since



.'/ ^  .(^
the sender  will u lt imately ret ransmlt  to prompt  the receiver  aga in  for

acknowledgments, it  is impor tan t  tha t  the receiver  not  confuse a  re-

t ransmit ted clement  for  an  or igina l one „ If W > LK/2J  , where K+l is the

frame size, then  sucli confusion  can  occur , hence the rest r ict ion

W £. [K/2J  .

\
The second poin t  to not ice is tha t  a  range of implementa t ions is

possible, ranging from purely sequent ia l receipt  and acknowledgment  to

a  more complex implementa t ion  a llowing non-sequent ia l receipt  and

a cknowledgment» . ;

The th ird poin t  is tha t  nega t ive acknowledgments a re'accomplished

implicit ly a -?—c?ie~i'^ yyivyr  ^ uknowieugeg only the ielt  wxllUuw t idye 'o^ n

fcyfr -u l ylyjilu jrhs-wi+Mn hut  Tiol, cont±gTroTis-n-lLh  (.hu  luft  wiudmu-edgc.

Î  ^
\ K^ l
\ 1

r<

u_" de r  k -3-8 ft  edf J L r i n -s^ t

* fte^
s'n

then  each  acknowledge which  fa ils to advance the

sender 's left  v/indow edge can  be t rea ted as a  nega t ive acknowledgment .

F low Cont rol and Element  .Size „

In it ia lly, the communica t ion  channel between  TCP'S is assumed to

Zooto
consist  of 8 bit  elements with  a  window of W = J J ^ ^ j bit s where K + 1

is the frame size. •

The receiver  may want  to change the window size (as may the sender )

and either  may want  to change the element  size.

Such  changes must  be done in  a  cont rolled manner , so we postu la te

the existence of cont rol messages sen t  from one TCP to another . The

mcssaRe format , since it  embeds cont rol messages with in  the da ta  st ream,

must  signa l the presence of a  cont rol message by a  flag in  the headero

Figuru  9 shows the mcssaRc Isendcr  format .



u-jASiu*®'"^ '' -*- - • "*<"*'^ ''<'~ < .-^ aA-^  * ..*.-«

^  it

Source Dest ina t ion!Loft  E lem

J J L
bit

count

Elcm
size

Ack Type Text ec

Message Header

F igure 9

For  the moment , on ly th ree types of messages a re proposed.

&o Type 0 = regula r  message for  a . processor  termina l

bo Type 1 = cont rol message

Co Type 2 = sta tus message

Suppose the receiver  wants to tell the sender  about  a  new window

size W. The receiver  sends a  cont rol message "DO SETffINDOWSIZE W ."

The sender  will not  respond unt il the window can  be either  reduced or

expanded on  the r igh t  to size '>"'« Vi'hen  th is occurs, the sender  responds

with  "WILL SETOINDOWSIZE Wt ." Not ice tha t  the window should not  be

expanded beyond W = LK/2J  nor  should it  be reduced (r igh t  edge moved

leftward) over  previously^  acknov/ledged elejnents . .^ u^ uc vy V^ Ijt^ t  Tl 4-<<^€ Y7W-* J Q

^ ^  -^  ^ J L. 0^ 4, -^  ^ _-^  u i^ u^ t ,
Element  sf^  u^ d s

In  an  ear ly design , it  was assumed tha t  a ll messages in  the st ream

from one TCP to another  would consist  of messages with  the same elcuent

sizeo This size could be changed by negot ia t ion  between  TCP'S. Once

we rea lize tha t  cont rol messages must  be embedded in  the st ream, it  is

made easier  to imagine tha t  every messnee car r ies in format ion  about

element  size, and is guaran teed to consist  of an  in tegra l number  of

elementR, bu t  each  mcKsaye may have a  differen t  element  size. This

pcnnit t s the miilt iplcxinK of messages between  severa l processes with

St iffcront  lcnnth  element  , bu t . st ill Rives a  cood flow cont rol incchanism

to the receiver . Since- u 'ssnp.o ID'S nro n t  t lu ' h it  level, ou t -of-ordor
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}
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^  -Vo

message can  st ill, with  some work, be inser ted in  the cor rect  place in

the circu la r  buffer  whose length  is W bit so

Since each  message can  have a  differen t  element  size, there is

no need to negot ia te to change it . / .

^ J ^ ^ 1 - "-^  ) A^ ^ L. ^  ^ .^ 3 t^  ^  ^ ^ ^ ^
Checksum '^ J <-^ ~^ /^  • /t<^ -c-^ -<-4j^ ,5?^ . 1

The checksum is opt iona lly computed over  the header  and message

text . If not  computed, th is field is a ll 1's, otherwise, it  conta ins
^  •  . . .

a folded checksum. If the or igina t ing TCP fa ils to pu t  a  checksum in

(i.e. field is a ll 1's), then  a t  some poin t  a t  or  before the fir st

ga teway, th is checksum should be computed and put  in  it s proper  place.

If a  message is broken  up, the new pieces should have, checksums

geno^ a t^ by.the^ way, O^ J ^  J ^ L^  ^ ^  ^ J ^ la^  ^ ^
»< • vnr<-^  <^ -d-A^ e-<, ^

Messages which  fa il to pass the checksum test  should be discarded

(and nega t ive acknowledge produced -- e.g. cur ren t  and unmoved left  edge
) . •  . •

of window). '

* ' •  •  • '

Routing

In it ia lly, the ga teway dest ina t ion  should be selected by the TCP

from a  table of networks versus ga teway addresses. The const ituen t  network
• c

nodes may choose to re-rou te messages whi'ch  a re dest inec,} for  h igh ly

congested a reas o ^  (Q)
; AddressinR

'( _ We take the posit ion  tha t  on ly sufficien t  addressing need bo

provided to get  a  mossaRc to a  par t icu la r  TCP. Tlio ndclress field must
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^



• :it»J vmia£- f.w l.^ , ^ )n ilffljfc-S5^ ia^ d»^ iB,S>ta .lj»OT

t z.

be broken  in to a  subficld for  network, and one for  TCP ident ifier .

(see figure 10). Although it  is not  mandatory, most  la rge networks

may prefer  a  h iera rch ica l addressing st ructure . '

8 24 •  .

J  Network I TCP-1 D j

F igure 10

Source or  Dest ina t ion  Address

in  which  the TCP-ID is broken  in to sect ions. This is purely up to

©&ch network

(^ ^ A/t^ k^ ^  ^
PROBLEM AREAS

1,

2.

j^ L^  oMuu^  J \  ft iMji^ U^  C^ -.
^ .-^ V7~t^  ) /

t :l — ft  ^ [ I'j?* ^  "^  f\  y Tt  0 '^ - '¥ *?! Tt  C m 't  C C ^  /~^ Tl ^ ^  . * ^  ^ ^  n / 6Set t ing t ime-outs for  ret ransmission

Header  field sizes:

- 8 bit s

16 bit s

- 16 bit s

~ 32 bit s

° 16 bit s

- 3.6 bit s

^ '

e

?z ^ V ^ A^ -OXJ L

8 bit s
< - ^ ^ ..

3. Keeping sta tus*, t aBle sizes down (Walden 's Link Table idea). 6
4. Note; £ went  to bit  addressing instead of element  addressing

because it  became clear  tha t  I want  to mult iplex messages of many differen t

sixes a long the same TCP-TCP connexion .

' <T



f^ ft^ ^ '£u^ ^ ^ \ dit£^€^ ^ .'iUil^

t( > ^  z^

5o Sta tus in format ion  obta inable by TCP from distan t  TCP?

(machine word si7.c, window size, TCP per formance da ta ...).

6.' Er ror - messages? "' •

7. How to propaga te in terna l network sta tus to HOSTs via . ITP?

(eog. HOST DEAD MSG NOT DELIVERED).

80 Gateway Account ing? ,

10.
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A Par t ia l Specifica t ion  of an  In ternnt ionnl TrnnsmiKsion  P j-otocol

TO: E . Auppur le, R. Kahn, A. McKcn^ .ie, R. Mctcn llc,

R. Scant lebury, D. V»'a lclc;i, and II. Ziwmerman

FROM: V. Ccr l

SUBJ KCT: F ir st  pass L'ra ft  of In terna t iona l Transmi.ssiou  Protocol

P lease icvl free to make comments, revisions, addit ions, and

delet ions from the corpus. I have t r ied.to fa ith fu lly record my
understanding of the protocol. Fro.ii t im& to t ime, I have depar ted

from the proposed tcnninoiogy, bu t  I believe 1 have done th is
only v,'hero it  seums appropr ia te.

1

Your  ear ly ret iponse is cr it ica l. The next . meet iDg is most

likely to be scheduled for  September  16 in  Sussex, just  a fter  the
KATO Advanced Inst itu te, and th is protocol v;ill be. a  major  topic.
for  discussion .

Send replies to me a t :

ERL 407,
Stan .ford University
Stanford, Ca liforn ia  94305
U. S. A.

Respect fu lly,

Vin t  Ccr f
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TERMS OF REFERENCE

Connexion  ' " '

It  is imagined tha t  between  pa ir s of HOST computers, a  single

logica l connexion  is established upon which  is mult iplexed a ll

communica t ions between  these two HOSTs. A connexion  is a  fu ll-

duplex channel, bu t  it  will be convenien t  to th ink of it  a s a  pa ir

.- 'of -simp-lex ,--on&-dlrect i.oi'ia l oha-nnels , each  with-a  -source and a

dest ina t ion . . . . .

E lement  .

An element  is a  fixed length  st r ing of bit s ou t  of which

messages (see below) of a  communica t ion  between  HOSTs a re bu ilt^

The size of an  element  is 8 bit s by defau lt  un less it  is changed

explicit ly by the sender .

Ga teway . , •  . •  .

A gateway is the in ter face between  networks. It  may, in  fact ,

not  be a  rea l en t ity (e.g., computer ), bu t  may merely be rea lized in

software which  lies on  either  side of a  physica l (opt ica l, clect ro"

magnet ic, acoust ic, etc.) connect ion  between  the packet  switches (or

nodes) of two dist inct  networks.

HOST

A HOST ii5 typicit lly a  computer  which  is a t tached to one or  more

packet  switches (or  nodes) in  a  const ituen t  network. The HOST is a

source and (tcst ina t ion  for  mo.c;Rnp;c.t i. It  may be iho case tha t  the HOST
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is coexisten t  with  a  packet  switch  (e.g. the TIP  in  the AKPA network),

or  tha t  it  is in  fact  a  t ermina l (e.g. RCP). In  the sequel, it  v/ill be

necessary to assume tha t  a  t ermina l cannot  be a  HOST unless it  is capable

of per forming according to the specified protocol, and fur thermore, the

name (ident ifica t ion) of the tennina l must  be known to the packet  switch ing

subnet  in  the same way a  serving HOST'S ident ii'ica t ion  is known. Note

tha t  a  HOST may be connected to more than  one packet  switch  (in  differen t

networks or  the same network) .

Message ; •  . ;

A message is a  well defined, format ted st r ing of bit s which  has the

proper ty tha t  it  can  be inser ted in to a  const ituen t  network a t  one packet

switch  where it  will leave the Hotwurk in  the same iorw. it  en tered. If

the messa ,"e is broken  up in to packets by the network th is is invisible

and the packets a r .e reassembled before they leave the network. In  the

ARPA network, a  message is a t  most  about  8095 bit s long. In  the KPL

network, th is length  is more like 257 bytes, and in  RCP it  is 64 bytes.

Thus, a  message is the la rgest  bit  st r ing which  can  be en tered in to the

network and ret r ieved from it  without  apparen t  change, breakage, etc.
»

For  some networks, messages and packets (see below) a re iden t ica l, except

possibly for  some cont rol in format ion  which  is t acked onto the message

while it  is in  t ransit  th rough the net .

Node

A node is the elementa l un it  of a  packet  switch ing system. The tenn

•  node and packet , sw.itch  a rc ufir i.l in tcrchnn^ cably in  th is paper , bu t  a  node

miRlit - n l.so be conyt rucc! to bo nn  ;u ldrcssnblc en t ity which  par iicipa tos
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in  the movement  of packets with in  the network. This permits us to consider

loop systen iK in  which  a  node forwards bu t  docs not  store packets which

pass th rough it , on  line switched systems. - •  . '

! •  . .

Packet  Switch  . •  . .

A packet  switch  is a  computer  which .stores and forwards

packets to ach ieve communica t ion  between  HOSTS in  a  packet  switch ing

network. For  purposes of th is discussion ,- a  ga teway may be looked upon

as a  HOST by a  packet  switch .

1 ' , .

Transmission  Cont rol Program (TCP)
»

A program in  a  HOST computer  which  rea lizes the In terna t iona l

Transmission  protocol enabling a  ,co3.1ect ion  of messages from processes

and termina ls associa ted with  one HOST to be mult iplexed a long a

connexion  to another  HOST in  the same or  foreign  network. The.TCP does

f

not  address it self to the problem of in terproccss or  t ermina l/process
» ' •  .

or termina l/termina l communica t ion . The job of the TCP is merely to
9

take a  st ream of messages produced by one HOST and reproduce the st ream

at  a  foreign  receiving HOST without  change.
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In t roduct ion  •  . ". ,

Let  us begin  with  the assumpt ion  tha t  we want  to in terconnect

severa l dist inct , reyourc.e-shar ing computer  networks. Each  of these

•  networks connects together  HOST computers whose resources can  be

shared among the users of the network. If we a re to ach ieve a  simila r
t

•  ability between  HOSTS residing in  differen t  networks, we must  find a  way

for  a  HOST in  one network' to reproduce,without  a ltera t ion , a  st ream of

messages or igina t ing from a  HOST in  another  network.

This is a  pr imit ive bu t  essen t ia l necessity, and the .mechanism we

devise to do th is will be ca lled the In terna t iona l Transmission

Protocol. This HOST level protocol will be implemented through a

HOST program ca lled the Transmission  Cont rol Program (TCP). . .

Consider  a  typica l computer  coimnunica t -ion  system. It  is,genera lly

made up of nodes (packet  switches, line switches, concont ra tors, mult i-

ploxors), and some communica t ion  medium connect ing the nodes (telephone

lines, wave guides, laser  beams, radio or  microwaves, sa tellit e t ransponder ,

et c.). . ' '•  • •  ' •  .~1' ":- '•  '.':: '•  - • : •  '.

HOST computers a re connected to the nodes in  some fash ion , and m&ssages

from.one HOST to another  a re passed through the network. .' •

The in terconnect ion  of two networks can  be ach ieved through an  in ter face

• *

or  ga teway which  is connected to the nodes of two or  more dist inct  networks

(conceptua lly, it  might  be enough if two nodes were connected direct ly,

bu t  had software making each  node regard the other  as a  HOST on  it s own

network).

The; ga teway must  accept  messages from one network and pass them to

another , reformat t ing the message as necessary for  t ransmission  in  the

now network. .,,
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If we t rea t  the computer  communica t ion  system of each  network as

a  complica ted communica t ion  line join ing IIOSTs and Gateway,then  the Gate-

v/ays appear  to be in terna t iona l nodes, joined by two or  more networks,

facilit a t ing communica t ion  between  HOSTs.

CYCCIADES

The in terna t iona l t ransmission  protocol (ITP) descr ibed herein  is

In tended to:

1. Be resistan t  to fa ilu res in  in termedia te const ituen t  networks

and ga teways. ,

2. Be unaffected by the maximum message sizes permit ted in  con-

st ituen t  networks and by in t ra - and in ter -network t imiiiE

icliosyncracios^ ^  S^ ^ C \ lim ^ ' ^ . ^ ^ /^ ^ ^ "//

r t e pw^ cc.l ^  ^  J esf^ e^  -^  ^ -^ ;^ /^  ^  ^ ^
^ f^ ^ eU/^  J cll^ f/ Mly^  o-^  /^ ^ /^  or  ^ ^
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3. Be capable of exact ly reconst itu t ing a  message st ream

or igina t ing in  a  foreign  HOST.

4.- Provide for  h igh  bandwidth  and/or  low delay t ransmission .

5. Require no sta tus in format ion  in  ga teways.

6, Be rela t ively easy to implement .

7. Permit  the receiving MOST to cont rol the flow from the

sending HOST. ' ——

Key Issues and Gra tu itous Comments

A fundamenta l assumpt ion  behind the ITP is tha t  message sizes a re

not  un iform throughout  a ll networks which  a re likely to be connected.

It  is t empt ing to t ry to pick a  message size which  a ll networks can

t ransmit  without  a ltera t ion  (e. {̂ , 255 bytes), bu t  our  guess is tha t

such  an  a t tempt  is un likely to succeed.

The inheren t  .var iability in  message size accounts for  much of the

r igidity of the ITP. , In  another , as yet  unpublished, posit ion  paper ,

.R. Kahn proposes a  scheme which  appears more flexible. Kahn 's design

is based on  a  Simple Message Switched Protocol (reference Walden  and

Bressler ), and solves the var iable message size problem with  a  differen t

message ident ifica t ion  scheme than  the one proposed for  ITP. It  is st ill

not  clear  which  of the two st ra tegies, ITP or  SMSP, is simplest .

-iuwfe.w».'-^ wu '1

-B-
5e'e^ ^  ~IG r^ e-/v ^ e ^  ^ is //i^ f^ ^ i^  15. no~f~ Q^ j/

i^^ ^ ou5 ^  ^  ^ eles^ / W/i/ ^ \  ^ i/e 1e
^ ^ ^ s ^ ws K^ '' r repw"1 '"1/ 'c£-£r

^'ppee^ -
7
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The In terna t iona l Transmission  Protocol . ':'• '•

Message Format
fr  .'' ' '-. ' . ' '

Messages a re made up of a  fixed length  header , conta in ing cont rol

and addressing informat ion , an  in tegra l number  of fixed length  elements

conta in ing the text  of the message, and space for  an  opt iona l checksum

' (see figure 2). -

Text

header checksuni

F igure 2

Message Format

We will t ake up the issue of var iable element  size la ter , bu t  for

the presen t , we will assume a  defau lt  size'of 8 bit s/elemont .

The ITP is resistan t  to fa ilu res in  in termedia te nodes and

gateways. This is accomplished by a r ranging for  posit ive acknowledgement

of receipt  of message by the receiving HOST. Fur thermore, sending HOSTs

ar<S expected to t ime-out  and ret ransmit  messages which  have not  been

a cknowledged. . ' -

-Any t ime-out  and ret ransmission  scheme requires tha t  the receiver

have the ability to detect  duplica te t ransmissions. The ITP is no
»h +fie

except ion . Each  message header  ca r r ies a  un ique (ghor t  t erm) ident ifier

wliich  will be duplica ted if the message is ret ransmit ted.

The form tha t  the un ique ident ifier  must  t ake is determined in  par t

by the fact  tha t  messages crossing through a  ga teway may require breaking

in to more t lian  one mcssago which  may not  be rcassciublccl before delivery to

a  HOST. How can  we uniquely Ident ify the pieces of the broken  mcssnco?
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One solu t ion  to th is problem is to un iquely label each  element  of

the message, t acit ly assuming tha t  no ga teway will break Up a  message

in to pieces smaller  than  one element , nor  will messages be broken  other

than  a t  clement  boundar ies.

| *-w-*

012

«-element

ID space-*

K
'^ "'r /• • 11'" . r .€^ uy' * l^'^ vt '^ \

..;. ^  1"^ %fm^ %^ l^ '[e^ ,^  ^ . t^  '(flS^ .'£p1-^ ^ ^ S. i^ iy$^ '}
T.^ e""'"1"7 " 'leure-' sf^ ^ e P^ 'J ^ l

i£ ^  Bit  st ream, parsed in to frames of k+1 elements. -^  i/ i

ir lhe.
5l'hcT_^ enT
?) tke"e"

I
.6

;^ w.

^ ^ 'y€1^• W ~^ ^  ' ^ ; ^ ^ .M'
Bit  st ream, parsed in to frames of k+1 elements. -^  i/ i

+^ IMA:.
W is the open  window size. ,|  ^ <A^ ^  •

^  a f>' ;^

.''!
.In  figure 3., we see a  bit  st ream wlzich  has .been  ^ axse.d---uR-i;<»-~a_-!

3i un iform, unboync}ed_sequenceof. eJ ^ m£iite4 Each  element  has.an  associa ted

ident ifier  which  ranges from 0 to K. If we define frame size to be

il\ a  GfJ w/r l ^ i.^ \ ^ t  <s7^  <r
K+l bit s,then  the ID of any given  element  is just ,it s left  bitos &¥ >4a?»^ "b"

A ~ J  ~ ~~ '": •

module the frame size. .

In  order  to permit  a  receiver  to cont rol the tota l t ra ffic from a

sender , the sender  is const ra ined to have no more than  W bit s ou tstanding

(unacknowlectged) a t  one t ime. In it ia lly, W = [K/2J  , bu t  can  be reduced
^ ee^ e^  be^ y-c'h  ' •
-by the rccciver | ,' Note tha t  W cannot  exceed LK/2J  for  reasons

fh  41 %e seh^ et .
be apparen t  la ter .

which  will

exr^ + -f^ f" j:' t ^ i^
6^ {hA ^ ^ .l^ n t1(\  f(

jfcr f' ^  /1^ ^  ^  i
fc.^ 1
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A message can  be made up of severa l sequent ia l elements, and it

is sufficien t  to iden t ify the leftmosi of these, while giving a  count

of the tota l number  of bit s in  the message. Thus, the header  format

begins to look like F igure 5. / •

S ou  rce A del r  [ De s t  A d d r  j Me s sage I D\ Bit  Count  j E  1 erne n  t  S i z o j 01 he r

.1
Ieftmost -element  ID "

Figure 5

Header  Format

If a  message a r r ives a t  a  ga teway v/h ich  finds tha t  the message

must  be broken  in to pieces for  t ransmission , each  piece will have the

same format . Since the text  of each  piece is const ra ined to consist  of

an  in tegra l number  of elements, we can  easily assign  the cor rect  un ique

ident ity to each  element  (see figure 6).

header

ELEMENT -eQKSX

'j j+8 ;K16 j^ 4 j+32 ^ l^ p^ ^ ^

>text  chccksum

=j+24 =16 =8

b. Tv/o now .shor ter  mc.ssagos

Flguru  6

o Uroakni.':c
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Clear ly, it  is neccssax-y tha t  a ll networks have the capability of

'sending n  messafie consist ing of the header , chocksum, and one clemento

ju i thou4^ J >ik»®«tefcg«A>. Note tha t  the element  size (in  bit s) is ca r r ied in

•

the header  to facilit a te ga teway message reformat t ing.

Ret ransmission , posit ive acknowledgment  and dunUcate detect ion

Ear lier , we a lluded to a  window size, W, which  represen ted the

maximum number  of bit s the sender  was a llowed to have outstanding

;•  . -

(unacknowledged) by the receiver . In it ia lly both  sender  apd receiver

have the left  edge of the window posit ioned on  bit  0 and the r igh t

edge on  bit  W-l. (W ^  LK/2J ). . .

The receiver  uses the window to detect  duplica te t ransmissions.
-TO (t^ e . •  ^ . . .' •  " '. --

When a  message a r r ives, it s^ left  element  ID) is compared with  the left

edge. of the window. If these mo.tch , the window is advanced to the

r igh t  as many bit s- as the bit  count  indica tes. As an  acknow:
»/1flV \ /^ ^€ -^ r~ ' ' •

the receiver  returns to the sender  the^ emrceBfc left  edge of the window.

If the incoming message ID does not  coincide with  the presen t  left

edge.of the window, the receiver  determines whether  the elements received

lie inside or  ou tside the window. If inside, the receiver  can  either

ignore the elements, or  mark them received, bu t  not  acknowledged. No

acknowledgment  will be sen t  for  these elements un t il the missing elements

to the left  have a ll been  successfu lly received. Slewewa-r .^  — i-i,.-.UiG—a?e-©e-3-w-K.,

• --S£!l^ ?--^ -S--^ ^ a-CJ tylLCT^ ^ SUl&u^ '-^ lem^ a^ ^ —tTlTs—ma-y—seyv-e.^ ..

4re-«^ i-iwr iA4»e~.pe*toa^ w>»a^ sA®^ ^ *©.t^ U?~m If the elements lie

outside the window, thon  they a rc discarded, aud~»ui»AC^ ^ ^ owl<idg.roey^ ^ bea .ping

--fe4te—^ ui^ frn4-—}-cft"'TrhRd(v^ "edgc^ ..LU.-j^ .--s<»nt^
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In  fact , Irhcsc" acknowlcd[;mcnts a re sen t  "piggyback" with  other
I

messages t raveling to the source using a  -»em- lield in  the header  labeled

<?S Shcny^  lh  . ^  f / • •  ^ AP^ I ah  e{f(t )0^ 1
ACK.-fwe figurc^ ~&~«'r t td> 7j. (If no messages a rc await ing t ransmission^*• -

^ eh-i- ^  ^ Ae_^ '1t lAil_^ _^ f?^ ^ e ^ WS^ iW ih  ^  ^ e'^ ^ f,: ^ ^  ^  ^ ,
.t4tCTr-;rTr~cwpty-wcs^ ff^ 'CTUT^ ^ ^  -, .-.-^ .^  ^ /^  /./^  .reyi^

Sihce cm' ^ ^ ^ ^ cw^ ^  ^  ^ c^ r r t^  w-S^ y ^€^ j^  ^ e wrc.e. ^  ^
• \ Y(\ v\ r /^ \ ^ yc^  w^ st ' ls^  pr^ ^ r '^ ^  'to /ec^ i-i/e sei/er^ /- ^ <fk<j c'of^ 'w.in /n^  The

Source Dest ina t ion Loft  E lement
ID

Bit
Count

Element
size

Left  ID
ACK

Other

HEADER FORMAT

cn t (s^

; -yiguro 7 / I .

5-^ 16 ^ 6^ <^ ;-- T~D ^  ^ M .hfi- ^€ t ^ ^  c^ r t /o^ ^  ^ & ^ le_
f{"^ "e^ 7<7n <^ r  i^ ^ i^ 'f'Ht^  ^ ^ T^ ^ ^ isyfff^  f^ l'ffc^ ^ ^ /^ Sft  Mn ^ .c^ j Th&

sender  t ransmits a  group of elements as a  message .and sta r t s

a  t ime-out . If the sender  t imes ou t  before an  acknowledgment  for  the
"• ^ -^

elements is received, the sender  ret ransmits the elements/ In  the'v

siirplest  implementa t ion , ou t -of-order  acknowledgments a re ignored

(u lt imately cansing'^ ret ransmission) . J eff the more cor fiplcx a^ lementa-

t ion , they a r^ /'acccptcd and the associa ted elements m^ Kfl^ ect  as successi'u lly

acknowledges. The sender  does'" not  advance the w>fidow to the r igh t

unless /t  receives acknowleCgments for  elements lying consecut ively to

'""-"'fclusur igh t  of the left  window edge.

One can  easily be convinced tha t  the sender  can  never  advance the

left  edge of h is window beyond the left  edge of the receiver 's window

(flow cont rol), and bar r ing tota l disaster , a ll elements a re eventua lly
(o<- %f'\  t " ^ ^ owieJ ^  C m ^ n^ ~^ ) . -

acknowledged, even  if they.. require ret ransmission . Fur thermore, the

receiver  has no t rouble dist inguish ing between  duplica te and or igina l

. elements. •

There a rc severa l impor tun  I; poin ts to not ice. F ir st , the receiver

can  nctunlly advance h is window unt il it s left  cctgc is W bit s ahead of

the sender  (a ll c](.;mcnt .s roccivod, bu t  n il acknowlcdp;mcnts lost ). Since
'N

" ±i ^  ^ P^ ^ ^ je 4r .. ^ ' ^  t t e^ --^ ^ ei}} /KX///
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the sender  will u lt imately rct ransmit  to prompt  the receiver  aga in  tor

acknowlct lgments, it  is impor tan t  tha t  the receiver  not  confuse a  re-

t ransmjt tccl element  for  an  or igina l one. If W > LK/2j , where K+l is the

frame size, then  such  confusion  can  occur , hence the rest r ict ion

V & LK/2J  .
/

The second poin t  to not ice is tha t  a  range of implementa t ions is
( J t i^ c'^ iJ it> ^  ^ e5st '^ e:'e> i€c€tVfJ l ,eli/i~ eff ot J c /'»'/><

possible, ranging from purely sequent ia l r6ceipt^ ~&&d-&®h»ew3.e^ gilftewt  to <^ ,///i^  "f-Q

^ l(^ lr^ .,f
a  more complex implementa t ion  a llowing non-sequent ia l receipt  ^ a .w3r  ^
^ ^ . ' ' ~ . . ,v', . ~ •  1^ ~^  /^ re<

^ • f^ Vl^ ^ ^  . ._. ^ ^ . 'J  /\ ' ' .' ' '
W i.^ . C: ^  • -' - acknowledgment^  feM^ m SC^ e^  1^  1^

implic

receip

If the

window

e th ird poin t  is tha t  nega t ive acknowledgments a re;accomplished \

t ly • s^ F^ the receive p^ 'acknowled&^ s only the left  v.'indow e<

of elements v;yh in  bu t  not  cont iguous with  the lef.f windov/

sender poin ters to cur ren l^  left  edge, las^ sent , and r igh t

sender1s\ le^ t  window edge can  be t rea ted

ents, then  each  acknowlqdge which  J jAls to advance the

ga t ive acknov.'lQcIgmcnt .

-?. -; pu  rwswA i^ ^ -?w^ ij»>ua?wry?s™w?%;^

F low Cont rol and Element  Size. . .

In it ia lly, the communica t ion  channel between  TCP'S is assumed to
ff

consist  of 8 bit  elements with  a  window of W = LK/2J  bit s where K + 1

is the frame size.

The receiver  may \ '/an t  to change the window size (as may the sender ),

t h tp ....

and either  may want  to change the element  size.

Such  changes must  be done in  a  cont rolled manner , so we postu la te

the existence of cont rol mepsaKc-s sen t  from one TCP to another . The

messafie format , since it  embeds cont rol messages with in  the da ta  st ream,

must  signa l the presence of a  cont rol mcs.sngc by a  flag in  the header .

F igure 9 shows the message hcndcr  format .
-'t*»

'/Ye m^ ! see p^ e lo -< »y w^ ni (9 ^ , ^  ^ ^  //^"'r



i^ ^ ^ ^ ^ fr</-'^ A ^ ^ ^ '^ ^  ^ l*>T-jL;At iKAtkt t ,r i>t  ;.'+.l't ifi*.h 'J

Source Dest ina t ion!Left  E lcm

J J L
bit

count

Elcm
size

Ack Type Text ec

Message Header

F igure 9
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For  the moment , on ly th ree types of messages a re proposed.

&» .Type 0 =, regula r , message for  a , proc.essor  termina l

b. Type 1 = cont rol message

c. Type 2 = sta tus message ' - .

Suppose the receiver  wants to tell the sender  about  a  new window

the window should not  be

size W. The receiver  sends a  cont rol message^ 'DO SETffINDOWSIZE W ."

The sender  will not  respond unt il the window c^ a /n  be either  reduced or

expanded on  the r igh t  to size 'i"'. V/hon  tbi^  occurs, the sender  responds

with | "?ILL SETOINDOWSIZE W.") Not ice tha t i
s>^ ,,—,.—~~—.»<^ ,_^  _^ _ _^ f'^ ^

expanded beyond W = L.K/2J  nor  should,it  be Veduced (r igh t  edge moved

leftward) over  previously, acknowledged 6-^ eme^ ts.

ih .s e c^ \
^ /r | €.

E lement  Size
^ /r | €, ^ ^ R

u  ^ }i
// fica i-fffh

In  an  ear ly design , it  was assumed tha t  a ll messages in  the st ream

from one TCP to another  would consist  of messages with  the same elcracnt

size. This size could be changed by negot ia t ion  between  TCP'S. Once

we rea lize tha t  cont rol messages must  be embedded in  the st ream, it  is

made easier  to imagine tha t  every message car r ies in format ion  about

element  size, and is guaran teed to consist  of an  in tegra l number  of

elements, bu t  each  message may have a  differen t , element  size. This

permits tho mult iplexing of messngcs bctwocn severa l processes with
• V ,

di.ffcrcn t  lenKt li elements, bu t  st ill Kivos a  coocl Ilow cont rol incchanism

to tho receiver . Since messnp.u  ID'S nrc n t  the bit  level, ou t -of-ordor
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message^  can  st ill, v/ith  some v/ork, be inser ted in  the cor rect  place in

thc-ciiwAfty buffer  w,hose length  is W bit s, ^  t^  t "<cr '(?(t 't ?l~- c^ OO^ ^ s -/<:

.^ .c'ce^  ^ °^ '~ G~^  €>l~^ eh  we5'3^ '6?.-5'' . '.' •
Since each  message can  have"a  differen t  element  size, there is

no need to negot ia te to change it<cf^ ~ TAe ^ ^ ^  iCf /e'*/e/J  Th^

S~^ c^  hej^ /'-^ f^ ^  •  /-5 ^ ^  fa t^ '^ rep^ i iy • ^ {~f~~ s^  t^ e 'I.TP»

'J

Checksum ' . . . .

The checksum is opt iona lly computed over  the header  and message

text . If not  computed, th is field is a ll 1's, otherwise, it  conta ins

"V _ _ _ _ .. ^  . •  •  _ ^  ; • •  .

a  (foldedychecksum. If the or igina t ing TCP fa ils to pu t  a  checksum in

(i.e. field is a ll l*s), then  a t  some poin t  a t  or  before the fir st

ga teway, th is checksura  should be computed and put  in  it s proper  place.

If a  message is broken  up, the new pieces should have checksw.is

genera ted by the ga teway. ' .. ^  ^  ^ ,^  fr^ r fi^ /^ !''^ t^  €'r  SJ ^  "^
<+•  ^ y pfff ^  (^  ^ ^  ^  !flj

Messages which  ta il to pass the checl^ sum test^  should be discarded f

^ fiWci~Heg*t -i^ e-^ rckt ro'>vl«^ g-e—p¥€>€kKie'^ ~«^ ^

• t r f~wa?iw5-cw*>~~-«-'

Rou t ing •

Init ia lly, the ga teway dest ina t ion  should be selected by the TCP

from a  table of networks versus ga teway addresses. The const ituen t  network

nodes may choose to re-rou te messages which  a re dest ined for  h igh ly

congcsl-.cd a reas. .

Addressing

We take the posit ion  tha t  on ly sufficien t  acklrc-ysine; nccci bo

provit lcd to get  a  moKsap.c to a  par t icu la r  TCP, The address field must

"<fc

-^  \ ^ !\  ^ 05 -t /7/< ^ f/?^ f Zj5 ^  ^ °5'/' ^ f }d^  e^ /e^ r^ J
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be broken  in to a  subficld for  network, and one for  TCP ident ifier .

(see figure 10). Although it  is not  mandatory, most  la rge networks

may prefer  a  h iera rch ica l addressing st ructure

/
8 24

]NctworkI TCP-ID |

F igure 10

Source or  Dest ina t ion  Address

in  which  the TCP-ID is broken  in to sect ions. This is purely up to

each  network. .

PROBLEM AREAS

1. Set t ing t ime-outs for  ret ransmission

2. Header  field sizes:

a . element  size

b. left  ID

c. bit  count

d. address

c. checksum

f. ACK

•  g. TYPE

8 bit s .

16 bit s . •  .

- 16 bit s ;

- 32 bit s

16 bit s

16 bit s

8 bit s

3. Keeping sta tus table sizes down (Walden 's Link Table idea).

I

4. Note: I went  to bit  addressing instead of element  addressing

because it  became clear  tha t  I want  to mult iplex messages of many diflercn t

sixes a long the same TCP-TCP connexion .
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5. Sta tus in format ion  obia inable by TCP from distan t  TCP?
»

(machine word size, v'inclow size, TCP per formance da ta ...).

6.' Er ror  messages? •  •

7. How to propaga te in terna l network sta tus to HOSTs via .ITP?

(e.g. HOST DEAD MSG NOT DELIVERED). .

8. Gateway Account inc? / (='.4 /'"?''. Ga teway Account ing?•  j p^ ffl^  i/.;,^ - / // _

D. V«li/& ^ -K.T-f-S^  iSk^ i fhU^ , Th  s-eHi^
^  : -1^  e -^ e ^  ^  / ^  © *^ ) /- '//<^  J p /? ye' ^  ive i^ p / e7

c{ vffj^ e -^ r  ^ y h^ t~ ^ o^ eQhe hceJ -s 'h  ^

-j-eckht^ l ^ ff/tC ^  'ths. R^ ^ e^ i^ f,. K IS ^

^ ^ tG^  ^  i^ e^ /^ e c^ ^ h^ t l ot£".
+^ e cff^ ^ l-^ ebt  ^ c'^ wfff/Cs • ' . •  •  ;•  •  . v'^ ;^  ; •  •


