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INWG NOTE #28

RE: INWG PLENARY MEETING June 7 and 8

We have rooms Chémbord 14 and 15 set aside in thé Americana

Hotel (across the street from the New York Hilton) for our

exclusive use during the 7th and Sth of June. We will meet at

1000 a.m. June 7th in Chambord 14 to consolidate our agenda, and
-get a progress repért out of the way. The reports on interconnection and
host-to-host protocol are in preparation, and I hope to have them in your
hands before you leave for the meeting. I will bring copies in
someone doesn't get a copy in time.

Housing arrangements have been left up to you, as I was unsure of

everyone's plans for attending NCC.

f—"

See you there! lgsgy

Vint Cerf

Assistant Professor of
Computer Science and
Electrical Engineering

VEC:c

415-321-3300x365
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CURRENT STATE OF THE INWG

1. Membership

The following countries and organizations are
represented (See mailing list for details of
addresses, etc, Proposed liaison agent has been
marked with "(L)",)

a. Austria
IBM Laboratory
H. Zemanek (L)

Do Brazid
University of Rio de Janiero
C. Lucena (L)

c. Canada
Bell Northern Research
W, Clipsham
-0, Riml (L)
A, Curran (chairman of IFIP TC-6)
Communication Research Centre
C. D. Shephard (L)
University of British Columbia
V. Detwiler (L)
University of Waterloo
D. Cowan (L)

d. Finland : _
Helsinki University of Technology
K. Rahko (L)

e. France
CEI :
M, Elie (L)?
ENBT (French PIT) ~CCETT
R. Despres (L)
Electricite de France
P, Martin (L)
IRIA :
L. Pouzin . (L)

f. Germany
Siemens, A.G.
G. Bergmann (L)
Consultant
G, PHrber ()

g. lsrael
Ministry of Communications
J. Kella (L)

h, Italy
ftalcable
G, Puccioni (L)
Olivetti
M. Ballabeni (L)
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i, Japan '
Mitsubishi Research Institute

T, Utsumi (L)
Musashino FElectrical Communlcatlon Labs.
4 M, Kato (L)
Nippon Telephone and Telegraph

F., Watanabe (L)
Tohoku University

gL S Gazana (1)

J. Norway
Norwegian Defense Research Establishment

Y. Lundh (L)

k. Sweden
Stockholm University, Royal Institute of Tech.
K. Samuelson (L) |

1. United Kingdom
Government Post Office
R. Belton (L)
B. Sexton
K. Sandum
COST-11 Project =
D, L. A. Barber (L)
Logica, - Inc. :
J. Tucker (L)
National Physical Laboratory
D. Davies (L)
R. Scantlebury
University of London
P. Kifstein (L)

m. United States
Advanced Research Projects Agency
R. Kahn (L)
L Robertsn
S+ Crocker
Bolt, Beranek and Newman, Inc,

W. Barker

J. Burchfiel (L)
F. Heart

A, McKenzie (L)
D, Walden

MERIT
E, Aupperle (L)
PackcL Communications, Inc.
R.ivAlter: (L)
Stanford Research Inst1iute/NIC
J. North (L) :
Stanford University
Ns Cerft (F)
University of California, Los Angeles
L. Kteinrock
J. Postel (L)



INWG STATE aa

m. United States (continued)
University of Hawaii
F, Kuo (L)
University of Southern CallfOfﬂla/ISI
K. Uncapher (L) _
University of Utah
B. Wessler (L)
XEROX, Palo Alto Research Center
R, Metcalfe (L)

IFIP Affiliation

a., INWG is now officially working group 6.1
under IFIP Technical Committee 6 (Data .
communications). TC6 is chaired by Mr, Alex
Curran of Bell-Northern Research, Canada.

b. In addition to lending to INWG considerably
more official stature as an accredited working
body of a well known international organization,
IFIP can also be instrumental in providing INWG
withirecognizediaceess to I1sSO, CCITT, and
other standards making bodies which INWG should
seek to influence,

c. Our charter (see attachment to agenda) also
permits us to host seminars, workshops, and
symposia, set up and perform experiments,
and generally proceed in a rapid fashion
towards the fulfillment of our objectives,

Possible Experiments

Thus far, INWG has worked on paper to explore
the issues of interconnecting networks, Many
questions related to protocols and interfacing
standards may only be resolved by experiment,
To this end, the following possibilities are
of fered:

1. The University of London will be connected
to the ARPA network by a TIP in mid-July.
A 370/195 will be connected to the TIP
via a PDP-9 which will act as gateway,

2. The British Post Office expects to have
an operational model of the EPSS system
available for experimentation by late
1974, Considerable attention has been
given by the National Physical Laboratory
and the British Post Office to the
performance of a internetwork experiment.
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3. Possible Experiments {(continued)

3. Boith the CYCLADES pro ject :at’ IRIA and the
RCP network at CNET are rapidly approaching
functional status. By mid-summer, both
networks should be running with multiple
nodes, One hopes that sufficient stability
within each net will be reached to consider
an interconnection experiment by the end of
1973.




7 June 1973

SECOND INWG PLENARY SESSICN
AMERICANA HOTEL, CHAMBORD ROOMS 14 and 15.

PROPOSED AGENDA

Thursday, June 7

1000 CURRENT STATE OF THE ‘IMWG = V. Cerf
1. Membership

. IErpAffildation

« Hxperiments

23 N

1030 ADMINISTRATIVE ISSUES
1. Liaison mailing list
2. INWG Meeting Schedule
a. Semi-annual Plenary Sessions
b. Locations?
c. Next IFIP General Assembly is
October 18, Toronto

1100 TECHNICAL AGENPA
Elements of a EOST/HOST Protocol and implied
functions of the Gateway - V. Cerf

iZ00 - 1400 LUNCH BREAK

1400 An Interconnection Strategy Based on the ARPA
Very-Distant-~Host Protocol - R, Kahn

1500 Split into small informal groups (HOST-HOST groups
in Chambord 14, Subnet interconnection groups in

Chamboxrd 15).

Friday, June 8

10060 Continue informal working group discussions
1200 - 1400 LUNCH BREAK
1400 Progress Report to INWG

1. Issues raised and/or solved

2. Hot topics

1500 Official Adjournment
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Proposed Terms of Reference

W.G. 6-1 -~ International Network Working Group

1. Name

The group shall be called Working Gloup 6 1 - International Network
Worlking Group, abbreviated INWG ¥ ’

2. Sponsorship:

INWG 1 will be sponsored by and will exist as a working group of tech-
nical Committee 6 (Data Communications) of the International Federation
for Information Processing.

3. Membership

INWG activities will be co-~ordinated by a chairman appointed by TC6.
The chairman will provide regular reports of INWG activities to the
Chairman of TC6. Pei

The initigl list of members will be approved by TCE. The chairman of
INWG may appoint additional members who have demonstrated their ability
and willingness to contribute to the work programme of INWG. The
Chairman of INWG will obtain approval from the Chairman of TC6 for
members added under this clause.

4. Purpose

INWG will study the problems associated with the interworking of computer
networks planned or under comstruction in various countries. The
ultimate goal is to define the technical characteristics of facilities
and operating procedures which will make it possible and attractive

to interconnect computer networks. '

In pursuit of this goal INWG will, from time to time, define and publish
guidelines for the interconnection of participating networks. Where
necessary and possible INWG should test the guidelines on experimental
interconnections between those networks on which meaningful experiments
can be done.

5. Organization

Working Subgroups of a temporary naLure may be created by the Chairman
of INNG to study specific problems related to INNG's ultimate goal.

el 2



INWG members may act on more than one subgroup. Two suggested subgroups
are: :

a) Communications System Requirements
b) Host-Host Protocol Requirements

6. Meetings

The meetings of INWG will be scheduled and publicized: through the IFIP
Bulletin. The Chairman of TC6 will be advised of the calendar year's
schedule and location of meetings, and of any budget requests by

15 September of the preceding year.

7. Communications

The Chairman of INWG will distribute to the INWG membership all reports,

announcements and other material which he deems to be relevant.

8. Changes to Charter + - =

m

The Charter may be amended by majority consensus of INWG membership
“Wwith the approval of the current TC6 Chairman.

9. Dissolution

INWG will be dissolved by decision of the Chairman of TC6.
1.0z .Wofksﬁops and Symposia

INWG, through TC6, may sponsor any workshops and symposia on computer
communications.

March 1973




SUBNET ISSUES

l. Pleysical interconn jon standards?
Modems, Satel es, ground lines, signalling method,

minimum bandwidth, synchronous or asynchronous, etc,

-t (D
0

2. Minimum required pa Pnt length

i

i

3. Corrent mininwm packet/maximum packet lengths in
ARPA 8000 bits

EPSS 2000 bits (255 bytes)
IATA 2000 bits (255 bytes)

S

CYCLADES 72
NPL 2
CANUNET 2
CNET 2

s ee

"y

4. How should routing to the gateway be accomplished? -
As a practical matter, this may be different in
each metwork, but the gateway must understand
how to direct messages to other gateways if this is
Necessarye.

v

“5. How many gatewavys .should intercennect

6. What kind of status messages might a subnet want to pass back
to source of a message?
€.g. destination dead, message lost, gateway
unavailable, invalid address, etcc

7. Should the subnet do any accounting to reflect service to
traffic originating outside the net?
GATEWAY Issues

1. Is a2 gateway a host or is it

a of mind of two packet
switches resideing in 1£f ere

e
1t networks?

2. If we had a network of gateways, who would own and operate them?
Couid each network own its own gateways?

3. Should messages be sequenced across gateways? Reassembled?
4, Cam gateways awvoid having to kecp information Qbout open connections?

5. What kind of accounting might a gateway be expected to do?




A SELECTION OF HOST PROTCCOL ISSUES

1. Message Switched Protocol versus Line Switched Protocol

2. Flow Control - Window Notion
Should Flow Control be exercised between NCP's (Network
Control Pfoyrcm“\ or should it control flow per connection?

3. Retransmission and Duplicate Detection Strategy
Is seqeuncing of messages/pa iketm essential?

ost-Host Acknowledgements
S. Negative Acknowledgement versus Timeout

6., Message Format
Key problem is breaking up of packets as they cross the
gateway. If ey are not reassembled, how can we preserve

the format of the delivered packets?

t
=

7. Addressing
Should it be hiecrarchical?
Should there be a short form for established connections?
What to do about multiple NCP's in the same Host?
Process/Ports model of interprocess communication.

%, Error feedback fr destination/source NCP and subnet(?)
e.g., message received on unopened connection,
illegal window size or chunk size definitio
invalid control message received, etc.

10. Control message semantics and syntax

11, Connection sct-up and release
Full duplex; Simplex, Half-duplex?

12. Control message connection

13, Provision of status reporting and performance statistics collection
from NCP's,

14, Accounting
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A Partial Specification 61 an International Transmission Protocol

~ TO: . Aupperle, R. Kéhn, A. McKenzie, R. Mctcalfe,
: R. Scantlebury, D. Walden, and . Zimmerman

]

FROM : V. Cerf

SUBJECT: First pass draft of lnternational Transmission Proiocol

Please feel free to make comments, revisions, additions, and
deletions from the corpus. I have tried.to faithfully record my
understanding of the prctocol. From time to time, I have’departed
from the proposed terminology, but I belicve I have done this
only where it secms appropriate.

Your early response is critical. The next meeting is most
likely to be scheduled for September 16 in Sussex, just after the
NATO Advanced Institute, and this protocol will be a major topic.

] . for discussion.

Send replies to me at:

ERL 407 °

Stanford University
Stanford, California 924305
U. S. A,

Respectfully,

Vint Cerf
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Let us begin w1th the assumption that we want to interconnect

: Rt ¢ T
several)distinctf—reeearee~shurrng computer networks. Each of these

* networks connects together HOST computers whose resources can be

shared among the users of the netwoxk.‘ If'we'are to achieve a similar
ability between HOSTS re51ding in d1iferent networks, we must find a way
for a HOoTlln one network.to 1eproduce without alteration a stream of
messages originating from a HOST in another network. | ;

This ie a primitive but essential neceseity; end the,mechanisﬁ.we'
devise to do this will be called the International Transm1551on

)
Protocoﬁ& This HOST level protocol will be 1mp1emented through a
HOST program called the Transm1551on Control Program (TCP)

Consider a typical computci commun1cat101 «ysteﬁ. It is gener ally
made oo of nodes (packet sw1tchcs, liqe cvitchos, conccntretors,‘multi~
plexors), and sore: communicatlon medium connecting the nodes (telephone
lines, wave guidee, laser beams, radio or microwaves, satellite_transpondegg
etc.).

HOST eomputers are'connected to the nodes in some fashion, and messages
from.one HOST to another are passed through the hetwork.

The intefeonnection of twolnetWOrks can be achieved_through-an interfacc
or gateway which ie connected_to the nodes'of“two or more distinct netwoyks

m—

(conceptually, it might be enough if two nodes were connected directly,

\
1

-but‘had software making each node regard the other as a HOST on its own
network).

The gateway must accept messages from one nctwork and pass them to
another, rcformatting the message as necessary for transmiseion in the

new network. ..

N
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ation system of each network as

If we treat the computer communic

‘a compllcated communication line joining UOSTb and Gateway,then the Gate-

: ways appear to be international nodes, 301ned by two or. more networks,

.fac111tatlng communlcatlon between HOSTs. 40\\«0' a'lrakacz/é %an‘é

CYCCLADES

gateway

-0
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ij The international transmission protocol (ITP) described herein is
intended to:
; bk ' -1, Be resistant to failures in intermediate constituent networks

and gateways.

SNy NP e AT

2. Be unaffected by the maximum message sizes permitted in con-

stituent networks and by intra- and inter-network timing

idiosyncracies.

°

3. Be capable of exactly reconstituting a ﬁcssage stream

originating in a forcign HOST,

4,- Provide for high bandwidth and/or low delay transmission.
= V“|h|ﬂkﬁf ' : .
5. Requlre IR status information in gatcwaysél-‘ F-?A;/:;f WLy

6. Be relatlvely easy to 1mp1ement

7. Permit the receiving HOST to control the flow from the

sending HOST.

= 2 Sesbcer (e -
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A fundamental assumptlon behind the ITP is that mesqage 51zes are

not uniform throughout all networks which are 1ike1y to be connected.
It is tempting to_tfy to pick aAmessage size which all networks can
transmit without alteration (e. g;.255 bytes), but bur guess:is that

such an attempt is unlikely to sﬁcceed.

The inhezent varlablllty in message size accounts for much of the

. ’oW' :
rigidity of the ITP. I mnother B ~yet unpublifshe position\ paper,
A : : .
R, n prop6sey a scheme which lappears more fle ible. Kahn's sign

is\ baseyd on a Simple Méssagd Switched Protocol (rsferenc- Walden and
Brebslexr), apnd soltves the variable message sige protNem with a different
message jdentfification s¢hemé, than fhe one propgsed foy ITP.\ It ig still

not ¢lear ich of thé—two Stra egies, ITP or SMSP\\J¢ simplest.

-~
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i 7” TERMS OF REFERENCE

Connexion
It.is imagined that between pairs of HOST compﬁférs, a sinéle-
logical connexion is esfablished upon which is multiplexed all
. coﬁmunications beﬁween %hese two HOSTs., A‘coﬁnexion.is alfull—
duplex channel, but it will be cohvepienf to think of it as a ﬁair
'vof~simplex;wone~directionélvcﬁannels,~¢ach;with;a-source:aﬁd a

destination.

Element

An element is a fixed length string of bits out of which

S s~(s 7 communiéationsbetween HOSTs are built.
' . The size of an e].-znt is 8 bits by default unless it is changed
expliciﬁ.ﬁ* the sender neceusr/,
. ‘A o | 3 3
Gateway

A gateway is the interface between networks. It may, in fact,
not ﬁe a real entity (e.g., computer), but may merely be realized in

software which lies on either side of a physical (optical, electro-

magnetic, acoustic, etc.) connection between the packet—switThes—tor
,Cous{}{
nodesz of two distinct networks.
A

HOST

A HOST is typically a compuler which is attacled to one or more L\‘o&n ;
‘ ) Q)ackct switches) ée—Er==F in a constituent nctwork., The HOST is a

source and destination for messages. It may be the case that the HOST

~
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is coexistent with a packet switch (e.g. the TIP in the ARPA network),
or that it is in fact a terminal (e.g. RCP). In the sequel, it will be

necessary to assume that a terminal cannot be a HOST unless it is capable

" of performing according to the specified protocol, and furthermore, the

name (identification) of the temminal must be known to the packet switching

" subnet in the same way a serving HOST's identification is known. Note

that a HOST may be connected to more thah one packet switch (in different

networks or the same network).

Méssage
~ A message is a well defined, formattedfstrihg of bits which has the

property that it can be inserted into a constituent network at one packet

.-

switch where it will lecave the nthérk in the same fprm it entered. If

thé message is broken up 1nto pﬂcketg bf.fhe network this is invisible

and the packets are reassembled bgfore they leave the network., In the

ARﬁA nefwork; a message is ;t most about 8095 bits 1ong. in fﬁe NPL

network, this length is more like 257 bytes, and iﬁbRCP it is 64 bytes..

Thus, a message is the 1argest bit string whlch can be entered into fhe Coks*rkuh_

|
network and retrieved from it without apparent change,; breakage, etc.

4 : ° =
For some networks, messages and packets (sce below) are identical, except

p0551b1y for some control 1nfoxmxtlon whwch is tacked onto the message

while it 1s in trangit through thq netauarzn /éﬁz‘s’ e G&*‘“bﬂbg uJ°la9
s ol l (= L Wm
Consrhued] “Zifi&«gwé 4.

A node is the elemental unit of a packet switching systcm. The term

Node

node and packet switch are usced interchangeably in this paper, but a node

might also be construed to be an addressable entity which participates
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in the movement of packets within the network. This permits us to consider

°

loop systems in which a node forwards but does not storec packets which

pass through it, on line switched systems.

Egis3u4¢,

3

Packet Switch é 3

A packet switch is a computer which stores and forwards \E

packets to achieve commiunication between HOSTS in a packet switching \
: : ~

network. For purposes of this discussion, a gateway may be looked upon ~:§

as a HOST by a packet switch. " ¢

Transmission Control Program (TCP)

8.

A program in a HOST computer which reaiizes the International

- -

Transmission protoconl enabling'a,colleetien“ef mességes irom'brocesses
and terminals associated with one HOST to'be?mﬁltiplexed along-a .
connexion to another HOST in the same of foreign network.' The . TCP does
not address itself to the problém of 1nterprocess oxr termlnal/process
or terminal/terminal communication. The job of the TCP is merely to

o

take a stream of messages produced by one HOST and reproduce the stream

at a foreign receiving OST “1thout chande. P

5 ke T

%uf/mcg {Mw

zer ITF g
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The International Tfansmission Protocol.

Message Format

Messages are made up of a fixed length header, containing control

“and addressing information, an integral number of fixed length elements
containing the text of the meséage, and space for an optional checksum

< (see figure 2). =

Text
W
"header | | { . | |checksum |
Figure 2

Message Format

We @ill take up the issue bf variable element size later, but for
the present Qe will assuﬁe a defaﬁlf siée‘of‘s bits/element. =i

fhe ITP is'resisfant to failures in intermediate nodes and
gatewayse. This is accomplished by arranging for positive acknowiedgoment
of receipt of meséége bj the receiving HOST. Furthermore, sending HOSTs
: aré expected to time-out and retransmit messages which have not been

2

acknowledged. : s

-Any time-out and retransmission schem ‘e uires that the receive

q{;ﬁ;ﬁiau~h£¢L¢L4‘e¢~j;14§eupudixa

have the ability to detect'duplicate transmissionit 1£he ITP is no 2
éxceptions Each message header carriés a uniéue (short term) identifier
which wiil be duplicated if the message is retransmitted.

The form that the unique identifier must take is determined in part
by the fact that messages crossing through a gateway may require breaking
into more than onc message whichA?ay not be rcassembled before delivery to

a HOST., How can we uniquely identify the piecces of the broken message?

o
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. One solutlon to tlus problcm is to mn'qvc‘ry—l-a-bei- cach element of

. ard 4o 1equire A
the message g i that no gateway will brecak up a message

into pieces smaller than one element, nor will messages be broken other

than at clement boundaries. Cs ( ;) } - . . “E

F
1 t L
—elemen ¥
i ID space-— F
1 -1 XK|0 1 2 K _
={
~
N
5\‘\
"4
Bit stream,; parsed intg”frames of k+l €rements.
W is the/open window size. :
In figure 31, we sg€ a bit stream which has been parsed into a
imi:t‘orm, unboundeg#£sequence of elements.ﬁach element has @ Sociated
identifier which ranges from 0 to K. If we define frame size tc; be i gp

K+1 bits,then the ID of any given element is just its left b1t ordinal ‘
zﬂzlo thi Irfme size ? L‘r 'Q\'Zu».e, ¢8¢b K""l U-‘u 4-2- a. C-UM‘éa,u:lj LG&J

In order to permit a recelvea to cont:ml the total traffic from a

sender, the sender is constrained to have no more tha’E W bits oututandln

W = 2990

(unacknowledged) at one time, Inltla ly, N—G-Qﬁai, but can b.e

=BpLthe rectiver. Note that W—e&nne-t exceed |K/2] for reasons which will
R ‘g

be apparcnt later.
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begins to look like Figure 5.

°

~ A message can be made up of scveral scquential eleménts, and it
is sufficient to identify the leftmost of thesé, while giving a count

of the total number of bits in the message. Thus, the hecader format

|Source Addr[Dest Addr|Message ID[Bit Count[Element Size|Other|

{
leftmost element ID
Figure &

Header Fbrmat

If a message arrives at a gatewa& which finds that the meésage

_must be broken into pieces for transmission, each piece will have the

.=

gsame format. Since the text of ¢ach piece is constrained to consist of
an integral nuinber of elements, we can easily assign the correct unique

identity to each element (see figure 6). ‘

¢ ELEMENT COUNT
N_/_'\

neagder 5 348 ji16 j+24 j+32

Source |Dest|Left ID| bit, |element|other ‘CC{
count| size

=j . =40 =8 ‘ o} \’éz O
LEFT ID ELEMENT
: SI1ZE

a, Original Message

Header ' text checksum

count| size
=j =24 =8

lSource Dest|Left ID| bit |clement|other|j|j+8 Jj+16 CC*l

Header text ‘chccksum
lSource Dest | LEFT ID element {Other| j+24 j+32|CC**‘

bit
counl | siz¢
=j+24 =106 =8

b. Two new shorter messages

Figure 6

Message Breakage
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it ig’Mecessary at a11 n orst:jje/fﬁe capability of
ing/a messafe consistinhg of the Header, chegksum, and,dég/element

Note that the element size (in bits) is carried ;n

p

e H
s
)
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out breakage

the header to facilitate gateway message rcformattlng°

Retraﬁsmission,_positive acknowledgment and dunlicate detection
Earlier, we alluded to a window size, W, which represented the
maximum number of bits the sender was allowed to have outstanding

(unacknowledged) by the receiverc! Initially both sender abd receiver

EULL L L e i R e

have the left edge of the window positioned on bit 0 and the right

©

mf’;;@ LA

'; edge on bit W-1. (W < |k/2]). | !\_‘_?

i ~
. The receiver uses the w1ndow to detect duplicate transm1551on'~’;c 5\_
. - When a message arrives, its left element ID is compared with tbe leit %

! edge of the window. If these match the window is advanced to the

3 right as many bits as the bit count indicates. As an acknowledgment _ '*\

howy” Fg\.

the recelver returns to the sender the current left edge of the window. _
A dy o i ;
If the 1ncom1ng message ID does not coincide with the present 1eft

R TR S ORI WA

EPRUHFIPY PR

edge of the window, the receiver determines whether the elements recelved

lie insiee or outside the wizﬁowo .If inside; the receiver can either
ignore the elcments, O:Lmark them received, but not acknowledged. ﬁo

i *  acknowledgment will be sent for thcse elements until the miseing elcments
to the left have all becen oucccssfully rec01ch> However, if the receiver

_ (wne
: sends as an acknowledgment the current left window edge, this may serve

A -l € a ke [TV
L"auts:d; {ie window, then they arc discavded, and an acknowledgment bearing

Z zznmuljie retransmission of thc missing elemente& 1f the elements lic
: L . the current left window edgc 1D is sent to the ecndcr. é[b»b«t
- :| //
i s 6L314~441rLA3’ !Q:.
;
: lf -foo —é Y%dv
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piggyback with other

in fact, thesec acknowlcdgments are sent

‘ e messages traveling to the source using a new Tfield in the header labecled

ACK (sce figurés 6 and 7). If no messages are awalting transmission,

theizn' empty message is sent. E% ,u,,weap,s - )a;f ; S

Leit Element}| Bit Siement|Left ID|Other
- ID Count| size ACK

i | HEADER FORMAT | : |
i~ - - -~Figure 7
a“ ' | - et e | |

Source |Destination

The sender transmlts a group of elements as a message and starts

a time-out. If the sender tlmes out oefore an acknowledgment for the

elementa is received, the sender retransmlts the elements.

ol

Tolest implementation s are,.ignored
)3 )

R P S e

R

A

that the sender can never advance the

N it gt g G

~ One can easily be convinced

left edge of his window beyond the left edg

e of the receiver's window §
(£1low control), and barring total disaster, all elements are eventually ;
FL &c '

g acknowledged, even if thcyAxequlre retransmission. Furthermore, the Eé

. elements g ‘
] . .
ints t ic First, the receiver 6:1~F::5

There are several important points to notice.

receiver has no trouble distinguishing betwecn duplicate and original

e e o e et 0 e A a s e a0 el an s
P o

Ry

can actually advance his window until its ieft edge is W bits ahcad of

i the sender (all clements rcccifcd, but all acknowledgments lost). Sincce

; :
4 . B
,,
7
i
1 A
R R e | e N e . N R N N L T L
el e e . ,M

’7}7‘1ﬁﬁo

colog B3 e
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the sender will ultimately retransmit to prompt'the receiver again for

acknowledgments» it is important that the receiver not confuse a re-

transmitted element for an original onc., If W > LK/ZJ, where K+1 is the

frame size, then such confusion can occur, hence the restriction

.w < |K/2).

The second point to notice is that a raﬁgq of impiementations is 'Z;Qﬂ/
possible, r?hging from purely sequenfial receipt and acknowledgment to A[eﬁLé
a more éomplex implementation'allowing non;sequentiél receipt and . !!7

acknowledgment . " - S _ ) : , knJLnUbd“VLb

The third point is that negative acknowledgments are accomplished

implicitly ##—the recerver acknowlitdges Only The lelt window edgeon

.

receipt—ut—ETET w o—Loft—windowedge.

L»,the sender keeps b01nfprc fn—earrenﬂPie4%—edge,_135+_sent7—and_x;ght

“wtndow—tdwe—eéemcnis,_ihon each achnovledfe Wthh falls to advance the

sendcr's left wlndow eoge can be tleated as a negatlve acknovledg,ment°

Fléw Control énd Element Size.

Initially, the commupication channel bétween TCP's is assgmed to
cénéist of 8 bit elements with a windéw of W = u;gﬂ bits where K % 1
is the frame size. | '

The receiver may want to‘change the window size (as may the sender),
and eithqr may want to change the element size.

Such changes must be done in a controlled manner, so we postulate

the existence of control messages sent from one TCP to another. The

message format, since it embeds control messages within the data stream,

must signal the presence of a control message by a flag in the header.

Figurc 9 shows the message Leader format.

e
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Source |Destination!lefit Elem bit |Elem|Ack|Type Text CC‘

ID count|size

Message Header

Figure 9

For the moment, only three types of messages are prOposed

1

a. Type 0 = _regular message ior a_processor termlnal

1]

b, Type 1 control message

¢, Type 2 = status message

Suppose the receiver wants to tell the sender about a new'window
size W'. The receiver sends a control message "no SETWINDOWSIZE W'."
The sender will not respond until the window can be either reduced or

. » =
. : s e f
°

expanded on the right to size v When this occurs, the sender responds
with "\\ILL SETWINDOWSIZE W'. " Notice that the window should not be

expanded beyond W = |K/2] nor should 1t be reduced (rlght edge moved

o e e

leftward) over prev1ously acknowledged elenents,

Element Slze

In an early design, it was assumed that all messages in the stream

.irom one TCP to another would con51st of messages with the same clenent r
; size. This size could be changed by mnegotiation between TCP s. Once
' _ ‘we realizc that control messages muet be embedded in the stream, it is

made casicr to imagine that cvery message carries information about

element size, and is guarantced to consist of an integral number of
1 ' elements, but cach message may have a different clement size. This
permits tﬁe mul}iplc%ing of messages between scvcrel’proccsscs with

different length celements, but still gives a good flow control mechanism

to the receiver, Since nessape ID's are at the bhit level, out-of-order
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mesqage can still, with some work, be inserfed iﬁ the correct place in

the circular buffer whose length is W blts°

Since each message can have a dliIerent element size, there is

no néed to negotiate to change it.

(X Lt e /An% Aﬁ@/

) Checksun ‘Z'Q”

The checksum is optionally computed over the header and message
text. If not computed, this field is all 1‘s, otherwise, it contains
& .
a folded checksum, If the orlglnatlng TCP fails to put a checksum in
. ? ° :
(i.e. field is all i's), then at some point at or before the first
gateway, this checksum should be computed and put in its prOper place.
1f a mesqage is broken up, the new pieces should have checksums
gen atc by  the Eatﬁway, O’g@v—ﬂ"b d! Li““ = W’ Lo ielu »

Messages vhich fail to pass the checPsum test should be dlpcarded

{and negative acknowledge produced == €.g. current and unmoved ieft edge
| :

of window).

Routing
*Initially, the gateway destination should be'selected by the TCP

from a table of networks versus gateway addresses. The constituent nctwork

nodes may choose to re- -route messages whlch are destined for highly i,
congested areas. <:E?412' (:::{) : : :

Addressing
We take the position that enly sufficicent addressing need be

provided to get a message to a particular TCP. The address field must

ST

o~

o TN ST S Ry |
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be broken into a subficld for network, and one for TCP identiﬁer°

(see figure 10). Although it is not mandatory, most large networks

o

may prefcr a_hierarchical addressing structure

8 24
TNctwork [TCP-1D|

Figufe 10

Source or Destination Address

in which the TCP-ID is broken into sections. This is purely up to

each network

(Tle AEPA '

3, Settlng t1ML“O“LS for retransm1551on 7
2. Header field sizes: :
a., element size - 8 bits

‘b, left ID - 16 bits «—I:ﬂa‘u‘,“, 32 o .W

2i L S carmit O S e e
d. address - 32 bits o
€. checksﬁm . b 16 bits
£, ACK - 16 bits
- g. TYPE = 8 bits ) :

_k,wﬁ_-leu 2 é
3. Keeping statud taDle sizes down (Walden's Link Table idea). See

4, Note: I weht to bit addressing instead of element addressing

because it became clear that I want to multiplex messages of many different

sizes aloﬁg the samec TCP-TCP conncxion.



‘ . . 5. ;Status information obtainable l;y 'TE:P' .fro'mr dis.ta;nt TCP?.
gmachine word size, window sige, TCP peyformanCe dafaf..?,
6. Efror messages? ‘ =z . .: I R
%, How to propdgate internal network status to HOSTs via. ITP?
(e.g. HOST DEAD MSG.NOT~DELIVERED). . |

8. Gateway Accounting?
9.

i0.

A on i = Y
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A Paxt111 Sp001110at10n of an International Transmission Protocol

E. Aupperle, R, Kahn, A, McKenzie, R, Metcalle,
R. Scantlebury, D. haldnu, and II. Zimmerman

FROM : Ve Cerf

SUBJECT: First pase draft of lnternaiional Transmission Protncol

Please feel free to make comments, revisions, additions, and
deletions from the corpus. I have tried.to faithfully record my
understanding of the prctocol. From time to time, I have departed
from the proposed terminoliogy, but I belicve 1 have done this
only wherc it seems appropriatc.

\

Your ecarly response is critical. The next meeting is most
likely to be scheduled for September 16 in Sussex, just after the
NATO Advanced Institute, and this protocol will be a major topic.

‘ foxr discussion.

Send replies to me at:

ERL 407

Stanford University
Stanford, California 24305
UesisS, A

Respectfully,

Vint Cerf
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! . | . : TERIKHS or REFERENCF;, :
Connexion

It.is imagined that bgtween pairs of HOST compﬁfers, a single-
logical connexion is esfablished upqn which is mpltiplexed alf
céﬁmunications between £hese two HOSTs. A cqﬁnexion_is a full-
duplex channel, but it will be cohvepienf to think of it as a ﬁair

.*'of~simplex;wone~directionalvch&nnels,~each=with«a-source4and,a

b

=

g : destination.

; -
4 Element

<
i

An element is a fixed length string of bits out of which
‘ messages (see below) of a commpniéation’ between HOSTs are built .
- The size of an element is 8 bits by default unless it is chahged

e explicitly by the sender.

Gateway

A gateway is the interfape between ﬁetworks. Lt may,'in.féct,
not be a real entity (e.g., computer), but may merely be realized in
software whiéh lies on eithér'side of a physical'(optical, electro~
magnetic, acoustic, etc.) connection between the packet switches (or

nodes) of two distinct networks.

HOST

e e

A HOST is typically a computer which is attached to one or more
packet switches (or nodes) in a constituent network. The HOST is a

source and destination for messages, Il may be the case that the HOST

~
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is coexistent with ; packet switbh (e.g.’fhé Tlf'iu the ARPA nétwork),
or that it is in Iact a terminal (e . RCP) In the sequel, it will be
ﬁccessary to assume that a terminal cannot be a HOST unless it is capablc
" of péfforming according to the spccified p;otocoli and fugthermorc, the
name (identificatioh) of the terminal mﬁst'be known to the ﬁacket Switching
" subnet in the samé—way a serving HOST's idéntification is known. Noté_
that a HOST may be connected to more tha; one packe£ switch (in different

networks or the same retwork).

Message
A message is a well defined, formatted string of blts which has the

propertv.that it can be 1nserted'1nto a constltuent network at onec packet
switch where it will leave tho'nthérk in the same form it en,ter’cd. I £
thé message is broken up into_RﬁEESEE.by fhe network this is in§isib1e

nd the packets are reassembled before they leave the network. In the
ARPA network, a message is at most about 8095 bits long. In the KPL
network, this length is more like 257 bytes, and in RCP it is 64 bytes..
Thus, a message is the 1argest‘bit string which can be entered into the
network(and retrieved from it without apparent éhgnge; breakage, etc,
For some nctworks, méssageé and packets (see below) are identical, exccbt

possibly for some control information which is tacked onto the message

while it is in.transit through the net.

Node

A node is the elemental unit of a packot switching system. The term
node and packet switch are uscd {unterchangeably in this paper, but a node

might also be construcd to be an addressable entity which participates
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1 ‘ : in the movement of packets within the _nctwork'. This permits us to consider

ﬁé loop systems in which a node forwards but does not store packets which
% pass through it, on line switched systems. el g

Packet Switch

A packet switch is a computer which stores and forwards

R R

" packets to achieve communication between HOSTS in a packet'switching
network. For purposes of this discussion; a gateway may be looked upon

as a HOST by a packet switch.

Transmission Control Program (TCP)

RS

A program in a HOST computer which realizes the International

Transmission protocol enabling a collection of messages from processes

ey eNR

and terminals associated with one HOST to be multiplcsxed along a

connexion to another HOST in the same or foreign network. 4The,TCP does
not address itself to the problem of interprocess or terminél/process
or terminal/terminal communication. The job of the TCP is merely to

take a stream of méssages produced by one HOST and reprodﬁce the stream

at a!foreign'receiving HOST without chénge.

S
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.' Introduction : : £ gy oL R

5 = - b Lct us begin with the assumptlon that we want to interconnect
- séoeral distinct, resource—éﬁarlng computer networks. Each-of these
jnetworks connects together HOSTvcomputers whose resources can be
shared among the users of the network. If we'aré to ?chieve a similar
- ability bet;een HOSTS residing. in different nerworhs, we must find é way
for a HOoT.ln one network'to 1eproduoe without alteration, a.otream of
messages originating from a HOST in another‘network.
This 15 a primitive but essential necessity, ond the.hechaniém'we.
devise to do this w1ll be called the Internatlonal Transmission
Protocol This HOST 1evel protocol w1]1 he 1mp1emented throughwa
- HOST program called the Transm1551on Control Program (TCP). B f ;. o
. : Consider aAtypical computer communication syste-m. It 1‘5 gé?ﬁerally
; " made up of nodés (packet swltcﬁes, lino switches, oonccntra ors, multi-
plexors),'and sore: communicarion'medlum connecting the nodes (telephono
lines; wave guides, 1aoer beams, rodio or mlcrowaves, satelllte transponder,

etc.).

HOST computers are connected to the nodes in some fashion,.and messages

from.one HOST to another are passed throuvh the network.

i The interconnection of two networks can be achieved through an interface

or gateway which is connccted to the nodes of two or more distinct networks

e
o

(conceptually, it might be enough if two nodes were connected directly,
pbut had software making each node regard the other as 2 HOST on its own
network) .

: The paleway must acce + messages from one network and pass them to
o

another, rcformatiing {he message as necessary for transmission in the

2k e

i new network. .

o~



Y
o

2 AN s e el S e R Ly s ot N - -
s ;%f'u'}mzk:lalh.1&9”&@&@&?%&&&.&&&&&&%&&&" AT S ARSI 50 e SR rs e, Al 0 A At vt s mamre sl st s

oo
L

= . 7 - . LOR
e e . e i s la e : :
: ; ; o e e el s S e I e
s . 5 % e T T e e :
.‘l' ' : : U e S R
. ; it : . ‘
.

If we treat the computer communication system of cach network as

‘ . 'a complicated communication line joining HOSTs and Gateway,then the Gate-

L]

ways appear to be international nodes, joined by two or.more networks,

.facilitating communication between HOSTs.

CYCCLADES

gateway

S Pl et SN, was SHn ¢ o IR 43 = G BREEETR T

The internatidnal transmiésion'protocol (ITP) described herein is

intended to:

1. Be resistant to failures in in£ermediate~constituent'networks
and gateways., ,
2. ' Be wnaffected by fhe maximum meésage'sizgs permitted in con-
stituent networks and by~intra— énd intér~notwork timing
‘ idiosyncracics V/f’ﬂ’/.” Some Ilm‘ﬁ' o l,m A{(Jt/f’;

U the pueked ot despncd o ddecdenak well wilh
/")—/"({>r~':[4.eﬁt/0/.'/.< :;/'@'//Vé’f/( /{e/,(yj o'p AO.’A’_/S af*. 44//‘?'
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. 3. Be Capable of c*mctly reconstltuting a mebsage stream
origlnatlng 1n a foreign HOST

i 4,- Prov1de for hlgh bandwidth and/or low delay transmission,

'

3
4
i

i 5. Require no status information in gateways.
6. Be relatively easy to implement,
7. Permit the receiving HOST to contro1 the flow from the

sendlng HOST, _ o

Key Issues and Gratuitous Comments

5

A funddmental assumptlon behind the ITP is that mes»age 51zes are
: ‘ . hot unlfonn throughout all networks Wthh are llkely to be connected
It is temptlng to try to plck a message 51ze which all networks can

o . , transmit \Vlt')out alteration (e. g. 255 by es), but our guess 1<‘ that

such an attempt is unllxely to succeed.

The inherent’ varlablllty in message size accounts for much of the

rlgldlty of the ITP, In another as yet unpubl:shed, pos;tlon paper,

d.f"

s M b % : y

R, Kahn proposes a scheme which appears more Ilexlble Kahn des1gn
1s based on a ulmple Message Switched Protocol (reference Walden and
Bressler), and.solves the variable message size problem with a different

message identification scheme than the one proposed for ITP. 1t is still

not clcar which of the two strqtegles ITP or SMSP, is simplest.

o
| \L
i

I:i* Seems '/29 me —ﬂmﬂL 'ﬂ)!s //mi[ rnw%'/c}/f;d _ .}’)p"{; an //)«
. ; \r}r 4"’(//7‘?10’ [gp’f‘ also (/5@/6"252 WA/ h,ﬁ( Aa 7L 1/7e
(amlnlﬁf"@ &[’«C‘U’"_J /(411/1“ />r¢5/’9*“§“"q/ a"/ I[ er /7“

94/3/0{/{'..1;




é,)"; TEPAADPTIN | AR Ao o n M e MDA i T S A RO 8 LA RS e e S G A RGBT o TR S 200 o NI o candl B b

The International Transmission Protocol

Message Format

Messages are made up of a fixed length headcf, containing control
+ ~and addressing information, an integral number of fixed length elements
containing the text of the message, and space:fof an optional checksum

‘ (see figure 2). --

Text 4
'”‘header B I N | lchecksum . |

- Figure 2

Message Format

We will take up the issue of variable element size later, but for

e

) . the present we will assume a defathl.t‘ si.ze'.oivfws bi't-s/eler.ncn'i;f .
The 1TPSI S resisfant.to faiiures in”intérmeﬁiate sodeéland
gateways. This ig acconmplished by arranging ior p;sitivé>acknowledgoment
of‘recéipt of message b& the feceiving HdSTf furthermére; éehding‘HOSTs
- ~are expected to time-out and retrénsmif mesSages‘which have.not béen
acknowledged. |
:Any time-qut and retransmission scheme requires that the receiver
have the ability to detect dupiicate transmiséioné. The ITPbis no
B < ih the | o
exception, Each message header carries a unique (ghort term? identifier
which will be duplicated if the message is retransmitted.
The form that the unique identifier must take is determined in part
by the fact that méssages crossing through a gateway may reduirc breaking
into more than onc message which may no£ be rcassembled before delivery to

a HOST, How can we uniquely identify the pieces of the broken message?
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. One solution to this problem is to uniquely label each element of

the message, tacitly assuming that no gateway will break @p a message
; into pieces smaller than one element, nor will messages be broken other
3 ' :
H % than at eclement boundaries.
; ; ~element , T —
i ID space— ’ : B
: k-1 Klo 1 2 K

1 .{;9/12'
e o e °© 0 0 (}0’\ (7 .

TRC SNt

R
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- o™ " g) 3 he
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é bl ¥ is the open window size, ‘fﬂy'fhf”;/
i i ;Inﬁiigur§ 3; we see a bit stream whichuhas;EEgg,Q&rstmiﬂi

i
S

\__ SR

i uniform, unbounded seguence of elem

ents! Each element has.an associated
Aidentifier which ranges from O to K. If we define frame size to be

ent is jusﬁﬂéts left bi?;@%d&ﬁ&&f

|
|

o : S  the ordinal viomber oFf T T e

K+1 bits,then the ID of any given elem

modulo the frame size. : e ; :

—eecanyes. ,...—..-—-o’/

In order to permit a receiver to control the total traffic from a
sender, the sender is constrained to have no more than W bits outstanding ’

(unackndwled“ed) at one time. Initially, W = |K/2], but can be reduced
aq4rermel 66 'me? .o ]
¥4the receiver}y’ Note that W

andthe sender,

cannot exceced |K/2] for reasons which will
be apparent later,
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ﬁ ~ A message can be made up of several scquential clements, and it

% is sufficient to identify the leftmost of these, while giving a count

% of the total number of bits in the message. Thus, the header format

& : begins to look like Figure 5. : /

|Source Addr[Dest Addr]Mosgage IQJBlt Count‘h]ement SlLéWOthch
: {
leftmost_ element ID
Figure 5
Header Format
If a message arrives at a gateway whiéh finds that the message
. must be broken into pieces for transmission, each piece will have the

: . = 'same format. Since the text of each piece is constrained to consist of
: an integral number of eleﬁents, wve can easily assigh the correct ﬁnique
; ' identity to each element (see figure 6). s e ~ ,:ﬁ
i , -. ; ' i j ELEMENT‘fﬁmﬂEZ e

3 : » ] g el i
B ' . ) : head ‘ :
F . ™~ gAgs ; j j+8 jtle Mll j+32 (l’]ﬁfK§un~7'

count é
=g =40 =8

S}t%e Dest|Left ID| bit_|e .eir;}gnt other| i A | ¥ rg‘ & |cC

i

3\

Ps’fMOJ+

elemen

B b B i B U ST s

Header text checksum

. o,
Source|Dest|Left ID| bif |element|other|j|j+8]j+ Ck
' ourc e cgl Ls?&%&}‘OLhel jlj+8{j+16{CC l

cader text ]checksum
Souirce|Desy{LEFT ID] bit |element!Other j424.) 31432 | CC**
' 12V i lemen ‘ her| j42 Nl z‘ ‘

count
\\

=j+24 =16 =8
b. Two ncw shorticr messages
Figure 6

Messape Breakape
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Clcarly, it is ncccssary that all networks have the capabil1ty of
sendiﬁg a message consist1ng of the header, chccksum, and one elemento
xd¢hea$nh&eakaﬁe~ Note that the clemcnt size (1n blts) is carried 1n

the header to facilitate gateway message 1cformattlng.

Retransmission, positive acknowledgment and dunlicate detection

Earlier, we alluded to a window size, W, which represented the

maximum number of bits the sender Qas 2llowed to have outsfanding

3

(unacknow]edged) by the recelver. Initially both sender aﬁd receiver

have the left edge of the w1ndow p051t10ned on blt 0 and the right

edge on bit W-1. (W< Lx/zj).

The receiver uses thebwindow to detect duplicate transmissions.
ID (fhe = - : T Be

Wben a message arrives, 1ts 1eft element ID is comvared with the left

A A : g
edge of thc winddw If these match the w1nuOW is advanced to thei
right-as many blts as .the bit count 1nd1cates. As an acknowlecgmeqt)

ﬂfm/ Vﬁ!U@ Lor
the receiver returns to the sender the cn:zﬁﬂt left edge of the window.

I{ the 1ncom1ng message ID does not coincide w1th the present left
edge_of the window, the receiver determines whether the elements recefbed
lie inside or outside the window. If inside, the receiver can either

ignore the elements, or mark them received, but not acknowledged. No

acknowledgment will be sent.for these elements until the missing elements

to the left have all becen successfully reccived. “nmavov if-the-receiver
sends _as anwgggngmledgmenimthewcnrrent“&@ff“WiﬁﬁﬁW"éﬁﬁ@?‘tnrs“m&ywservemw
%e—s%imu&a&ewme$¥ansm&ss&enmeémehewmisséﬁgwe&ements. I1f the elements lie

outside ‘ithe window, then they are discardedy and-an.ackuowledgmeri-hoaring

%he—euyyeﬁ%~}cft“wfndewwedgcmLDmismanthamLhQuﬁcndcr.

~

~
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In fact %hesc-acknowlcdgments are scnt piggyback with other '
‘ ] 3 [}
3 ; \
i messages lravellng to the source using a -Bew fleld in the header 1abe1ed
as Shoewn Ih ' when ah Mnmk/

ACK Gsee figure il 7;» II no messages are awultlng transm19510§4 o

. L A o =t c-l { : ! .
men‘f - ‘fc:twé’f dét%p"tgr*ﬁrkfw;;s.«-agewwsemad/ Bt . ﬁ‘m“mr’#{(j th ,( me"‘gfjﬁ' W/'ﬂ» ho 7"{«)’*)
Simce dn m"{ftwu/t.«/ rmgrr/* 1S5 nh/rnej HEVery meas 1 €y The Jm/f(e =t a

sleh must” be Phﬂp:ﬁeful To leceive S‘GVﬁl"{-z, /‘1(K~~“ c“an4a;r)/r:j The
Element|Left ID Other
size ACK

dransimis

Source Dostination| Left Element}| Bit
‘ ID Count

HEADPR FORMAT

e~ Piguare 7 _'
Same "‘16‘,&4”( J.D 6/&:5[ wa/(/ H?“)L f/ﬁﬁ’l “his c‘w*.//')l;‘@n’dJ the /29/63

CI“Z’TL’*’N n Lor ,,q&,h,,-f,,j refrans missien PI@CrQ’W@S, In -é{g/_; The

__’_,,mhe sender transmlts a group of elements as a message and starts

a time-out. If the sender tlmes out before an acknowledwment for the

"\“*\.
element; 1s 1ece1ved the sender retranumlts the e?iiifﬁf} In thém,
8 = . /_,/«-r’-"*"" LT St e 8 T A.._,_\k”‘mm~ Y ‘
. . simplest implementatlon, out-—oi -order ack‘lowledgments are 1gnor.efd \

(ulplmately causin retransmissio:;ééfy the more complex imbHlementa-
tion, they ar accepted and the ociated elements m fﬁi: as successiully

The sender doeg’not advance the ;}ﬁgi:?to the fight

A

.

¥t receives achnowleﬁﬂments for elementq lying consecutlvely to

acknowledggd.

unless

A ————————,
e i

~~theﬁ_ggght of the left wipqggwg§g§$mwngmmw#N%wwww#ww¢¢Wﬂwmﬂmnw :

_ One can easily be convinced that the sender can never advance the
jeft edge of his window béyond the left edge of the receiver's window
(flow control), and barring total disaster, all elements are eventually

ot Their aclrowledq 6;ﬁc&dw)
acknowledged, even if thcy\lequ1re rétransmission. Furthermore, the
receiver has no trouble distinguishing betwecn duplicate and original
. elements.,
There arc scveral important pointé to notice. First, the receiver

can actually advance his window until its left edge is W bits ahcad of

3 (a]] elements received, but all ﬂcknowlcdpmcnts loqt) Since

inpessible o 3@"} an a/+~o‘a~ar/cr ACK p/,@/g/

the sender




VAL BT /RIS Red oA s IR TSR s T e T

PPRRESe o S

Gthoughy &

W< |K/2].

»

-'.’-‘.‘:{ﬂ%i:w»\'{dt 5 l“l“\- KD LJL..J SRR n.»,u&&dﬁ.hul..—(.mwf‘ LR AP 2 LK VA DA Ll b i 5 R A1 w1 e

\
A \#
Py

the scnder wiil ultimately fetransmit to prompt the receiver again for

acknowledgments, it is important that the receiver not confuse a re-

transmitted clement for an original one. If W > X/2], where K+1 is the

frame size, then such confusion can occur, hence the restriction

/

The second point to notice is that a range of 1mp1ementatlons is
(J[cht/ 73 IY*é’i)”jf's cé‘twn sz et oiﬁ/t—’l dn(,[ 7’?4
p0551ble, ranglng from purely sequential 1 ceips&?nd—aeka@w%edgmeﬂt to L.lin

. e ack')é»’/ﬁjv,ﬁ
a more complex 1mp1ementatnon alloW1ng non-sequential 1ece1ptqum& 1 A
e hen,  laTes j

L eoulSES

e ; o Ay

o mvy-—a—“"’“ =

acknowledgmentw ﬂﬁﬂdqﬁﬁ 5€7u(u{nqé> o o

The thlrd point is that negative auhnowledgments are'accomplished \\

implithly"dgs\the receive achnowledg s only the left w1ndow edge or

receipt of elements:;%
sender k:iﬁﬁfpointers to curren ‘left edge, last sent, apg right
-.dge elafients, then each‘aéknowl dge which f#ils to advance the

‘zative acknowledgment. w/f/

in but not contiguous with the leff w1ndow ed%e,

I1f the

window

sendexr’ window edge can be treated &

i e
i
fa i3

Flow Control and Elemcnt Size.

!
|
|
|
e

Initially, the communlcatlon channel between TCP's is assumed to
consist of 8 bit elements with a window of W = |K/2] bits where K + 1
is the frame size.
The receivcr may want to change the window size (as may the sender),
<lso '
and either ma¥4want to change the element siae.

Such changes must be done in a controlled manncr, so we postulate

the ex 1sience of control messages sent from one TCP to another. The

message format, since it embeds control messages within the data stream,
must signal the presence ol ‘a control message by a flag in the header.

Figure 9 %howq the message header format.

“He must) see prye fo 4 M/ fﬂ”"““"’f O tip of e '
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Source|Destination!Left Elem| bit |Elem Ack|Type Text cC
[. Th- . : : ID count|size t

_ Message Header
Figure 9 )
For the moment, énly three types of messages are prbposéd.

a. Type O

=Mregu1ar_messageifoi.awprocessor‘terminal
b, Type 1 = control message :
c. Type 2 = status message

Suppose the receiver wants to tell the sender about a new w1ndow

u o qF’l‘WII\DO\‘SIZE RANS )

M'ﬂ“"““ B
R i s

size W'. The receiver sends a control meqqage

4 . . The sender will not respond until the window/can be either reduced or

expanded on the right to size W', When thig occurs, the sender responds’

A L AN
vl o

: . £ : .
i 2 wnh*"\\n,L SETWINDOWSIZE wj Notice that{the window should not be

SRS
i TN e P

% ' expanded beyond W = LK/ZJ nor should it be \reduced (right edge moved

i
('c«(/&/ 7:/

vils!

leftwérd) over previously, acknowledged

5

. mé mﬂ/ﬁ ‘CC“

Elemenf Size

PEEN DY S-StV P LT

In an early'design, it was assumed that all messages in the stream
from oﬁq TCP to another would consist of mességes with thé same clenent
size. This size could be changed by negotiation between TCé}s. bnce
5 we realize that control messages must be emﬁedded in the stream, it is
made casiecr to imagine that every message carries information about
element size, and is guaranteéd to consist of an integral number of
clements, but cach message may have a different clement size, This
permits. the hul?ip}c#ing of messages between scvcrql processes with
1 different length clements, but still givcs a good.flow control mechanisn

—L———______;____E2_EBE_IEEEEXff:;AEEEfEATFSS"HO ID's arc at the bit lJevel, out-of-order
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mesqage can qtill with some work, be 1nsertcd iri the correct place in @

A

the—edpellos bu:fi'er whose 1ength is W bitsJ ‘€ Ti"‘e reccn‘eh CA@”»Z'?@J ‘7[0

q[C(«f)nf Ob‘+“ {"' order mesIaq€se .
gince each message can have a dliierent element size, there 1s

: ’ no need to negotiate to change 1ta+ TAQ % 'C/O é’Vel 777"4?
|

,SL’CIW he\]/f/rx‘f{m!’- 15 nafﬁpmpm{’l/ F"ﬂ—{.a{: 1’}')8 I-.TP

Checksun
The checksum is optionally computed over the header and message

text. If not computed, this field is all 1's, otherwise, it contains

PR

*f/lded’}'checksmn. T £ the orlglnatlng TCP :Ealle to put a 'checksuxln ivn
(.1 e. field is all 1°* s), then at some po1nt at or bei‘ore the first
_gateway, thls checksum should be computed ‘and put in 1ts proper place.
‘, ; If a meeeage is broken up, fhe new pleces should have cheeksmxs

«ﬂL my me{f’ (i’é( Hf/f“; }-«/,;}- or ,‘4 f@f}y)

Messnfres which fail to paeq the c‘lec}'sum teﬂ/\should be disc qrded @

l . j : generatecd by the gateway.

e,

Wﬁeg—a—t’i—ve-’a*ckiro{v'ledge-—predwzmd CoeGrvC urrent-ant—unnmove! d*/—l:etﬁ?“edgew

g A )
2 ©
3
E:
3 Routing
& pebindaun =

“Initially, the gateway destlnatlon should be selected by the TCP

. from a-table of networks versus gateway addresses. The constituent network

Q2

nodes may choose to re-route messages which are destined for highly

congested areas.

g % Addressing
‘ We take the position that only sufficient addressing need be
i y
‘ " provided to get a message to a particular TCP. The addrcss field must

3, ~
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be broken jnto.a subfield for network, and one for TCP idéhtif;er;
(see figure 10). Although it is not mandatory, most largq networks

may prefcr a hierarchical addressing structure

2 j
/
8 24
A : Z Tﬁétwork}TCPizg\

Figuie 10

Source or Destination Address

in which the TCP-ID is broken into gections. This is purely up to

each network.

PROBLEM AREAS

. .1, Setting time-outs for retransmission Ml ] s

2,7 Header ile]d sizes:

i a. element size = 8 bité

b. left ID ' =18 bite

% c, bit counf‘A e 1é ﬁité

i d. address g g ta e :
% c. 'checksﬁm N - 16 bits

i : ; :

£, ACK - 16 bits

? ‘g, TYPE - 8 bits

3, Keeping status table sizes down (Walden's Link Table idea).
4, Note: I went to bit addressing instead of element addressing

because it became clear that I want to multiplex messages of many difierént

sizes along the same TCP-TCP conncxion.

e

7
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5., Status information obtainablé ﬁ& Téf'frém distant TCP?F
gmachinc word sizc, window si%e, TCP perfofmﬁnbe data,..?.

'6.' E1;r0r mcssagés?
| ' : 7 How to propagate internal network ’status to HOSTs via. ITP?

(e g . HOST DEAD MSG NOT DLLTVERED)

= g

8. Gateway Account1ng'> ,-' ﬁ,(f"/v i ik 2 WEE b‘ :
- Vafé/é?: ot K I+c q 1€ me“é:f/ ffaé/@lfm Ih Je ij
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