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There ‘are various brands uf computer networks. The present paper is only

concerned with the type of general purpose heterogeneous conputc1 network of
which Arpanet is a typical prototype. In this field experience is scarce, since
20 network has yet progressed beyond an initial experimental stage, while most
are still in a planning or construction phase. Consequently, applications and
user needs can only be thought of in prospective terms. Organizational and
sociological issues hiding underneath the concept of net“OLP may be of such
magnitude that many years w111 elapse before we can record any 51gn1f1cant h

.

In the present stage major efforts bear on technical issues, with the objective
of developing and mastering the network techrnology. We have to recognize that
proposcd structures and techniques have yet to be validated from experience, and
that various other approaches might as well be considered. It would be nice if
wve had practical evidence that present views are justified by economics and usexr
acceptance. But agse951ng netwvorks on today's appllcaLlons is not necessarily a
soundey ‘standpoint. :



I1 - COHPUTER.NETNORK CHARACTERISTICS

A - Heteropeneous installations .
Networks of computers'may be homogencous. But -this is the exception rather than
the rule. Some-organizations, !%ke IBM, Control-Data, University Computihg Co., ...
ctc... have set up computer nctworks, to provide specific services, using the
same brand of machines and operating systems. Sooner or later a new gcneration
comes by and must be inserted. Replacing a whole network with new systems in a
chort span of time is quite unrealistic. Thus, homogencous networks are bound to
turn heterogeneous, or die out.

.

{ost computer networks cannot afford to be homogencous in the first place. They
have to start out with existing installations, which happen to be a mixture of
every computer system on the market. But this is a reasonable constraint, as it
forces to deolgn network mechanisms for the general case, which makes them more
suitable to accomodate future extensions. (Tlg 1)

As‘a.rcsult of thi hetCLOgenelty, there is no common ]ﬂLleaCE, ot procedure to
interchange_data._Actu 111y, this is not a direct implication of having hetero-
geneous computer systems. Indeed, there might exist some genelally apreed methods
to govern data exchange between various computers. But this is not so. Every
manufacturer is still entrenched in its closed world of idiosynchrasies, and must
"devote a great deal of effort only to have its own machines to communicate.

Installations are not just heterogeneous in terms of computers, but also in terms
of management , activities, interests, habits, and there is no magic receipe to
turn them into a strong unified body. Being part of a netwvork should not mean
Tosing autonomy and decision frecedom. They want to retain all their capabilities
to run their own business as they please. Local peculiarities are to be expected
“~as a matter of course, and operation of the whole network should be made
independent of local installation behavior.

As in any association, federation, or business, some members tend to cluster in
sub-groups, or clubs, based on some common ties not shared by others. In a
computer network, clubs may be made of users of the same system, service burcaus,
bankers, installations of a corporation. Presumably, most of the traffic generated
by members of a club will be exchanged with other members. Conventions about
information interchange may well be tailored to some partlcular aonlnant type of
tuanqacLlons peculiar to the club. (Flg 2) s |
On the other.hand, members of a club wili want occasionally to have some exchange
with members of another club. They may even belong simultaneously to different
clubs. Although a club sounds initially as a closed group, it should not be that
closed after all. Some excursions should be possible toward' foreign installations,
just in casc. In fact, installations belong to what we may call semi-closed groups.

B - Data communications system o -

The challengo in designing a communications system for a computer nctwork is that
networks JBMHBL exist, Or at least they have not yet emerged out of the initial
Dbuilding up stage. What we may assume is that there will be computers and terminals,
and some barely predictable amount of data traffile between them. Presumably, the
amount of traffic will be related to the capability of those devices to generate

oy accept data, In other words, .computer~to-computer traffic, high speed, and low
speed terminals will likely fall within distinct catepovies of traffic patterns.




[ .
Tﬁernfo}c, the comnunications system will have to mect simultaneously a mixture
of requirements pertaining to different classcs of data interchange, (Fig. 3)
Thit comc's in addition to carrying dominant flows, depending on the geographical
topology of installation clubs. ' :
Since the communications system should cater for an unlimited number of computer
vakes;. be suitable for semi-private traffic, .and work n an environment of loosely
‘related instaliations, it canunot depend on any of them. In a context.of mutually
suspicious parties, the communications system will be deemed at fault, unless it
has proven very reliable. ' : e '

Furthermore, it should carry, wi mits, a somewhat unpredictable traffic,
ranging from low speed ctonversat onal messages, up to'bbfsty_high speed process—
to-process interplay. New installations may be added, others can be discontinued.
Gince the number and type of applications using the network is a priori evolu-
tionary, tlere cannot be any favorite characteristics tailored to some specific
traffic. Although some requirements may turn out to be contradictory, the
communications system has to walk a thin line, and comply efficiently with a
‘diversity of traffic patterns. This is called flexibility, in a subjective sense,

as opposed to rigidity. . .. . .

-
e

hin some 1

‘Carrying data between heterogeneous computers or terminals, including all sorts
of private or semi-public conventions, would end up in a Penelope web type of
task, if the communications system had to get involved in data codes, formats,
procedures, etc... Adding constantly new features, fixing old ones, would not
make for a reliable system, and installations would resent being tied with not
“uite satisfactory network options. A better approach is to make the communica~-
tions system data trensparent, in order to accomodate any type of .code or
convention that installations might want to use. (Fig. 4) '

..

Once a network starts operating, it becomes very frustrating for users to disrupt
its working. Particularly, if they have built a substantial investment in
software and organizational structures. A most appreciated virtue of a communi-—
cations systems is to provide for abiding service, so that long tern planning be -
carried out, counting upon well defined network characteristics. Communications
are akin to a public service. Changing components of the communications system
should not have any visible impact, other than improvement, on the way installa-
tions exchange data. Requiring all users to adapt their programs overnight would
verge on sheer upheaval. . : . S : o :

The previous considerations converge towards opting for a communications systems
as independent as possible from installations or terminals which it is to serve.
On this way, both users and communications system can protect their investment,
and be free to introduce whatever gadget they like, as long as they kcep the same
conventions to talk to each other. : : ' '

-C ~ Basic structure o : - . o

As already excmplified in Arpanct, the resulting structure of & computer network ’
is two-level., A first level is the communications network, in charge of carrying
messapes between computers. A second level is the set of computers, concentrators,
-terpminals, which use the communications system as a black box. (Sece e.g.

Pr Dadda's paper) . - '
“Ideally, the communications system should be so transparent that installations
would not cven notice it is there. In other words, installations are not concerned
primarily with exchanging messages with some communications medium, They would
like to send and receive data as if they were in divect connection with other
installations. But we have scen previously that installations are hetcrogencous,

o
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ahd do mot have any common convention to exchange data. A solution would be to

" force cvery one of them to adapt to a notwork standard. This might be reasonable
if such a standard were originating from a distinpguished body, like IS0, or CCIIT,
or the U.S. Navy. Otherwise, one can expect most computer manufacturers being up
in arms, as there is nothing they loathe so much as users putting on their machines
.gome cxotic picce of hardware or operdating system. :

A more attractive approach consists in putting some interface adapter in the
communications system, so that no modification be required from individual

‘' ipnstallations. This is acceéptable, since data spceds are étandardized by CCITT,”
‘and transmission procedurcs can be limited to those of a half dozen major
manufacturers, while others can be talked into adapting their software. (rig. 5)

’ : - A -

"Nevertheless, procedures may change with a new system release, and new ones are
put forth over the years. Thus, it is typically the kind of function that should
be made modular and optional, so that the rest of the communications system be
kept well insulated from procedure updating. Before long it will be located in
a pluggable micro-program. (Some machines already have this feature).

e have scen above that installations may occasionally interfere with members-of’
different clubs, and that some private conventions, as opposed to manufacturer's,
might be used in the context of specific applications. Thus, a single installation
may wish to use a few different optionms, according to its type of work. This is
quité feasible if it has several 1inks with the communications system, or if’ it
can direct messages toward appropriate adapters according to a message type, .
(software link). Logically this results in the communications system seeing
several virtual installations mapped onto the same physical one. (Fig. 6)

A bare communications service may be unsufficient for come installations. They
may wish-to have.more sophisticated options, like long term storage of data,
information retrieval, traffic back-up in case of installation outage, code and
format conversion, and what have you. There is obviously no limit as to the type
‘0f services that may be offered, grafted,oninfor:aﬁﬂntransfer. It is an area
wwhere experience and an imaginative marketing approach can result in many an
interesting business. At first sight, this seems in contradiction with the
desirable characteristics of a communications system @ long term stability, high,
reliability, while said services would smack more of a commercial product with
its all too familiar lack of testing, specification changes, quick obsolescence.
These opposite objectives may be reconciled through an appropriate system design.
Anything not directly relevant to data communications purposes should be left out
of the communications system. On the other harnd, desirable add-on functions can
be implemented by specific installations considered as somehow embedded within
the communications system, as seen from external users, while they would actually
be logically independent, as any other external installation. YFor all practical
purpose; their junction with the communications system would be no differcent
whatsoever. (Tig. 7) . '
On the previous chart, we have represented som "internal' installations. But there
 is no intrisic technical difference between internal and external, as far as the
———tommunications system is councerned. The distinction is intended to stress such
" considerations as guarantec of service, tariff structure; maintenance, and the
like. But there is a continuum ranging from a public service, to a non-profit
agency, to a service burecau, to an organization offering services as by-products.
The decision as to which services should be offered from within or from outside is
mainly commercial or political. One can even switch status, without interference
in communications techniques. : _ S

e
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b = e b Anihority
It c0111)n1y could be read as a miracle if every compononL of a communlcaLlons'
system would belong to a diffcvent oxpnnlzatlon und if the service were
aLlolwctoly with no one responsible for it. Myllad "of operational problems
require a well defined responsibility vested in an oxganlzatnon we may call the
Network Authority., It is not neces,arnly the owner of cvery plOCC of equipment,
ﬁut it is assigned the mission of seeing to it that the whole. system works
ipfbbcfiy; The extent of this mission may vdary . typically it would cover the
following areas : .

1. Mnlnt(nanto : ' ‘ .

Namely crror LraCJng and repairing. This is a tricky task, as it invoives
cqu1pmenL from various suppliers, including lines leased from common
carriers. And it is positively undesirable to. bring the’ communications
system to a complete halt, just to find out vhich component needs fixing
up, InLnlventlons must be done on a live system, wah appropr:ate care.,

2. Accounting ! BRI - -
. . Exchanging data costs money. Again, it would not be very satisfactory to
’ rely. upon individual installations to declare the amount of trafiic they
have bLecn generating. On the other hand,. the Network Authority is-in a good’
position to ]OCOLd traffic figures sultable £or later accountlng and

billing. L - ‘ RS s L.

: 3.:Tlaffnc an.ly is @

“Communicaticns networks are far from belng comp ctoly understood TFrom
mathematical theories to practical cases, numerous studies are presently
being pursued. In'order to validate or feed in models, traffic patterns
mist be recorded and sorted out. Furthermore, due to the individual
freedom of jactallations, traffic patterns may change rapidly. A
continuous analysis is necessary to anticipate in due time configuration
changes and tune the system to its actual requirements. ‘

4, Deve]onmcnt : L . .

.. It is an obvious extension of the responsibility for maintenance and
traffic analysis. Developpement is probably best assured by the organi-
.zation which has the best knowledge on inner workings of the system.

5. Cleallnrhou se

* Independent from the cost of communications, installations provide services
to one another, which is liable to some cross-billing. Rather than hav1ng
cach one to send invoices to every other, it is more convenient to
consolidate all accounting in a single 1ocat10n, and apportion each one's
balance sheet to its total activity. All the more that some tariffs may

. be tied with the -amount of traffic exchanged between installations.
Although the Network Authority is not the only place in a position to
perform this task, putting it there is probably more convenient. |

‘6. Network control center @ ’ SRR

Most tasks entrusted to-the Network Authority cannot be accomplished

‘without computerized aid, such as running diagnostics tests, monitoring

"traffic, cross—billing, ctc... For that purpose a computer installation
is needed, and it can be linked to the communications system on the same

. basis as’'any other installation of the nctwork. Owing to its obvious
privileges, this installation can be considered as "interval', in the
sense uscd previously. .
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E - Information centers

The diversity and the ycog.aphlcal distribution of resources in a computer
network create the 'meed for various information repositories. This belongs to
network sociology, rather than technology. Indecd, like in.any assoclation
,onductlng busxnoss, some med1 arc necded to fac11)tatc an encountc1 between
supp]y ‘and demand. This can take the form of ddS,-ner, manuals 1ndo>es, mail
service, broadcast, etc... Plobably at some point in the future the video-
technology will allow LlVL mectings to take place over uthurhS, and be canned
in-play-back files: An oxample of such a center .is. doveloplng in Arpanct at

‘Stanford Research Lab. Some of these services might be provided by the VeLwork

Kuthority, -but other specialized installaticns way do it as well., Ideally, it
should be thought of as set of coordinated interactions between installations,
and again some dominant pattelns are likely to match the partitionning into

clubs. (Fig. 8)
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A = Data switching machine

Warious techniyues may be considered when it comes
system beticeen computersy What they have in common
government regulated monopoly, and they require

fac; s5'Doveloping a specific one 1s perhaps not

.

initial cost would be upacceptable, unless intense
a period of war. . : .

¢
-

It  is not the intent of this paper to discuss commu
remark only that computer input-output is message o
that existing communications facilities have been e
‘than data communications, (voice, telegrams, televi
technique called "packet switching" has been propos
0y, Davies'paper)..lt seems to make the best out of
it can be supported by telephone, radio, or satelli
the trend in networks shows
store and forward technique with short messages, an
order to meet the requirements of conversational tr
"and the availability of high speed lines, it looks

switching has come, at least for a decade, till new

widely offered. In the following, assumptions made
~will be restricted to packet switching.

As we have scen before, we want a communications sy

insulated from’ computer installations. Consequently

}'ss to be a computer network in its own right, but
4t it has to do is to switch short messages (pack
way, ive. fast, efficient, reliable. Of course, eac

10
TIONS

.
)
L

to set up some communications

Ts that they must comply withsome’

existing communications

to be ruled out, but the
.pressure is put’ on, ‘like in

nications techniques. Let us

riented, in digital form, and

ngineered for something else
sion). More recently a

ed and experimented, (see
existing technologies, and

te transmission. Observing

that transmission systems evolve towards a message

d short transit.time, in
affic, With mini-computers
as if: the day of packet
transmission systems are
about communications systems

stem independent and

, a packet switching system
a highly specialized one.
ets) on the best possible

h of these adjectives might

take pages of discussion. Since every other additional service is to be imple—~ .
mented in some internal or external installation, the communications network.-

should do no more than packet switching. Externally
te which messages are handed for delivery to a spec
The internal structure of a communications network
conventionally as reflecting its physical structure
exchanging messages, to carry either data or contro
nothing invalid in such a model. But some concepts,
physical structure, have also the power to expand a

it looks like a black box
ified destination. (Fig. 9)
could be locked at.

, i.e. a set of computers

1 information. Therc is

in addition to represcnt a
nd generalize the model in

a way that brings new light, sets guidelines, aad eventually helps re—thinking

the structure itself. Considered as a black box, a

communications network can be

viewed as an abstract machine, which as usual has an instruction code,

processors, L - 0, and intcynal states. Passing a m
, nrocessor. (node) is tantamounl to inputting an inst
Executing the instruction is in effect transferring
component of the machine, and output it. .In a short

- :input A .. . <+ -input message
- } ﬁ;:='R(A)' « + +.e + « cevaluate destination
(B> :‘: (A) " L] L] . [ ] “

| . t'. 0Utp\9t B « s 8 6 8 e

. 4 .

transfer message to
output message

.

essage over to a comnunications

ruction (op. code *+ operand)..
the message into another

-hand form this could read :

destination

e 37T
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Some instructions may spawn several outputs, if they fail (c.g. R(A) undefinced),
or if some options arec exerciscd, like tracing the transfer path. Intcrnal states
arc mainly used for internal control of the machine (monitoring, maintenance) or
as a result of failuve diagnosis. Other instructions may act upon internal states,

- which can be thought of as switches, special registers, or pancl lights, in a
conventional computer. . . . -

Dcéqrjbingﬂaﬂcbmmunications nervork as an abstract machinc‘is-a.wéy to' draw a
1ine between its functional spccifications, as visible from an external user, and
its physical implementation. Of course, it would be non-nense for a designer not
to have precise ideas about the méchanisms -underncath. But as far as possible,
Snner workings should be kept-invisible at the functional level, because computer -
{nstallations on one hand, and the communications network on the other hand

should conserve maximum autonomy. ) , R

Oﬁcning the black box discloses a new dimension, (Fig. 10). Cur abstract
machine is actually composed of a set of components, say processors, which must
be put to work in a coordinated fashion to get a message through. In other words,
executing an instruction of the global.machine is a multi-processor action. Then
it might seem that well knoun process coordination techniques would apply nicely,
Actually they don't. Although we ave dealing with an abstract model, we are
nevertheless in a recal world. There is no common store, no indivisible operation,
no well-manncred processes. Components are'geographically'scattered;_and they
may fail. In this machine there is a communications problem between its own
_ components. We are facing a more general case of multi-processor,i.e.a distributed
‘machines S : : : ,

Kather than attempting to devise a complex model of a distributed machine, an
pasier and more powerful approach consists in breaking it down into simpler
components along its geographical distribution. Each node is again a local

machine, whether it be uni or multi-processor. Its abstract model is identical
“to the global one, with an instruction code, I-0, etc... Messages are instructions
as previously. Executing an instruction of the global machine appears now as a
sequence of instructions on local machines. Each one performs a step of the

global instruction, and outputs a result towards a neighbor machine. The process .
propagates up to a point where output is directed to the external world, and
there it stops. (Fig. 11) ' o '

Actually this process can be other than a sequence of local machine instructions.
Indeed, components may fail, particularly the communications lines, and a local
instruction may be repeated a number of times, with different results, because
internal states may change. Thus, outputs may be sent to various neighbors, and
the set of local instructions becomes.a tree, with loops and branches executing
in parallel. In the end there may be one, none, or several results., It is clear
that some error control scheme is needed to make our machine reliable.

- —

Thi§ global instruction moving step by step through successive local machines is
reminiscent of the pipe-line structure of high speed processors, or time-slotted
multi-processors (CDC 6000 peripheral processors). The similarity is not acci-

dental. With very fast and cheap micro-comporents, futurc machines will contain
hundreds or thousands of processors. They will be micro-networks. ' '

~ As séen previously, the local machine model is the same as the global machine.

Our structurc 1s recursive., But only one level of recursion is not much after all.
Let us carxry this approach one step further, by applying the distribution concept

. P}
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~well to a local machine (node). (Fig. 12) -

instyuction code. In conventional machines, the instruction sct is closed,
duc t6 the number of bits rescrved for the op. code. In our network machine we
can consider that cach instruction type is exccuted by a logical component, :
located somewhere in the global machine. An op. code is then simply the address
of the appropriate instruction processor. Executing a global instruction in a
first phase propagates it toward its specific processor, where it is executed-
with possible further propagation. By putting logical network components
within the destination name space, the instruction set can be as large as
desirable without practical_limiLs. In other words, the.instruction set is
_Opon—ondcd.'This-is a nice feature for qh experimental. system. The netwqu
Tachine is now defined in terms of logical (software) comporents, instcad of

"local (bardware) machines. Practically thesc components have to be physically

jocated within some ox all nodes. Consequently, the same structure applies as

A consequence of this regular structure is that commuhications between logical
components <(software machines) is the same whether they be geographically distant
or located within the same node. But there is a differcnce in delay.

Another consequence is that scveral networks of that type can be put together
and make up a single network. This 1s the Fecursive structure property applied
outwards. Indeed, cvery network can be modeled as a node, hence several networks
are a network. Partitionning and coalescence of networks may occur during normal
operation as a result of line failures. Therefore this sort .of-self-adapting
‘structure is most desirable, as it saves on down-=time -and service disturbance.

B ~ llosts ' .'; I - v .

So far we have used the term "installation" tJ mean vaguely a computer of the

 set making up a heterogencous general-purpose computer network. This requires

further attention, as we know that computers can reveal various metamorphoses.
Since the Arpanet literature introduced the term "host", it has been used
widely, although not always in the very same sense as Arpanet. For the sake of
‘consistency, we use it here also, in some loose sense, as we shall see.

As seen from the communications network, a host is a source and a sink of messages.

It is able to input and output messages of a predefined format, and it has an
address, i.e. it is known within the name space of the communications network.

This is enough, but one can notice that not the slightest assumption is made

about the logical or physical nature of a host. This means that the structure .
of a computer network is totally independent of that of a properly designed’
communications network. c

At the host level, discounting some special cases, no one’is interested in a
computer per se, because it is not a usable logical entity. Usable entities in

a computer are resources : files, processors, peripherals, user accounts, etc ...
In order to get some productive work, activities are run to which a sub-set of
resources are assigned, exclusively or in some shared mode. Customarily, computers
are used in a multiplexed fashion, allowing several activities in parallel. Thus

a host is merely a container of resources and activities.

“JIn a computer network environment, useful host-host communications actually occur .

betvecn activities, in order to access remote resources, or set up distributed
activities. Due to the heterogeneity of the hosts, there is no counon or compa-
TiDie dofinition for a local activity. On the other hand, commur . itions between
hosts cannot take place unless some mutual agreement has been apceoed upon. . To get
around this dilemma, we introduce a new kind of network-wide entivy called a
‘subscriber. They are purely abstract things, bearing a name known by every host,

————

which activities can plug into whenthey want to start-some host—host cormunications.

Ce . ’ . . !
. .
1) n r] D ° 1 .
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In many ways subscribers are like phone sets. (Fig. 13) ' .

. . te

' v

The number of subscribers per host should be large enough to accomodate the nceds
of simultancous nctwork activities. But if we want to avoid intricacies and
inconvenicnce associated with a dynamic assignment, subscriber names should be
assigned permancntly to real world entities such as uscrs, tcrminals, scrvices,

etc s '

Usually’, all imcssapes exchanged betwedn a host and the colnunications .network. are.

‘multiplexed onto the same tyansmission lines, typically two for reliability. Thus

a logpical component 1s necessary to- collect and deliver messages ‘fro and to the
proper- subscribers, It is typically a host operating system module, of the access
method species, implementing "the" network protocol. ' ' o .
However, a unique protocol is quite constraining. New versions must be tried out
occasionally, user clubs want their own protocol, anigxperiment is contemplated
with a host in a different network, and for a handful of other good reasons, a
host should accomodate various protocols, which may or may not be compatibles
This results in a more sophisticated structure with two levels of multiplexing,
one for protocols, one for subscribers. ' o

‘If messages recelved by a host must.be fanned out to the proper protocol, this

means that some general ‘convention -has been agreed among all protocols .about the
selection algorithm.. This would not be too realistic, as protocols may just happen

“independently, and it would be in contradiction with the concern for installation

freedom. Consequently, we use a different scheme.. Within a host there can be
soveral virtual hosts, cach one with its own set of consistent protocols.
Incompatible protocols are in as many virtual hosts, for which there are different

- addresses in the name space of the communications network. Thus, messages are
dispatched according to their virtual host destination within a single host.

(Fig. 14). This technique applies as well when a host is composed of several-

computers hooked together, or when a host is operating under a virtualizing
system like CP-07.

So far there has been no assumption about the number of transmission lines used
to connect a host to the communications network. It has only been mentionned. that
two would be appropriate for reliability. It is not said either that they should
go to the same node. For reliability it is better to connect to different nodes,
but this is immaterial as far as the host is concerned. However, it matters to
have several lines, particularly if-the host is a distributed system, i.e. a
network. In.this case it is very likely that several paths. should be established
between both networks. _ . ' .

. o . _
To recap, it appears that the concepts of host and subscriber are flexible enough
to clude any precise definition, except being names. Practically they can be
associated with a variety of objects., Let us say that a host is a container and

a supplier of recsources, while a subscriber is usually a set of resources
intended for an activity. L.g. a subscriber can be a file, a terminal, a user, a
sequential process, «a subsystem, an operating-system, a virtual machine, etc...

" Some entities might as well be considered hosts or subscribers, depending on ‘

convenience. .
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© VUsing distant resources, communicating with distant processes requirve naming . *
them, But since hosts are heterogencous, there 1s no consistent scheme to name
distant resources. Furthermore existing names may conflict, A first attempt to
circumvent the problem is to define a new name space global to all hosts. This

“may be the case for subscriber names. Therafter, cvery host organizes on its
own way a mapping of .its local names onto the part of the global name space
-allocdted to it. But this means that-onc must know bcf(rehand how a distant host
3maps I'ts localrnames in order -to access its resources: Again,’ th1° lS heteroge-
neous., ' : co

A second technique is to use a hierarchical .name space. Names are. 2-component,
one is a global name (host, subscriber, or any other), the other is the 1Qcal
name designating a specific resource in the host naming scheme. This method is
usually more costly for computers, but more convenient for human handling.

There is a dilemma in networks when it comes to locate an entity from its name.
Due to delays inherent in communications, it is costly to search for a name in
several or even all hosts. Consequently one tends to make up names with a lhost
name component, which serves as a peographical pointer. But this scheme is not
well suited to resources which belong to virtual or distributed hosts.. There is
more floxibility if resource names are independent of host names. But tb reduce
.search time. it is.desirable to reinstate a geoglaphlcal locator, which we may
b call a reglon name.

Regions can be defined with the objective of cutting through a minimum traffic,
s0 that region and traffic clusters would roughly match._In addition, within
“the confines of a particular region there is no need to use global names, since
the region name can be implicit. Both -effects nou]d compound to make most names
' qhortor, hmwﬂc more convenient, :
Other more %ophifticated variations may be considered, in order to simplify
ndmlng across the network. They arc inspired from dlallng schemes in the
telephone system, which are qulte 1nLe1esL3ng indeed. See a phone directory for
more deLalls.- : -

D - Communicating entities L ; .

In a message oriented communications nctvork sending individual Wesugges is a
b891c capabllnty which does not require any initial set- up. This can be put to.
advantage in a computer network when cooperating activities exchange short’
sclf—identifying méssages, e.g. transactions, samplings, control information. In
this case, the only entities required at host-level for activities to communicate
are subscribers. Once an activity has a subscriber name assigned to it, it can
just send messages to any other subsc11ber in the netx01P under the same plOLOCOl

But-more traditionally, interchange° between activitie tend to be modeled after
sequential I-0. It is a transposition at network level of programming sSystems—
designed for sequential devices. In effect most inter-process communication
schemes are data stream oriented, stemming from an I-O-minded approach. Thus it
is convenient to have mechanisms at host level geared to’data stream handling.
For that purpose new kinds of cntities are required, to provide something like
data pipes between activities. There arc a number of possible variations in the
functional design of such tools. Also the terminology is not stabilized. In the-
following ve designate by p:pc such an entity capable of channcling a data stream
‘between two distant activities, and ports the names used at each end by host
RCLlVJLIOS..HOLO are some typical plpe p]OpCTLIC which may bLe encountered.




.. Uni ~or bi—direcliondl

© §ince a data stream always requires some feedback for ervor and flow control,
it is wost convenient to have bi-directional pipes. '

- S~
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On bi-directional pipes full-duplex mode is wuch more simple and efficient, as
- it dpes away with the contention problem that plagues: half~duplex procedures.

. .. .« v
. . . . . . . . . LY - .
‘ . . . . . . : . . . . L. A g

. Egguenﬁidl s ' ' B : . T .

e . L o .
This 3§ the property of delivering messages in the sameé order as they are put
into. For scquential data streams, sequencing is mandatory. But.a pire may be
uscd by a2 eub~system which contains its own scheme for tagging and controlling

the message flow, in which case sequencing is not necessary.

. Irror control :

1t is the ability to imsure that every message sent has been received only once.

t can be a by-product of sequencing. It 1s not questioned that error control
¢ needed at some point when data travel from host to host. But where to put it
6 an issue far from settled. There is more claboration on that in the followirg.

~ . .

' - . " .

. Flow_control &

.1t is. a mechanism whereby the receiver can choke up the sender to prevent
overflooding. Same commcuts as for error control. '

s i

.

- Parameters °

‘ To regulate the data flow and tune it to the amount nf resources available to
both sender and receiver, it may .be appropriate to associate parameters such
_as ¢ message length (mini. + maxi.), traffic rate, time-outs, ctc... These

. parameters can be negotiated between both parties as part of the pipe initial

ooopelb up. : ; '

- -

It should be emphasized that pipes are only a construction implemented at host
level. 'In some cases they are-extended end to end through the communications .
motwork. The implication is a ‘strong coupling between the design of host protocols
and communications network. This may be justified for specific applications (e.g.
Tymnct, a service bureau time sharing network), but in the genaral case, this is

in contradiction with our principles of insulating the two domains, due to the
undesirable constraints attached. ’ . - : o : .

- .

i

Data pipes are to be set up .(opened) and destroyed (closed) at the request of
host dctivities. As one can figure out easily, it would be a tricky problem if
both activities had to agree on a common pipe mname, because there is no referee
to break a tie up. It is more convenient to name a pipe from both ends with Jocal
names as seen from cach activity. These are port mames. Fach activity refers to

a port when sending a messagc.BUtthiSiSiBown local naﬁp. In order to deliver
messages from the appropriate pipe at the other end, they must arrive with the

destination port name. Hence, port names of both ends must be exchanged between
hosts during initial sct up. : :

-
. . .
. .

Pipes and ports are particularly useful when host activitics are programmed with
I - 0 streams left unassigned to any specific device, and can be referred to by
labels, say by port names. Using a command language, ox some form of declarative
statements allows a user to Eigﬂ_nctwork and program port names at- execution time.
Depending on his requirements, a user is able to use cither local ox distant files
and 1 ~ 0 devices, just by assignment commands., (Fig. 15) o, . .

L
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