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I - INTRODUCTION.

There are vanous"brands uf computer ne'cworks, The present paper is only

concerned with the type of general purpose heterogeneous computer network of

v'hich Arpanet is a typical prototype. In this field experience is scarce, since

no nGtwork has yet progressed beyond an initial experimental stage, vhile most

are still in a planning or construction phase. Consequently, applications and

user needs can only be thought of in'prospeccive terms. Organizational and

sociological issues hiding underneath the concept of network may be of such

magnitude that many years will elapse before we can record any significant

breakthrough. ' ....

In the present stage major efforts bear on technical issues,-with the objective

of developing and mastering the network technology. We have to recognize that

proposed structures and techniques have yet to be validated from experience, and

that various other approaches might as well be considered. -It would be nice if

ve had practical evidence that present views are justified by economics and user

acceptance. But assessing networks on today's applications is not necessarily a
sounder'standpoint. • ' .



II - COWUTKR NETWORK C11ARACTF.RT.ST.ICS

A" ~ U c I c r o p f n co u s i n st a 11 a t i. o n s

Networks of computers may be homogeneous. But-tliis is the exception rather .tlian

tlie'-ru'le. ConiG-orgariizalions, I'.kc IBM, Control Data., University Computnig Co.,... .'.

etc... have set up computer networks, to provide specific services, using the

same brand of machines and operating systems. Sooner or .later a new generation

comes \>y. and must be inserted. Replacing a whole nc-twork with new systems in a

•cb'cirt span of timp- is quite unrealistic. Thus, homogeneous networks arc bound to

turn heterogeneous, or die out. . • •

Most computer netv.-orks cannot afford to be homogeneous in the first place. They

have to start out with existing installatior.s, vhich happen to be a mixture of

every computer system on the market. But Lhis is a reasonable constraint, as it

forces to design network mechanisms for the general case, which makes them more '

suitable .to accomodate future extensions. (Fig. 1) •

Ac' a result of thi.s heterogencity, there is no cor-mon interface, ot procedure to

interchange data..Actually, this'is not a direct implication of having hcterq-

gencous computer systems. Indeed, there might exist some generally agreed methods •

to govern data exchange betv;een various computers. But tbi-s is not so. Every

manufacturer is still entrenched in its closed world of idiosynchrasies, and must

devote a great deal of effort only to hava its own machir^-es to comiiiunicate.

Installations are not just heterogeneous in tercs of computers, but also in terms

of management, activities, interests, habits, and there 3\s no magic receipc to

turn them into a strong unified body. Being part of a network should not mean

losing aut'-onomy and decision freedom. They. want to retain all tlieir capabUities

to run their ov;n business an thGy please. Local peculiarities are to be expected

'as a matter of course, and operation of the whole network should be made

independent of local installation behavior.

As in any association, federation^ or business, some members tend to cluster in

sub-groups, or clubs, based on some common ties not shared by others. In a . .

computer netvork, clubs may be made of users of the- same system, service bureaus,

bankers, installations of a corporation. Presumably, most of the traffic generated

by members of a club will be exchanged v?ith other members.•Conventions about

information interchange may veil be. tailored to some particular dominant type of

transactions peculiar to the club. (Fig. 2) '

On the other.-hand, members of a club will want occasionally to have"some exchange

with.members of another club. They may even belong simultaneously to different

clubs. Although a club sounds initially as a closed group, it should not be that

closc'd after all. Some excursions should be possible toward'foreign installations,

just in case. In fact, installations belong Eo what: ve raay call semi-closed groups.

B - Data coTi-.munir.ntlons svstcm ' " ' ' '

The cl-iallcngc in dcsigni.ng a coiTmunical-ions ' system for a computer network is that

only 5^^J_^_1.^ aspects may be-guessed. No liigures are available, since computer

nclv.'orks do not cxisC. Or nt least they have not yet emerged out: of the liu.tial

.builcHn;; up staf,c'. Wliat vc Tiiny aGSume is that: there uUl be computo.rs and terminals,

nnd some. barely prc'il ictablo. amount of dnla traffic bcCw&cn tlicm. PrGGuinably, the

nmounl of li-nffic wil]. be. ro.latcd to the capabilit.y of tlio.^p. clcviccs lo ccncratc

or ncco.pt daLa. In otlic.r vo.rcl;;, coinpufcr~t:o-co;:,pulur tr.-iffi.c, hi^h ypc-ptl, and low

cpced rcruun;iln v.'i.ll l.ikfly f,ill wi.lln'.n disLinc-.l: ^nrf^on p',\ of L-rnffic patterns.



Therefore, the conv.nuni.cations syslc.m will liavo to incc't si.mul.lanRously a mixdirc.

of rcqui-rc'nK-nts pcrtaininfi to differc'nt classc.s of data inf.crclianse. (I''i-r,. 3)

Till'; comc's in adclition to carryii-ig dominanl flows, dcpcncL'.n^ on llie geographical

f.opology o£ insEallation clubs.

Since: .t:he commun].ca(:ions system should cater for an unl-imitcci number of computer

. cake's ,..be suilablc for semi-priyate frnffic, and work in an environment. of loosely

related installations, it cannot depend on any of them. In a context of mutually

suspici-ous parties, the communications system will be deemed at fdult, unless it

i-ias proven very reliable. '•

Furthermore, it should .carry, "ithi-n some limits, a somewhat ynpredictable traffic',

ranging from low speed 'conversational messages, up to bursEy high speed process-

to-proccss interplay. New installations may be added.,' others can be discontinued.

Since the number and type of applications using the network is a. priori evolu-

tionary» tliere cannot be any favorite characteristics tailored to some specific

traffic. Although some requirements may turn out to be contradictory, the

communications system has to walk a thin line, and comply efficiently with a '

diversity of traffic patterns. This is called flexibility, in a subjective sense,

as .opposed to rigidity. ' •• . . . * . •

Carrying data between heterogeneous computers or terminals, including all sorts

of private or scmi-public convenEions, v:ould end up in a Penelope \.:cb type of

task, if the communications system had io get involved in data codes, formats,

procedures, etc... Adding constantly new features, fixing old ones, would not

nake for a reliable system, and installations .would resent being tied with not

••quite saEisfactory netvorK; options. A better approach is to make the communica"

.tions system data transpajenfc, in order to accomoctatre any type of.code or

convention that installations might want to use. (Fig. ^i) ' . • •

Once a network starts operating, it becomes very frustrating for users to disrupt

its working. Particularly, if they have built a substantial investment in

software and organizational structures. A most appreciated virtue of a comnuni-

cations systems is to provide for abiding service, so that long tern planning be •

carried out, counting upon veil defined network characteristics. Communications

are akin to a public service. Changing components of the. comnunications system "

should not: have any visible impact, other than improvement, on the way installa-

tions exchange data. Requiring all users to adapt their programs overnight vould
verge on sheer upheaval. • ;• • .

The previous consi-derations converge towards opting for a coranunications systems

as indcpe.ndont as possible from installations or terminals which it is to serve.

On this way, both users and communications system can protect their investment,

and be free to introduce whatever gadget they like, as long'as.they keep the.same
conventions to talk to each other. , • ' ,, '

C - Basic structure • ' • . .

As already cxcmpli.fi.cd .in Arpanct, the resulting structure of a'computer network'

is tvo-lc.vGl. A first level is the coraiunicat ions network, in charge of carrying

TOCSF;i[;cs between computers. A second level is the set of computers, c.oncentrat.ors,

-terminals, which USE the communications system as a black box. (Sec e.g.
Pr Daddci' s paper) " . .

Ideally, the cormuni.cations system should be so trnnsparent thai: installations

vould not even notice it is Ihcrc. In othci: words, i.nctallations arc not: conccrnKd

pr i mar i I y v.'i.th o?;chnnRinp, messages wifli sonic coraiHinicalions niccluim. They vould

UkR to sc-ncl niul receive data as if Llicy were in direct, connection vj.tli other

xnst.'illaLiony. But: we liavc seen prcvioufily thai i.nslnll.ali.on.s nrc lietcroj^cncous,
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•n,hd do -not: have any common convunli-on lo cxchringc daL-a. A yoluLj.on would bo. to

force every one oC ihcm to acl;ipf. lo a nclwork st.anclarcl. Tliis mi.plil bo rcasonabl'G

if. Euch a slnndard v.'crc ori.[',i.nnli.nR Urom n disi. inp,ui.5liecl body, l.ikc ISO, or CCITT,

or the U.S. Navy. Olhcrwi.sc, one can expect: TOSt computrcr mnnufacLurcrs being up

in arms, as there is nolhi-n;^ they loathe so r.uch as uscru putli.ng on ihci-r macliines

. fiomc exotic pic'cc of hardware or operating syscem.

A more atti\icti.vc approach consi.sts in putting some intcrfacG adapter in the

n-oi''mnunicntionr> system, so Ihal^no inodificaEior. be required l:'ro;n indivi'.dual

installations.' This is accept.-.ibl.'e, since daca speeds arc sCandardixed by CC'ITT, '"

and transmission procedures can be limited to those of a half dozen major

manufacturers, while others can be talked into adapti.ng their software. (Fi-K* I5)

•I'ievcrthcless, procedure's may change with a new system release, and new ones are

put forth over the years. Thus, it is typically the -kind. of function that should

be made modular and optional, so that the rest of the con-'muni.cations system be

kept veil insulated from procedure updating. Before long it will be located in

a pluggable micro-program. (Some machines already have this' feature).

Ve. have seen above that installati'ons may occasionally inLerfcre with members' of'

different clubs, and that «ome private conventions) as opposed to manufacturer's,

mxght be used in the context of specific appUcaEions. Thus, a single installation

may vjish to use a few different .options, according to its type of work. This is

quite feasible if it has several 'links with the conmunicalrions syslem, or i.f",it

can direct messages toward appropriate adapters according to a Tiip-ssaga type>
(software link). Logically this r.esults in the comraunicati.ons system seeing

several, virtual installations mapped onto the sane physical one. (Fig- 6).

.A bare communications service may be.unsufficient: for ;ome installations. They

may wish-to have.more sophisticated options, like long term storage of data,

information retrieval, traffic back-up in case of installation outage, code and

•format convcrs.ion, and vhat have you. There i-s obviously no lir.nt as to the type

'of services that may be offered, grafted on infor-.stLoa transfer. It is an area

•'where experience and an imaginative marketing approach can result in many an

intere.sting business. At first sight, this seems in contradiction with the

desirable- characteristics of a coinmunications system ': long term stability, high ,

reliability, while said services would smack rr.ore of a commercial product with

its all too familiar lack of testing, specification changes, quick obsolescence.

These opposite objectives may be reconciled through an appropriate system design.

Anything not directly relevant to data connunicat ions purposes should be left out

of the corrmunications system. On the other hand, desirable add-on functions can

b& implcmente.d by specific installations considered as somehow embedded within

the conmunications system, as seen from external users, vhilc they would actually

be logically independent, as any other external installation. For all practical

purpose; their junction with the communications system would L£ no different
v?hat:soevcr. (rig. 7) •

On the previous charl:, v.'e have represented sose "internal" installations. But there

is no inL-risic technical diffe'rence between internal and cxCernal, as far as the

nnmunications system is conccrn.ed. The di.stinction is inlendcd Co stress such

considerations as Ruarantec of scrvicG, tariff struct'-ure.;" uiai-ntcnancc, and the

like. But there is a continuum ranging from a public service, to a non-profit

agency, lo a scrvicG bureau, to an organization offering services as by-products.
-The decision as to v;hicli services sl-iould be offered from vithi.n or from oulside is

mainly commercial or political. One can even sv.-itch status, vithouC; interference
in conmunicalions techniques. • . - \
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D - Kc,-- i' A"; !i..)'i t y

Il'ccrtn.nly ('ould be i'c;ul as a iniraclc if every componc'nt of a conTinuiications

sy;;!Lcm v.'nuld l.flon^', lo ;i d i.I.'i'rvc-nl organization, and if the service, uci.-c

salisl.'aclory v.'i.l.h no one. responsible for it. Myriads of operational problems

require- n veil. (Icfjnccl i-cf-.ponsibility vested in an organi/.acion-we may call the

Nclv.'oi-k /•.utlinri.t-y. It. v, not ncccssnri.ly the owner of every pi-ccc of cqui.pmcnt,

but if Ls as.sij^ncd the minsion of seeing' to it that: the whole, system works .

•properly. The c>;Lenl of Llij.s-mission may vary : .typically it:, v.'ou Id cover the '• •

following areas : • .
• . • "

1 » Mnint:t''r,anrG :
s. *--"———"'——"»—" ^ • -• . . , . . -.^ •

iN'amcly error uraci.ng and repairing. This is a tricky task, db iL Involves

cquipincnt: from various suppliers, including lines leased from common

carrierc. And it: is positively undesirable to. bring the" communi.caL-ions

system to a complete bait, just to find out which component needs fixing

up. Interventions must be done on a live system, v/ith appropriate care.

2' ^^°.yDl:l!1.S : . ' ' • • " '

Exchan,"in[', data costs money. Again, it would not be very sati.sfsctory to

rely. upon individual installafci-ons to declare the air.ount of traffic they

have been ^onf'ratlng, On the other hand,, the Network Authority is in a good
position to.record traffic figures suitable for later accounting and

billing. . • .. ^ •• . -. . . ' '. .. . ;

'Traffic cinalysis
;,

Communical i r'ns networks are far from being comrletcly understood. From

matheiTialiical cheories to practical cases, nvimerous studies are presently

being pumiccl. In'order to validate or feed in models, traffic patterns

must be rt'.L-orrlcd and sorted out. 57urtherr.iore, due t:o t-he individual

freedom of i .u.taUations , traffic patterns may change rapidly. A

continuous analysis 'is necessary to anticipate in due time configuration

changes and tune th& system to its actual requirements,

4* S£Y£2-2DiI!£S£ : ' . ' " ' •

It is an obvious extension of the responsibility for maintenance and

traffic analysis. Developpemcnfc is probably best assured by the organi.-

•zation which has the best knowledge on.inner workings of the system.'

r)' £l£^£lnsL^^^£ : • • ' ' • ••

Independent from the cost of communications, installations provi'-de services

• to one anothp.r, which is liable to some cross-bill.ing. Rather than having

each one to send invoices to.every other, it is more convenient: to

consolidate all accounting in a single location, and apportion e.ach one's

balance sheet to its total activity. All the niore that some tariffs may

be tied with the-amount of traffic exchanged between installatrions.

Although the Network Authority is not the only place in a positi-on to

perform this task, puttinfi it there is probably more. convenient.

•6. Nc't'v.'ork confcrol ccntrp.r : ' ••...•• •.''••

Most tasks entrusted to-the Network Autliority cannot be accomplished

. without compnto.rizcd iiid, such as running dJ.agnoKl;icG CesCs, nonitoring

traffic, croRs-billi'.np,, etc... For that: purpose a computer i.nstallali.on

is ncRclcd, and it can be linked to Ihe cor.'.munica li.ons cyslcm on Ihc same

. basiG n.s'any ot.lie.r insl-allatiion of t-.lic nctvork. Owin^ to its obvious

pri.vil P^C:? • th'L:'' instaUacion can be consiclcrcd as "inl.crnal", in the
ccnnc usc.d pr.cviously,



\^

E - In foruiati. on cGnL-crs " ' • . •

The diversity and the geographical di.stribution of resources in a computer

network create the •need for various information reposiLories, This belongs to

nct-work sociology, rather than tcchnolopy. Indeed, like in. any p.ssocintion

coriductinc bus'i-ness, some medir. arc needed to facilitiatc an encounter bGtween

supply and demand. This can take the form of ads, news, manuals , indexes , mai.1
service, broadcast, etc... Probably, at: some point in the future t-he vidco-

technology will allow l^ive nicucinys to take place over nec-works, and be canned

in play-back files. An example of such a center -is. developing in Arpanet at

Stanford Research Lab. Some of these services might be provided by the Network

Authority >-but other specialized installations insy do it as well. Ideally, it

should^be thought of as set of coordinated ir.CGrsctions between installaLions,

and again some dominant patterns arc likely to match the partitronning into

clubs. (Fig. 8)

y
•y
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HI - CONCEPTS AND FUNCTIONS

A - Data swi.tc.ln.n;'; macln.nc \

t'Various'tcchhniuRs may be considered when it comes to set up some comm'unj.cations '

Kyst-ciri betwc-en.'computers. What: l-licy 1-iavc in coimon is t-hat they must. comply with some

government regulated monopoly> and they require pxistin.p; conirRuni cat ions

^ic;U;;l.??;' Developing a specific one is perhaps not lo be ruled out, but: che

initial cost would be u-nacceptablc, unless intense .pressure is puC'qn, 'like in

a period of war. . • . , .' ' .

It' is not t'he intent of this paper to discuss communications techniques. Let us

remark only that computer input-output is message oriented» in digital form, and

that existing communications facilities have been engineered for something else

.than data conmunications> (voice, telegraras, television). More recently a

technique called "packet sui'-tchinc'," has-been proposed and experimented, (see •

.0;;'. Davies paper) . ..It seems to make the best out of existing technologies, and

if. can be supported by telephone, radio, or satellite transmission. Observing

the trend in networks shows that.transmission systems evolve towards a message

store and forward.Cechnique with short messages, and short transit.time, in

order to meet the. requirements of conversational traffic. With mini.-computers

and the availability of high speed Unes, it looks as if.- the day of packet

switching has come, afc least for a decade, till new transmission .systems are

widely offered. In the following, assumptions made about communications systems

vill be restricted to packet sw itching-.

As we have seen before, we want a coinmunications system independent and

inRulatcd from''computer inst.allations. Consequently, a packet switching system

l.ns to be a computer network in its ovn right:, but a highly speci.allzcd one.

•r,''ia'L it has to do is to swit.ch short messages (packets) on the best possible

vay, i'.e. fast, efficient, reliable. Of course, each of these adjectives might

take pages of discussion. Since every other additional service .is to be imple-

mented in sonic internal or external installation, the communications network.-

should do no more than packet switching. Externally it looks like a black box

to which messages are handed for delivery to a specified destination. (Fig. 9)

The internal structure of a coramunications network could be looked at.

convcntionally as reflecting its physical structure, i.e. a set of computers

exchanging messages, to carry either data or control information. There is

nothing iuval-id in such a model. But some concepts, in addition to represent a

physical sl-.ructure-, have also the pov;cr to expand and gcncral]'.ze the model in

a way that brings new light, sets guidelines, and eventually helps rc-thi.nki.ng

the structure itself. Considp.red as a black box, a commu.ni.cati.ons network can be

viev.'cd as an nbsti-RT-t machine, v'hich as. usual has an instruction code,

processors, I ~ 0, and internal state's. Passing a message over to a commum.cations

rocc-ssor. (node) is tantar.-.ounl lo inpuLting an instruction (op. code + opcrand)..

Lxccut'inp the instructi-on is in effect transferring the message 'into another

component of the .ir.achi'.nc,, and out-.put it. .In a . shorc-hand'form t-his could read :

'input A ......... .input message

. B,.:=: R(A) ....... evaluate destination

(B) I" (A) ...... transfer message to dest-.xnntion

' output B ...... output: mossacG
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Some inytrucU'-ons n;\y spawn several outputs, if they fall (c.g, R(A) unclcfincd).,

or i-T some options s\-c exercised, like traci.ng the Lrnnsfcr pntli. Internal scales

arc mainly used for into.rnal control of the nachine (moni.lorinB, inaintcnancc) or

as a result of failure- dinp,nosis. Ollicr instruction-;'may acl: upon intRrnal states,

which can be thought of as swi-L-chcs, .special registers, or pane), lights, in a

conventional computer. . • •

> ' . * . * ' < • •

Dcscrib.i.np. a..cb',njni.}nications nc^'.v-ork as an abstract machinp- is a.way to draw a

line bctv?ecn its functional specifications, as visible from an external user> and

its physical i-mplcmcntation. Of course, it wpuld be non-ncnsc for a designer not

to have pi-eci-se •i''.1rln5 qhnnl- the mechanisms -underneath. But as far as possible,

.inner workings should be kept invisible at the functional level, because computer-

. installations on one hand, and the communications network on the other hand

should conserve maximum autonomy. . • .

Opening the black box discloses a new dimension, . (Fig. 10). Our abstract

machine is actually composed of a set of conponcnts, say processors, which must

be put to work in a coordinated fashion to get a message through. In other words,

executing an instruction of the global.machine is a multi-proccssor action. Then

it might seem that well kno-:?n process coordination techniques would apply nicely,

Actually they don't. Although we are dealing with an abstract model,, we are

nevertheless in a real. world. There is no cornmon store, no indivisible- operation,

no well-manncrcd processes. Compon&nts are'gcographi.cally" scattered , .and they

may fail. In this machine there is a corranunications problem between its o\-m

components. We are facing a more general case of .multi-processor,i.e. a distributed

'machine. " . . •. . .

l<at:1i&r than attempting to devise a conrple?; model of a distributed machine, an

easier and more powerful approach consists in breaking it down into simpler

components along its geographical distri.butrion. Each node is again a local

machinG, vhether it be uni or multi-processor. Its abstract model is identical

to the global one, with an instruction code, 1-0, etc... Messages are instructions

as previously. Executing an instruction of the global machine appears now as a

sequence of instructions on lo'cal machines. Each one performs a step of the

global instruction, and outputs a result towards a ne'i^hbor machine. The process .

propagates up to a point where output is directed to the. external world, and

there it stops. (Fig. 11) . . ' '

Actually this process can be Other than a sequence of local'machine instructions.

Indeed, components may fail, particularly the corj-.uni cat ions lines, and a local

instruction may be repeated a number of times, with different: results, because

intern?! states may change..Thus, outputs may be sent to various neighbors, and

the set of local instructions bGcomcs.a.tree, with loops an.d branches e.xccuting

in parallel. In the end there may be one, none,-or several results. It is clear

that some error control scheme is needed to make our machine reliable.

This global instruction moving step by step through successive local machines is

renunisccnt of the pipc-line structure of high speed proccysors, or timc-slotted

miUi^-processors (CDC 6000 peripheral processors). The sirnilari.ty is not acci-"-

dental. With very fast and cheap- nucro-coraponents , fulin-c. nncluncs will contain

hundreds or thousands of processors. They will be mi^Fo~:n^^o^ks~.~ ---—-•

As seen previously, the^local machine model is the same as the global machine.

Our structure, is rccursivc. But only one level of recursion is not: .much after 'all.

Let us cairry Lius approcich one slcp further, by applyinr, tlic distribution concept
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•to- the i.nst.r'uction code. In convcnliunal macln.nc;'; > t-hG i.u'itruction set is closed,

due lo illic. nunbci: of bil:; rc.scrvcd for t:hc op. code. In our ncl^ork inachino we

can consider Lhal each inGtruction type is executed by a logi.cal coniponcnl,

loca-'-cd somcwhcrG in (-ho ylobal machine. An op. cocle is tlicn yiniply Llic ailcJrcss

of the appropriate instruct-ion pi-ocessor. E>;c.cutinR a global i.nstruccion in a

first: phase propagates it foward its specific processor, v.'iicrc it is executed-

vi[:}} possible further propagacion. By putting logi.cal nctv.-ork components

vi.fhin the dc.st-.ination m\\:\c spac.G, the instruction set can be as large as

c1c.sirablc without praccical. liinits. In otl^er words, the .i.nstruction set- is

.opcn-c'nd.cd . Thi-s . i-s a nice feaCurc for an experimcnlal. sysCcn; The netv.'ork •

machuie is now defined in terms of logical- (sbfL-ware) cou'.ponGntSt instead of • '

local, (liardwnre) machines. Practically these coinponentrs have to be physically

located within some or all nodes. Consequently, the same structurR applies as

•veil to a local machine' (node). (Fig. 12) •. . .. . .• '...'.

A consequence of this regular structure is that commuhications between logical

components -(software machi.nes) i.s the same whether they be geographically distant

or located within the same node. But there is a difference in delay.

Another consequence is that; several netvorks of that type can be put togethei-

and make up a si.n?';le nefcv.-ork. This is the recursive structure property applied

outwards. Indeed, p.yery network can be modeled as a node, hence several networks

are a network. Part'itionning and coalescence of networks n'.ay occur durin?, normal

operation as a result of line failures, Thi;rcfor& this sort of. self-ada?': ing

structure is most 'desirable, as it saves on do\..1n--l:ime-and service disCurbance.

B - Hosts • . .• • . •

So far vc have used the term "insta.llation" to mean vaguely a computer of the

, set making up a h.eterogcncous gen.eral-purpose compuLer net.v.-ork. This requires

further attention, as ve know that computers can reveal various metamorphoses.

Since the Arpanet literature introduced the term "host » it has been used

videly, althoufih not always in the-very same sense as Arpanet. For the sake of

consistency, ve. use it here also, in some loose sense, as ve. shall see.

As seen from the communications nGtvork, a host is a source and a sink of messages..

It is able to input and output messages of a predefincd furmat:, and it has an

address, i.e. it is known within the name spacp. of the communications network. -

This is 'enough, but one can notice that not the "slightest: assumption is made

about the logical or physical. nature of a host. This means that the structure

of a computer network is totally independent of that of a properly designed'

comnuinicacions network. . •

»

A^_thc: host lcvcl> discoui-iting some spcci-al cases, no one'is'interested in a

coinput'-er per ye, because it is not a usable logical entity. Usable entities i.n

a computer arc resourccG : files, processors, peripherals, user accounts» etc ...

In order to get some productive work, activities are run to which a sub-sct of

ro.so'urccs arc. assigned, Gxclusively or in sor.'.e shared mode. Customar ily, computers

arc used in a r.uiUiplcxed fashion, all.ov.'ing several activities in parallel. Thus

a host is merely a contninp-r o'f resources and activities.

2TL_R c.ompi) t- e r no. t.-\.:o i-l< cnvi.ronTT.cnt, useful host-hust communications actually occur.

bct;\;ecn activi.ties, in order to access reir.ot-c resources, or set up distributed

^ctivit-ips. Due to tlic liclcro[',cnci Ly of tlie nosts, there is no c'~;'.::.on or conpa-

liblc dctini.Lion for a local acti.vi.ly. On the other hand, coi-rnu*- .vtions beluccn

host's cannot: take place unless .soi".c mutual ;i[',i:ccincnt has been p.;'.,, cd upon..To get

around fhir, clilcmnia, vo. ii-'.lroclucc .-i new kind of nctvork-v.'idc cnL:'.''>' called a

inlbJLCJllluLr-' Thcy arc Pln'cly nbslrncl llnnEs, l;cai-i.nc n nnmc l^no^n by every host,

v.'lii.ch aclivn,ic.G cnn plufi jnlo v;1ic.n flic.y vanL t.o ntart .noinc ho.sl-lio.sL coimunic.-.it.i.ons.



22.

y mac

•^

^•S2K3^^.3f^:3g£^S^^S2£33E£^ES£^S3SS3SS^lSS2^2,£SZS2!EETS^^

,<SS>

,risa^.t3SS^teSES^3fl^'I'5£a;Sf5SSaZ!53SS2K',OT^^^ V

i^ console

h in©ni fc or in^r ^
Q

.;tsss:ffiB3^e^zsaa%2sacs<SEKr2£&^-(S3£^^ -;ra»G-^

Ih sfc aiist i cs ^J
:(iasQSSRX^3£S:Xa»VS£SSS3e3!!SSS9SC3ESQ

htr^FFic gf@n^j
it^SaSa*333EEC3rE]KB»

L.s|3>© s.^£» ^a U V »

^:

0 ® 0 •.s^esxsssEtw

Figm^e__J_2



),'.' • • ' ,.' '23.

In'm;i ny wayy subscribers civp. like plionc se.t-s. (I'I'G. 13)

The number of r.ubncrJ.bp-rs per host should be large cnou[>,h to accomodatc tbc needs

of smultnncous network ac.Li.vi-tics. BuL if we want to avoid intricacies and

inconvenience associalcd wit;h a'dynamic aGsi.gnmcnC, siib.scribcr nnncs should be

assigned pcrr.iancnlly 16 real world entities such as users, lcrminais, ycrviccs,
etc .... ' . • " '

Usually, all' mc:Hsy'[>,cs exchanged b.ctwe^.n a bost and the co-:'',.nunicatLons .net'v.7ork. arc.

multiplexGcl onto the same transmission lines, typi-cally two for reliability. Thus

a lop.i.cal component is necessary to- collect and deliver messages 'fro and to the

proper subscribers. ]'.(: is. typically a host operating system module:, of the access

method sp.ecies, imp lemeri ting "the" network protocol. ...

However, a unique protocol is quite constrai.ning. New versions must be tried out

occasionally, user clubs want their own protocol, an experiment is conteinplatcd

vi.t\i a host in a different: network, and for a handful of other good reasons, a

host should accomodate various protocols, which may or may not: be compatible.

This results in a more sophiscicated structure v.'ith tvo levels of multiplexing,

one for protocols, one for subscribers. . .' . . "

1 • - . , •

'If .messages received by a host. must.be fanned out to the proper protocol, this

means Chat some general 'conventio'n 'has been agreed among all 'protocols -about the

selection algorit'rm.. This v.-'ould not be too rGaliGtic, as protocols may just happen

independently, and it would be in contradiction-with the concern for installation

freedom. Consequently, ve. use a different scheme.• Within a host there can be

several vi-rtunl. hosts, each one with its own set of consistent protocols.

Inconipatiblc protocols are in as many virtual .hosts, for v.'hi.ch there are different

addresses in the name sp-^.e of the coTTjnunications network. Thus, messages are

dispatched according to their virtual host destination \.;ithi.n a single host.

(Fj.g. 1/»). This technique applies as v.'ell when a host is composed of several-

.computers booked together, or when a host is operaLing under a virtualizing

.systrem like CP-67.

So far there has been no assumption about the number'of transmission lines used

to connect a host to the communications network. It has only been mentionned that'

two vould be appropriate for reliability.•It is not said either that they should

go to the same node. For reliability it is better to connect to different nodes,

but this is immaterial as far as the host is concerned. Hov;ever, it matters to

have several lines, particularly if-the host is a .distributed system,, i.e.. a .

network. In.this case it is very likely that several paths, should'be established
between both networks. .' •

» . • . *

To recap, it appears that the concepts o£ Lost and subscriber are flexible enough

to elude any precise definition, except being names. Prac.tically they can be

asGOci.atccl v^ith a variety of objects. Let us say that: a host is a conlrainer and

a supplier of resources, v.'hilc a subscriber is usually a set: of re-sources

intended for an activiEy. l^.g. a subscriber can be a file, a terminal, a user,' a

sequential process, a sub-systp.m, an operatinR-system, a virtual machi-ne, etc...

;ome entities might as veil be considered hosts or subscribers, depending on

convenience. • . . •
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Uu'J.ng (.listnnl re.sourcc:s, conimuniciif.ing wi.Lli di.slant proccGsc's require naming .•

them. But; since 1-iosL-i; nrc lictcrofr,c:ncou.'3, there is no consist-cnt: sclicmc Lo name

distant resources. Furthermore p.xisD.ng nnnic» may conflict. A first attempt:. to

circumvent, the problem is to define a new name space global to .all l-ioscs. This
•'may be the case for subscriber'names. ThcrafLer, every'host org;inizcs on its

own way a nnppin^ of .i-ts local names onl:o. the part: of tliG global name space

allocated lo it. But this incahs that:-one must know bcfcrchand how a disCant host

: maps Us'local'names'in orde'r-to access' its resources. Again,'this is hetcroge- •

ncous. ; ' '

A second technique is to use a hierarchical ..name space. Names are.2-conponcnt,

one is a global name (host, subscriber, or any other), the other is the local

name designatiing a specific resource in the host naming scheme. This method is

Usually more costly for computers, but more convenicrit for human handling.

There is a dilemma.in networks when it comes-to locate an entity from its name.

Due to delays inherent in communications, it is costly to search for a name in

several or even all hosts. Consequently one tends to make up names with a host

name component,.which serves as a aeographical pointer. But this scheme is not

veil suited to resource's vhich belong to virtual or distributed hosts.,There is

more flexibility if'resource names are independent of host names. But to reduce.

.search'time. it is.desirable to reinstate a geographical locator, which we may
I call a re.Rion name. • . . ' • . .

<* ' • ' , • ..

Regions can be defined with tlie objective of cutting through a Tiiinimum traffic,

•so that regi.on and traffic clusters would roughly match. In addition, within

-the confines of a particular region there is no need to use global names, since

t'he region name can be implicit. Both-effects would compound to make most names

shorter,. hsnce more convenient. ''

Otlier more. sophisticated variations may be considered, in order to simplify

naming across the network. They arc inspired from-dialing schemes in the

telephone system, which are quite interesting indeed. See a pl-ione directory for
more details. . :''•.• . • . •

I. ..'••;.••. . • • •"•'.,'•.• '. .

D - Cominunical'inp, entities . ' . •

In a message oriented communi-cafcions netv.iork sending indi.vidual messages is. a

basic capability which does not require any initial set-up. This can be put to

an advantage in a computer network when cooperating activities exchange short'

sclf-ic'enti.fyinf, messages, e.g. transactions, samplings, control information. In

this case, t-he only entities required at host-level 'for activities, to cominuni-cate

are subscri.b£rs. Once an activity has a subscriber name assigned l:o it, it can

just send messages to any other subscriber in the network, under the same protocol.

JBut-'more traditionally, iRterchanRes bp-twcGn activi.tics tend to be modeled after

Bequcntial 1-0. It is a transposition at-, network IGVGI of progrnnCTiing systcms/---

designed for sequential devices. In effect most in£cr-process ccw.munication

schemes arc dala Btrcam oriented', .steraiing from an I-0-mindcd approach. Thus it"

is convenient: lo have. mechanisms at host: level geared to"data slrcnm handling.

For t:1i;U: purpose new kinds of cncitics are required, Lo provide son-icthi-ng like.

dntn pipes between cicLivitics. Tlicre arc a number of possible variations in the

functional design of such tools'. Also the terminology is not; st-.abilized. In the •

follov.'inp, v.'c dcGifinntc by pipe. sucli an entity capable of channeling n data stream

bclwp-cn Iwo di-stant flctlvitics, and porl-J. the names used ac eac1i end by 1-iosL

acLivicics. llo.rfi are soinc typical pipe properties wliich may be encountered.
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'Since a cl;U;i nlrc'.im always rcqui.rc'.s some fccdb.'ick foi; error and flov/ control",

it it; most: c.oin'c.nn-'nl to.have bi.-dii.-ccLi.onal pipes.

•; L1<2l^-r-£?:-.r.^l1.:tJui1lc^ : . ' . ' . "'

On bi--d].rcct::i.onal pipes full-duplcx Tnodc is much \WTC. simple and efficiGnt, as

• it does away wi-lh tlic contention problem l-hat plagues-half-duplex procedures.

. SeQuc^j^al : ' ' ' ' • '• . •

This .is the property of delivering messages in the same order 'as they are put

into. For scqucnEial data streams, Gcquenc-ing is mandatory. But. a pipe may be

used by 2 .sub--sysl:em >-hicb contains its own scheme for tagging and controlling

the message'flow, in which case sequcnci-ng is not necessary.

.. Error control : . . * • .

It is the ability to insure that every message sent has been received only once.

It can be a by-product of sequencing. It is not questioned that error control

is iiiceded at some point v.'hen data travel from host to host. But where to put it

.'..is.an issue far from settled. There is -more elaboration on fhat in the following.

•< " . '.'•••

. Tlov .control :• '' . •" • /

• It is. a Tnechanicm vhcreby the.receiver can choke up the sender to prevent

overf loading. Same ccnTirnc.nts as for error control.' • ...

-. Parameters : '...•'•

'To regulate the data flo-w and tune it to the araounf of resourc'es. available to

both sender and receiver, it: may .be appropriate to arisociate parameters such

as : mcssr3i;e length (mini. + maxi.), traffic rate, time-outs, etc... These

parap.'eters can be ncgot.iated between both partieu as part of the pipe initial
' •" cet u'p. • . • . ••

It sliould be emph'asixed that pipes are only a construction impleraentcd at host

Ip-vcl.' In some cases they are. • extended end to end through the coir.munications

netv;ork. The implication is a strong coupling between the design of host protocols

and communications network. This may be justified for specific applications .(e.g.

Tymnct, a service bureau time sharing network), but in the general case, this is

in contradiction vitYi our principles of insulating the two domains, due to the
undesirable constraints attached. • •• •• • • ' • ,

Data pipes are to be set up .(opened) and destroyed (closed) at the request of

host activities. As one can figure out easily, it would be a tricky problem i-f

both activities had to agree on a common pipe name, because there 'is no referea

to break a tie up. It is inore convenient to name a pipe from both ends vith local

names as seen from each activity. These are port names. Each activity refers to

a port vhp.n sending a message . But this isitsown local name. In order to delivcr

messages from the approprial-c pipe at the other end, they must arrive wit.b the

destination port name, HcncR, port names of boch ends must be exchanged between
hosts during, inilial set up. "^ • . • . •

Pipes and ports arc pnrtiicularl.y useful v.'lien liost activities .'n.-e progranmed uith

I -^ O^sn-pcns left unassifinccl to any spccifi-c devicR, and can 1)e. referred to by

labels, say by port nnincs. U;~>m[; a co^i'-iand lan^unfiG^ or some form ol! dcclnrative

statcr.cntR allows a user to b_incl nulvork and program port nan-'.cs at- o-.pcut:] on ti-NC.

.UcpcndmR on his rcquirrimcnl;;, a user is able to use either local or^dTsTan t- files

and 1-0 dcviccy, just by n.';si^nincnt coranp.iids. (Fis.. 15) ' ,
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