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• GitHub username: vanbroup

• Repository: documents

• Branch: brofbr

• https://github.com/vanbroup/documents/tree/brofbr/

• Scripts are in the directory “tools” (including a README)

• The unmodified source files in the directory “docs” (as usual)

• The transformed files (the proposed working format) in the directory “structured”

• The example output in the directory “output”

Location

https://github.com/vanbroup/documents/tree/brofbr/
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A layered approach

Baseline Requirements (BR)

Level of Assurance

Domain Validated (DV)

Level of Assurance

 Extended Validated (EV)

Profile Requirements

TLS, Code Signing, S/MIME, etc.

Level of Assurance

Organization Validated (OV)

Network and Certificate System 

Security Requirements

Extended Validation Certificate
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Organization Validation CertificateA layered approach

Baseline Requirements (BR)

Level of Assurance

Domain Validated (DV)

Profile Requirements

TLS, Code Signing, S/MIME, etc.

Level of Assurance

Organization Validated (OV)

Network and Certificate System 

Security Requirements
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Domain Validation CertificateA layered approach

Baseline Requirements (BR)

Level of Assurance

Domain Validated (DV)

Profile Requirements

TLS, Code Signing, S/MIME, etc.

Network and Certificate System 

Security Requirements
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Transforming the RFC 3647 formatted documents

Chapter “1. INTRODUCTION” 

matches the root folder 

“001 INTRODUCTION”

The subfolder “001 Overview”

matches section “1.1 Overview”

The prefix of the folder or file

relates back to the section of 

the document so the path:

“./001 ****/002 ***/015 ***”

Translates to section 1.2.15

The zero suffix ensures that files

are shown and processed in the 

correct order.
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One section per document
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Sections can be combined from multiple layers (documents)
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Layers can have custom styles
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• https://vanbroup.github.io/documents/

Supporting Interface

https://vanbroup.github.io/documents/
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• A lot of duplication is automatically detected and removed

• Similarity to the Baseline Requirements:

Deduplication and Similarity

100% >= 90% >= 75% >= 50% >= 25% Average Average 
incl. 100%

&& != 100

(Sections) (%) (%)

CS (295) 190 14 25 36 56 39% 78%

EV (294) 168 2 12 17 41 23% 76%

S/MIME 176 23 43 62 87 49% 79%

https://vanbroup.github.io/documents/similarity/ 

https://vanbroup.github.io/documents/similarity/
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• The similarity report also includes some basic information about consistency

⎼ Does the title match the title of the Baseline Requirements?

⎼ If this is a section defined by RFC 3647, does the title match?

Consistency
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• Automatically includes all sections of the BRs that appear in other documents (CS and 

S/MIME) but are not supposed to be included.

• Hardcoded to move the following sections from the BRs to the TLS BRs

⎼ '3.2.2.3','3.2.2.4','3.2.2.5','3.2.2.6','3.2.2.7','3.2.2.8','7.1.2'

Creation of the TLS Baseline Requirements

https://vanbroup.github.io/documents/diff-tls.html 

https://vanbroup.github.io/documents/diff-tls.html
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• Currently all documents are based on the latest BRs

⎼ This allows CAs to implement TLS, CS and S/MIME without having to deal with different 

effective dates for different certificate types.

• The BRs of BRs should be managed and have IPR reviewed in a new BR working group that 

consists of all forum members.

• The Validation subcommittee should become a subcommittee of the new BR working group.

• The TLS, CS and S/MIME working groups would focus on the specifics for the issuance of those 

certificate types, such as:

⎼ Additional requirements

⎼ Certificate profiles

⎼ Which LoA (OV, EV) and methods (DCV, ECV, etc.) will be supported and specify any 

additional requirements for certain methods (by adding paragraphs on the BRs using 

document specific layers).

Discussion items
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• Numbering scheme (use RFC 3647 outline but extend and lock down the numbers). Try 

not to overlap sections in different Guidelines.

• All WGs must commit that they will do efforts to align with the BR of BRs, override only 

in a justified and documented way and avoid duplication.

Discussion items
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