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• Positive Technologies 
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Dmitry Sklyarov

• Reversing to live

• Positive Technologies

• Head of Reverse 
Engineering

• dsklyarov[at]ptsecurity.com
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Maxim Goryachy

• ex-Positive Technologies

• ex-Huawei

• Independent researcher
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Deep Intel CPU

5



Microcode Overview
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• CPU Core BringUP

• Implements some features (???: SGX, VT-x, MPX, TXT)

• Power Management

• Patches / Update capabilities

• Architecture specific



Intel CPU Core Structure
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Intel CPU Core Structure
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Microcode Decoder
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Research approach: Hardware
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Inside the AMD Microcode ROM - (Ab)Using AMD Microcode 
for fun and security



Research approach: Debugging 
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Intel PCH JTAG Unlock 

• We’ve achieved intel «top secret» unlock for PCH;

• Debugging Intel Management Engine;

• Intel ME has no microcode core before Ice Lake (2020+);
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Intel ME and CPU relationship 
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Intel Atom Microcode Extraction
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LDATs

17

0000:  00626803f200 000801030008 004800013000 000000000000
0004:  05b900013000 000a01000200 014800000000 000000000000

...
7ffc:  000000000000 000000000000 000000000000 000000000000

0000:  0000018e5e40 0000018e5e40 0000018e5e40 0000018e5e40
0004:  00000b000240 00000b000240 00000b000240 00000b000240

…
7ffc:  0000018000c0 0000018000c0 0000018000c0 0000018000c0

0000:  0000070000ce 000018201a50 000018201a50 0000384c0600
…

007c:  000000000000 000000000000 000000000000 000000000000

https://github.com/chip-red-pill/crbus_scripts

0000:  000000000000 00003e5f3a3b 00003e996ef7 00003e966217
…

001c:  000000000000 000000000000 000000000000 000000000000

0000:  c0053d03ffc8 815d857002c0 815d857002c0 415100000fb0
…

01fc:  000000000000 000000000000 000000000000 000000000000

RO

RO

RW

RW

RW

ARRAY0

ARRAY1

ARRAY3

ARRAY2

ARRAY4



LDAT and uCode Relationship
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OPCODES ROM

SEQ WORD ROM

SEQ WORD RAM

Match Patch Array

OPCODES RAM

OP1 OP2 OP3 SEQ WORD

00626803f200 000801030008 004800013000 0000018e5e40



uOps Format
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47..46 45 44 43..32 31..24 23 22..18 17..12 11..6 5..0

Field Name PARITY M1 M2 OPCODE IMM0 M0 IMM1 DST SRC1 SRC0

Size 2 1 1 12 8 1 5 6 6 6

OPCODE - 12-bit numeric microoperation code of operation 

SRC0/SRC1/DST - three 6-bits fields which select operands for the operation

M0/M1/M2 - bits representing modes of the operation

IMM0/IMM1 – represent bits #0-7 and #8-12 of immediate values embedded directly into uops.



Sequence Word Format
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29..28 27..25 24..23 22..8 7..6 5..2 1..0

Field Name PARITY SYNC UP2 UADDR UP1 EFLOW UP0

Size 2 3 2 15 2 4 2

UP0/UP1/UP2 – 2-bit pointers to microoperation inside triad.

EFLOW – 4-bit field that controls execution flow for the microoperations triad.

UADDR – 15-bit field that specifies the address in microcode ROM/RAM

SYNC – 3-bit field that controls two synchronization aspects those apply for microoperations execution



uCode Execution

• Find out CPUID[0x8000002.. 0x8000004] leaf entry point

• Develop payload

• Activate CPU RED unlock

• Upload payload to LDAT array[2..4]
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Intel Atom uCode Disassembler
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U0000: 00626803f200 tmp15:= MOVEFROMCREG_DSZ64(CORE_CR_CUR_UIP)
U0001: 000801030008 tmp0:= ZEROEXT_DSZ32(0x00000001)

018e5e40 SEQW GOTO U0e5e
------------------------------------------------------------------------------------
U0002: 004800013000 tmp7:= ZEROEXT_DSZ64(0x00000000)
U0004: 05b900013000 mm7:= unk_5b9(0x00000000)
U0005: 000a01000200 TESTUSTATE(UCODE, UST_MSLOOPCTR_NONZERO)

0b000240 ? SEQW GOTO U0002
U0006: 014800000000 SYNCWAIT-> URET(0x00)
------------------------------------------------------------------------------------

https://github.com/chip-red-pill
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Microcode Update

• Runtime update from UEFI/OS

• Encrypted by unknown algorithm 

• RSA-2048 signature
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Microcode Update Format
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Decrypt Atom uCode Update: Algorithm

26



Decrypt Atom uCode Update: Plain Text
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Next Strike: Intel Gemini Lake + CVE-2018-3643 
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ELF Inside uCode
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Chip Red Pill
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https://github.com/chip-red-pill/



Intel Feedback
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Conclusion

• We’ve obtained access to Intel “top secret” debugging level at 
Apollo and Gemini Lake CPUs family 

• We’ve recovered the most part of microcode opcodes for Apollo 
Lake

• You don’t need physical access for microcode modifying – needs 
only OS-level code execution and write access to SPI flash

• We developed Intel Atom uCode disassembler and unlock guide 
- Chip Red Pill (https://github.com/chip-red-pill)
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QUESTIONS?


