CHIP RED PILL: HOW WE
ACHIEVED TO EXECUTE
ARBITRARY [MICRO]CODE INSIDE
INTEL ATOM CPUS

Mark Ermolov
Dmitry Sklyarov
Maxim Goryachy

ZERONIGHTS )




About us

@_Dmit &  @hOt_max
Dmitry Sklyarov Maxim Goryachy

« Not working for Intel

Reversing to live - ex-Positive Technologies
 Positive Technologies Positive Technologies ex-Huawei

o Lead Expert . Head of Reverse - Independent resear.cher
- mermolov/at]ptsecurity.com  ENGINEEring *  hOt_max{at/hotmail.com

« dsklyarov/atptsecurity.com

ZERONIGHTS X
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 Microcode Overview

 Access to CPU's internals

e Intel microcode reversing

» Decrypting microcode update

ZERONIGHTS X




Agenda

e Microcode Overview

ZERONIGHTS X




Deep Intel CPU

Public Documentation

Partial Documentation

Private Documentation

X86 Instruction set

SSE
SMM ‘7@

XN
MPHT avx W
VT-x

TSX VT-d
SGX
TXT TraceHub ISH

MSR Regs UPI Pro
ME \

BootGuard
Probe Mode

predict©’ DCI
PMC Out~of~o,.der

granc?

CAR
Gystem Agent(SA) ODLA &Qﬁ

FUSES | tel VISA

S’de
UNCORE

SAl

I0SF

ZERONIGHTS X



Microcode Overview

* CPU Core BringUP

« Implements some features (???: SGX, VT-x, MPX, TXT)
* Power Management

 Patches / Update capabilities

« Architecture specific
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Intel CPU Core Structure
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Intel CPU Core Structure
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Microcode Decoder
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Agenda

» Access to CPU's internals
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Research approach: Hardware

. RUHR
ROM - Recovery Process Overview UNIVERSITAT RUB

BOCHUM

192

" rd
0 64 z 724
- Sequence
Operation 1 T Operation 2 ‘ Operation 3 W Word
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Operation 1 Operation 2 ‘ Operation 3 Word
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- 8 92 22
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Inside the AMD Microcode ROM - (Ab)Using AMD Microcode
for fun and security
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Research approach: Debugging

NIGHTS

USB CABLE

:I‘arget ‘: Intel® System
System =@: ) Debugger

—

Debug & trace OS boot

INTEL" SVT CLOSED CHASSIS ADAPTER -,

’ D Intel* System
JTAG data -, Debugger
over physical l 3 g@: 68
USB port q P

Debug & trace from CPU reset

Available starting with 6th generation Intel* Core™ processor family




Intel PCH JTAG Unlock

« We've achieved intel «top secret» unlock for PCH;
» Debugging Intel Management Engine;
» Intel ME has no microcode core before Ice Lake (2020+);

Mark Ermolov
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bl h 2 Maxim Goryachy
EUR0OPE 2017 Inside
xRt Intel Management Engine
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Computera. or Running
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! ] ptsecurity.com
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Intel ME and CPU relationship

CORE || CORE ME CORE
CORE || CORE ISH CORE
System Agent <:> DFX
oex v || DMmi/ api XHCI
GFX
CPU PCH
Desktop / Server CPUs
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Intel Atom Microcode Extraction

Mark Ermolov ue

Finally, the casket is opened: we (+@hOt_max and

@ Dmit) have extracted Intel x86 microcode! One more
Intel "top secret" information gets revealed...
github.com/chip-red-pill/...
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Agenda

» Intel microcode reversing
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LDATs

ARRAYO RO
ARRAY1 RO
ARRAY?2 RW
ARRAY3 RW
ARRAY4 RW

https://github.com/chip-red-pill/crbus_scripts
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LDAT and uCode Relationship

~
~
~
~
~
~

— ~ -
—
SEQ WORD RAM N Sl L S~

~
- N.

00626803f200 000801030008 004800013000 0000018e5e40
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uOps Format

47..46 | 45 | 44 | 43..32 | 31..24 | 23 | 22..18 | 17..12 | 11..6 | 5..0

Field Name PARITY M1 M2  OPCODE IMMO MO IMM1 DST

Size 2 1 1 12 8 1 5 6

OPCODE - 12-bit numeric microoperation code of operation
SRCO/SRC1/DST - three 6-bits fields which select operands for the operation

MO0/M1/M2 - bits representing modes of the operation

IMMO/IMM1 - represent bits #0-7 and #8-12 of immediate values embedded directly into uops.
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Sequence Word Format

29..28 | 27..25 | 24..23 22..8 7..6 5..2 1..0
Field Name PARITY SYNC UP2 UP1  EFLOW  UPO

Size 2 3 2 2 4 2

UPO/UP1/UP2 - 2-bit pointers to microoperation inside triad.
EFLOW - 4-bit field that controls execution flow for the microoperations triad.
UADDR — 15-bit field that specifies the address in microcode ROM/RAM

SYNC - 3-bit field that controls two synchronization aspects those apply for microoperations execution
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uCode Execution

* Find out CPU
» Develop pay
 Activate CPL

ID[0x8000002.. 0x8000004] leaf entry point

oad
RED unlock

Upload payload to LDAT array[2..4]
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CPU-Z

CPU Mainboard | Memor ,‘| SPD

Processor
Name Intel Goldmont : /—j
Code Name Apollo Lake MaxTDP A 6.0W { in tel

Package Socket 1296 FCBGA

Technology | 14nm inside

Specification [uCode Red-Pill]

Family 6 Model C Stepping 9
Ext. Family 6 Ext. Model 5C Revision BO/B1
S

Instructions |MMX, SSE, SSE2, SSE3, SSSE3, SSE4. 1, SSE4.2, EM64T, VT-x,

AES, SHA
Clocks (Core #0) Cache
Core Speed 2287.65 MHz L1Data 24 KBytes

Multiplier x 23.0 L1 Inst. 32 KBytes

Bus Speed 99,46 MHz Level 2 1 MBytes

Selection #1 Cores Threads

Ver. 1.84.0.x64 Tools |~ Validate Close




Intel Atom uCode Disassembler
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U0000: tmp15:= MOVEFROMCREG_DSZ64(CORE_CR_CUR_UIP)
U0001: tmp0:= ZEROEXT_DSZ32(0x00000001)
SEQW UOe5e
U0002: tmp7:= ZEROEXT_DSZ64(0x00000000)
U0004: mm7:= unk_5b9(0x00000000)
U0O005: TESTUSTATE(UCODE, UST_MSLOOPCTR_NONZERO)
? SEQW U0002
U0006: > URET(0x00)

https://github.com/chip-red-pill
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Agenda

» Decrypting microcode update
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Microcode Update

« Runtime update from UEFI/OS
* Encrypted by unknown algorithm
« RSA-2048 signature
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Microcode Update Format

31 24 0 Bytes
Header Version
Update Revision

Processor Signature (CPUID) .

papuaix3
7 :9pol
papua1x3
2 ‘paniasay
 :Buiddelg

Checksum
Loader Revision
Processor Flags

e (24 blts} ﬁﬁ

1

2

2

Data Size 28

Total Size 32
36
4!
5

2
0
4

Reserved (12 Bytes) _

Update Data (Data Size bytes, or 2000 Bytes if Data Size = 00000000H)

Extended Signature Count 'n’
8

Extended Processor Signature Table Checksum
2

Reserved (12 Bytes)
56

Processor Signature[n] Data Size +
Processor Flags[n]

Checksum[n]
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Decrypt Atom uCode Update: Algorithm
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5ed5:
tmp@:
tmp2:
tmpl:
tmp3:

ADD_DSZ8(0x1, tmp@)
LDPPHYS_DSZ8 ASZ64 SC1(tmp7 + tmp@)
ADD_DSZ8(tmp2, tmpl)
LDPPHYS_DSZ8_ASZ64_SC1(tmp7 + tmpl)

STAPPHYS_DSZ8 ASZ64_SC1(tmp7 + tmp@, tmp3)
STAPPHYS_DSZ8 ASZ64 SC1(tmp7 + tmpl, tmp2)
tmp2:= ADD_DSZ8(tmp3, tmp2)

tmp2:
tmp3:
tmp3:

Il

LDPPHYS_DSZ8 ASZ64_SC1(tmp7 + tmp2)
LDPPHYS_DSZ8 ASZ64_SC1(tmp5)
XOR_DSZ8(tmp2, tmp3)

STAPPHYS DSZ8 ASZ64_ SC1(tmp5, tmp3)
tmp5:= ADD_DSZ64(0x1, tmp5)

tmp6:= SUB_DSZ32(@x1, tmp6)
UJMPCC_DIRECT CONDZ(tmp6, tmp8)
SEQWORD GOTO @x5ed5

HoH H H O H R

i:=(1+ 1) mod 256

S[i]

j := (J + S[1]) mod 256

swap values of S[i] and S[]j]

(S[1i] + S[3]) mod 256
K := S[(S5[1] + S[3]) mod 256]
*ph

oy =K

if @ == cb: GOTO tmp8
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Decrypt Atom uCode Update: Plain Text

9 pl: 00000100 |Hiew 8.68 (c)SEN
00000: 01 02 90 7C-39 00 OA ©0-3F 88 4B ED-CO 00 08 OC ©0 |9 = ?MKa' B9

00010: ©B 01 47 80-00 00 OA 00-3F 88 AF AD-00 03 OA 060 JOGA = UOH V=
00020: 2F 20 4B 2D-80 02 08 OC-03 22 47 40-A9 03 0A 00 / K-Aef°v"Gonv=
00030: 2F 20 4F 6D-19 02 00 02-03 53 63 80-C0 00 30 02 / Omi® OvScAl oe
00040: B8 A6 6B E8-00 00 00 02-03 20 63 (0-00 03 FO 03 xku @V cl wEw

00050: F8 A6 6B 28-(0 00 08 00-03 CO 0B ED-00 00 OB 10 )Kk(L o vlss o
00060: 7F 00 08 00-80 01 31 10-03 00 Al 40-CO 00 31 0C o [ Ael»Y 6@L 19
00070: ©3 00 07 00-00 00 40 12-0B 30 62 10-00 03 4B 1C ¥ « @I30b> WKL
00080: 7F 00 04 40-C0 00 31 12-03 10 24 00-00 00 31 0C o O@L 1Iv»$ 19
00090: 03 00 01 C0-00 03 08 00-03 (O OF AD-00 02 00 D2 ¥ ol vQ vion ® W

000A0: 03 20 63 40-A9 03 FD D2-7F FC 84 00-19 00 3D C2 ¥ c@i¥iyoNl |
000BO: 27 04 00 40-CO 00 08 DO-03 40 08 00-00 00 48 DF '+ @L nl

000C0: ©3 00 Al C0-00 03 08 AG-7B A6 3A 83-00 01 08 FO ¥ 6l YBa{x:T @ﬂE
00oDO: ©7 OF Al 40-08 03 3F F2-03 01 01 80-1F 01 OB EO 6@!V?€'@©Avﬁdp
OOOEQ: 2F 95 08 CO-CO 00 3E E2-03 30 64 (0-00 00 BC EF /XgQ >tvedl 1
000F0: 03 00 41 00-00 03 40 B2-0B 2F 62 50-C0 00 3B 02 ¥ A V@l@/bPL ;0

ZERONIGHTS X




Next Strike: Intel Gemini Lake + CVE-2018-3643

ﬁ Mark Ermolov @ markel - Jan 20, 2020

Intel Cannon Point chipset (300 series) as.c. 3« = .ilo Lake and Gemini
Lake SoCs have very dangerous Delayed / ither ication Mode (DAM)
vulnerability allowing arbitrary code.ex -utic.. and the root key prediction.
Detailed write-up is coming. Stz tur, d.

QO 2 T1 58 ) 139 r

m Mark Ermolov @ s“ark . - Jan 20, 2020
_ Intel attempte . to h. ‘e’ 1e bug behind the less critical PMC vulnerability
(INTEL-SA-20. ). We will describe the INTEL-SA-00131 also.
Q 2 0 14 Q 44 iy
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ELF Inside uCode

1 _ _fastcall _ noreturn main_func(__int64 al)
e
3| unsigned __int32 v1; // S— S—
; - - rc nce lcrocode\Geminii\uCLode.e
4 uns:!.gned _:!.ntﬁd- !/ 01 00-00 00 00 ©0-00 00 00 00 AELFEOE
5| unsigned int64 I/ 00 ©0-22 O7 40 00-00 00 00 00 © > O "e@
- - 20 ©0-40 19 90 ©0-00 00 00 e0 @ @l
N . 38 ©0-02 G0 40 00-05 60 04 00 @80Q@++
7 __indword(@xCF8u); 00 ©0-00 00 G0 00-00 00 00 00 O 4
8 readmsr(@x8Bu) ; // IA32_BIOS_SIGN_ID 60 00-00 00 40 ©0-00 00 00 06 @ @
- — ] - - - 00 00-10 19 00 G0-00 00 00 80 »! .
7 = __readmsr(@x1A0u); @0 00-51 E5 74 64-06 00 00 00 Qotda
%) if ( ( & ©x4eeeee) '= 0 ) 00 00-00 20 00 20-00 @0 00 @0
. . ' 00 00-00 00 00 G0-00 00 00 80

. 27 N \
1 __writemsr(©xlAeu, & OxFFFFFFFFFFBFFFFFLL);// IA32 MISC_ENABLE P s e .
2| sub_4@15EC(al); @5 A5-16 00 00 48-8D 15 AE 16 Haco(Hi#N= Hi§«=
-z 16 ©8-80 F3 OF 6F-2F F3 OF 6F  Hily= <wuo/<wo
_J if ( ( & 0x400000) 12 33-D2 F3 @F 6F-19 33 FF F3  3l<wol3pswol3 <
4 __writemsr(©xlAeu, OF 6F-CD 66 OF 73-F9 @4 83 (o ¢0.2E¢0=-F¢s-0é|-
5 writemsr(©x8Bu, ) OF EF-CD 66 OF 38-00 EC 48 C1 Ofuo-fun=fu8 ol
ol Toutd d @4 66-OF EF C8 66-8F 73 F8 84 Tefuscefunlkrusce
6| __outdword(@xCF8u, OF EF-C8 66 OF EF-E9 66 OF 72 fus]afunlfunofur
71 __vmx_off(); 16 10-89 C2 83 F8-08 72 B6 48 20sual=-&7a°f@rH

66 OF-6F D5 83 C1-01 66 OF 73 &°fuotfuoralofus
IO » S D4 66-OF 6F C8 66-OF EF E8 48 °4fu8 “fuolfunOH
00000000  08400150: C1 E@ 04 66-OF 73 F9 ©4-66 OF EF E9-66 OF 73 F9 -Laefus-efanofss-
.00000000 0R400160: ©4 66 OF 38-DD D3 66 OF-EF E9 66 OF-EF EA 66 oF efug] Lfunefunofs
.00000000" 08400170: 72 F3 ©1 F3-OF 7F AC ©6-90 00 00 00-89 C8 83 F9 rOszniet &la.

0
O
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Chip Red Pill

0 Overview ] Repositories (5 [ Projects 7 Packages

-

£

Popular repositories

uCodeDisasm glm-ucode

GLM uCode dumps

@Python 1r238 T 24 w23z Y7

crbus_scripts IntelTXE-PoC

IPC scripts for access to Intel CREUS Forked from presearch/IntelTXE-PoC

Intel Management Engine JTAG Proof of Concept

uCode Research Team

chip-red-pill

@Python 17105 P22 @Python w61 Y13

Follow
udbglnstr

Research Team Members: Dmitry
Sklyarov (@_Dmit), Mark Ermolov C++ W50 %7
(@_markel__), Maxim Goryachy (@hOt)

https://github.com/chip-red-pill/
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Intel Feedback

Vulnerability Severity Intel Bug Bounty Bonus Firmware Intel Bug Bounty Bonus Hardware

Critical Up t Up

Up

Medium Up t Up

Up to
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Conclusion

« We've obtained access to Intel “top secret” debugging level at
Apollo and Gemini Lake CPUs family

« We've recovered the most part of microcode opcodes for Apollo
Lake

 You don‘t need physical access for microcode modifying — needs
only OS-level code execution and write access to SPI flash

» We developed Intel Atom uCode disassembler and unlock guide
- Chip Red Pill (https://github.com/chip-red-pill)
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QUESTIONS?
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