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Abstract

Given a 64-bit RISC-V binary we compute a single logical formula that is

satisfiable if and only if there exists input to the code such that there is a

division by zero, invalid memory access, or a non-zero exit code when executing

no more than a given maximum number of any type of instructions and a given

maximum number of branch instructions. We do this by creating a logical

formula, which is satisfiable if and only if a given instruction is reachable, called

a path condition for each possible path of the program. This is commonly

known as symbolic execution. We then merge different path conditions as

soon as there is an instruction which can be reached from different paths in the

control flow. Creating a single formula for all paths mimics bounded model

checking. This is done by checking after every single executed instruction,

whether there is another path condition which can be merged with the one we

just extended by executing one instruction. Two path conditions are mergeable

if they describe the reachability of the very same instruction and if the call

stacks of their respective execution paths are the same. For that reason the call

stacks of all paths are stored in a global tree structure. To determine which

instruction shall be executed next, i.e. which path should be explored further,

the path which has the biggest call stack and describes the reachability of the

instruction with the lowest program counter is chosen, so that a merge always

happens as soon as possible and no possible merge location is ever missed. The

time it takes to schedule the next path is linear in the number of paths that

are being explored. The size of the generated formula is in O(a · 2b) where

a is the maximum number of instructions executed on each path and b ≤ a

is the maximum number of branch instructions for which both branches are

considered.
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Chapter 1

Introduction

Given a 64-bit RISC-V binary we compute a single logical formula in the SMT-

LIB 2.0 format that is satisfiable if and only if there exists an input such that

there is a division by zero, invalid memory access or a non-zero exit code when

executing no more than a given maximum number of any type of instructions

and a given maximum number of branch instructions. This is done by creating

a path condition which is a logical formula that is satisfiable if and only if a

given instruction is reachable. Creating such a formula for every branch is

commonly known as symbolic execution. Creating a single formula for all

branches like we do it here mimics bounded model checking.

What we want to do is to first enumerate the path conditions for all possible

paths. Then, whenever there is an instruction which can be reached from

different locations in the control flow we want to merge the two path conditions

corresponding to that instruction, which we do by combining the two formulae

with a logical or. This is always done as soon as possible.

In order to achieve this eager merging of paths the call stack for each path

is stored in a global tree structure. Then, after every executed instruction on

a given path it is checked, whether there is any other path condition which

encodes the reachability of the exact same instruction and has the same call

stack. If there is such a path condition these two will be merged. Another

important detail is how to decide which path to further explore, i.e. on which

path the next instruction should be executed. This is done by choosing the

path with the biggest call stack and the lowest program counter of the in-

struction that is encoded by the path condition. This ensures that no possible

merge location of two different paths is ever missed, which could happen if two

paths could be merged at a certain location, but one of them already executed
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instructions beyond that point, while the other path still has not reached that

location. The time the algorithm takes to schedule the next path is linear in

the number of paths that are being explored. The size of the generated formula

is in O(a ·2b) where a is the maximum number of instructions executed on each

path and b ≤ a is the maximum number of branch instructions for which both

branches are considered. All this is implemented in the selfie system, which is

an educational piece of software that works with a C*, which is a tiny subset

of C and a tiny subset containing 14 instructions of RISC-V called RISC-U.

1.1 Basics of Program Execution

Central Processing Unit

Control Unit

Arithmetic/Logic Unit

Registers

Memory

Input Output

Figure 1.1: Von Neumann Model

We will start with the Von Neumann model (figure 1.1), which is a simple

model of a modern computer. It comprises the CPU, memory, input and out-

put.[10][7] We need not focus on the details of the Central Processing Unit, all

we require is a basic understanding of what happens when an instruction is

executed. In order to explain that the term machine state will be introduced

first. In this thesis this term describes all values of all bits in a machine. All

bits are the entire memory, as well as all registers of the CPU and these bits

can be either 0 or 1. In essence program execution is simply the process of

fetching an instruction from memory, decoding it and executing it. Executing

an instruction means that the machine state changes according to that in-

struction. And by executing instruction after instruction in the fetch, decode,

execute cycle a program is being executed, while it can take input into account

and produce output.
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1.2 Symbolic Execution

Symbolic execution is a form of program validation. That is to say, it can be

used to find errors in a program. In order to do this we first need to establish

what an error is. An error could be a division by zero or the wrong output of a

program for a given input. An error is simply what we define as an error. We

divide all possible machine states into two categories: good and bad machine

states. Whenever the machine reaches a bad state an error has occurred.

Of course symbolic execution is not the only to validate a program. A program

can also just be executed and afterwards we can check whether any error

occurred and whether the output is correct. However, this becomes more

difficult when we try to validate programs that work with some form of (user)

input, which many programs do. It is common place to define a set of test

inputs and then check whether an error occurs and the output is correct, just

like before. An experienced programmer can also try to cover all the corner

cases, which often are zero or null as input, however it will probably not be

feasible to cover all possible inputs. We just have to hope that the test cases

were chosen well.

This is where symbolic execution as a form of program validation can be very

interesting. Instead of only checking a limited amount of test cases the program

is executed symbolically. Now what does that mean?

A program contains many choices. In a programming language these can

be realized for instance by using an if-statement. During the execution of

the program the condition is evaluated and the code inside the if-statement

is either executed or not. This choice can depend entirely on some internal

calculation, in which case it would always be the same, or it can depend on

some kind of user input. And the result is that only a single path is taken,

every time the program is executed. In traditional program validation an effort

is made to find test cases such that as many paths as possible are tested. In

symbolic execution all paths are explored. And for each path a path condition

is created, which is a logical formula. And the solution to this formula is the

input that allows the program to take this path. We then just have to define

what we consider to be an error, i.e. a bad state, in order to execute the

program symbolically and get the formula we can solve to get all the inputs

that lead to a bad state.[1][5]
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A variant of symbolic execution is bounded model checking. It addresses a

problem of symbolic execution: When exploring a program with many different

choices, i.e. paths, the number of paths that need to be explored can get very

high, which is called path explosion. In bounded model checking two different

paths are merged again in order to contain that problem. A simple example

would be an if-statement with a symbolic value in its condition. There are

two paths, one where the body of the if-statement is executed and one where

it is skipped, which results in two paths. However, after the body of the

if-statement the two paths and their path conditions can be merged again.[8]

1.3 The Selfie System

This project was implemented in the selfie system1, which was created to

teach students about programming language design, compilers, concurrency

and systems engineering.[6] It comprises:

• a self-compiling compiler

• a self-executing emulator called mipster

• a self-hosting hypervisor called hypster

• a tiny C* library

• a symbolic execution engine

• and much more

At the time the code which this bachelor thesis is about was developed all

this features were contained in a single file, which was about 12 thousand lines

long. Selfie is written in and compiles C*, which is a tiny subset of C. The

instructions that the selfie compiler outputs and mipster interprets are a tiny

subset of RISC-V called RISC-U, which contains 14 instructions.[7] The details

on how to run selfie and the source code for this project can be found in the git

repository. Finally I will simply mention the command to invoke the symbolic

execution engine described in this thesis:

./selfie -c program.c -se 0 35 --merge-enabled

1https://github.com/cksystemsteaching/selfie

4

https://github.com/cksystemsteaching/selfie


The -se option invokes the symbolic execution engine. The arguments 0 and

35 denote the execution depth and beq-limit respectively, the meaning of which

will be explained in detail in the next chapter. These are just some parameters

that need tuning for each program and the values specified here are a good

place to start. Finally the --merge-enabled option enables the merging of

contexts. What exactly that means will be explained in the following chapters.
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Chapter 2

Existing Work

The symbolic execution engine described in this thesis was created in collab-

oration with my colleague Christian Edelmayer, who worked on the engine

before in order to compare traditional symbolic execution to bounded model

checking. His amazing work is described in his bachelor’s thesis “A Hybrid

Symbolic Execution and Bounded Model Checking Engine in Selfie”. In this

chapter I will give a short and simple description of his work, which should be

just enough to understand the improvements and changes that are described

in this thesis. For a detailed description please refer to his bachelor thesis.[4]

2.1 Monster

The engine is based on something that was already implemented in selfie:

Monster, which is a symbolic execution engine for RISC-U. This means it

can take a RISC-U binary, symbolically execute it and in turn create a SMT-

LIB formula, which is the representation of the logical formula I talked about

in section 1.2.[2] In order to understand the contents of this thesis it is not

necessary to understand the details of SMT-LIB and neither is it necessary to

understand all the implementation details of Monster, however, understanding

the basic principles of how Monster works is definitely helpful, which is why

this section exists.

Monster is essentially an interpreter for RISC-U instructions. In order to do

that it uses the concept of a context. A context stores the entire machine

state; the contents of all registers as well as the memory. And since monster

executes the code symbolically a path condition is stored in the context as well.
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A variable is considered to have a symbolic value, when its value is assigned

by the read system call. When a program is executed normally we use the

read system call to get user input.

Finally, after we generated an SMT-LIB file with one or more formulae by

sybolically executing a program with Monster we then use a SMT-solver to

get the input that leads us to a bad state, which is in our case boolector1.[9]

2.2 Extension of Monster

Monster was then extended by four features; unrolling loops and recursions,

merging paths and the detection of divisions by zero as well as invalid memory

access, which will be described in the following subsections.

2.2.1 Unrolling Loops and Recursions

In order to explain how loops are dealt with, we should first take a quick look

at what a simple loop looks like written with RISC-U instructions.

Listing 2.1: simple-increasing-loop.c

1 while (*x < 60) {

2 a = a + 1;

3 *x = *x + 1;

4 }

The code is very simple. While *x is smaller than 60, a and *x are increased

by one. The corresponding RISC-U assembly code looks like this:

1https://boolector.github.io/
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Listing 2.2: simple-increasing-loop.c

1 ld t0 ,-16(s0) // line 1

2 ld t0 ,0(t0) // line 1

3 addi t1 ,zero ,60 // line 1

4 sltu t0 ,t0 ,t1 // line 1

5 beq t0 ,zero ,12[0x1E0] // line 1

6 ld t0 ,-8(s0) // line 2

7 addi t1 ,zero ,1 // line 2

8 add t0 ,t0 ,t1 // line 2

9 sd t0 ,-8(s0) // line 2

10 ld t0 ,-16(s0) // line 3

11 ld t1 ,-16(s0) // line 3

12 ld t1 ,0(t1) // line 3

13 addi t2 ,zero ,1 // line 3

14 add t1 ,t1 ,t2 // line 3

15 sd t1 ,0(t0) // line 3

16 jal zero ,-15[0x1A0] // line 4

The comments in the assembly code snippet above indicate which line of code

snippet 2.1 the individual assembly instructions correspond to.

We assume that *x is some kind of user input to the program. What will

happen then is that the context executing this piece of code will reach the beq-

instruction, which compares the values in the registers which are passed as the

first two arguments and increases the program counter by the third argument,

an immediate value, if they are equal and by one otherwise. At this point

another context will be created, by copying the context that originally reached

the beq-instruction. One context will continue executing the instruction right

after the beq and the other one will take the branch and jump to address

0x1E0 (in this specific case). This means that both paths are explored by a

context and the path conditions are built accordingly. Now we will take a

closer look at the context that did not take the branch; this is the context

that executes the body of the while statement. Eventually this context will

reach the jal-instruction in line 16 of code snippet 2.2 where it will jump to

the beginning of the evaluation of the condition of the while statement and

reach the same beq-instruction again, where another context will be created.

In theory this process would never terminate, which would not be desirable at

all. There are two mechanisms in place in order to prevent this, which are the

maximal execution depth and the beq-limit.
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The maximal execution depth, which was implemented before Christian Edel-

mayer worked on the engine, is the maximum number of instructions any

context is allowed to execute, which is a way to define how deeply a program

may be explored. When this maximum number of instructions is reached the

context will simply be terminated.

Another metric of how deeply a program is explored is the number of times

a new context is created at a beq-instruction, which happens whenever there

is a symbolic value involved in the condition. Each context has an internal

beq-counter and when the beq-limit is reached and an beq-instruction is en-

countered where usually a new context would be created this will simply not

happen and there will not be a context taking the branch (jumping forward

by the number of instructions specified in the immediate value of the beq-

instruction) for this instruction.

Both of these values are copied every time a new context is created, which

ensures that these limits cannot be exceeded by any context no matter when

it is created.

2.2.2 Merging Contexts

At the center of the extension of the monster engine was the merging of con-

texts (and path conditions). The basic idea of the engine is to copy a context

when there are two paths that need to be explored, but merge the contexts

back together into one context at a later point in time. In order to get an idea

of how this whole process works we need to understand the following:

First of all, a location in the binary where both contexts are able to be merged

must be identified. On a high level we can say that when we encounter a

symbolic condition in a while or if statement, a new context is created. This

new context then proceeds to take a different path, i.e execute different code.

However, at a certain point both context will execute the same code again. This

would be after the end of a while loop, the end of the body of an if statement

or the corresponding else branch, respectively. And since we know exactly

how the selfie compiler translates these statements into machine instructions,

we can use the following information to calculate the merge location. When we

encounter a beq-instruction we can determine whether it was part of a while

loop or an if (else) statement. To do this we take a look at the instruction

right before the jump location specified in the beq. There are three options:

9



• jal-instruction with negative immediate value: This indicates that the

beq-instruction is part of a while loop; the jump backwards is used to

evaluate the condition again and potentially execute the loop body again

to finally arrive at the jal-instruction again.

• jal-instruction with positive immediate value: This means we are deal-

ing with an if-else; the jump forward is used to skip the else branch,

if the condition is evaluated to true.

• Any instruction other than jal: The last option is that we are looking

at an if statement without an else branch; the beq-instruction simply

skips the body of the if statement, if the condition evaluates to false.

With this knowledge the exact instruction right after the end of a while loop or

an if (else) statement can be determined and that location can be set as the

merge location. At this merge location contexts and their path conditions that

took different branches at the same beq-instruction can be merged together

again. This was implemented by a special schedule where a context either waits

at a given merge location for another context or there is a context waiting for

it already in which case they would be merged.

2.2.3 Detection of Bad States

Two new bad states were defined that could be detected by the engine: division

by zero and invalid memory access, which both are not desirable.

In order to detect a division by zero, all that needs to be done is to simply

check at every divu-instruction, whether the divisor can be zero and the path

condition is still satisfied. If that is the case an SMT-solver will give us the

input for which we reach a division by zero.

Checking for invalid memory access works in a similar way. Whenever a mem-

ory access happens two things must be checked: whether the path condition is

satisfiable, i.e. the location can be reached, and whether the memory address

is invalid. If both of these conditions hold, an SMT-solver will again find the

input that leads to this bad state.
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Chapter 3

Improving the Engine

This chapter explains the specific problems with the old engine and how the

solutions to these problems were implemented. That is the recursion handling

that simply did not exist in the old version of the engine. Furthermore, a new

schedule of the contexts and a new strategy for merging were implemented,

which will be explained in detail in this chapter.

3.1 Recursion Handling/Unrolling recursions

The challenge in implementing proper recursion handling is to identify when

two contexts can be merged, as they have to be on the same level of recursion,

meaning they both must have the exact same number of recursive calls on their

respective call stacks and their call stacks must be the same in general. To

achieve this a data structure was implemented to record and quickly compare

the call stacks of all contexts and the merging of contexts was changed such

that only contexts with the same call stacks will be merged.

3.1.1 Quick Recap of Recursions

Recursion is a simple concept. When a procedure calls itself over and over

again until a certain termination condition is true, we are dealing with a re-

cursive procedure. This usually works by having the procedure call itself with

a different argument. Then there is for example an if-else statement where

a branch is taken, depending on the argument the procedure was called with.
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One branch will call the procedure again and return the result of that recur-

sive call, while the other branch will simply return a static result. When the

terminating branch is taken, that means the termination condition is fulfilled.

So when a recursive procedure is called the call stack gets filled up with calls

from the same procedure with different arguments. Eventually the termination

condition is fulfilled and the procedure returns. This means that this specific

procedure call is removed from the call stack and the next procedure can re-

turn, since it now has the result from the recursive procedure call. This way

all the recursive calls return and the original call can deliver the desired result.

This also works with two or more procedures calling each other.[3]

3.1.2 Old Recursion Handling

The general assumption upon which the old strategy for merging contexts

relied was that contexts could be merged when they have the same program

counter and we can conclude that they are in the same location within the

program. However, with recursions this assumptions no longer holds, since

two contexts can now have the same program counter, even though they are

at different locations in the execution tree of the program, which would mean

that they cannot be merged.

The old strategy for handling recursions was very simple. Upon detecting a

recursive procedure the merging of contexts would be disabled until after the

recursion ends. This is not ideal, as all advantages of merging during the

symbolic execution of a program are lost during recursive procedures.

3.1.3 Call Stacks

In order to explain the new strategy for handling recursion, I first have to

introduce the concept of a call stack and explain how it is used here.
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Whenever a procedure is called, space for it gets allocated on the call stack, i.e.

the procedure is pushed onto the call stack. First, if there are any arguments

for the called procedure, those will be stored on the stack, so that they can

be accessed by the procedure. Also any local variables are stored on the stack

as well as the return value of the called procedure, if there is any. After

the procedure returns, it is popped from the call stack and now the topmost

procedure on the call stack is the caller of the procedure that was just popped

from the stack.

Therefore, by examining the call stack, we get information about the history of

which procedures have been called and in which order. To use that information

a data structure to store the call stacks of each context was needed.

Storing Call Stacks as Linked Lists

The first data structure chosen to store the call stacks (note that here only the

procedures are stored and not any arguments or local variables) was a linked

list, which works as follows: each context has a pointer to the first element

of the linked list and each element of the linked list contains an address of

a procedure and a pointer to the next element. Insertion and deletion of

an element work in constant time, as we only ever need to perform these

operations at the first entry of the list, which means we only need to set a

constant number of pointers correctly. Figures 3.1 to 3.2 illustrate the concept

of this data structure. In this example main() represents the address of the

procedure within which another procedure at address 0x0124 is being called,

which results in the additional entry in the linked list in figure 3.2.

context

...

main() ...

Figure 3.1: Call stack as linked list with one entry

context

...

0x0124 main() ...

Figure 3.2: Call stack as linked list with two entries
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This data structure had two problems: First, each context, the number of

which can get quite high, requires space linear in the number of procedure

calls to store its call stack. Furthermore, comparing the call stacks of two

contexts also takes linear time in length of the shorter call stack. Later on in

this section it will be explained why this is important for handling recursions.

Storing Call Stacks as Global Tree Structure

In order to address these problems and massively simplify the comparison of

two call stacks a better data structure was needed. The solution we came up

with was a global call stack tree (figure 3.3).

main()

0x0322

... ...

0x0223

... ...

0x0124

... 0x0124

... ...

Figure 3.3: Global call stack tree

This tree structure works as follows: The root node contains the address of

the main() procedure. When a procedure call from within another procedure

is being made, a new corresponding child node is created, if it does not exist

already. In practice every context stores a pointer to the node in this call stack

tree, which corresponds to its call stack (figure 3.4). Upon calling another

procedure this pointer is set to the corresponding child node.
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context

...

main()

0x0322

... ...

0x0223

... ...

0x0124

... 0x0124

... ...

Figure 3.4: Global call stack tree with context

Stepping into a procedure, which takes constant time using linked lists, costs

linear time in the number of children of the current node, since we need to

check, whether there already exists a child node for the procedure we are step-

ping into, so we are at a disadvantage regarding asymptotic time complexity.

However, since this is a global data structure, as opposed to having each con-

text store their own linked list, we need less space to store the information

about all call stacks. Also comparing the call stacks of two contexts only takes

constant time as opposed to linear time in length of the shorter call stack, since

all we need to do is comparing two pointers. This works because in this data

structure every node does not only represent the address of the procedure it

stores, but the entire history of the call stack, which can be reconstructed by

examining the parent nodes.

After this refinement we encountered one final problem with this data struc-

ture. Originally the address that was stored in the nodes of the call stack

tree was the address of the procedure in the machine code, i.e. we iden-

tified the procedure by the callee. Later on we will examine an example

(recursive-ackemann.c), where this was a problem, which was easily solved

by switching to an identification of a procedure call by caller, meaning in-

stead of storing the address of the actual procedure, the address of where the

procedure call happened would be stored, which then not only identifies the

procedure, but also the exact location where it was called.
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3.1.4 New Recursion Handling

Now that the tools needed to handle recursion properly have been explained,

we will take a look at how the recursion handling was implemented.

The old strategy was simple: Whenever a beq-instruction was encountered an-

other context was created and they would be merged after they both reached

the pre-calculated merge location. At that point they would obviously both

have the same program counter and it was therefore (wrongly as we now know)

assumed that both contexts must be at the same location within the program

and mergeable. However, there is a huge problem with this assumption when

it comes to recursion, because when two contexts are inside a recursive pro-

cedure, they can have the same program counter even though they are on

different levels of recursion, which means that they cannot be merged. In or-

der to remedy this, the following was implemented: Whenever two contexts

have reached the same merge location and would normally be merged by the

algorithm, their call stacks will be compared first. If they do not have the same

length, we know two things. Firstly, the two contexts in question are not at the

same location within the program and can therefore not be merged. Secondly,

in order for those two contexts to be eventually merged, we have to continue

executing the context with the longer call stack and pause the execution of

the other context. What we want is for the context with the longer call stack

to run into the beq-limit, which terminates the exploration of the recursion.

Then the recursive calls on top of the call stacks can return which eventually

leads to all the contexts created within this recursion to be merged.

3.1.5 Problems with the old merging strategy

Whilst eliminating the problem of merging two contexts that should not be

merged due to them having different call stacks, there was still a problem with

the pre-calculated merge locations, which can be observed in the following

example (code snippets 3.1 and 3.2).
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Listing 3.1: recursive-ackemann.c

1 uint64_t ackermann(uint64_t m, uint64_t n) {

2 if (m != 0) {

3 if (n != 0)

4 return ackermann(m - 1, ackermann(m, n - 1));

5 else

6 return ackermann(m - 1, 1);

7 } else

8 return n + 1;

9 }

Code snippet 3.2 shows part of the RISC-U assembly code from Recursive-Ackermann.c

(3.1), which is simply a recursive C* implementation of the Ackermann func-

tion.

Listing 3.2: recursive-ackemann.m

1 ld t0 ,24(s0)

2 addi t1 ,zero ,0

3 sub t0 ,t1 ,t0

4 sltu t0 ,zero ,t0

5 beq t0 ,zero ,44[0x20C] // outer if

6 ld t0 ,16(s0)

7 addi t1 ,zero ,0

8 sub t0 ,t1 ,t0

9 sltu t0 ,zero ,t0

10 beq t0 ,zero ,25[0x1D4] // inner if , split into new contexts

11

12 ld t0 ,24(s0)

13 addi t1 ,zero ,1

14 sub t0 ,t0 ,t1

15 addi sp ,sp ,-8

16 sd t0 ,0(sp)

17 ld t0 ,24(s0)

18 addi sp ,sp ,-8

19 sd t0 ,0(sp)

20 ld t0 ,16(s0)

21 addi t1 ,zero ,1

22 sub t0 ,t0 ,t1

23 addi sp ,sp ,-8

24 sd t0 ,0(sp)

25 jal ra ,-28[0x138]

26 addi t0 ,a0 ,0

27 addi a0 ,zero ,0

28 addi sp ,sp ,-8

29 sd t0 ,0(sp)

30 jal ra ,-33[0x138]

31 addi t0 ,a0 ,0
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32 addi a0 ,zero ,0

33 addi a0 ,t0 ,0

34 jal zero ,21[0x220] // return

35 jal zero ,14[0x208]

36

37 ld t0 ,24(s0)

38 addi t1 ,zero ,1

39 sub t0 ,t0 ,t1

40 addi sp ,sp ,-8

41 sd t0 ,0(sp)

42 addi t0 ,zero ,1

43 addi sp ,sp ,-8

44 sd t0 ,0(sp)

45 jal ra ,-47[0x138]

46 addi t0 ,a0 ,0

47 addi a0 ,zero ,0

48 addi a0 ,t0 ,0

49 jal zero ,7[0x220]

50

51 jal zero ,6[0x220] // current merge location

52

53 ld t0 ,16(s0)

54 addi t1 ,zero ,1

55 add t0 ,t0 ,t1

56 addi a0 ,t0 ,0

57 jal zero ,1[0x220]

58

59 addi sp ,s0 ,0

60 ld s0 ,0(sp)

61 addi sp ,sp ,8

62 ld ra ,0(sp)

63 addi sp ,sp ,24

In order to understand the problem, we need to know a couple of things. An if

in the source code translates to a beq-instruction in the assembly code, where

one of the two possible branches is taken. Furthermore, the three return

statements in the code lead to jal-instructions, which change the program

counter to the address 0x220. That is where the epilogue begins, which is

a couple of instructions that do some clean up when the procedure returns.

Now we will examine the beq-instruction at line 10. If the two registers t0

and zero are equal, the program counter will be set to address 0x1D4, which

is line 37. In order to calculate the merge location for the current context

and the additional context created at this beq-instruction the instruction right

before the beq is examined and in this case it is a jal-instruction, which jumps

forward. This results in a merge location at address 0x208 which is in line 51.
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What this means is that as soon as both contexts have reached this location,

they will be merged, if their call stacks are the same. This is the theory which

sounds reasonable, however, in this case there is a problem that renders this

merging algorithm non-functional. The last instruction of the if branch is in

line 34 and the last instruction of the else branch is located in line 49. Both

of them are jal-instructions, which jump to the prologue, which indicates the

beginning of a procedure. When we look at the source code we can see that

both branches of the inner if end with a return statement. The result of

this is that the merge location in line 51 will never be reached by either of the

contexts, which means that they never will be merged.

3.2 The New Merging Strategy and Schedul-

ing of Contexts

In order to address the problems the old strategy of pre-calculating the merge

locations and scheduling the contexts accordingly still had even after imple-

menting a way to deal with recursions, a completely new scheduling algorithm

was implemented. The idea is quite simple: Same as before at every beq-

instruction a new context is created, so that both of the branches are taken.

Then, after every single executed instruction all contexts are checked for merge-

ability. And if any two contexts are mergeable, they are merged. As explained

previously the conditions for two contexts to be mergeable are:

• They have the same program counter

• They have the same call stack

This leaves the question of which context to schedule after each executed in-

struction. In order to demonstrate the importance of a correct scheduling of

the contexts, let us take a look at a little example. Suppose we have a con-

text A. This context now reaches a beq-instruction and another context, B,

is created, each context taking one of the two possible branches. For the sake

of this example we can simply assume that the beq-instruction in question is

part of an if-else-construct, meaning that one context takes the if-branch

and the other one takes the else-branch. Furthermore we will assume that the

contexts can be merged right after the end of the else-branch. That means

this is the first location, where these two contexts can be merged. In this

example that is all we know, which means we do not know anything about the
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mergeability of our two contexts after that point. If context A is now executed

it will reach the theoretical merge location right after the else-branch. Now it

has to wait for context B to reach the same location in order for the two con-

texts to get merged. And since we do not know anything about mergeability

from that point onwards, this may be the last location for these two contexts

to get merged. In the old algorithm with pre-calculated merge locations, one

context would simply wait for the other at that pre-calculated location. With-

out pre-calculated merge locations we can have the following problem: If one

more instruction of context A is executed it may happen that contexts A and

B will never be merged. What we need to do is execute the context that is

further behind. Which leads us to the next question: How to we determine

the context that is furthest behind?

The answer is actually quite simple. The context that must be scheduled next

has to fulfill the following two conditions:

1. It must have the lowest program counter

2. It must have the biggest call stack

Now we will examine why these conditions let us schedule the correct context.

Intuitively it seems obvious why the first condition is necessary. When a

context has a program counter that is lower than the program counter of

another context it needs to execute some instructions in order the catch up

and reach the location of the other context. However, when we take procedures

into account, we cannot make this assumption anymore, since procedures allow

contexts to jump around anywhere within the binary. To resolve this problem,

we will first take a look at the comparability of the program counter within the

same procedure. Obviously, within the same procedure the assumption that

a context can catch up to another context with a higher program counter by

executing some instructions holds. By combining this knowledge with what we

learned from unrolling recursions we get our second condition. It ensures that

we always execute the context with the biggest call stack, which is necessary

in order to return from recursions. All we have to do then is to compare all

contexts which have that (the biggest) call stack and the one with the lowest

program counter will be scheduled to execute the next instruction. Then all

contexts are checked for mergeability and merged if possible after which the

next context is scheduled to execute one instruction. This cycle then repeats

over and over until all contexts are merged into one context again and the

engine terminates.
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3.2.1 Gaining more Independence from the Selfie Com-

piler

The old merging algorithm relied on the fact that the RISC-U binary that

would be symbolically executed was compiled with this very compiler. This

was a necessary precondition for being able to detect whether a beq-instruction

is part of an if-condition or a while-loop and correctly pre-calculating the

merge locations. With the new merging algorithm this dependency no longer

exists, as a beq-instruction is now simply treated as a point where the program

branches and what that instruction means on a higher level is not relevant

anymore. Only two dependencies on the compiler remain. It is necessary to

know when a procedure call is made and when the contexts returns from that

procedure.

As we know that the selfie compiler was used to compile our RICS-U binary,

we know how to detect procedure calls. We have to look for a jal-instruction,

where the destination register is register ra, the register which holds return

address. Likewise, we can detect when a return statement is reached. It is

translated to a jalr-instruction with the destination register being the zero

register, the register provided as argument being register ra and the immediate

value being zero.

This improvement regarding the general design of the algorithm was not ini-

tially a goal of this project. However, it made the symbolic execution engine

much more elegant.

3.3 Size of the Generated Formula

Essentially what we are doing is exploring the control flow graph. The maxi-

mum depth of our exploration is the maximum execution depth, which is also

the upper bound for the length of any path we explore. The control flow graph

we explore may have edges such that we can get from a state further down

back up to state from before. For the sake of this argument we will rewrite that

graph such that it becomes a tree by copying some parts of it and redirecting

edges that may have led back up to now lead downwards. When we consider

only the part of this tree which we can explore it has a height of the maximum

execution depth. In each level of the tree the number of paths can be at most

doubled, if each node corresponds to a branch instruction and therefore has
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two outgoing edges. The number of times we will take a branch is limited

by the beq-limit, so we can only have a doubling of paths at most that many

times. This gives us the following result: The size of the generated formula is

limited by O(a · 2b), with a being the maximum execution depth and b being

the beq-limit.
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Chapter 4

Experiments

In this chapter the results of several experiments are presented and interpreted.

For this purpose the experiments from the first bachelor thesis on the sym-

bolic execution engine[4] were rerun on the same machine the experiments

from the new and improved symbolic execution engine described in this thesis

were conducted on, in order to allow for a proper comparison between the

two. The experiments were run on a dual socket server equipped with two

Intel R©Xeon R©CPU E7-4850 @ 2.00GHz and 125GB of RAM. The following

additional software was used:

• Ubuntu server, version 18.04.2 LTS (Bionic Beaver)

• gcc, version 7.3.0

• make, version 4.1

• boolector1, version 3.2.1

4.1 Translation Time

The translation time is simply the time it takes the symbolic execution engine

to generate the SMT-LIB formula(e) for a given program. The programs used

here are all very simple and can be found in the selfie repository on GitHub2.

1https://github.com/Boolector/boolector
2https://github.com/cksystemsteaching/selfie
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First we will quickly reiterate the results that were recreated for this bachelor

thesis and then examine how the results from the improved engine fit into

the picture. The first observation we can make is that in most cases bounded

model checking is faster than symbolic execution. This is especially the case

in the loop examples, because in these examples lots of contexts are created.

And since in bounded model checking all these contexts are being merged

again it performs better than symbolic execution. And the higher the number

of created contexts the bigger this performance gap becomes. The story looks

quite different when examining the recursive examples. We can see that the

lack of proper recursion handling leads to longer translation times for bounded

model checking when compared to symbolic execution.

Now we will take a closer look at the additional results from the improved sym-

bolic execution engine; the first observation we can make is that the improved

engine never performs worse than the old engine, which is really good and

not necessarily expected, since after every executed instruction it takes linear

time in the number of contexts to schedule the next context. The biggest

improvement can be observed when considering the recursive examples. This

is probably due to the fact that as opposed to the old engine, which did not

implement any proper recursion handling, the new engine handles recursion in

a much better way as the contexts are now merged as soon as possible.

4.2 Time to Show Satisfiability

The time to show satisfiability is the time it takes for boolector to solve the

generated SMT-LIB formula(e).
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Just like with the results from the translation time, these results of how long it

takes boolector to solve the produced SMT-LIB formulae were redone and are

shown here next to the results of the new engine. The new strategy of always

merging as soon as possible will probably produce different formulae. We can

be certain it produces a different formula in the recursive ackermann example,

as in the old engine not all contexts were merged, however, as the schedule of

the contexts has totally changed as well, it would be surprising, if the formula

produced would be the same as before. Therefore it is not surprising that there

is a difference in how long boolector takes to solve the new formulae. Clearly

the new engine does not, in general, produce formulae that are faster to solve,

however, when looking at the special case of recursion boolector solves the

new formulae faster than the old ones. Apparently the now proper handling of

recursions also seems to produce easier to solve formulae, interestingly enough

there seems to be a trade off, though, as the other examples take longer to

solve.

However, these results should be considered with some caution, as they highly

depend on the inner workings of boolector, which is very complicated in itself.
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Chapter 5

Conclusion and Outlook

Time to reiterate; we had the symbolic execution engine Christian Edelmayer

worked on in order to compare symbolic execution and bounded model check-

ing. It still had problems in dealing with some special cases of recursion, like

the recursive implementation of the Ackermann function. In the course of

this project we addressed the issue with recursion and ultimately completely

changed the schedule of the monster engine.

What actually changed in the course of this project?

The monster engine in Selfie was reworked in such a way that the contexts

during the symbolic execution of a program with a recursive procedure call

are all merged properly. Furthermore, some assumptions about how the com-

piler translates source code to machine instructions were relaxed with the new

implementation. These improvements were made possible by first storing the

call stacks of the individual contexts in order to determine the recursion level

of any given context and only merge those which are on the same level. The

call stacks are now stored in a global tree structure and the individual con-

texts only store a pointer which points to the node in that call stack tree that

corresponds to their call stack. This way we save memory, since we do not

need to store a call stack per context and we enable different call stacks to be

compared in constant time. Secondly the schedule of the context was changed

completely to be more general. Instead of pre-calculating merge locations and

scheduling the contexts such that they would wait at those pre-calculated lo-

cations, the context that is furthest behind is executed for one instruction and

then it is checked whether it can be merged with any other context. Then the

next context to be executed is chosen.
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The criterion to be selected is that the context must have the biggest call stack

and from all the contexts with that call stack the lowest program counter.

As with many projects at the end there is still a lot more to refine and extend.

One aspect one could still optimize in this engine is how long it takes to

schedule the next context. As of now the contexts are stored in a linked list,

which means finding the context with the biggest call stack and lowest program

counter takes linear time in the number of contexts. An idea to improve this

would be a nested heap structure, where the inner heap is a min-heap which

simply keeps the context with the lowest program counter at the first position.

All the contexts in such a min-heap would have the same call stack. And the

outer heap would be max-heap, which contains pointers to the min-heaps and

always keeps the pointer to the min-heap with the biggest call stack in its first

position. This would give us constant access time for the context that needs to

be scheduled next. However, this heap structure would have to be reorganized

maybe not after every instruction, but very often, which is also a cost that

would need to be considered.
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