Abstract

Compliance and regulations are often seen as blockers to
innovation—but they don’t have to be. In this session, we'll explore how
platform engineers can build internal developer platforms that meet
strict regulatory requirements without sacrificing developer experience
or speed. We'll cover strategies like built-in compliance controls,
audit-friendly defaults, and processes that build trust—so you can spend
less time fighting bureaucracy and more time shipping value. This is a
practical guide for anyone tired of hearing "'no” from legal and wants to
design platforms that make "yes" the default.
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Pragmatic approach

Design for compliance
Build trust over time

Work with what's already there
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Rise of the Internal Developer Platform
Heavy industry adoption

Glue together the sprawl of tools and systems

Speed up provisioning and simplify CI/CD

Encourage and enforce best practices as needed

Reducing cognitive load for developers

<> Data source: Accelerate State of DevOps Report 2024 (Google Cloud / DORA Research)



Why platform needs to care about compliance

Businesses risk Compliance We have an
huge fines by processes mesh opportunity to

failing poorly with fast deliver real value
compliance development to our
audits workflows organization
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Existing compliance workflows
Combination of application portfolio management and workflow tools.
Data quality suffers as development processes evolve.

Despite frustrations, replacement efforts routinely stall.
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A pragmatic approach
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Digital Operational Resilience Act (DORA)

ICT Risk Management

'in order to ensure that all changes to ICT systems are recorded, tested,
assessed, approved, implemented and verified in a controlled manner” -

Article 9.4(e)

'ICT change management, including changes to software, hardware,
firmware components, systems or security parameters,”
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Cl/CD Automation for change records

+ Lean in to existing solution
Automated
+ Low cognitive load on developers

+

- Traceability limited to application CI/CD pipeline

<



audit friendly defaults
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Audit friendly defaults

+ No extra setup for teams
Breakglass in case of emergency
+ Audit events allows review of overrides

+

- Lock-in solution

- *
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