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CVE-2014-9357
CVE-2019-14271

CVE-2018-1002100
CVE-2019-1002101

CVE-2016-9962
CVE-2019-5736
CVE-2018-15664
CVE-2019-19921

- Wrong namespace

- Wrong namespace

- wrong namespace

= wrong namespace

File Descriptor
File Descriptor
Race Condition

Race Condition

CVE-2019-1002101

CVE-2019-14271

CVE-2016-1906

-------

[ 201104 CVE-2016-1506

CVE-2019-13059

B 201019 CVE20191350

CVE-2018-20699

veny sawe DoS

B 201019 CVE-2018-2069

CVE-2019-13139

B 201009 cvE20191313

RunC ¢idl] 7]

[ 201026 runC 2c4?| pptx

CVE-2019-11248

@ 200921 CVE-2019-1124

CVE-2020-8559

(Kubemetes)
LERrAN L]
A Lo Lanl

B 201109 CVE-2020-8559
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." docker

CVE-2014-9357 - logic (Remote Code Execution)
CVE-2018-15514 - logic (Privilege Escalation)
CVE-2019-5736 - logic (Remote Code Execution)
CVE-2019-14271 - logic (Container Escape)

CVE-2019-15752 - logic (Privilege Escalation)

kubernetes

CVE-2016-1906 - logic (Privilege Escalation)

CVE-2018-1002101 - command injection (DoS)

CVE-2018-1002105 - logic (Privilege Escalation)

CVE-2019-11247 - logic (Arbitrary Read/Write)

CVE-2019-11248 - logic (DoS + Leak)
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The underlying technology

Docker is written in the [Go programming languagd and takes advantage of several features of the Linux kernel to deliver its

Doc ker functionality. Docker uses a technology called namespaces to provide the isolated workspace called the container. When you

run a container, Docker creates a set of namespaces for that container.

These namespaces provide a layer of isolation. Each aspect of a container runs in a separate namespace and its access is
limited to that namespace.

The Kubernetes project is written in the] Go programming language)] and you can
browse its source code on GitHub.

Kubernetes

Go Language
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Attack Library » Data FI(%";Ig))'agram » Attack Tree

* 1-day Analysis * Level0, 1,2 * DoS
» Conference, journal,  Info Leak
technical report, ... . Code Execution /

Escape



Zejo]] {2 57| — Threat Modeling

Category
Conference

Conference

Conference

Conference

Conference

Journal

Journal

Journal

Journal

Journal

Journal

Technical
Report

White Paper
White Paper

White Paper

Public
Program or
Project

= Title
Escaping Virtualized Containers

A Compendium of Container Escapes

Docker Escape Technology

Abusing Privileged and Unprivileged Linux
Containers

VULNERABILITY EXPLOITATION IN DOCKER
CONTAINER ENVIRONMENTS

Vulnerability Analysis and Security Research of
Docker Container

Analysis of Docker Security

To Docker or Not to Docker: A Security Perspective

Docker container security via heuristics-based
multilateral security-conceptual and pragmatic
study

Docker ecosystem - Vulnerability Analysis

Securing Docker Containers from Denial of Service
(DoS) Attacks

Guide to Container Security — Everything You Need
to Know

Docker security
LXC security

Kubernetes security

Kubernetes Security - Best Practice Guide

= Year

2020

2019

2016

2016

2015

2020

2015

2016

2016

2018

2016

2019

2020
2020

2020

2018

= Author
Yuval Avrahami

Brandon Edwards, Nick
Freeman

Shengping Wang

Jesse Hertz

Anthony Bettini

Jiang Wenhao, Li Zheng

Thanh Bui

Theo Combe, Antony
Martin, Roberto Di Pietro

A R Manu, Jitendra Kumar
Patel, Shakil Akhtar, V K
Agrawal, K N Bala
Subramanya Murthy

A. Martin, S. Raponib, T.
Combea, R. Di Pietro

Jeeva Chelladhurai,
Pethuru Raj Chelliah,
Sathish Alampalayam
Kumar

Michelle Moore

Docker, Inc.
Canonical Ltd.

Cloud Native Computing
Foundation

Simon Pirschel

File

us-20-A...

us-19-E...

CSW20...

contain...

eu-15-B...

092368...

1501.02...

077422...

075302...

1-s2.0-...

075575...

) Link
https://www.blackhat.com/us-20/briefings/schedule/#escaping-virtualized-containers-20514

https://www.blackhat.com/us-19/briefings/schedule/#a-compendium-of-container-escapes-
16091

https://cansecwest.com/slides/2016/CSW2016_Wang_DockerEscapeTechnology.pdf

https://www.nccgroup.com/uk/our-research/abusing-privileged-and-unprivileged-linux-
containers/

https://www.blackhat.com/eu-15/briefings.html#vulnerability-exploitation-in-docker-container-
environments

https://ieeexplore.ieee.org/abstract/document/9236837

https://arxiv.org/abs/1501.02967

https://ieeexplore.ieee.org/abstract/document/7742298

https://ieeexplore.ieee.org/abstract/document/7530217

https://www.sciencedirect.com/science/article/abs/pii/S0140366417300956

https://ieeexplore.ieee.org/abstract/document/7557545

https://www.tripwire.com/state-of-security/devops/guide-container-security/

https://docs.docker.com/engine/security/
https://linuxcontainers.org/Ixc/security/

https://kubernetes.io/docs/concepts/security/

https://github.com/freach/kubernetes-security-best-practice
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1. User Interaction

_|' 3. Container Runtime
(Docker & Kernel)

\
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l
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2. Contalner Orchestrationl
(Kubernetes Cluster) !
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etcd

Validat

o

CLItkubectl,
kubeadm)

= Req®

Command

1. User Interaction ﬂ

Command

\Rata / Dat7

kube-apiserver
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Request

User kube-proxy

Command
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= deployment requestl

2. Container Orchestration H
(Kubernetes Cluster) e e i e ESnmmEaaEaRaEsiEaRamnn) T IEEeseEsaeee!
[ NN Y _wionl Pods informatiay
famyrmees jERESRESR RN
= )

' Run request

I Conﬁgure/UpdaM :
\ il containerd
1P tables i

Data

l Conﬁgure/bedate reques1| § m E E
\ 1/ ° S

N

Virtual Server

L_ — [ end ittt & taare]
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Linux Kernef |

Namespacas

.......................................

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

dockerd

b Cgroups
t ;| Exegdte/Mange requnéq;

E o .| ;xeéte/Mange requestl
i containerd /i
v vl / Capabilities

3. Container Runtime EE: = -
(Docker & Kernel) e

Execute/Mange requestl

Seccomp

Execute/Mange requesxl

[ ; E : \Execute/MaNuestl
Imageén;u\\ifests + blobs| 5 ~ N

Image Cache E ) l Exéqne/Ma erequestl

Registryt | & | \F((ecmefhbqge reques:T SELinwx

Imags
Repository

Vi E | Executs, ge requeN Neslink

Image

E Netfilter
Store Vvt
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thacmn
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Information Leak

e new workloads

into backen
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ysiem

Container oace o
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e from contamay

Deploy paisoned
container image

4 }
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Executo n running contaner fo

Startimodiy process)
‘onhost (feot)

] l ;

7
ceoctes coete o Ontanimagopur) | [HSSCEES s for i accee oot
T T e ok o

se service account
token

Find vald servce
tioken

v

shart cid process in
host PID namespace|

‘ I

acontainer | | | Fid

¥

Gain access to
container

'

RCE witin running
contaner

4 v

Find containe [Explot wunerabinty to
posed to e gan RC

o container

Make exec call to
contaner

gampromise app oy
host(outsde of
container)

[Explot vulnerabiity o] | Find port exposed to
gan R etork

Code Execution & Escape

e Vi SYS.

'
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'

Bug1) Missing Authentication

foy Critical Function

/ Dos Kss cluster
[
= T ~
Disrupt new,
St festarting scheduling
Loss of etcd of workloads
‘ ‘ quorum

)

i

Find

Find

Find pod/container

With access to host with mounted docker R with SYS_PTRACE Letrea i)
filesystem socket capability enabled filesystem
[ |

Optain K8s API client

—

[P

Create additional Reduce worker node Prevent etcd internal | Prevent changes to &
WO’klOﬂdS/pfoOesSeS pool consistency desired cluster state
Peeipduioged Write new workloads Create/Scale Create autoscali
i ing ; Render kubelet )
- nf;'f‘;:‘"';e’r';’ee ~ into backend store deployment using AP| Jevent within existing Bring worker node: Bring kubelet down healthcheck Dos e:g‘;a";e' port oS "‘fz"sgg‘;"‘ port D"S(QP’ se"";);"’"s D°(s‘
o (r':m) (etcd) server [ deployment | oW unreponsive
1 l — 1 L
: May need eted .
/Moty file on host Start process using Start child process in encryption key | | Use KBS APt client | Use service account, Exhaust compute Modify host init Dos kubelet port Do kubelet port DosS kubelet port
/" tilesystem f jhost PID namespace| | (accessible on iner credential resources on node system files (10255) (10250) (10248)
| | | master node fs| = =
L J ) /

Bug2) weave plugin

f Ecapsii
T

Write new workloads
into backend store
(etcd)

Find privileged Fne ol
workload scheduled | | [ Workioa
on master node ey

v

Gain access to|
container

Find pod/container with
access to host file system

Container loads and
executes malicious
code from configmap

Malicious edit of
configmap

Deploy poisoned
container image

i

Execute in running
container

Image deployed as
part of normal release

Poison image in

| container registry |

v

Find container that
executes contents of

—

Obtain image pull

!

U::";:;iivniek:g‘sd ‘Compromised within
start/modify process SDL(; o(;,g)loglc
on host (root)

i

l

Import malicious code

I

Exploit existing
tooling in container

¥

Modify file on host
filesystem

v

/Start process using'

\ /| container runtime |

l_

Pull secret has

Find workload with
tools for

malicious code

May need eted
encryption key
(accessible on
master node fs)

Use K8s API client
cert to authenticate to
etcd

I

Optain K8s API client
certificate from

master node \

| filesystem |

e — |

N

write/overwrite
config map secret priviliges
Make K8s API Use running container

request

with host filesystem

/ S \ kubelet

Read K8s secret from

3

$Start child process in
/host PID namespace

v

v

v i

Find pod/container
with access to host

Find pod/container
with mounted docker

Find pod/container Eind podicontaltier)

filesystem socket

with host PID

with SYS_PTRACE

capability enabled

¥

Use service account
f token \

Find privileged
workload scheduled
on master node

Find privileged
workload with
unrestricted access to|
host filesystem

account has
sufficient privilege

Find valid service
account token

——

ind pod
10st P

ID

/container with
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Missing Authentication for Critical Function

- o]0 ExE Het 2F

* Root / Non-Root
* Remote Vulnerability

« CVSS Score: 9.8

One of the vulnerabilities
we found

=

1KCVE-2020-29389 Detail

Current Description

The official Crux Linux Docker images 3.0 through 3.4 contain a blank password for a root user. System using the Crux
Linux Docker container deployed by affected versions of the Docker image may allow an attacker to achieve root access

with a blank password.

+View Analysis Description

Seve r|ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

WNIST: NVD Base Score: Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS
information provided within the CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis.
The CNA has not provided a score within the CVE List.
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 CodeQL

. IC DB3} 2|2 Yste TiE! HA

 Java, C++, C#, Python, Go S LIl

 CodeQL for ‘Go’

e 2019.12 first release
. CIZ Qlo{HCt X2l 281 AL
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v 5 EEEEE cnd/kubelet/app/server.go (2]

erver, kubeDeps *kubelet.Dependencies, stopch <-char

if s.Healthzport > 0 {
healthz.DefaultHealthz()
mux := http.NewServeMux()

InstallHandler (mux)

go wait.until(func() {
rr := http.Listenandserve(net.JoinHostPort(s.HealthzBindAddress, strconv.Itoa(int(s.HealthzPort))), nil)

err := http.ListenAndServe(net.JoinHostPort(s.HealthzBindAddress, strconv.Itoa(int(s.HealthzPort))), mux)
if err I= nil {
glog.Errorf("Starting health server failed: %v", err)

Function listenandserve, DataFlow::CallNode call, DataFlow::Node argument,

http", "ListenAndServe")

listenandserve.hasQualifiedName("net

call = listenandserve.getACall()
argument = call.getArgument(1)
nil = Builtin::nil().getARead()
argument = nil

call, call.getFile()

Dat

aF

1-day HIE S =2 CodeQL query %4

« zip-slip.gl
— Kubernetes CVE-2019-1002100

* bad-coding-style.q|
— Kubernetes CVE-2019-11248

« Xxpath-injection.ql
— Docker 19.03.13
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%

* @name Unreachable statement
* @description Unreachable statements are often indicative of missing code or latent bugs
* and should be avoided.
* @kind problem
* @problem.severity warning
* @id go/unreachable-statement
@tags maintainability

correctness

/1 »

#select v WACHIS

external/cwe/cwe-561

* @precision very-high

*/

import go

ControlFlow: :Node nonGuardPredecessor(ControlFlow: :Node nd) {
exists(ControlFlow: :Node pred | pred = nd.getAPredecessor() |
if pred instanceof ControlFlow::ConditionGuardNode
then result = nonGuardPredecessor(pred)
else result = pred

1
2
3
4
5
6
7
8

QueryE %4l Docker, Kubernetes H{H0| H&
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CodeQL for Go & Docker A3 E J{M

CodeQL for Go Githubdl| issue ZHd Docker GithubOl| pull request =

Feature request: specify Go version used to build project #351 Update array length check logic for preventing off-by-one error #4156/ pmii
donghyunlee00 opened this issue 19 days ago - 4 comments J-jaeyoung wants to merge 1 commit into moby:master from 3-jaeyoung:fix_off_by_one [

Q) Conversation 1 Commits 1 =) Checks 1 Files changed 1 +#1-1mm

donghyunlee00 commented 19 days ago

gny ysag @ J-jaeyoung commented on 19 Oct « edited « ® - Reviewers

thaleztah
Hello. Array length should be greater than or equal to 5, when accessing index 4 0
| tried to create a CodeQL database for kubernetes-1.9.0 (which is an old version) through LGTM.com. - What | did Assignees
) _ ) Prevent off-by-one error. No one assigned
It was built successfully, but | found a warning in the Golang 'Extraction’ log, as follows. Though /proc/[pid]/mountinfo has somewhat fixed format, this change will decrease possibility of runtime panic. '
- How | did it Labels

Update array length verification logic

[build] Detected go version: go version gol.15 linux/amdé4. kind/bugfix  status/2-code-review

[build] Kubernetes requires gol.9.1 or greater.

- How to verify it
[build] Please install gol.9.1 or later. y

Projects
package main None yet
As far as | know, | can specify the version through 1gtm.yml for languages such as Python, C#, Java. el
fmt Milestone
) ) ) ) . "strings"
However, in this document, | could not find any words to specify the version of Golang. )
20100

Is there any way to specify the Golang version when creating a CodeQL database? func main() {
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CodeQL Action

& MobyDick-CodeQLDB / moby

<> Code (D Issues 19 Pull requests ® Actions [T Projects

Workflows All workflows

All workflows Q_ Filter workflows

?5 Code Scanning - Action

New workflow

19 results

Code Scanning - Action
Code Scanning - Action #20: Scheduled

v Code Scanning - Action
Code Scanning - Action #19: Scheduled

v Code Scanning - Action
Code Scanning - Action #18: Scheduled

v Code Scanning - Action
Code Scanning - Action #17: Scheduled

v Code Scanning - Action
Code Scanning - Action #16: Scheduled

v Code Scanning - Action
Code Scanning - Action #15: Scheduled

v Code Scanning - Action

Code Scanning - Action #14: Commit 9e64d70 pushed by

danabuunloann.

[ wiki

maij

& Watch + 0

<> Code

Overview

Security policy

Security advisories

Dependabot alerts

Code scanning alerts

CodeQL

Y Star

(D) Issues

0 % Fork 0

© seeuriy | 3 MobyDick-CodeQLDB / moby

0

% Fork

0

Set up more code scanning tools

®Watch v 0 ¥ Star
19 Pull requests (*) Actions [M] Projects [ wiki © Security 7 [~ Insights 5 Settings
Code scanning
Filters v (Q tool:CodeQL is:open
0
[J v 70pen X 0 Closed Branch v Severity ~
U @ clear-text logging of sensitive information
7 (Test) testutil/registry/registry.go#L104 - Detected 22 hours ago
J @ Uncontrolled data used in path expression
7

0o

Jo

oA

OA

A

daemon/checkpoint.go#L29 « Detected 22 hours ago

Uncontrolled data used in path expression
integration/plugin/logging/cmd/close_on_start/main.go#L29 - Detected 22 hours ago

Uncontrolled data used in path expression
integration/plugin/logging/cmd/discard/driver.go#L41 - Detected 22 hours ago

Incorrect conversion between integer types
libcontainerd/supervisor/remote_daemon.go#L144 - Detected 22 hours ago

Incorrect conversion between integer types
libcontainerd/supervisor/remote_daemon.go#L145 - Detected 22 hours ago

Size computation for allocation may overflow
distribution/metadata/v2_metadata_service.go#L171 - Detected 22 hours ago

Rule ~

Tag ~

Sort ~

main

main

main

main

main

main

main
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UFOl| M= SAES} 7IH|O[HE

ProcMon (Linux Tracee

b>> ProcessMonitor (preview) <<< Start Time:
22:57:05

c00003c848

ents=0xcOc

4bf30

{in} co 7656606221
count=4695
axevents=128

maxevents=128

vent
6607097
count=4095
utime=|

vents=128
maxevents=128
sr/11ib/x86_64-1inux-gnu/1ibc-2.31.50! [UNKNOWN] maxevents=128

NKNOWN

axevents=128

s re count=74

maxevent
utime=NULL
utime=NULL

count=74

0xc00004bf36
ents=0xce

4bf30
tp=0x7efd086c0d38
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- ZEHO|H 7= B

o IZAMA MM

- At8st= Hio[L2|e] MA| A= 5! Namespace ZHE
« IZMAVI ZEOR RCl5l= 2lo|E2{2|e Mi|| HE &tol

—

« IZZM|AL| Capability

« i 2fdt EIX|
- SAEQ| namespace £ 7iH|0|L2] 2fo|=22{2|§ =T 5}tX| potof gt
« SAEQ9[ namespace £ 71H|0|LH2| HIO|LH2|Z AMHE3}X| 9£0OF &

ZE|O|L7t 2 AE| Cigh utE MBS HF/SHA| 2200F 8f

II H0
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| Policy !

I [

I [

I [

I [

I [

I [

I [ ——————
I | = ‘
, |

[ I e

| |
D —
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Policy Logging
DETECT
— -
ebpf _—

Kernel Level -
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Detected File Descriptor

syscall(“execve”)

|

attached process

ebpf -> task

Detected Namespace

Event handler

ebpf -> task

Get Namespace: nsproxy struct

Container Full Path

ebpf -> task syscall(“execve”)

Get inode number

N

()

p
J Container Library/Binary Load

- Event handler

ebpf -> task

Detected — open file
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— — O - - __ - —
/ _ NI "_ NIl __/ _ \I "__I \\/ 7/
DI | ([ I D I vV /
N/ INC N/

[+] Turning on Library Monitor
[+] Initializing Environment
[+]1 Runnin

comm: weaver 19027

hostname: masternode

filename: ld-musl-x86_64.s0.1

[root path] 1573735

/var/lib/docker/overlay2/e5b941e3063fea628453439260dfec54a28b15012c684865701d33149be@deed/diff
/var/1lib/docker/overlay2/e5b941e3063fea628453439260dfec54a28b1f5012c684865701d33149be@dee4/merged

[fullpath] 1455362
/var/1lib/docker/overlay2/e5b941e3063fea628453439260dfec54a28bf5012c684865701d33149be@dee4/merged/1lib/1d-musl-x86_64.s0.1
/var/1lib/docker/overlay2/85b8acd883514c44d7e866e469cd97fc8f648c649ddf1lc25fdf1718blb16771c/diff/1ib/1d-musl-x86_64.s0.1
/var/1lib/docker/overlay2/bc6b56798e2cac24856695f641ac@9ad74420e57fadf9db86efbc602d3db794c/merged/1lib/1d-musl-x86_64.s0.1
namespace: PID UTS

» Docker Full Escape Bug 47l & 37l | T html TFY REHAAIZH
 Kubernetes Escape Bug 27l & X|

. Z|M KubernetesO|M AL25t= weave(CNI plugin)diA 9|9 A&t EFX] (5
%))
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3. Host Escape
(Use the bug we found) ‘@. Kubernetes Cluster

I Master Node \
T et Worker Node \

N Attacker Worker Node

1. CVE-2020-8559
‘ / RBAC Config

————————————————————

Host Root File System

\ \ 2. Code Execution //
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[2021-05-28 21:01:29]-[root@ubuntu:~/codeengn/mobitor]
#J

clideo.com

72.16.114.174
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4 AlLtE|

1. CHE poDol| HHS W& &= A= 1Day / RBAC 7t EXI
2. PID Namespace?| & 2(0|E2{2(0f| AHA|H HHN F7
3. /proc file systemO| EZ56t04, CtE POD2| Host0f| 22| mHA

=

SERNERIIE

D S0l master node2| #Het= 71%l podl| < LHE pod== H|[0f

=
2. MH|A 2% =0l AHO| | POD2| hostZ escapeO| E A2 Host2| =L X2l0f| =510 7t
3. 2B oY 2 AH TfU=ES EF V1S

o mo
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of{ x|

volumeMounts:

- name: xtables-lock
mountPath: /run/xtables.lock
readOnly: false

hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet
hostPID: true
restartPolicy: Always
securityContext:

seLinuxOptions: {}
serviceAccountName: weave-net

Weave.yaml|

volumeMounts:
- name: xtables-lock
mountPath: /run/xtables.lock
dnsPolicy: ClusterFirstWithHostNet
hostNetwork: true
initContainers:
- hame: weave-init
command:
- /Ihome/weave/init.sh
image: 'docker.io/weaveworks/weave-kube:2.8.1'

Weave.yaml
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Threat CodeQL For GO | Introspection
Modeling | (Code Auditing) Tool

CVE-2020-29389 B
CVE-2020-35467 QEAA 7|04 CVE-2020-26278
CVE-2020-35468 HEE A IiE EFX|

CVE-2020-35190

Z 3671



HAreTL|Ct.

How To Find Container Platform Bug?

Team. MobyDick

2021 CodeEngn Conference 17 Code Engn



