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* Reverselab - Pwner
* Bug hunting
* CVE-2020-12830

« CVE-2020-7860
* Lots of KVESs



How to find Bugs?

* Fuzzing
* IDA python
* Monitoring tools
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Fuzzing

* Black box fuzzer
 BFF

* Coverage based fuzzer
* AFL



BFF
* Basic Fuzzing Framework
* Black box fuzzer
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BFF
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BFF
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BFF

* Buffer Overflow, Integer Overflow, Double free ...
* Exploit!

* Heap Logic

« SEH overwrite

« ROP



DEMO
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Let’s go to coverage based fuzzing
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Let’s go to coverage based fuzzing

* american fuzzy lop

» Code coverageE 0[&35|0 Input=2
smartstH 44




Hard ...?
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Hard ...?
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How to find target function
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Make harness
» Target &f<+& importoli| &dot= Z=1F TH=7

typedef void (*1lib_func)(wchar_t *,int ,int * );
int main(int argc,char ** argv){

int test;
lib_func func = NULL: .
void * handle = dlopen(“"censored_lib_path",RTLD_NOW | RTLD_GLOBAL); Load Ilbrary

func = (lib_func ) dlsym(handle, "censored_func_name");
wchar_t * wsl;

char * st = (char *)calloc(0x100000,1);

int fd = open(argv[1],0 _RDWR);

read(fd,st,0xf{000);

func(st,0,&test);

free(st);

return 1;
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Make harness

» Target &f~5 importsiiA] &lst= Z=233 A7

Get input




Make harness

Iru

* Target &2 importsiA &list= Z=2 2 o=

typedef void (*1lib_func)(wchar_t *,int ,int * );
int main(int argc,char ** argv){
int test;
lib_func func = NULL;
void * handle = dlopen("censored_lib_path",RTLD_NOW | RTLD_GLOBAL);
func = (1lib_func ) dlsym(handle, "censored func_name");
wchar_t * wsl;
char * st = (char *)calloc(0x100000,1);
int fd = open(argv[1],0 _RDWR); .
read(fd, st, oxF£000); Execute function
func(st,0,&test);
jree(st);
return 1;



Coverage in AFL gemu mode

* AFL with no source code --> Qemu mode




Coverage in AFL gemu mode

Kernel space

stack

//patches/afl-gemu-cpu-inl.h libc.s0.6

if (getenv("AFL CODE START"))
afl_start_code = strtoll(getenv("AFL_CODE_START"), N[, 16); target Iibrary

if (getenv(“ArL CODE END™))
afl_end_code = strtoll(getenv("AFL_CODE_END"), AULL, 16);

heap

BSS segment

Data segment

Text segment



Gooood!
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Result
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* Type confusion, Heap Buffer Overflow, OOB, DOS ...

Feedback driven fuzzing is powerfull!



IDA python
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IDA python

. IDAIN & 242 93} X| 245t python S2{19!

while (
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L
= strlen(

RO, R4 ; s

loc_12€0C sp"intf(&
= ( :
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R12, [R6,#(aNbsp+4 0x15CA4) ]
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Fuzzing vs IDA python

« A
* Faster than Fuzzing

* Can detect Non-Memory-curruption bug
. CHE

* Hard to make good script
* Etc...



 hard case

A1 1 nn

3)
*(_DWORD *)(**(_QWORD **)(al + 80) + 40i64) = 40;
(***(void (****)(void))(al + 80))();

)(ve + 40) )

+ 64) | ((v5 & ((1i64 << v4) - 1)) << (24 - (unsigned __int8)v7));
>= 8 )

pr—— an+cA
— O&~

>;_3);

**¥(_BYTE **)(v6 + 48) = BYTE2(v8);
(_BYTE *)(*(_QWORD *)(v6 + 48) + 1lie4);
(*(_QWORD *)(v6 + 56))-- == 1i64;
*(_QWORD *)(v6 + 48) = vile;
if (vil)
{

_QWORD *)(*(_QWORD *)(v6 + 80) + 40i64);
unsigned int8 (**)(void + 24




IDA python
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* |IOT web server, CGl ...
 Stack buffer overflow
* command injection
. etc



Let’s go to the real world!

* Western Digital

tern Digital. You are free to present your work at the conference.




Let’s go to the real world!

* Western Digital

PSIRT

Dear Jae Young Jeong,

Thank you for participating in responsible disclosure with Western Digital. You are free to present your work at the conference.

* Find Stack buffer overflow in CGI
* Sprintf -> too many 1-days



Progress

* Get local variable info
* Get user input info

* Get function arg info
* Check vulnerability



Get local variable info

* VO -> Int
* V2 -> char[512]
S s © /3 -> char[512]

ncoding=\"U a\"?>", 1u, ex26u, (

)cémut); ) i S '>Char[528

sp'intf(_,
if ( )
I
L

", 1lu, ©x16u,

else
I
L
fwrite("<s </s ", 1lu, ©x13u, ( )cgilut);
mkdir(s, @x41F
chmod(s, @x41FFu);
chown(s, @x1F5u, @x1F5u);

return fwrite("</mkdir>", 1lu, 8u, (




Get user input info

- CHEL29| |OT web H|O|X| AL M= X 2| input2 parsingst7|
2|5t st T1 M QU2

cgiFormString(“show f
cgiFormString("dir”
cgiFormString( "«

cgiFormString(” \
cgifFormString("function 1




Get user input info

V2 -> char[512]
V3 -> char[512]

( lu, ©x2Bu,
cgiHeaderC
fwrite("«

fwrite("<s

mkdir(s,

chmod( s, 1

chown(s, @x1F5u, @x1F5u);

return fwrite("<,




Get function arg info

Format = “%S/%S”
source = V2/V3

lu, ©x2Bu,

lu, @x26u, (

fw’ite( "<ste

mkdir(s, @x4l )
chmod(s, @x41FFu);
chown(s, @x1F5u, @x1F5u);

Q

return fwrite("</mkdir>", 1lu, 8u, )cgilut);




Check vulnerability

IF (dest len < source len ) -> Stack buffer overflow



Check vulnerability

IF (dest len < 1024+1 ) -> Stack buffer overflow
Source = “%Ss/%s”,v2,v3



Check vulnerability

IF (528 < 1024+1 ) -> Stack buffer overflow
Dest = s:528



Check vulnerability

IF (528 < 1024+1 ) ->
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Monitoring tools

* Windows

* Process monitor
* Linux

* [trace, strace

* Gdb script



Monitoring tools

- LPE #(9HS &7 32 £ 8.
* Target

* Root process - linux

* System(admin) process - windows



Monitoring tools

« EfZI TEM| AT} 5= MRS 2E
* Execute file
* Read file
* Write file
* Load Library



Monitoring tools

at writeable file

command
nmand

B84, Command line,

o Filter

ching these ¢

Integrity s

Reset

A Operation
& F Integrity

gty

Include
Include
Include

Exclude

Exclude



Monitoring tools

at writeable file
* Just replace exe file!

LPE!

B - emevere



Monitoring tools

from writeable file
. ST HIE|ZS D2 HIE|Z Al THSS)EL

o 1 = O ~1 —1

[config]
“config_key" = "

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

AAAAAAAAAAAAAAAAAAAAAAAAAN\RETURN_ADDRESS™
[/config]



Monitoring tools

at writeable folder
Symbolic link attack
Root HSIOE niA = &£ £ QA =,

Link to ‘/etc/passwd’, ‘/root/.bashrc

> 1ls -al
total 12
drwxrwxrwx 2 root root 4096 Jun 6 01:40 D
drwxrwxr-x 3 jjy Jjjy 4096 Jun 6 01:36

-rw-r--r-- 1 root root 3 Jun 6 01:40 read_only
) rm read_only

rm: remove write-protected regular file 'read only'? y
) 1ls -al
total 8
drwxrwxrwx 2 root root 4096 Jun 6 01:40 D
drwxrwxr-x 3 jjy Jjjy 4096 Jun 6 01:36



Monitoring tools

from writeable path
* DLL Hijacking!!! - windows

ult

NAME NOT FOUND

)T FOUND

ME NOT FOUND

AE NOT FOUND

‘ 7 ul§= AE M FOUND
9320 @ eFile vey B m NAME NOT FOUND
9320 (& CreateFile AL : X " NAME NOT FOUND
)T FOUND

NAME NOT FOUND
AME NOT FOUND
Display entries matching these conditions: AE NOT FOUND
AE NOT FOUND

exdudes v v | then Exdude v AME NOT FOUND

® ° Process Monitor Filter

)T FOUND

Reset Remove AE NOT FOUND

Column Relation Value

I

Md Operation is createfile Include
J Path containg wiwiw Include

7 Integrity is System Include NAME NOT FOUND

o

C ad
[ S A A o M e W o A e I A o A o O o A o o O o e W A N W A Y

NAME NOT FOUND

exclud Exclude




Monitoring tools

from writeable path
* DLL Hijacking!!! - windows

DLLs already loaded in memory

Y

Known DLLs

Y
Application's directory
Y
System directory (C:\Windows\System32))
Y
16-bit system directory (C:\Windows\System\)
\ 4
Windows directory (C:\Windows)\)

Y

Current directory

Directories listed in %PATH%
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