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He was a good tool to
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A T, k4K FN/ k= 5x +n, B
7

%5 ESEDatabaseView: EwlogsampleWforensiciewWebCachev01.dat

File mption_ﬁ Help 1
ErFEELE) FI?P = FathNer Data Page ]

+WwN U= 0 K + W

|?~‘15y50bjects [Table ID = 2, 27 Columns]
— o

ObjidTable + | Type |Id | ColtypOrPgnoFDP | Spacelisage  Flags PagesOrlocale RootFlag RecordOffset LCMapFlags KeyMost Mame Stats
@ B 80 1073741824 20 255 MSysObjects

@2 'E 1 4 4 1 1252 42 4 ObjidTable

@2 2 2 3 2 1 1252 42 4 Type

@2 2 3 4 4 1 1252 42 4 Id

@2 2 4 4 4 1 1252 42 4 ColtypOrPgnoFDP

@2 2 5 4 4 1 1252 42 4 Spacelsage

@2 2 il 4 4 1 1252 42 4 Flags

@2 2 7 4 4 1 1252 42 4 PagesCrLocale

@2 2 8 1 1 0 1252 42 4 RootFlag

@2 2 El 3 2 0 1252 42 4 RecordOffset

@2 2 10 4 4 ] 1252 42 4 LCMapFlags

@2 2 mn v 2 o 1252 42 4 KeyMost

@2 2 128 10 255 1 1252 Name

@2 2 129 9 255 0 1252 Stats

@2 2 130 10 255 0 1252 TemplateTable

@2 2 131 9 235 ] 1252 Defaultvalue L

@2 2 132 9 235 o 1252 KeyFldIDs

@2 2 133 9 255 o] 1252 WarSegMac

@2 2 134 9 255 0 1252 ConditicnalCelumns

@2 2 135 9 255 0 1252 TupleLimits

@2 2 136 9 235 ] 1252 Wersion

@2 2 137 9 235 o 1252 SortlD 5
@2 2 256 11 o o] 1252 CallbackData

@2 2 257 1 0 0 1252 CallbackDependencies rJ h
@2 2 258 11 o 0 1252 SeparatelV
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WebCacheVOl.dat ® xn @on¥ -~ F+ 4 Ay O
[ WebCacheV1.dat
¢ q > €
Offser(h) OO0 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF
00000000 00 77 04 C6[EF cp B 8920 06 00 0000 00 00 00 .w.Eifew ....... 4 4 EFCD AB 89 A, y\M
00000010 15 51 BF 00 00 00 00 00 F7 E4 OF BY 1C OD 03 19 .Q¢..... .
00000020 02 73 43 02 00 00 00 00 00 00 00 OO0 00 00 00 00 .5C......e..un..
. = 8 4 20 06 00 00 B oz Ke
00000030 00 00 00 00 02 00 00 00 2E Ol 14 00 4B 21 00 00 ...ueenannn.. K.
00000040 OR 0% 07 OC 06 79 21 02 35 OD O7 OC 06 79 81 02 ..... ¥v1.5....v..
00000050 €8 02 16 00 4B 21 00 00 00 00 00 00 00 00 00 00 h...K!'..........
000000D0 00 00 00 00 AE 14 00 00[pa 0o 0o ooloo oo oo oo ¢ P S =
00000CE0 [BB 47 00 00|00 00 00 00 50 00 00 00 [00 80 00 00] n o el
000000FD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O -
216 4 0A000000 | NTy #¢ K
220 4 00000000 | NTx Y K&
224 4 BB470000 Y i 1909
4 00080000 | _skn

http://forensic -proof.com/wp -content/uploads/2011/07/Extensible -Storage-Engine-ESEDatabase-File-EDB format.pdf
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MSysObjects A T .

K

/3t K€ FRn 4 X

00028000 _97 F3 Ch 4C O9F C1 &0 3E CO 49 B3 00 00 00 00 00 —o&EL¥A=AT>.....
00028010 00 00 00 00|00 00 00 cofoz 0o oo 0o0|3E 7E 00 0O ............ e
oo02s020 SF 0111 00)OS 28 01 00|41 1D 30 DE DO DE DO _....(..A.0;EDED
00028030 70 74 LE D4 D CI20-=3C 24 7B 2D 1D Cl1 ES 3E 16 pt 00h)<s{-.he>.
00028040 04 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00  vueeernennennnns
00028050 14 00 00 00 01 00 00 00 Ol OO0 00 00 05 00 00 00 veeeevesnnrnnnns
00028060 00 00 7B 04 00 00 OD 00 7F 80 00 00 1E TF 80 02 .ufvueus. €....€
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fl > €]
16 00000000 | (= )% +n
20 00000000 | (= )@m +n
24 02000000 | S»° W+ +n
34 11 00 +n ®
36 05 28 01 00 +n

> |

0x0001 H +n

0x0002 > +n

0x0004 Seo  #n

0x0008 X #n

0x0020 & +a = +n

0x0040 i Fn

0x0080 "> #n
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000705D0 €1 olloe o] 03 7F 80 00 00 aleName. ....£..
000705EQ ['o2 0o 00 oo 00 02 00 00 00 08| wemvrrnurnnnnns
000705F0 00 00 31,00 01 00 00 00 00 90 28] ...P...l....... *
00070600 |22 2B 01 04 03 00 80 FLo2)00J02 80J02 80)Q2 87 **....E¥...E.£.€
coo7oe1o [OE OO)[249 &4] 00 00 01 oovoo oo o2 od 00 00 O3 Oo ’EI ...........
\__/
¢ q .. > €]
0 2 07 A0 - +n
2 2 06 00 T4 Fn
4 6 03 7F 80 00 00 02 T84 Fn (/A6
10 1 0A XPi " oaTFwE
X . n ~
11 1 84 nio"nTFHE

0x84-0x80+1= " n

+ T —A .0 1T
12 2 2700 n GA H® Aem® 0
0X705E1 + 0x27 = 0x70608

14 35 02 00 .. 80 FD T a T4 b&a > He

49 10 02 00 02 80 02 80 02 80 OE 00 "n

T+ (6, x28f )

59 2 49 64 d & > (2% )
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& a =|= © é;\ >
1 ObjidTable Long M 02 00 00 00
7
2 Type Short 52") 0300
Nl
3 Id Long 4 02 00 00 00
4 ColtypOrPgnoFDP Long 4 04 00 00 00
5 SpaceUsage Long 4 50 00 00 00
6 Flags Long 4 31000100
7 PagesOrLocale Long 4 00 00 00 00
8 RootFlag Bit 1 2A
9 RecordOffset Short 2 2A 2A
10 LCMapFlags Long 4 0104 0300
11 KeyMost Short 2 80 FD
00070500 €1 6C 65 4E 61 €D 65[p7 A0|[06 00] 03 7F 80 00 00 aleName ....E..
ooo0705E0 02 (028427 002 00 00 00 )03 OO OZ 00 00 O0Y08] «en'ceveeeeneens
000705F0 |00 00 oco\Eo o000 00 Bl 00 01 off 60 00 00 oden| ...B...1....... *
00070600 |22 2R 01 '04 03 00 80 FDJOZ 00 02 80 02 80 02 80| **....8¢v...£.8.€
00070610 [OE 0O 00 00 01 00 00 00 02 00 00 00 03 00 ..Ed)...........

MSysObjects A

MSysObjects  [Table ID = 2, 27 Columns]

"|'|'v ﬂv+&A9

K €]
0 NIL T nNnQkada
1 BIT Tv,” z1e+
2 Unsigned Byte S 'K8 s
3 Short S Bllex ao
4 Long S Fke3x s
5 Currency 64X AW
6 IEEE Single 32x  Sei w) Ao
7 IEEE Double 64x Seil ®! AW
8 DateTime r ¢t FILETIMEA®
9 Binary 2558 £ £ &+FV-s
10 Text 2558 + &+ &
11 Long Binary Jb 2GBé +V >

> 12 Long Text Jb 2GB @
13 SLV Super Large Value
14 | Unsigned Long S "KE3X2X s
15 Long Long S Bloeax ao
16 GUID 128x GUID
17 Unsigned Short S '"IKE16x Ao

» LOGPRESSO

ult},rpDrPgnuFDP Spacellsage  Flags
4

10794

FagesOrLocale ReootFlag RecordCffset LCMapFlags  KeyMost Mame

197633
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Offset (h)

O4E5FFFO
04660000
Q04660010
04660020
04660030
Q04660040
04660050
04660060
Q04660070
04660080
04660090
Q046600R0
046600B0
046600C0
Q046600D0
046600ED
046600F0
Q04660100
04660110
04660120
Q04660130
04660140
04660150
Q04660160
04660170
04660180
Q04660190
046601R0
046601E0
Q046601C0
04660100
046601ED

0o

0e
C3
Qo
4D
72

Qo
0o
]
e
0o
53
46
0o
]
Qo
11
]

Q«

a1

0z
38
Qo
SE
23
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A

04
8D
TD
FC

75

1z

Qo

62

tagged column

OR

12
L3
Qo
87
SF

11
0o
]
Qo
0o
]
13
0o
]
Qo
0o
]

aB

Qo
1]
Qo
4F
15

Qo
11
1]
Qo
Qo
1]
Qo
03
Q0
Qo
Qo
1]

ap

Qo
1]
26
7D
64

Qo
Qo
1]
Qo
31
1]
Qo
Qo
Q0
O
Qo
&9

1]

9B

Qo

A

IDL —:256 <= a

Faw

IDL —

CELT L.

A8lk)}.)}.BSE. . ...

JBe.. (... " &R
M-,
r¥.

L. SpE0Z}Z}

JPmPrlic | .dis

. €37uHG. ... ...
..... S...0...1SP
T B.o.o....
N
P
............. i¥s
H 8 > |.L u

1128 <=

(4
)

a ID < 256
A ID < 65535
¢ q .. > (hex) £
o 1 11 RTINS
XA "n v=|= |-r=|=
1 1 7F
Ox7F+1 -0x80="n
%=T\ T —A N 1T
2 2 77 00 "n TF 0A H Aem® §
0x4660073 + 0x77 = 46600EA
119 | 2 00 01 MK> . &a ID256
s a A 5 5 73-k 1
121 2 08 00 VK s
123 | 2 04 01 MK® & A ID 260
, & A 5 ° i - |
125 2 0D 00 wK s ¢ i
127 1 05 Long Value
128 | 4 D6 OA 00 00 Long Value ID 2774
132 | 1 o1 Mo value
s
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> long value

MSysObjects A T, / LV(LongValue) +w/ b | 50 Tn

MSysObjects [Table ID = 2, 27 Columns] w

ObjidTable »  Type Id ColtypCrPgnoFDP SpaceUsage  Flags PagesOrlocale RootFlag RecordOffset LCMapFlags  KeyMost MName

& 39 3 39 237 60 65583 O 42 10794 197633 HashEntryldindex

D 39 LV

M_-___- Container_1
e ——

@ 40 Entryld

MSysObjects  [Table ID = 2, 27 Columns] w

CbjidTable »  Type Id ColtypCrPgnoFDF  Spacellsage  Flags PagesCrLocale RootFlag RecordCffset LCMapFlags  KeyMost Mame

& 40 2 262 11 65536 0 a Group

@ 40 2 263 65536 ] a ExtraData

& 40 65583 10794 197633 HashEntryldindex

Mm-_-__

AppCacheEntryEx_4

Container_18 = w g 1d=40
Id=68 Fw= Container_1& b LV Fw$" H +n K €248

» LOGPRESSO
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> long value

. 1—A(Fn x 88+ &1 3STy Xjf yYOq71 MK LVID,
MK' LVIDOXAD5 MSB3&% / , yt D61é+ n w  3_LVIDOxXAD6
(2774)

Offset(h) 00 Ol 02 03 04 05 06 O7 0Of 09 QA OB OC OD OE OF ¢ n > (hex) g [
05460000 CE €E €5 &4 EA DF 15 20 2F BC RO 00 00 00 00 00 Ene,2B. /4 ..... =

05460010 SA OR 00 00 €2 06 OO OC 44 00 00 0O EE 07 00 00 §...b...D...iL.. 0 2 03 AO

05460020 8& 77 OF 00 82 28 Ol 00 FD Of 2D 28 45 8E BA 71 tw.., (..v..(EE°g

05460030 10 08 86 SF 1E 46 E1 BS AE 0D BS B3 €7 OC €7 0C ..t .Fa*®.u’g.g.

05460040 8B OR 00 00 00 00 00 00 00 00 00 00 00 00 00 €.uuve.n 2 2 05 00

05460050 0L DE)oo oo 3F AC B3 _Z0|[05 oo 00 00 00 LB..7

05460060 OO 56 00 69 00 73 00 &3 00 74 00 65 OO €4 00 3R Livs.ilt.oe.d.:

05460070 0020 00 78 00 65 00 T2 OO BL 00 70 00 €38 00 40 .X.e.r.a.p.h.@ 4 ) D6 00 00 00 00

05460080 00 &8 00 74 00 74 00 70 00 73 00 34 00 2F 00 2F f.h.t.t.p.s.:././

05460090 00 &3 00 64 00 €E 00 2E 00 &2 00 €1 00 €E 00 6E |.c.d.n...b.a.n.n 9 B Long Value |-r=|= IS
054600R0 00 &5 00 72 00 €6 00 &C 00 &F 00 77 00 2E 00 63 [.e.r.f.l.oc.w...c j
054600B0 00 &F 00 &D 00 2F 00 &2 00 &6 00 2D 00 &2 00 61 |.o.m./.b.f.-.b.a . i
054600C0 00 €E 00 6E 00 €5 00 72 00 73 00 2F 00 35 00 63 |.nm.m.e.r.s./.5.c AN T T 71 H® §=|
054600D0 00 &2 00 &5 00 €2 00 35 00 3% 00 36 00 34 00 3% |.b.e.b.5.9.6.4.%

054600E0 00 €4 00 34 00 €3 00 37 00 31 00 €4 00 €2 00 63 |.d.4.c.7.l.d.b.c

054600F0 00 €1 00 31 00 €1 00 31 00 &5 00 65 00 2E 00 &5 |.a.l.a.l.e.e...e

05460100 00 €A 00 7% 00 53 00 6E 0O TR 00 76 00 76 00 32 |.j.v.5.n.z.v.v.2

05460110 00 53 00 &6 00 4B 00 2E 00 &8 00 74 00 €D 00 &C J.S5.f.K...h.t.m.1

05460120 00 3F 00 63 00 €2 00 3D 00 36 00 33 00 36 00 3% ) .?.c.b.=.6.3.6.%

05460130 00 3% 00 37 00 32 00 32 00 36 00 35 00 36 00 30(f .9.7.2.2.6.5.6.0

05460140 00 36 00 34 00 35 00 34 00 3% 00 36 00 26 00 63 .6.4.5.4.9.6.&.cC

05460150 00 &C 00 6% 00 €3 00 6B 00 70 00 €9 00 78 00 65 .l.i.c.k.p.i.x.e

05460160 00 &C 00 3D 00 25 00 32 00 46 00 25 00 32 00 46 .1.=.%.2.F.%.2.F

05460170 00 35 00 38 00 3% 00 38 00 37 00 33 00 €2 00 64 .5.8.9.8.7.3.b.d

05460180 00 35 00 61 00 34 00 €5 00 38 00 37 00 34 00 3% .5.a.4.e.8.7.4.9

05460190 00 &2 00 &3 00 €5 00 34 00 30 00 33 00 €6 00 66 .b.c.e.4.0.3.f.f

054601R0 00 2E 00 74 00 72 00 €1 00 &3 00 6B 00 €5 00 72 .C.r.a.c.k.e.r

054601B0 00 2E 00 62 00 €1 00 6E 00 6E 00 65 00 72 00 66 ...b.a.n.n.e.r.f

054601C0 00 &C 00 &F 00 77 00 2E 00 63 00 6F 00 €D 00 25 .l.0.W...C.O0.M.%

054601D0 00 32 00 46 00 €1 00 70 00 6% 00 25 00 32 00 46 .2.F.a.p.i.%.2.F

054601E0 00 74 00 72 00 25 00 32 00 46 00 63 00 6C 00 69 .t.r.%.2.F.c.l.i

054601F0 00 &3 00 6B 00 25 00 33 00 46 00 64 00 €1 00 74 .c.k.%.3.F.d.a.t

» LOGPRESSO



ESE DB-

W °CSu w

SEEEE

327

ERCES

S

#1 esedb-tables Dilo...

+

esedb-tables DivlogsamplewforensiciviewWebCacheV01.dat
—

Haee= Fe

18

11

12

13

14

15

16

17

18

19
4

B file

wWebCachevel.
webCachevel.
WebCachevel.
webCachevel.
wWebCachevel.
webCachevel.
wWebCachevel.
webCachevel.
wWebCachevel.
webCachevel.
WebCachevel.
webCachevel.
wWebCachevel.
webCachevel.
wWebCachevel.
webCachevel.
wWebCachevel.
webCachevel.

wehCachevel.

FH 21278 F 1 ~ 100

=
B table_name
Msysobjects
MsysobjectssShadow
MSysobjids
MSysLocales
Containers

Container_1
Container_3
AppCacheEntryEx_1
ApplacheEx_1
Container_4
Container_5
Container_g
Container_7
Container_g
LeakFiles
Container_g9
Container_1e
Container_13

Container 14

g | TEE~ | E100~
[ columns

A2 20 HTY

&

& H2l 2o orescs

["cbjidTable"”, "Type™,"Id","CcltypOrPgnoFDP" ,"SpaceUsage”, "Flags"”, "PagesorLocale", "RooctFlag”, "RecordCffset"”, "LCMapFlags”, "KeyMost™, "Name™, "st =

[“objidTable”, "Type","Id","CcltypOrPgnoFDP" ,"SpaceUsage”, "Flags"”, "PagesOrLocale", "RooctFlag”, "RecordOffset"”, "LCMapFlags”, "KeyMost™, "Name™, "st

["objid","chjidTable”, "type”]

["Type","ivalue","Key"]

[“ContainerId","set1d"”, " "Flags","Size”,"Limit", "LastScavengeTime"”, "EntryMaxage”, "LastAccessTime", "Name”, "PartitionId"”, "Directory”, "SecureDire

[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,

["EntryId”,"ContainerId","CacheId","UrlHash","Securebirectory”,"Filesize”, "Type", "Flags", "AccessCount™,

"SyncTime","CreationTime", "ExpiryTime

"SyncTime","CreationTime", "ExpiryTime

["EntryId”,"AppCacheId","UrlHash","Flags","Master"”,"ExpiryTime","ModifiedTime", "PostCheckTime", "Type”,"Filesize", "Url®, "RequestHeaders", "Re:

[“appCacheId”, "UrlHash","state”, "AccessTime","size", "Url”, "Filename" , "ParsedData™]

[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,
["EntryId™,"ContainerId","CacheId","UrlHdash", "Securebirectory”,"Filesize”, "Type", "Flags","AccessCount”,
[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,
["EntryId”,"ContainerId","CacheId","UrlHash","Securebirectory”,"Filesize”, "Type", "Flags", "AccessCount™,

[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,

[“Leak1d","CreaticnTime","Filename"]

[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,
["EntryId”,"ContainerId","CacheId","UrlHash","Securebirectory”,"Filesize”, "Type", "Flags", "AccessCount™,
[“EntryId”,"ContainerId","CacheId","UrlHash","SecureDirectory”,"FileSize”, "Type", "Flags","AccessCount™,

["EntryId”,"ContainerId”,"CacheId","UrlHash", "securedirectory

e

<n23

Filesize®,"Type","Flags","AccessCount”,

"SyncTime","CreationTime", "ExpiryTime
"oyncTime", "CreationTime”, "ExpiryTime
"SyncTime","CreationTime", "ExpiryTime
"SyncTime","CreationTime", "ExpiryTime

"SyncTime","CreationTime", "ExpiryTime

"SyncTime","CreationTime", "ExpiryTime
"SyncTime","CreationTime", "ExpiryTime
"SyncTime","CreationTime", "ExpiryTime

"syncTime","CreationTime”, "ExpiryTime ¥

) LOGPRESSO
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el
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2]

SEECE
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Containers

]

#1 esedb-columns tabl...

w

W a X

+

esedb-columns table="Containers” D:#logsamplewforensiciiewWebCacheV01.dat

Fel ostecs Ha e
# n _file n table_name

1 webCachevel.dat | Containers

B webCachevel.dat | containers

Containers

4 webCachevel.dat | containers

5 webCachevel.dat | Containers

[ webCachevel.dat | containers

7 webCachevel.dat | Containers

8 webCachevel.dat | Containers

9 webCachevel.dat | Containers

18 webCachevel.dat | Containers

11 webCachevel.dat | Containers

1z webCachevel.dat | Containers

13 webCachevel.dat | Containers

14 webCachevel.dat | Containers

—
TH 1470 T 1 ~ 14

UD

rak
olt
|_]
HL

B column_id

128
256
257
258
259

258

Ev =100~

n column_name
ContainerId
setId

Flags

size

Limit
LastScavengeTime
EntryMaxage
LastAccessTime
Name

PartitionId
Directory
secureDirectories
secureUsage

Group

n column_type
leng long
unsigned long
unsigned long
long long
leng long
long long
unsigned long
long long
text

long text
long text
long text
leng binary

long binary

L <n> -

Ha 20 HFY

&

& A2 23 ez
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