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Ḥ˿

ӥ ╬ ̑˶╘ ‡Ӱ⁄Ἄ ᴛל ᾎ▬Ӊͥ?

ᾗ

ӥג╪Ẅ-ḕ
╪
ᴛᵡ╪ּנ

∟˶ Ἄẋᾅ

╪ҿᾏ ◑

͕̑ᵬ ̑˶

Å╪ᶉ▀, ᶷ▫ ᶉᾎּת, SNSӮ╙ ἵἫ ѱ‡ᵠתּ ̑˶

Å╬ּש╙ ┬ҵ ⁴ ́♬̓   ᵑ ˞Ϯ ᴛ╪ ᶜᵡ ἒ

Å – Ữ ⁄Ἄ ῸἛ ⌠Ợ╪ Ḣᶷ╖ᴛ ˁ₀

ÅVPN, Citrix, Ṿ‡, VNC Ӯ ΩṨ⁄ Я ӈ ѻ‚ ∟˶ Ⱡ‡ Ἄẋᾅᵑ

Åѻ ⌠⁄Ἄ ┬ ♬Ṓᵑ ̯ᵰ ˞Ϯ ▀Ṩ ▫ụ ̑˶ Ἓ̑ ́♬̓   ᵑ ‡Ͽ‡

↔

Å┌ҵ↕ 10 ╪♣╥ ̯ ᾎᾅ ╘ USB ⁷˺ ▫ҿ ᾒ Ӯ╙ ˁ₀Ӊ ὡ ▓╛

ÅỮҍ♠╖ᴛ – ͕̑ᵬ ́ᵑ ̑˶ ⁴ ˌḛ ҵ̯Ϯ ⁄תּ ῸἛ ӥᵑ ừ░

ὡ ▓╛
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ᶛ╥ ᾎʼ
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⌠ Ẅג↕♇ ῷ

Å⌠ Ợ╪ ♪ἶ ͙ᴜ

Å ▀ ᶉ ҥ╪

Å ᾎ ▀ ᶉ ҥ╪

Å ▀ ѻ⇔ᴛӥ ╪ᴏ

Å √ӥ ˤự ͙ᴜ

Åṩᵡ

Å⌠ Ợ╪ ♪ἶ ͙ᴜ

Å

Å ▀ ѻ⇔ᴛӥ ╪ᴏ

Åṩᵡ

Å⌠ Ợ╪ ♪ἶ ͙ᴜ

Å

Å ▀ ѻ⇔ᴛӥ ╪ᴏ

IE10-11

ESEdatabase

SQLite database

SQLite database
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₡ѥ╥ Ⱡל

Ẅג↕♇ ῷ ▫ ⁄ ҍ Ͽ↔╘ ᵤ╪ ῼᴎⱨ
▓╛

Ϯױ͎ ҥ╪ ḽ╪ᾅ ̯ⱳ⁄ ҍ ▫ᴮѤ ˞╥ ′╛

ESEDB ̯ⱳ SQLite DB ̯ ⱳ



ESE ҥ╪ ḽ╪ᾅ

30Ц╙ ╪‡₣ Ⱡ ẇᴴ בֿ
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ESE ҥ╪ ḽ╪ᾅ

ˌ⅝
Å Extensible Storage Engine (JET Blue)

Åᵡ╪ ᴛἵ ⁄Ἄ 1992Ц ˌḛ, ISAM ▀

↔
Å⌠ Ẅג↕♇ (IE, MSEdge)

Å╫ᾅ תּ╬ ἌḲ,   Ẅ Ӱᴇ ᵙ, ┌ҵ↕ Ἄ Ӯ ѻ‚ ╞↔╥ ҥ╪ ͙ḙ

ҵ̯ Å Nirsoft ESEDatabaseView

ӥ
Å 2021Ц ṗ⁄ ♣ ӥʺ MIT ג╪ἐᾅᴛ github⁄ ̑ˌӊ

Å https://github.com/microsoft/Extensible -Storage-Engine

ESE DBѤ ┌ҵ↕   ᵙ ╪Ἢ⁄Ἄ Ợ↔ӇѤ ᾅ ᵙּת בֿ
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ESE DB ̯ ⱳ

DBѤ B+ ᵙ ᴛתּ╪ Ϯы‡ּ̆ת, ʻ Ѥתּ╪ ͎ᴛ ̯ἛӋѱѻ.

תּ╪ 0 = ▀ җ

תּ╪ 1 = Ὧҵ↕ ▀ җ
( ᾎמ ṓ̯↔)

תּ╪ 2 = Ḵ תּ╪

תּ╪ 2

͎ תּ╪ = 0 җ ͎ 1 = Ḵ ᴆ ӥ

͎ 2 = ӎḴ ᴆ
ӥ

͎ 0 ╬͎ 1 ╬͎ 2 ╬
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ᴛ͎

ᴛ͎Ѥ 4Ḵ ⁄תּ╪ Ⱶ◓ 5 x ╪ּת ͙ ̆, 

╪ẇ, ╬Ҧᾅ, ᴀ ♬╥ Ӯ ᶛӧ ˍ ⁄ ҍ ᶉ ♬Ṓᵑ ̕ᵙ ѱѻ.

░ 1

╪ẇ

░ 2

ᴀ

░ 3

╬Ҧᾅ

░ 4

͛ ˃ Long 

Value

░ 5

ḥ

FDP = Father Data Page

╪ẇṊ Ữ─ תּ╪ Ḵ
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▀ җ

http://forensic -proof.com/wp -content/uploads/2011/07/Extensible -Storage-Engine-ESE-Database-File-EDB-format.pdf

₡ ἥ ͙ ˃ ἒᶘ

4 4 EFCD AB 89 ᾎ͎ѱ

8 4 20 06 00 00 ▀ ᵶ Ḳ♣

₡ ἥ ͙ ˃ ἒᶘ

216 4 0A 00 00 00 NT ᶉ╪♇ Ḳ♣

220 4 00 00 00 00 NT ᵡ╪Ў Ḳ♣

224 4 BB 47 00 00 Ẏӥ 1909 ҉

236 4 00 08 00 00 תּ╪ ͙

WebCacheV01.dat ▀ җᵑ ῷמ₮ ˉ╪ ╬ ὡ ▓ᾋѱѻ.
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תּ╪ җ

₡ ἥ ͙ ˃ ἒᶘ

16 4 00 00 00 00 (ᵙ ) ⅍ תּ╪

20 4 00 00 00 00 (ᵙ ) ₡ᵐ תּ╪

24 4 02 00 00 00 Ṩᶛ ҥ╪ תּ╪

34 2 11 00 תּ╪ ͎ ὡ

36 2 05 28 01 00 תּ╪ ͎מ

MSysObjects ᴛ͎⁄ ҉ Ѥ תּ╪ 4 җ

תּ╪ ͎מ

0001 0010 1000 0000 0101
ᴴ

Ṩᶛ

˃ ἒᶘ

0x0001 ᴴ תּ╪

0x0002 ᵙ תּ╪

0x0004 Ṩᶛ תּ╪

0x0008 ẍ תּ╪

0x0020 ᾅ ╪ᾅ ᵙ תּ╪

0x0040 ╬Ҧᾅ תּ╪

0x0080 ͛ ˃ תּ╪

(0x012805)
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ᴆ ӥ

̆♬ ͝╪ ᴀ Ḥ
⁸

ʺṉ ͝╪ ᴀ Ḥ
⁸

͎ Ḥ⁸җ

₡ ἥ ͙ ˃ ἒᶘ

0 2 07 A0 ̑ תּ╪

2 2 06 00 ᴛ תּ╪ ͙

4 6 03 7F 80 00 00 02 ᴛ תּ╪ ( ⁄Ἄ 6ḕ╪ (♬תּ

10 1 0A ᵡּתᵢ ̆♬ ͝╪ ҥ╪ ░ Ḵ

11 1 84
ᵡּתᵢ ʺṉ ͝╪ ҥ╪ ░ Ḵ
0x84 - 0x80 + 1 = ʺṉ ░ 5ˌ

12 2 27 00
תּ╪ ╪ ╥ ─ ᴛ╖ר͙
ʺṉ ͝╪ ᴀ Ḥ⁸ ᾎ▬ ₡ ἥ

0x705E1 + 0x27 = 0x70608

14 35 02 00 .. 80 FD ̆♬ ͝╪ ᴀ ˃ Ḥ⁸

49 10 02 00 02 80 02 80 02 80 0E 00 ʺṉ ░Ṋ ͝╪ (5ˌ x  2ḕ╪ )

59 2 49 64 Id ᾅ ˃ (2ḕ╪ )
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ᴀ ░

░ Ḵ
ᴀ ╪ᵒ ░ ḕ╪ ˃

1 ObjidTable Long 4 02 00 00 00

2 Type Short 2 03 00

3 Id Long 4 02 00 00 00

4 ColtypOrPgnoFDP Long 4 04 00 00 00

5 SpaceUsage Long 4 50 00 00 00

6 Flags Long 4 31 00 01 00

7 PagesOrLocale Long 4 00 00 00 00

8 RootFlag Bit 1 2A

9 RecordOffset Short 2 2A 2A

10 LCMapFlags Long 4 01 04 03 00

11 KeyMost Short 2 80 FD

MSysObjects ᴛ͎╥ ̆♬ ͝╪ ᴀ ₉

Ḵ ░ ἒᶘ

0 NIL ┬ תּ Ώ╘ ᴀ ░

1 BIT Ṭᵛ, ̆♬ 1ḕ╪

2 Unsigned Byte Ṩ ′Ѥ 8ẋ ♬ὡ

3 Short Ṩ ▓Ѥ 16ẋ ♬ὡ

4 Long Ṩ ▓Ѥ 32ẋ ♬ὡ

5 Currency 64ẋ ♬ὡ

6 IEEE Single 32ẋ Ṩҿἵὡ♩ ᾒὡ

7 IEEE Double 64ẋ Ṩҿἵὡ♩ ᾒὡ

8 DateTime ┌ҵ↕ FILETIME ᾎʻ

9 Binary 255ḕ╪ ╪ ḕ╪Ўᵙ

10 Text 255ḕ╪ ╪ ᾅ

11 Long Binary ҍ 2GB ḕ╪Ўᵙ

12 Long Text ҍ 2GB ᾅ

13 SLV Super Large Value

14 Unsigned Long Ṩ ′Ѥ 32ẋ ♬ὡ

15 Long Long Ṩ ▓Ѥ 64ẋ ♬ὡ

16 GUID 128ẋ GUID

17 Unsigned Short Ṩ ′Ѥ 16ẋ ♬ὡ
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͎ӈ ᴀ tagged column

₡ ἥ ͙ ˃ (hex) ἒᶘ

0 1 11
ᵡּתᵢ ̆♬ ͝╪ ҥ╪ ░ Ḵ

1 1 7F
ᵡּתᵢ ʺṉ ͝╪ ҥ╪ ░ Ḵ

0x7F + 1 - 0x80 = ʺṉ ░ 0ˌ

2 2 77 00
תּ╪ ╪ ╥ ─ ᴛ╖ר͙
ʺṉ ͝╪ ᴀ Ḥ⁸ ᾎ▬ ₡ ἥ
0x4660073 + 0x77 = 46600EA

119 2 00 01 Ḵ ͎ ᴀ ID 256

121 2 08 00
͎ ᴀ ₅⁵ ᾎ▬ ר͙
Ḵ ͎ ˃ ₡ ἥ

123 2 04 01 ӎḴ ͎ ᴀ ID 260

125 2 0D 00
͎ ᴀ ₅⁵ ᾎ▬ ר͙
ӎḴ ͎ ˃ ₡ ἥ

127 1 05 Long Value ░

128 4 D6 0A 00 00 Long Value ID 2774

132 1 01 ▀ḙ Value ░

ʺṉ ͝╪ ᴀ ID Ḹ─: 128 <= ᴀ ID < 256

͎ӈ ᴀ ID Ḹ─: 256 <= ᴀ ID < 65535

ʺṉ ͝╪ ᴀ Ḥ⁸ ˃╙ ụ ᶔ ͎ ₅⁵ ₡ ἥ ́ụӊ
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͛ ˃ long value

MSysObjects ᴛ͎⁄ LV (Long Value) ╪ẇ⁄ ҍ ᶉ ♬Ṓ תּ┬

Container_18 ╪ẇ╥ Id=40

Id=68 ╪ẇ╪ Container_18⁄ ҍ LV ╪ẇ╪̆, ᴴ תּ╪ Ḵ Ѥ 248
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͛ ˃ long value

͎ 1 ─ ( תּ╪ җ 80ḕ╪ ḕᴛ Ӟ ṨṪ)⁄ ẌӰΌ╖ᴛ Ḵ LV ID ͙░

Ḵ LV ID 0xAD5╥ MSB 3ḕ╪ ⁄ ͎╥ D6 1ḕ╪ ᵑ ⱳ ᶔ LV ID 0xAD6 

(2774)
₡ ἥ ͙ ˃ (hex) ἒᶘ

0 2 03 A0

2 2 05 00

4 5 D6 00 00 00 00

9 .. Long Value ҥ╪ Ṩ

ױ⁴ ˌ╥ ͎ᴛ ⁷ἶӉ ὡ ▓╛
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ESE DB - ╪ẇ ᶜᴜ ⱳ
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ESE DB - Containers ╪ẇ ᾅ ᵡ
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ESE DB - IE History ᶉ ҥ╪ ⱳ


