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cor ebp, ebp
8 «— Bxl1

7
Bx7fF7bo4
4
Bx7fFF7bB4399
Bx7FFF7bP43a0
@x7ffff7bP43a2
AT - i . Bx 7784335

AL: cannot determine ker Ox7FFFF7bBA3a0 <read+89>
Bx7ffff7bP43aa
Bx7FF7b043b0 <write>
Ox7FHHF7bB43b7 <write+7>

Static Analysis Dynamic Analysis
- Eolof x5 S EIE s

- gdbserver




int32 t rB_1 = arg3 + ((arg2 + 1) <« 2)

g2 ==
1. B=H| 2| THO|2t flash & 12

2. flashrom S} flash GIOIE} 97|

int32_t r3_4 = *data_9ada8
int32_t r3_5
if (r3 4 == 8)

3. binwalkE& Sol LIZA|AEH ==

ald

Static Analysis
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3. PACKAGE TYPES AND PIN CONFIGURATIONS

dimensions are illustrated at the end of this datasheet.

3.1 Pin Configuration SOIC / VSOP 208-mil

O

W25Q64FV is offered in an 8-pin SOIC 208-mil (package code S3), an 8-pin VSOP 208-mil (package
code ST), an 8-pad WSON 6x5-mm or 8x6-mm (package code ZP & ZE), an 8-pin PDIP 300-mil
(package code DA), a 16-pin SOIC 300-mil (package code SF) and a 24-ball (5x5-1 or 6x4 balls) 8x6-mm
TFBGA (package code TB & TC) as shown in Figure 1a-e respectively. Package diagrams and

Top View
ICS []|O1 8
DO (10,) ]| 2 7
/WP (10,) ]| 3 6
GND [ 4 ]

U UL

VCC
/HOLD (10,)
CLK

DI (10,)

Figure 1a. W25Q64FV Pin Assignments, 8-pin SOIC / VSOP 208-mil (Package Code S5/ ST)
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flashromE& 38| flash G|O|E @

> flashrom -p linux spi:dev=/dev/spidev0.0 -c "MX25L6436E/MX25L6445E/MX25L6465E/MX25L6473E/MX25L6473F" \
> -r ./2022 05 10 FIRST DUMP.dat

flashrom on Linux 5.10.63-v7+ (armv7l)
flashrom is free software, get the source code at https://flashrom.org

Using clock gettime for delay loops (clk id: 1, resolution: 1ns).
Using default 2000kHz clock. Use 'spispeed' parameter to override.

Found Macronix flash chip "MX25L6436E/MX25L6445E/MX25L6465E/MX25L6473E/MX25L6473F" (8192 kB, SPI) on linux spi.
Reading flash... done.




> binwalk ./2022 @5 10 FIRST_DUMP.dat
DECIMAL HEXADECIMAL DESCRIPTION

LZMA compressed data, properties: Ox5D, dictionary size: 8388608 bytes, uncompressed size: 234984 byted
0x40000 uIlmage header, header size: 64 bytes, header CRC: Ox2A56C21, created: 2021-07-30 ©83:18:16, image size:

Ox33A94717, 0S: Linux, CPU: MIPS, image type: OS Kernel Image, compression type: none, image name: "Linux-4.9.145"
266368 0x41080 LZMA compressed data, properties: ©x5D, dictionary size: 33554432 bytes, uncompressed size: -1 bytes
2133872 Bx208F70 Flattened device tree, size: 11232 bytes, version: 17
2293760 0x230000 Squashfs filesystem, little endian, version 4.8, compression:xz, size: 900914 bytes, 202 inodes, blockd
3276800 0x320000 Squashfs filesystem, little endian, version 4.0, compression:xz, size: 3110690 bytes, 206 inodes, blocK
7995392 Ox7A0000 JFFS2 filesystem, little endian

N L =
j i

s2-root-13/ jffs2-root-16/ jffs2-root-19/ jffs2-root-21/

jffs2-root-9/

~oot-11/ Jjffs2-root-14/ jffs2-root-17/ jffs2-root-2/ jffs2-root-22/

~oot-7/

/

~oot-12/ Jjffs2-root-15/ jffs2-root-18/ jffs2-root-20/ jJffs2-root-23/

squashts-root/

root-8/ squashfs-root-0/




> 1s -al
total 132
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TIPS — flashrom

get the

firmware |

No
EEPROM/flash
device
found

You
run
flashrom -r

No -
EEPROM/flash§
device
found
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TIPS — binwalk

get the run
firmware | J o binwalk -e

The
file is file is

not | not
recognized } " recognized §
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390 <— xor ebp, ebp
F-FFF-FFFe4lB — Bx1

: 1. TFQAA|AE LHO| telnetd HO|LA 2| ¢!

2. rcS AR E shadow O} =X

OxTEFFFTbOA366 < read

4

BOx/FFf7bB4399 <read+73> mov rcx, quord pH A — 74 O
OxXTFFFF7b043a0 <read+80> 3. _I_XC-)| ol_l- -Lé'! T-” O-I ﬂaShO-” AN 7|
BOx/fFf7bB43a2 <read+82> mov ptr fs:

Ox/ffff7/b@43a5> <read+85>
Bx7/fff7bB43a9 <read+89>

ret
IS i = =l gdbserver
jne write+25 <wri

Dynamic 1. TFUA|AE LYol gdbserver HFO[L2] 42
Analysis 2. 2740t HYY O] flash0f 47|

3. gdb-multiarch2 C|H &

|'0|-
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telnetd, gdbserver 2 &

> file ./busybox

./busybox: ELF 32-bit LS5B executable, MIPS5, MIPS5-I version 1,
dynamically linked, interpreter flib/ld-uClibc.so.@, BuildID
[shal]=a15a595288fcedcdfc545f3a6ff5dd2d32538d31, stripped

Maklngt mbedded Linux Easy
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telnetd, gdbserver 2 &

Target options

arget Binary Format (ELF) --->

arget Architecture Variant (Generic MIPS32) --->
[ ] Use soft-float

P mode (xx) --->
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telnetd, gdbserver 2 &

buildroot -> make menuconﬂg buildroot -> make busybox-menuconfig
e cmerme g meen mmmm g L 1 '"SpPsvU |14 KU)
[ 1 dt [ 1 dpsvd (13 kb)
*#*% duma needs a toolchain w/ C++, threads, dy [*] elnet (8.8 kb)
#*%* fio needs a toolchain w/ dynamic library, [*] ass TERM type to remote host
[*] ass USER type to remote host
== dbserver [#] nable window size autodetection
[ ] ull debugger (NEW)
[ ] coogle-breakpad [*] ftp (11 kb)
[ ] iozone [ ] nable progress bar
[ ] kexec [*] ftp-hpa compat (support -c get/put FILE)
*** ktap needs a Linux kernel to be built *** [ 1 ftpd (18 kb)

[ ] latencytop [*] nable "tftp get' and/or tftpd upload code
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rcS 23 EE, shadow =78
/etc/init.d/rcS

P> prDcfrvrfkernelthtplun

ifconfig lo up
#ifconfig eth@ 192.168.1.80

# Start telnet daemon
telnetd &

# Set the system time from the hardware clock
hwclock -s




> mksquashts
Parallel mksquashfs:
Creating 4.8 filesystem on

S5hIFQIA|AE HlE

compressed data, compres

P ZtO2f LfF 2 82

OhAAAHE BE

fTtirst/ _/fnew filesystem -comp xz
Using 6 processors

.fnew_filesystem,

duplicates are removed

32.73% of uncompres
Inode table size 5758 bytes (5.62 Kbytes)

Filesystem size 8841.64 Kbytes (7.85 Mbytes)
sed filesystem size (24578.31 Kbytes)

size 131872.

Exportable Squashfs 4.8 filesystem, xz compressed, data block size
sed metadata, compressed fragments

17.32% of uncompressed inode table size (33288 bytes)

52.54% of uncompres

Directory table size 8888 bytes (7.89 Kbytes)

ssed dlrectorv table

ze (15388 bytes)
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L
=dot HA K flashOff 227]

> flashrom -p linux spi:dev=/dev/spidev0.0 -c "MX25L6436E/MX25L6445E/MX25L6465E/MX25L6473E/MX25L6473F" -w ./2022 05 13 EDITED.dat
flashrom on Linux 5.10.63-v7+ (armv71l)

flashrom is free software, get the source code at https://flashrom.org

Using clock gettime for delay loops (clk id: 1, resolution: 1ns).
Using default 2000kHz clock. Use 'spispeed' parameter to override.

Found Macronix flash chip "MX25L6436E/MX25L6445E/MX25L6465E/MX25L6473E/MX25L6473F" (8192 kB, SPI) on linux_spi.
Reading old flash chip contents... done.

Erasing and writing flash chip...

arning: Chip content is identical to the requested image.

Erase/write done.
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gdb-multiarch2 C|H 4

[rootf :tmpl# . fgdbserver-7.12-mipsel-i-vl-sysv
Attached; pid = 128

Listening on port 8388

Remote debugging from host 192.168.8.7

8888 --attach 128

> gdb-multiarch

GNU gdb (Ubuntu 7.11.1-6ubuntul~16.5) 7.11.1

Copyright (C) 2016 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://g

This is free software: you are free to change and req

There is NO WARRANTY, to the extent permitted by law

and "show warranty" for details.

This GDB was configured as "x86_64-linux-gnu".

Type "show configuration"™ for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resourcej

<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related tg¢
: loaded 194 commands. T pwndbg [filter] for

functions (can be

created $rebase, $ida g

g> set arch mips
The target architecture is assumed to be mips
pwndbg> set endian little
The target is assumed to be little endian
pwndbg> target remote 192.168.€.27:8888
Remote debugging using 192.168.0.27:8888
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gdb-multiarch2 C|HZ

8x5000
Bx8

<— Bx77212010

- L" i $EI3,

Bx77139474
Bx77139473
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TIPS — UART
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TIPS — UART

*‘!
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TIPS — UART

‘-‘_@
ooE =HIFE =22V =Fm BE BW S2ZH)
19
?
Xshell 7 (Build 0109) o
Copyright (c) 2020 NetSarang ( o=y s |
-
Type ‘help' to learn how to usg EEES(P) SERIAL v
[C:\~13% |:| SAEH)
.-RLOGIN ZE Hz(0) -
.. SERIAL
LEEA 220
L HE 2X|
= = 1] ]
L F|HE
AT 2E
e Al E2
- 2% w77 27 G20 BHE B HS2E Al 3Z(A)
L.BH0|210|E V) 0 = OmEEq): 0 o
=}

TCP 24
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TIPS — SD7IE Ar ot7|
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TIPS — SD7IE At835}7|

[root( ttmp# cd /mnt/sdcard/files/
[rootf :files]# 1s

gdbserver mipsel i tcpdump-mipsel-i-syswv
edited 2 g
x-mipsel-mips32-vl-sysv usybox-mipsel

7.12-mipsel-i-vl-sysv




p#1/bin/sh /etc/init.d/rcS

# Set mdev
echo /sbin/mdev > /procfsys/kernelfhotplug
/sbin/mdev -s && echo "mdev is

# create console and null node for nfsroot
#mknod -m 688 /dev/console ¢ 5 1
#mknod -m 666 /dev/null ¢ 1 3

# networking
ifconfig lo up
#ifconfig ethe 192.168.1.86

# Start telnet daemon
telnetd &

# Set the system time from the hardware clock

hweclock -s

service_app > /tmp/log &

service_app > /tmp/app_log

tail —f /tmp/app_log
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write(2, "gyul@DESKTOP-GO891FA:~$ ", 24) = 24

write(2, "1", 1) 1

write(2, "s", 1) 1

write(2, "\n", 1) 1

strace: Process 38698 attached

[pid 306928] write(1, "\33[@m%33[01;34manaconda333[Om \33[01;
[@myn", 169) = 169

[pid 30698] write(1l, "\33[01;34mARM buildroot\33[@m \33[01;34mfatd
hfs-tools\33[@m\n", 179) = 179
[pid 38698] write(1, "\33[01;34mbinbloom\33[@m \33[81;34mfir
62) = 162

id 386C write(: "% 33[01;34mbinwalk\33[8m 33
[pid 38698] ite(1, "433[81;34mb 1K\33[ VW33[

id 386C write(: "%\33[01;34mboofuzz\33[Bm 33[01;34mfuzz
[pid 38698] ite(1, "\33[01;34mboof 33[ \33[01;34Amf

\33[

81;32mful

[pid 38698] write(1, "\33[01;34mchecksec\33[@m
[pid 38698] +++ exited with 8 +++

--- SIGCHLD {si_signo=5IGCHLD, si_code=CLD EXITED, si_pid=38698,
write(2, "gyul@DESKTOP-GB891FA:~$ ", 24) = 24

@1;34mgdb




4 or ebp, ebp
Ox/Hffedld +— Bxl
0x0
]
w7 fHHffffe33e —
FHffffedl

<__read_no cel
<__read_nocancel+13>

Ox7Fff7b0439% <read+73>
B/ 7bB43al <read+80>
Ox7 T 7b@43a2 <read+82>
Bx7Hf7bBd3a5 <read+85>
Ox7Ff7bB43a9 <read+89>

AL: cannot determine ker

Ox7FF7bB43aa nop word ptr [ras
B/ FFF7bB43be <write> cmp dword ptr [r
Ox7HF7b043b7 <write+7> jne W ir

Static Analysis Dynamic Analysis
-DVES S1P FoEE L A B

- gdbserver










> netstat -lan

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp (5] © 0.0.0.0:6668 9.6.8.8:* LISTEN

tecp @ 192.168.0.27:49628 ESTABLISHED
tcp @ :::23 po ¥ LISTEN

tcp 84 :.ffff:192.168.8.27:23 ::ffff:192.168.08.7:3552 ESTABLISHED
udp @ 192.168.8.27:43913 ©.6.8.0:*

udp @ 127.0.0.1:54193 9.0.0.0:%

raw 576 @ 8.6.0.0:1 ©.06.0.0:*

Active UNIX domain sockets (servers and established)




id
runlevels
action
process

FEEEEEE TR Y 3

now run

/etc/inittab

ignored by Bus)

Format for each ent

tty to run on, or empty for /

ignored
one of

/mount -a
/hostname

init:/etc/init.d/rcS

# Put a getty on the serial port
ttySI::respawn:/sbin/getty -L ttyS1l 57688 vtlee # GENERIC_SERIAL

¢ Stuff to do for the 3-finger salute
::ctrlaltdel:/sbin/reboot

¢ Stuff to do before rebooting

: : shutdown: /

yin/umount -a -r

console

syBox init doesn't support runlevels. The runle
x init. If you want runlev

<action>:<proce

and once

T2 M A

/etc/inittab

t 3 shutdownO|

Al
=

A=




h!fbinfsh

# Set mdev
echo /sbin/mdev > /proc/sys/kernel/hotplug
/sbin/mdev -s && echo "mdev is ok...... "

# create console and null node for nfsroot
#mknod -m 688 /¢ /console ¢ 5 1
#mknod -m 666 / /null c 1

# networking
ifconfig lo up
#ifconfig ethe 192.168.1.80

# Start telnet daemon
telnetd &

# Set the system time from the hardware clock

hweclock -s

service_app > /tmp/log &

# Mount system partition
mount -t squashfs /dev/mtdblock5 /app
mount -t jffs2 -o sync /dev/mtdblocké /conf

/etc/init.d/rcS

BN

El
]

InitO| A inittabdl 2|3}

Al
=




action
process

o Y  E E E E

Copyright

Note: Bus

inittab

Jfetc/inittab

tty to run on, or empty for |
ignored

one of sysinit, respawn, askfirst
program to run

-a
mount tmpfs tmpfs
mkdir 'dev/pts
mkdir
mount

/hostname -F /etc/hostname

/ rc scripts
tc/init.d/rcS

echo /sbin, v > /proc/sys/kernel/hotplug
/sbin/mdev -s && echo "mdev is ok

and null node for nfsroot
onsole ¢ 5 1

‘null ¢ 1 3

# create co
#mknod -m
#mknod -m

o o m

m m

# networking
ifconfig lo up
#ifconfig ethe 192.168.1.80

# Start telnet daemon
telnetd &

# Set the stem time from the hardware clock

hwclock -s

service_app > /tmp/log &

int vi12; r7
int v13; r9

_DWORD *v14; r4

int v15; r3

int (__fastcall *vi16)(_DWORD *, int, int);

int v17; r3

v7 = result;

v1e = sub_1@ECCe();

vll = *(_DWORD **)(vie + 48);
v1i2 v1e;

vl3 = v11[535];

if ( w13 )
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-

> checksec --file=./service app

WARNING: Mot a necessary commands found. Some tests might no

RELRO STACK CAMNARY ) PIE
Mo RELRO Canary found X




socket()

\ 4

connect()

\ 4

read()
write()

\ 4

close()

A




' ~
HTTP CUSTOM
(http://192.168.0.1/attack) (192.168.0.1:1234)

ME 2 IP7HH[Ef7F S Aot A ELHOF of= O|0|HF7?



ME b IPZHH[ 27t S Aot A 2L OF ot H|O|H =

COMMAND ID
IS I HOlH 243 7t 2F =% B0 gololE LHE AlAE M E
ID, PW e A HE Z2F B H[O]E 9]0 H|O|E NEe 2t (ex. HESIT)
ArEAF A [HIAE ArEA} 32| HIA INE=Y U [=[BS ArEAF 2| HIH



COMMAND ID

T | | |

o
ol -
0R

 Hole 2F 7t 2 =& Heof ¥h[olE L2 A|AE M E
ID, PW e A HE Z2f F O|o|E] =)0 H|O|E NEE 2t (ex. HESZ)
AMEAL ZeHIE AFEAL Z8|HIE A2 A} |l A AFEAL Z8|HIAE



length = recv(fd, data, 1024);
if(length > 0 ){
command_id[0] = data[0@];
command_id[1] data[1];

if(command_id == 0x1234){
id_pw = strdup(data[10]);
id = strtok(id_pw, "/");
pw = strtok(NULL, "/");

id_length
pw_length

(pw - id) - 1;
strilen(pw);

real_id = base64decode(id, id_length);
real_pw = base64decode(pw, pw_length);

auth(real_id, real_pw);

if(strcmp(real_id, saved_id) == 0){
if(strcmp(real_pw, saved_pw) == 0){

1
}
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TIPS — wireshark

192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TCP 1514
192.168.8.31 TLSv1.2 128

I TCP 66

192.168.8.31
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TIPS — wireshark

ipTIME 7|&

B 2gxum

ZEO|H
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TIPS — wireshark
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TIPS — wireshark

> . ftcpdump-mipsel-i-sysv -i wlan® -w ./log.pcap

tcpdump-mipsel-i-sysv: listening on wlan@®, link-type EN18MB (Ethernet),
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