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Who am I

• Open Source Developer (現)

• Lecturer & Writer (現)

• Penta Security Systems Inc. (前)

• Open Source Consulting Inc. (前)
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uftrace: introduction

Architecture GCC options Trace function

x86 -pg mcount() 

x86 -pg -mfentry __ fentry__()

x86 -finstrument-functions _cyg_profile_func{enter, exit}

ARM -pg __gnu_mcount_nc()

AArch64 -pg _mcount()
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a.out

int main
{

mcount();
…

}

a.out running without uftrace

glibc.so

mcount:
…
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a.out

int main
{

mcount();
…

}

a.out running with uftrace

glibc.so

mcount:
…

libmcount.so
(preloaded)

mcount:
…



Basic usage

$ uftrace [COMMAND] [OPTION...] [<program>]



Basic usage

$ uftrace [COMMAND] [OPTION...] [<program>]

record Run a program and saves the trace data
replay Show program execution in the trace data
live Do record and replay in a row (default)
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tui Show text user interface for graph and report
info Show system and program info in the trace data
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script Run a script for recorded trace data
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See 
$ man uftrace-record 
$ man uftrace-replay
for details



Basic usage – record & replay
-D DEPTH, --depth=DEPTH : Set global trace limit in nesting level. 

See 
$ man uftrace-record 
$ man uftrace-replay
for details



Basic usage – record & replay
-D DEPTH, --depth=DEPTH : Set global trace limit in nesting level. 

See 
$ man uftrace-record 
$ man uftrace-replay
for details



Basic usage – record & replay
-k, --kernel : Trace kernel functions as well as user functions.

See 
$ man uftrace-record 
$ man uftrace-replay
for details



Basic usage – record & replay
-k, --kernel : Trace kernel functions as well as user functions.

See 
$ man uftrace-record 
$ man uftrace-replay
for details



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-F FUNC, --filter=FUNC : Set filter to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-F FUNC, --filter=FUNC : Set filter to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-F FUNC, --filter=FUNC : Set filter to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-F FUNC, --filter=FUNC : Set filter to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-N FUNC, --notrace=FUNC : Set filter not to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-N FUNC, --notrace=FUNC : Set filter not to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-N FUNC, --notrace=FUNC : Set filter not to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-N FUNC, --notrace=FUNC : Set filter not to trace selected functions and their children functions.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-C FUNC, --caller-filter=FUNC : Set filter to trace callers of selected functions only.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-C FUNC, --caller-filter=FUNC : Set filter to trace callers of selected functions only.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-C FUNC, --caller-filter=FUNC : Set filter to trace callers of selected functions only.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-C FUNC, --caller-filter=FUNC : Set filter to trace callers of selected functions only.



Basic usage – record & replay

See 
$ man uftrace-record 
$ man uftrace-replay
for details

-l, --nest-libcall : Trace function calls between libraries.
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Basic usage – dump

https://uftrace.github.io/dump/gcc.svg



Tracing open sources-1 : git

(what function generates commit hashes?)

How commit hashes are generated?



Tracing open sources-1 : git

Download the git source code



Tracing open sources-1 : git

Install dependencies for compiling the Git binaries



Tracing open sources-1 : git

Building Git from source using CMake

Execute make



Tracing open sources-1 : git

Check the generated Git binary



Tracing open sources-1 : git

Initialize local repository & create, add file 



Tracing open sources-1 : git

Make a first commit



Tracing open sources-1 : git
Check commit hash







Tracing open sources-1 : git
Check commit hashes
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Tracing open sources-1 : git
Test and check the generated Git binary



Tracing open sources-1 : git

Replay recorded data
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Tracing open sources-1 : git
Test and check the generated Git binary
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Tracing open sources-2 : nmap

How nmap displays scanned result?



Tracing open sources-2 : nmap

Build nmap from source



Tracing open sources-2 : nmap

Test and check the generated nmap binary
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Of course, you can just build with –pg option @Makefile
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Tracing open sources-2 : nmap

Replay recorded data



Tracing open sources-2 : nmap

Search desired function (argument, return value…)



Tracing open sources-2 : nmap



Tracing open sources-2 : nmap
Check report from uftrace



Tracing open sources-2 : nmap
Check report from uftrace (self time)



Tracing open sources-2 : nmap
Analyze with TUI



Tracing open sources-2 : nmap
Analyze with call graph (specific function)



insights from uftrace

• debug & analyze binaries faster

• Integrated analysis for user-level & kerenel & library function

• with no source code modification

• with less overhead



For more info

https://github.com/namhyung/uftrace/
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