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What is RDP?

Microsoft Af|A 2 IATE AAS Q6| st I2EE

— - [MS-RDPBCGR]:

Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting

II —?l;_l E! EII i ﬂ% [MS-RDPCR2]:
%) of Zd L L
L — |

o« [MS-RDPECLIP]:

. Remote Desktop Protocol: Clipboard Virtual Channel
' Extension

HEZH () O computer fabrikam.com ~

Intellectual Property Rights Notice for Open Specifications Documentation

. i Microsoft Open Specifications documentation ("this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

. * Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other

terms that are contained in the terms of use for the Microsoft website that hosts this

documentation, you can make copies of it in order to develop i i of the

that are described in (his documentation and can distribute portions of it in your implementations

that use these tec or in your doc as necessary to properly document the

implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also

] applies to any documents that are referenced in the Open Specifications documentation.
¢ * No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

I * Patents. Microsoft has patents that might cover your ions of the tec
! described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of

LA | this documentation grants any licenses under those patents or any other Microsoft patents.
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However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
;‘:" Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com
Tool * License Programs To see all of the protocols in scope under a specific license program and the
tools associated patents, visit the Patent Map.
toM s  Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
1 with licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.
* Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.
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What are RDP services?
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Why RDP?

Lateral Movement

T102): Remote Services

T1021.00): Remote Desktop Protocol

T1021.005: VNC 0.5%
T1021.006: Windows Remote Management 0.2%
T1550: Use Alternate Authentication Material 0.8%  T1550.002: Pass the Hash 0.5%
T1550.001: Application Access Token 0.2%
T1550.003: Pass the Ticket 0.2%
T1570: Lateral Tool Transfer 0.6%
T1534: Internal Spearphishing 0.5%

% of Cases in the pericd using the vector

100.0%

75.0%

50.0%

25.0%

0.0%

== RDP Compromise
== Email Phishing

== Software Vulnerability
== Other

—
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Possible Scenarios

Attack vector 1 : Client
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Possible Scenarios

Attack vector 2 : Server (post-auth)

Root st
reverse shell

RDP 22J0|9HE

_______________________________________________________________
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Previous Research

@ THFIL'UM Fuzzing RDP: Holding the Stick at Both

Email Github Twitter Ends

Fuzzing Microsoft's RDP Client using Virtual
Channels: Overview & Methodology
This article begins my three-part series on fuzzing Microsoft's RDP client. In this first

instaliment, | set up a methodology for fuzzing Virtual Channels using WinAFL and
share some of my findings.

THEXACON/

Fuzzing RDPEGFX with wtf

Abstract

Microsoft's Remote Desktop Protocol (RDP) client has been fuzzed by various teams in the
past few years, it thus seemed like a good target to try a recent snapshot fuzzer:
(of which we are only users). In this talk we'll show how we took advantage
of wtf flexibility in order to efficiently fuzz the RDPEGFX channel of Microsoft RDP client Location: Room B
and uncover . After briefly presenting RDP and prior work, we'l Date: Wed nesda\.r. December 4 | 145 ODI‘I]—E :40[_-)"]

describe our campaign and the changes made to wtf. We first improved the memory Format: 50—-Minute Briefi ngs
management code to be able to add breakpoints to pages in transition. We then added ) ’ )

context sensitive edge coverage to the bochscpu backend, and experimented with more Tracks: . Platform Security, . Exploit Development

exotic ones.
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RDP Connection
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RDP
MCS
X.224
TPKT
TLS
TCP

RDP
I/O Channel

Message Channel

Static Virtual Channel 1

Static Virtual Channel 2

DRDYNVC

Dynamic Virtual Channel 1

Dynamic Virtual Channel 2

Server

MS Document

[MS-RDPBCGR]: Remote Desktop Protocol: Basic Connectivity and
Graphics Remoting Specification

[MS-RDPCR2]: Remote Desktop Protocol: Composited Remoting V2
Specification

[MS-RDPEA]: Remote Desktop Protocol: Audio Output Virtual Channel
Extension

[MS-RDPEAI]: Remote Desktop Protocol: Audio Input Redirection Virtual
Channel Extension

[MS-RDPECLIP]: Remote Desktop Protocol: Clipboard Virtual Channel
Extension

1al

Desktop Protocol: Display Update Virtual Channel

Extension

Intellectual Property Rights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation (*this
dooumentation™) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.
Copyrights. This documentation Is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of wse for the Microsoft wehsite that hosts this
documentation, you can make coples of it in order to develop implementations of the technologles
that are described in this documentation and can distribute portions of it in your implementations

that use these technologles or in your documentation as necessary to properly document the sion
implementation. ¥ou can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are Induded in the documentation. This permission also tual

applies to any documents that are referenced in the Open Spedfications documentation.
Mo Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

of 337H0| Ptat 2
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RDP Channel Analysis

M
1

> X

RDPEXPS [ oreEN

RDPCR2
® roPEPNP
@ RoPEAI

® roPEV

RDPEUSE
® ROPEGFX
B roPE

® RDPEVOR

RDPEECO
3 RDPEGT
[ RDPEDISP
[ RDPEAR

B RDPECAM

ZML Paper Specification:

Print

Composited Remoting V2

Plug and Play

Audio Input
Video
USE Devices

Graphic Pipeline
Pen & Touch Input

Video Optimized
Rerncting

Echo
Geometry Tracking

Display Control

Authentication Redirection

Camera

Cyniamic

Dynarnic

Dynamic

Cynarnic

Dynamic

Dynarnic
Dynamic
Dynarnic

Dynamic

Chynamic
Dynarnic
Cyniamic
Dynarnic

Dynamic

Device Redirection

Graphics
Device Redirection
Data Redirection

Data Redirection

Device Redirection
Graphics
Data Redirection

Graphics

Data Redirection
Graphics
Graphics
Authentication

Device Redirection
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RDP Channel Analysis (FreeRDP Example)

M
=~

ML

I FIHE 2 Y | THE FUH HZ =M | xE 28 18 ol+
parallel e QrC|E Uninitialized Memory& QIgt RDPEFS IFU A AR X[ O|8HH| Leak £
FIoFd (F 19H)
T QC|El Heap Buffer Overflow 2| 4 RDPEV QL|Q/H|C|RE serverOfA kSt X0 2t THEE
tsm
(5 57H) cliento 2 2|ctolaliM
video IE b8 Use After free F2fF 2| 1 RDPEVOR | HIC|2 stream& hostOilA] et AE or| |oFst xHH0|2} e,
LIChot fuzzer (5 27H) clientZ 2|Cto[24 PDU =1240] H|12 Fuzzer M[Z0] 80[35.
rdpgfx AFL++ 2|8t Out of Bound Read |2 2| 1 RDPGFX 2= C|AEg0| @13 L TLO| AtRE|= tEE, £
fuzzing (F 27H)
geometry | AFL++ 7|4t O8] &HAX RDPEGT Host2} client AfO|Q] J2Hm! I{3! PDU F1540| 2HEts AFL++ 2 |BF S Fuzzer 13
fuzzing 2ale xS
encomsp | AFL++2[gt OfA] 24X RDPEMC | Cls=2| H4UIMO| HO{XIE AfO] | T2l PDU 1340 KR AFL++ 7|8 S Fuzzer 3
fuzzing O HAIX] S
rdpsnd 2ot fuzzer OF%| 24X RDPSND | 2C|2 X[ I§3! PDU 2340| 21k Fuzzer HEto| 20|
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Different Methods

AFL++ 7|8t Fuzzer

v Flow::PathNode source, DataFlow::PathNode
UnsafeDeserializationConfig conf
f.hasFlowPath(source, sink)

nk.getNode (). (UnsafeDeserializationSink)
ethodAccess(),

sink, "Unsafe deserialization of $@.",

tNode(), "user input"

CodeQL AlE

FreeRDP, xrdp

FreeRDP, rdesktop

B % CwwindowsWSystemn32wemd exe - fuzzer ece -in - -resume -out out_8 -t 1000 -delivery ¢

Jackalope 7|8t Fuzzer

1 Slx2, Closed-source

2 Output Filtering, Grammar
Based Fuzzing

MS RDP
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(FreeRDP) Using CodeQL

.code.cpp.rangeanalysis.SimpleRangeAnalysis
.code.cpp.dataflow.TaintTracking

.interfaces.DataFlow

.code. cpp.model
.code. cpp.controlflow. Guards

- 3F2|Z 0|85l FreeRDP U
CI2 QEAA HM ZIeH

.code.cpp.dataflow.DataFlow

Division by Zero

e isun

feMalloc(FunctionCall mallocCall) {
s(Function malloc |
malloc.hasQualifiedName("malloc") and
mallocCall.getTarget() = malloc and
mallocCall.getArgument(@).getType().getSize() I= 8 and
mallocCall.getArgument(@).isConstant() and

o %I E Alag I m a n u a I _E_&Il -o;l'J}ll |I_I-6-OH r:a_llu:Cau.gemrgmenc(a).gatmmchiid() > 1 and

AEZ0fM 21012 20|
Integer Overflow?}
Jhs3t gz SO1 T

upperBound(mallocCall.getArgument(8) .getFullyCon
lowerBound(mallocCall.getArgument (@) .getFullyCony

calloc.hasQualifiedName("calloc") and
callocCall.getTarget()

= calloc and

callocCall.getArgument(1).isConstant() and
callocCall.getArgument(1).getNumChild() > 1 and
(

Integer overflow?}
oRS3t gt S
2 22 H22[7F memcpy

S0{7}= THE

upperBound(callocCall.getArgument(1).ge
lowerBound(callocCall.getArgument(1).ge

d()) >= 268435456%16 or
ted()) < @

predicate isUnsafeStreamNew(FunctionCall streamNewCall) {
exists(Function streamNew |
streamNew. hasQualifiedName("Stream_New") and
streamNewCall.getTarget() = streamiew and
streamNewCall.getArgument(1).getType().getSize() 1= 8 and
not streamNewCall.getArgument(1).isConstant() and
streamNewCall. getArgument(1).getNumChild() > 1 and

upperBound(streamiewCall. getArgument (1) . getFullyConverted()) »= 268435456416 or . . .

45 lowerBound(streamNewCall.getArgument(1).getFullyConverted()) ¢ @

(

predicate isUnsafeCalloc(FunctionCall ¢ ) { >
exists(Function calloc |
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(FreeRDP) Fuzzing with AFL ++

2tEkst Generation Based-Fuzzer

-

server_X=H.py

client_X{'dH.py
ool HIo|EE

2t T3] AHM & T 00 O
Packet += randbytes(1)--
—
THZ1 AA| JRALK |_—|0“ Mjl . AFL++
, ZEMZ0] 2 (American Fuzzy Lop plus plus)
RDP server RDP client _ _
1 Coverage-guided fuzzerz 2t& =0|7|
Fuzzero|A AlEE 1) SHAS FLhz! FE, 2 Compile time instrumentation (2EaA)
2) SEHAE < '2of xH'E H20f| 3| 23St M, 3) S2I0|HE FEZ F1
L y Persistent £ &=

20
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(FreeRDP) Fuzzing with AFL ++

=2 508

{30

Mutation Engine

Client

Code Coverage
T

21
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(FreeRDP) Fuzzing with AFL ++

static UINT echo_on_data_receivec(IWTSVirtualChannelCallback* pChannelCallback, wStream* data)
{

GENERIC_CHANNEL_CALLBACK* callback = (GENERIC_CHANNEL_CALLBACK*)pChannelCallback;

BYTE* pBuffer = Stream_Pointer(data);
UINT32 cbSize = Stream_GetRemainingLength(data);

return callback->channel->Write(callback->channel, cbSize, pBuffer, NULL);

22



| RDP Z|obm 122 > X! > AFL++

(FreeRDP) Fuzzing with AFL ++

{

return callback->channel->Writg

TLEA1

typedef struct

{
IWTSVirtualChannelCallback iface;

IWTSPlugin* pluging

IWTSVirtualChannelManager* channel_mgr;
IWTSVirtualChannel* channel;
} GENERIC_CHANNEL_CALLBACK;

SH CIHZAC = 2120| gf =kol,
AFESHX| @f= 22 NULLE M|

BYTE* buffer;
BYTE* pointer;
size_t length;
size_t capacity;

DWORD count;

wStreamPool* pool;
BOOL 1isAllocatedStream;
BOOL 1isOwner;

} wStream;

FreeRDP Stream 224 API AR

23
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(FreeRDP) Fuzzing with AFL ++

GENERIC_CHANNEL_CALLBACK

typedef struct

{
IWTSVirtualChannelCallback iface;
IWTSPlugin* plugin;
IWTSVirtualChannelManager* channel_mgr;
IWTSVirtualChannel* channel;

} GENERIC_CHANNEL_CALLBACK;

pwndbg> p *(GENERIC_CHANNEL_CALLBACK*)@x7fffd5d657b@

Sl=
1Tace = {
OnDataReceived
OnOpen =

OnClose =
1

<echo_on_data_received>,

’
<echo_on_close>

plugin =
channel mgr =
channel =

IWTSVirtualChannel channel = (IWTSVirtualChannel*)calloc(
sizeof(IWTSVirtualChannel));
channel

CHANNEL _CALLBACK?
(->1face.0nDataRece echo_on_data_received;
L face.0OnClose = echo_on_close;
>plugin
>channel_mgr

3

sizeof (GENERIC_CHANNEL_CALLBACK));
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(FreeRDP) Fuzzing with AFL ++

Data (wStream *) ,wStream* s = Stream_New( , Len);
1f (!Stream_EnsureRemainingCapacity(s, len))
typedef struct {

{

BYTE* buffer;
BYTE* pointer;
size_t length;
size_t capacity;

continue;

¥

Stream_Write(s, buf, len);

DWORD count;
wStreamPool* pool;
BOOL isAllocatedStream;
BOOL isOwner;

} wStream;

if (Stream_Capacity(s) != Stream_GetPosition(s))

{

continue;

Stream_Seallength(s);
tream_SetPosition(s, 0);

25
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(FreeRDP) Fuzzing with AFL ++

Harness

while (__AFL_LOOP(UINT_MAX)) {

len = AFl FU77 TESTCASF | FN-

memset(callback, 0, sizeof(GENERIC_CHANNEL_CALLBACK));
callback->iface.0OnDataReceived = echo_on_data_received
callback->iface.OnOpen = NULL;

callback->iface.0OnClose = echo_on_close; %135x"1
callback-=>plugin = NULL;

callback->channel_mgr = NULL;

callback->channel = NULL;

wStream* s = Stream_New(NULL, 1len);
if (!Stream_EnsureRemainingCapacity(s, len)) -;1EEJH|2

{
}

continue;

Stream_Write(s, buf, len);

if (Stream_Capacity(s) != Stream_GetPosition(s))
{

continue;

}

Stream_Seallength(s);
Stream_SetPosition(s, 0);

: ) SHAD
echo_on_data_received(callback, s); - %!‘-'-é

american fuzzy lop ++4.04a {default} (./fuzzme)

— process Tlmlﬂg
e : @ days, @ hrs, @ min, 23 sec
: none yet (odd, check syntax!')
none seen yet
none seen yet

overall results

cycles done : 574
corpus count : 1

map COVPIdQP

) : 0.1723 (0 0% ) H,
t : 0 (0.00%) cou
—————————————————————~flndln
- havoc favored
117471175 (99.91%)
xecs : 2.02M
speed : 88.2k/sec
= fuzzlnq 5trategv ylelds
' )s : disabled (default, enable with -D)
: disabled (default, enable with -D)
: disabled (default, enable with -D)
: disabled (default, enable with -D)
y : n/a
> 1 0/2.02M, 0/0
: unused, unused, unused, unused
: 33.33%/1, disabled

in depth

ige : 61.00 bits/tuple

1 (100.00%)

1 (100.00%)

: 0 (0 saved)

: 3 (0 saved)
item geometry

26
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(xrdp) Fuzzing with AFL ++

Global buffer

Test case

2 ¥
3@
Mutation Engine

Server

Code Coverage

27
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(MSRDP) Fuzzing with Jackalope

Aet o]
o
Insjtt'tLlj:en Grammar 0|zt
Jackalope tation BEisEe SR
Windows & MacOS
Blackbox Binary CHAt, TIAIOI CIEO)| L OHOY| 2R
Coverage guided fuzzer ECHi= Egl— MS}BDP: PDUEEEO" = | Mutator, Sample Delivery
mstscax.dllo]] CHeHA Tt o4= OIO|EP} S0iE 32 20[81H| 1A ps3t
WInAFLZ 2= Project ZeroOf|A] Instrumentation SABIHLE 18 B3

X|&¥St Fuzzer

28
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(MSRDP) Fuzzing with Jackalope

4. Measure Coverage, Mutate Input

fuzzer.exe

ce
3. Write to VC
RDP Server

1. Execute on

0. Instrument
2. Send mutated input

User 1 (Client) VM User 2 (Server)

29
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(MSRDP) Fuzzing with Jackalope

mstsc.exe ) User 1 RDP Server

L]
.

RDP Server

User n RDP Server

fuzzer.exe
Synchronize & Send mutated input to each client
User O (Client)

VM

30
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(MSRDP) Fuzzing with Jackalope

fuzzer.exe

mstsc.ex- Crash! = RDP Server

Save
eee » &

TTD

Inputs

Useri (Server)

User O (Client)

VM

31
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(MSRDP) Fuzzing with Jackalope

0123456789(1) 34567893 2345678931
Header
wTimeStamp wFormatNo
cBlockNo bPad

dwAudioTimeStamp

Data (variable)

32
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(MSRDP) Fuzzing with Jackalope

Header

wTimeStamp

wFormatNo

cBlockNo

bPad

dwAudioTimeStamp

Data (variable)

Grammar

Jackalope: AST ?|8F Grammar
O 2%6t 27130| RDP PDU

ex.
£ WE 20/9] PDU HIEH0|E| TE

<root>=<0x0dff><length size=2 exclude><word><word><byte><O0xffffff><dword><repeat_bytes
min=0 max=65535 p=0.99>

33
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(MSRDP) Fuzzing with Jackalope

HE Capwindowswsystern32wemd.exe - fuzzer.exe -in - -resurne -out out_8 -t 1000 -delivery shmern -instrument_module mfplat.dil -target_mod... — a X
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(MSRDP) CVE-2023-28267

-4 0x7ff802420000

: _ I mStsC. exe. mu 0x294dab40000
" msteC exe mun 0x 29440000
e 0x7ff802420000

b S2t0|HEQ| O|O|X| H|O] A FA

e . PoCE Sl 7t
= 2H| 2EE BE T
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What did we find?

Target

CVE

Vulnerability

FreeRDP

CVE-2022-39282

Read of uninitialized memory with parallel port redirection

CVE-2022-39283

RDP client read out of bounds data and display it

CVE-2022-39316

Out of bound read in zgfx decoder

CVE-2022-39317

Undefined behaviour in zgfx decoder

CVE-2022-39318

Division by zero in urbdrc channel

CVE-2022-39319

Missing length validation in urbdrc channel

CVE-2022-39320

Heap buffer overflow in urbdrc channel

CVE-2022-39347

Missing input length validation in “drive ™ channel

CVE-2022-41877

Missing path sanitation with “drive " channel

37



What did we find?

Target

CVE

Vulnerability

XRDP

CVE-2022-23468

Buffer Overflow in xrdp_login_wnd_create

CVE-2022-23477

Buffer Overflow in audin_send_open

CVE-2022-23478

Out of Bound Write in
xrdp_mm_trans_process_drdynvc_channel_open

CVE-2022-23479

Buffer Overflow in xrdp_mm_chan_data_in

CVE-2022-23480

Buffer Overflow in devredir_proc_client_devlist_announce

CVE-2022-23481

Out of Bound Read in xrdp_caps_process_confirm_active

CVE-2022-23482

Out of Bound Read in xrdp_caps_process_confirm_active

CVE-2022-23483

Out of Bound Read in libxrdp_send_to_channel

CVE-2022-23484

Integer Overflow in xrdp_mm_process_rail_update_window

CVE-2022-23493

Out of Bound Read in
xrdp_mmy_trans_process_drdynvc_channel_close

Microsoft Terminal Service Client

CVE-2023-28267

Microsoft Windows Remote Desktop Connection
Uninitialized Variable Information Disclosure Vulnerability

38



| 225>z x
How did we contribute?

2.9.0

Notewhorth changes:

¢ Backported #8252: Support sending server redirection PDU
e Backported #8406: Ensure X11 client cursor is never smaller 1x1

¢ Backported #8403: Fixed multiple client side input validation issues
(CVE-2022-39316, CVE-2022-39317, CVE-2022-39318, CVE-2022-39319,
CVE-2022-39320, CVE-2022-41877, CVE-2022-39347)

¢ Backported #7282: Proxy server now discards input events sent before
activation was received

¢ Backported #8324: Internal replacements for md4, md5 and hmac-md5
For the time being the RDP protocol requires these outdated hash
algorithms. So any distribution that wants to ship a working
FreeRDP should check the options WITH_INTERNAL_MD4 (and depending
on OpenSSL deprecation status WITH_INTERNAL_MD5)

Fixed issues:

e Backported #8341: Null checks in winpr_Digest_Free
¢ Backported #8335: Missing NULL return in winpr_Digest_New
s Backported #8192: Support for audin version 2 microphone channel

e Backported #7282: Discard input events before activation (Fixes #8374)

For a complete and detailed change log since the last release run:
git log 2.8.1.2.9.0

Thanks to "Team BT5 (BoB 11th)" for reporting the security issues.

xrdp v0.9.21

Release notes for xrdp v0.9.21 (2022/12/10)

General announcements

* Running xrdp and xrdp-sesman on separate hosts is still supported by this release, but is
now deprecated. This is not secure. A future v1.0 release will replace the TCP socket used
between these processes with a Unix Domain Socket, and then cross-host running will not
be possible.

Security fixes

This update is recommended for all xrdp users and provides following impaortant security fixes:

o CVE-2022-23468
o« CVE-2022-23477
o« CVE-2022-23478
o« CVE-2022-23479
o CVE-2022-23480
« CVE-2022-23481
« CVE-2022-23483
o« CVE-2022-23482
» (CVE-2022-23484

=

These security issues are reported by Team BT5 (BoB 11th). We appreciate their great help with
making and reviewing patches.

39
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ore about RDP security..

Gitbook

! RDP Security Research T Search... ~K

Introduction

Fuzzing

Intreducing Team Members . . . )
To start actual fuzzing with Jackalope, we referred to Black Hat talk in 2019, Europe which

Before Getting Started b was about fuzzing RDP with WinAFL. We ran fuzzing agent in RDP sever side, which receives
fuzzing input from RDP client and sends it to client with WTS API. To better reproduce the
crash, we also saved all fuzzing inputs until the crash occurred, and replayed it with time-
travel debugging.

Fuzzing RDP hd . . .
Environment Setting (Windows)

Fuzzing >

Test environment: Windows 10 21H2 (OS build 19044.1288)

Jackalope Based Fuzzing

Code Auditing RDP v Local RDP Server

\q CodeQL We used RDP Wrapper to construct local RDP server. With RDP Wrapper, we can connect to
other user in same machine through RDP, using locpback IP address(for example, 127.0.0.2).

Exploitation Series hd It simplifies and efficienates our fuzzing structure.
RCE Exploit & Write-up First, download RDP Wrapper and update files.
E &
wget -Uri https://github.com/stascorp/rdpwrap/releases/download/v1.6.2/RDPWrap-vl.

wget -Uri https://github.com/asmtron/rdpwrap/raw/master/autoupdate.zip -Outfile au

https://bob11-btss-organization.gitbook.io/rdp-security-research/
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