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B Infrastructure as a Service (laas)

O 2N E HH L Global Cloud Computing Market  Software as @ Service (Saas)
— o — o Size, by Service, 2022-2032 (USD Billion) _
Platform as a Service (PaaS)
2500 2,321
1,966
2000
> 2 SRDL 2A9E Al

1,487

=Aaloc ol ILaAd EladAd 1500 1,282
- 22| oi8d, B, e
o 868 '
H|-2 =2, CjFst AH|A, HOMY, 1000 T2
h46
B . l I I

2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032

o

The Market will Grow 1 6 %, :il;: ffc::;%ass:?: Jgg:ket $ 2321B M\l market.us

At the CAGR of:

1) "https://www.gIobenewswire.com/en/news—

release/2023/03/17/2629610/0/en/Cloud-
Computing-Market-to-Reach-USD-2-321-1-Billion-by-
2032-Exploring-the-Diverse-Applications-of-Cloud-

Computing.html”, Globe Newsire
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1) “https://www.eescorporation.com/cloud
-security-a-detailed-guide”, Enterprise

Engineering Solutions
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Accountability

Client & End-Point

> CSP F2fH?

Protection
- Shared Responsibility |dentity & Access
Management
Model(SRM)0j|A| CSP7} X2l X]|
| kl HEAH °|' |OI=X-I Application Level Controls
(=

Network Controls

Host Infrastructure

1) “https://cloudcheckr.com/cloud-

: e . Physical Security
security/shared-responsibility-model/”,

CloudCheckr
FIGURE 2: Azure Shared Responsibility Model . Cloud Customer . Cloud Provider
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function handle(...) function handle(...)
i

cwork s>
return

» CSP F2H O|sHE /et oA
- FaaSe QM0 w2} AH Y=

- FaaSOj|A wAlisH= Denial of
Wallet(DoW) &4

1) “https://cloud.google.com/blog/product
s/serverless/6-strategies-for-scaling-
your-serverless-applications?hl=en”,

Google Cloud

2) Unsplash, Jp Valery
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(1) CSPOIA| FaaSe| 84 40| CH
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O = SYHYCHH?

“https://cloud.google.com/blog/product
s/serverless/6-strategies-for-scaling-
your-serverless-applications?hl=en”,
Google Cloud

Unsplash, Jp Valery
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function handle(...)
i

cwork s>

return ...
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EEI_'I! E = x‘" SERVERLESS ARCHITECTURE

Benefits of Serverless Architecture

Server management not
required

» Serverless?
Developers only pay for

- MHZS Z2|E LR GI0| MH|AS TN server space

o] ©04
I:II'IE X To ' o] ' Quick deployments and
updates

Decreased latency

Scalable

1) “https://www.sketchbubble.com/en/pre
entation-serverless-architecture.html”,
SketchBubble

Sources: LeewayHertz
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1)  “https://www.opsramp.com/gui
des/why-
kubernetes/kubernetes-

architecture”, OpsRamp
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docker

» Docker 3= &l 0|5 9141 = Docker, Kubernetes 4|0| &4
= Kubernetes 7+= 2l 7|5 9142 » S22 E AH|A 0| 24

Serverless Service MH|A A Bl J|5 @14 ex. OMIGOD, AzureEscape
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» Docker, k8s CVE

A 2 T

HI

- Root Cause
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WHAT IS DOCKER? Docker 1-Day Study

What is Docker 2! BE
99 Docker Structure / Composition
Docker CVE

=3 Docker Command

Docker Network

| ——— B CVE-2018-15664
@ dockercon B CVE-2019-14271
20220

Home - Docker

B CVE-2020-15157

[ https:/pwww.docker.com/
i B CVE-2020-13401

Docker Hub Container Image Library | App Containerization B CVE-2019-5736

https://hub.docker.com/

ABOUT KUBERNETES Kubernetes 1-Day Study
# k8s Build BE
99 k8s Structure

k8s Network Kubernetes CVE

B CVE-2018-1002100
B CVE-2018-1002105
W CVE-2018-11235

W CVE-2019-1002101

B CVE-2020-8554

B CVE-2020-8555
W CVE-2020-8558
I CVE-2020-8559

B CVE-2020-8565
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1. AFR XA

docker

2. HG[o] A

5

Docker 1= 8! 7|5 ¢

(@)
Kubernetes #+= 2! 7|5 ¢+

=  Serverless Service MH|A ARE B! D] Q14

= Docker, Kubernetes ®H|0] 249
= S2RE MH|A HH0] 24

ex. OMIGOD, AzureEscape




» AzureEscape
- 20214 o miX|=l Azure
Container Instances Z|2FA

- CVE-2019-57362 &8%!
ZiE||o]L O] A7|0[&

ubuntu@ip-172-31-92-81:~/whoc/csp_stash$ ./aci_container_runtime -v
1) “https://blog.aquasec.com/azurescape- runc version 1.0.0-rc?
azure-container-instances”, aqua commit: 9df8b306d0@1f59d3a8029be411de@15b7304dd8f
spec: 1.0.0-rc2-dev

2) https://unit42.paloaltonetworks.com/az
ure-container-instances/, unit42

Serverless Vulnerabilities Analysis
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» AzureEscape (1)

- CVE-2018-1002102&

S8 S2IAE| TH| et

=0

1) https://unit42.paloaltonetworks.com/az

ure-container-instances/, unit42

Serverless Vulnerabilities Analysis

(2) /exec/.../mypod/...

Kubelet @

mypod

(1) kubectl exec

) ]‘ mypod <cmd>
api-server

(3) 302 Redirect
Location: node2-IP/exec/.../critical/...

\_ Malicious Node /

(4) /exec/...[critical/...

/ ( Kubelet >\

critical

\_ Node 2 J
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» AzureEscape (2)

1)

Bridge PodOf|A] HAliSH=

Credential Leak

CredentialS &85t 2{A

E] TN Z<t

https://unit42.paloaltonetworks.com/az

ure-container-instances/, unit42
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api-server

Customer-1

. Worker Node 1

_________________

\_ Master Node J Ve

Customer-2

. Worker Node 2

_________________

o

\
< az container exec
. az container exec
bridge [<€
az container exec
Node /
/exec/...
Customer-3

. Worker Node 3

_________________
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1) “https://aws.amazon.com/ko/blogs/ope

nsource/firecracker-open-source-

secure-fast-microvm-serverless”, AWS

2) https://en.wikipedia.org/wiki/Gvisor,
Wikipedia

3) https://contextere.com/Blog/experience
s-microsoft-azure-service-fabric/,

contextere
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& Firecracker

gVisor

Microsoft Azure Service Fabric



AWS Lambda0ilA] WHOC O[O|X|E
HHILSHC] ZHE [0 HEY 2= AlE
AWS Lambda0f| A

Symlink Exchange Attack=

A= TOC-TOU K&

3-2. Ffd 24
(Azure Functions,
GCP Functions)

Azure Functions, GCP Functions:

MITM attackS £t Information
Disclosure A|E, Kernel
(=)

Exploitation2 ¢t Privilege
Escalation A&

22

3-3. Fofd 24
(Azure Container
Instances, GCP Run)

= ACI: Container Escape 5! Worker

node &fef

= GCP Run: Process Injection& Sof

Privilege Escalation A|=
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» Azure Container Instances

- 20| AF mHUE Yoz
zo, oSS XH HEl

AJFHZE AMH|A

1) “https://azure.microsoft.com/en-

us/products/container-instances”’, Azure

Serverless Vulnerabilities Analysis

'

Run containers without managing servers

By running your workloads in Azure Container Instances (ACI),
you can focus on designing and building your applications
instead of managing the infrastructure that runs them.

23
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Azure Container
Instances F|2F% 2

Microsoft Azure

surbhi254@gmail.com
v

DEFAULT Dil

Creote a resource 57 newcontainer | Containers i
% Home
BN pashboard : ' O Refrest

All services 0

» Azure Container Instances f— S

(@) Resource groups

Previous state start time Restart count

All resources r -

# Quickstart Center

- QIHHO|AS SOl ZIHO|L] bk

#> Function App

¥ sqL databases

x—l 5= Eq —_— O 4 Azure Cosmos DB -16- T R v p——)
E 2 a 1403449487 stdout F 10.92.9.11 - - [22/0ct/2020:08: +0000] "GET / WTTP/1.1" 200 1663 "-" “Mozilla/5.0 (Windows NT 10.9; WOWS4) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
(@) b | —_— I

L i
% Virtual machines .2743.116 Safari/537.36"

’ d bal 120-18-22T08 93.6791815Z stdout F 10.92.0.18 - - [22/0ct/2020:08:52:03 +0000] "GET / HTTP/1.1" 200 16 -" "Mozilla/5.® (Windows NT 18.8; Win64; x64) AppledebKit/537.36 (KHTML, like Gecko)
R hrome/86.0.4248.111 Safari/537.36"
Bl Storage acoount= A Metrics 2620-10-22708:52:04.8449977 stdout F 10.92.9.10 - - [22/0ct/2020:08:52:04 +6000] “GET /favicon.ico HTTP/1.1" 484 150 “http://dnscontainer.e: azurecontainer.io/" “Mozilla/5.0 (Windows NT 18.

@; Win64; x64) AppleMebKit/537.36 (KHTML, like Gecko) Chrome/66.0.4240.111 Safarif537.367

< WVirtual networks [2020-10-22T08:52: 37.2309866Z stdout F 10.92.0.10 - [22/0ct/2020:08:52:37 +0000] "GET /favicon.ico HTTP/1.1" 404 150 "-° illa/5.® (Windows NT 10.8; Win64; x64; Trident/7.8; rv:11.8) like Ge
cko™
4 Azure Active Directory Automation 2020-10-22T08:52: 38 t -9.18 [22/0ct/2020:08:52:38 +8008] T / HTTP/1.1% 208 16 "Mozilla/5.8 (Windows NT 16.8; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrom

- e/51.0.2704.183 Saf,
® Monitor asks

® Advisor £ Export tem

w Security Center

1) “https://k21academy.com/microsoft-

) cost Management + Billing

& Help + support

azure/case-study-deploy-a-container-
instance-in-azure-using-the-azure-

portal®, K21Academy
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Azure Container
Instances F|2FH 2AM] o

Mame mage State Previous state

myapp brwook/mycon:whocDnyd Waiting Terminated

p ZiE(0] 1] ZIELY B Stol

= L.

u "
- “/proc/self/exe
here "<container-id>" is your name for the instance of the container that you

ENTRYPOINTE xl%l are starting. The name you provide for the container instance must be unique on

your host. Providing the bundle directory using "-b" is optional. The default
alue for "bundle” is the current directory.

SAGE :
entrypoint [global options] command [command options] [arguments...]

E|OfL THEFR

L
o
I
u
>
oSt

ERSION:

1.8.9-rci@
commit: dc9208a3383feefsb3B3914323d9%beb36dfoaddd
spec: 1.8.1-dev

o = =
H= S0t

<
oF ==

ik
©

OMMANDS :

checkpoint checkpoint a running container

create create a contaimer

delete delete any resources held by the container often used with detached container

events display container events such as 00M notifications, cpu, memory, and I0 usage statistics
exec execute new process inside the container

init initialize the namespaces and launch the process (do not call it outside of runc)
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Azure Container
Instances F|2F% 2

» CVE-2021-30465 HE |5

- "1.0.0-rc94 <="ofI HHL
AL, symlink exchange
attack(TOCTOU) = ?}s
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cl

4 ™
testl test2

mtl L N

W v
c2

f ™
testl

test2 (name: mnt1) test2(name:zzz)

., w

mount(/var/lib/kubelet/pods/$MY_POD_UID/volumes/kubernetes.io~empty-dir/test2,
/run/containerd/io.containerd.runtime.v2. task/k8s.io/SOMERANDOMID/rootfs/testl/mntX)

== mount(/var/lib/kubelet/pods/$MY_POD_UID/volumes/kubernetes.io~empty-dir/test2,
/var/lib/kubelet/pods/$MY_POD_UID/volumes/kubernetes.io~empty-dir/)

/var/lib/kubelet/pods/$MY_POD_UID/volumes/kubernetes.io~empty-dir/test2 -> /

26



E > 2l4&~ 18 > woodi > woocon

= woocon | TH|0|L
[ ==

‘Container Instances

« Ousax

® 72 ZEoluf 47
@ =zs=2 s olojx| A ojH e AlEAIZE CHAl A% 3l
R M= FoinAM) conl brwaok/mycon:conwood Running - 2021-11-10T20:35:13.4462 0
€ =21 <l brweok/mycon:conwoo2 Running - 2021-11-10T20:35:13.031Z o
Fats] @2 brwook/mycon:conwoo2 Running - 2021-11-10T20:35:13.2722 o
E g0/ 3 brwook/mycon:conwoo2 Running - 2021-11-10T20:35:13.162Z o
% D
oME =4 =21 dE

=4

m sz Az Ey @ BRAZ O urc
a8 =3
U s T w7 T K EM EYAEE Ty ORE%ERY Cu HiAl T M

E2 g orma L1111, 27 05 + L1111, 27 05 + edl contziner

oEZ Started N | 2021, 11.11. 27 05:35 GMT+9 2021, 1. 11, 27 05:35 GMT+8 Started contal 1
0 o Pulled MNormal 2021.11.11. 27 05:35 GMT=+9 2021.11.11. 27 05:35 GMT+3 pulled image " 1
—_— Pulling Normal 2021, 11.11. 27 05:35 GMT+9 2021, 11. 11. 27 05:35 GMT+9 pulling image "brwook/mycon@sha256:28... 1

5

& Doz o)

27




I i 3£

Azure Container

Instances F|2}& &4

> ACI H|f Afet (2)

o
3

ptyDir 252 4

A
L

US4 emptyDir.medium
HEEAEY 88

- tmpfs?} Otl, ext4=2 &L

I.

125 118 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06f42338854bbaad30b2blc/testl /testl
rw,relatime shared:1 - ext4 /dev/sda rw

126 118 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06f42338854bbaad30b2b0c/test2 /test2

rw,relatime shared:1 - ext4 /dev/sda rw
265 125 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06f42338854bbaad30b2b0c/test2 /testl/mnt-
tmp rw,relatime shared:1 - ext4 /dev/sda rw

273 125 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06742338854bbaad30b2b0c/test3 /testl/zzz
rw,relatime shared:1 - ext4 /dev/sda rw

263 256 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06f42338854bbaad30b2b0c/testl /testl
rw,relatime shared:1 - ext4 /dev/sda rw

267 263 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06142338854bbaad30b2b0Oc/test2 /testl/mnt-

tmp rw,relatime shared:1 - ext4 /dev/sda rw

270 256 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06742338854bbaad30b2b0c/test2
/sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06142338854bbaad30b2b@c ro,relatime shared:1 - ext4
/dev/sda rw

271 263 8:0 /sandboxMounts/tmp/atlas/emptydir/caas-5fe42974b06142338854bbaad30b2b0c/test3 /testl/zzz
ro,relatime shared:1 - ext4 /dev/sda rw
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Azure Container
Instances |2 =44

p ZH2 k=0l 2|HEE?

CS US0iM O

ARELYE
NOW DELETE
20.200.23¢
[*] 3476
RARELY
NOW DELETE
20.200.23¢

[*]
[*]
NOW DELETE
:E, . 2 l:'.‘ t'.‘,

* 2

[*]
[*] 3

NOW [ELETE
20.196. 234
[*] 3479
[*] 3479
NOW [ELETE

NOW [ELETE

20.200.239

MOW DELETE

.200 - -

.158 - -

39.241 - -

241 - -

CONTAINERS!

[24/Nov /202 :38] "GET

CONTAINERS!
[24/Nov/2021 ©3:05:18] "GET

CONTAINERS!
[24/Nov /2021 03:05:55] "GET

CONTAIMERS!

.72 - - [24/Nov /2021 03:06:35] "GET

CONTAIMNERS!
€ - [24/Nov/2021 ©3:07:58] "GET

CONTAINERS !
[24/Nov/2021 03:08:52] "GET

CONTAIMNERS!

/woo?bob=

/woo?bob=

/woo?bob=

2T
=

2T
333

'\"i'\
e

HTTP/1.1"

HTTP/1.1"

HTTP/1.1"

/woo?bob=333 HTTP/1.1"

/woo?bob=

/woo?bob=

e |
&

e |
>

HTTP/1.1"

HTTP/1.1"

200

200

200

> EI EI -

200 -

200 -
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|= Azure Kubernetes
rvice 2£/0{[A| SO

v >
T 0

J

“https://kubernetes.io/docs/concepts/st
orage/volumes/#mount-propagation’,
kubernetes

Activities [©) X-terminal-emulator Tue 08:00

root@SandboxHost-637726725413066203: /
E root@SandboxHosk-63726725413066203: / 101x19

o direct input to this VM, click inside or press Ctrl+G.

L]

Bidirectional - Thisvolume mount behaves the same the HostTocontainer mount. In addition, all volume mounts
created by the container will be propagated back to the host and to all containers of all pods that use the same volume.

A typical use case for this mode is a Pod with a FlexVolume or CSI driver or a Pod that needs to mount something on the
host using a hostpath volume.

This mode is equal to rshared mount propagation as described inthe mount(g)

Warning: mount propagation can be dangerous. It can damage the host operating system and
therefore it is allowed only in privileged containers. Familiarity with Linux kernel behavior is strongly
recommended. In addition, any volume mounts created by containers in pods must be destroyed (unmounted) by
the containers on termination.
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Azure Container Instances F|2H &AM

Azure Container Instances Escape F <™ &AM H{73: ZAE|[o|H £0f w2} H2fX|= 2t

Container resources example

The following Pod has two containers. Both containers are defined with a request for 0.25 CPU and 64MiB (27 bytes) of memory. Each
container has a limit of 0.5 CPU and 128MiB of memory. You can say the Pod has a request of 0.5 CPU and 128 MiB of memory, and a limit of 1
CPU and 256MiB of memory.

225

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi”
cpu: "258m"
limits:

memory: "128Mi"
cpu: “5@em”
- name: log-aggregator

image: images.my-company.example/log-aggregator:ve

xt2te] HE0|L TS W SN
UA 2ES F0{EA] e

1) “https://m.cafe.daum.net/dotax/Elgq/3634016?svc=topRank”

2) “https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/”, Kubernetes

31 Serverless Vulnerabilities Analysis



Azure Container Instances F|2f&d A
| 17: o[ o 2} THafX| s 3+ |

/test rw,relatime |[shared|1 - ext4 /dev/sda rw
v.conf Jetc/resolv.conf rw,relatime shared:1 - 'sda rw

= 47| O[5I2| E|O|HE Tt AL
- hostname: SandboxHost
- volume ?/X|: /sandboxMounts/tmp/atlas/emptydir/--

- mount £M: shared

= 57| 0|&<e| ZIH|O|H & eTtot A2
- hostname: wk-caas
- volume #|X|: /var/lib/kubelet/pods/:--
- mount SM: master

. .
Serverless Vulnerabilities Analysis



I = I

Azure Container Instances Z|2x HAM

ﬂ

Azure Container Instances Escape F 2/d 2 217 7H|o|Lq 40 dj2} E2tX|= runC HH

[ S

471 O|ot2| ZE||o|H 571 o] &<2f E|0]| L

® Azure Container Instances?| runC ® Azure Container Instances?| runC

version

: 1.0.0-rc10 (2020)

ERSION:
1.86.8-rcl1a

version
: 1.0.0-rc2 (2016)
= 2 F|ofst 2E0|Lf 2 24

runc version (1.8.8-rc2

ommit: dc9288a3383ifeefsb3830F4323dobeb3cdfeaddd

commit: 9df8b386d0lf59d3a86029beldlldedlsb730Uddaf
cpec: 1.8.1-dev

spec: 1.8.8-rc2-dev

.
Serverless Vulnerabilities Analysis
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Azure Container
Instances F|2F8 £4

» AzureEscape

- 20214 o9 mjjX|=l Azure
Container Instances Z|2fA

- CVE-2019-57362 &8%!
ZiE|o] o]23 0| &

1) “https://blog.aquasec.com/azurescape- - ' . . .
azure-container-instances”, aqua ubuntu@®ip-172-31-92-81:~/whoc/csp_stash$ ./aci_container_runtime -v

- runc version 1.0.0-rc2
2)  https://unit42.paloaltonetworks.com/az commit: 9df8b306d01f59d3a8029be411de@15b7304dd8f
ure-container-instances/, unit42
spec: 1.0.0-rc2-dev

Serverless Vulnerabilities Analysis



I Azure Container Instances Escape F 28 A X 74: 57| o|42| container, gitRepo mount

571 0]4t2| Container A4 gitRepo mount ArE

= 3: https://github.com/GroomPang/Research/blob/main/ACI POC/poc.sh 2 3: https://github.com/GroomPang/Research/blob/main/ACI POC/test.yaml



https://github.com/GroomPang/Research/blob/main/ACI_POC/test.yaml
https://github.com/GroomPang/Research/blob/main/ACI_POC/poc.sh

Azure Container Instances - Container Escape

Azure Container InstancesQI Container Escape 2’3 (1) : create malicious container

test.yaml
\

@ gitRepo mount
\_ /) @malicious container
AH A
oo
OR —
test.yaml | az container create -g group_name -n
| aci_name -f ./test.yam!

runjivu/hubrepo:5736 - - -
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@ docker image

A9 QA https://www.youtube.com/watch?v=mgoc90JPjOw



https://www.youtube.com/watch?v=mgoc90JPjOw

Azure Container Instances2| Container Escape 2§ (2): container escape

® Listen to the port 2345 at your IP address
<

@ Connect(Reverse Shell): Accessing worker node

A1 QA https://www.voutube.com/watch?v=mgoc90JPjOw
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https://www.youtube.com/watch?v=mgoc90JPjOw

Master Node Node

Azure Container AP « az container exec
I nces $I<ll:§'|| _E_*_-II az container exec

API Server <
Bridge pod ~ az container exec
> ACI L ot -
f”’wN\‘~
.. . = Ex ¢// i ~\~‘*~
> malicious container= OOH Jexec]... =" [exec/...i Sl [exec].
container escape i
- A — _,,'_/’_ S — .L ______ —— :~;‘ ________
> O|Z &¢f, worker node &¢! ' P B v i s i
: kubelet : kubelet : kubelet
I I I
I I I
I I I
I I I
I I I
X I X
I | | pod
I | 1| !
I || 1| |
Worker Node #1 Worker Node #2 Worker Node #3
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Azure Container Instances Container Escape

B BrwOOK@UBUNLY: ~/aZUre/Woo 104X58 . root@ip-172-31-11-206: /home/ubuntu 105x58
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O 3

Azure Container Instances Log Modification

[ 1804 - VMware Workstation

file Edit View VM Tabs Help

18.04
Activitles ™ x-terminal-emulator v Frl 06:27

root@ip-172-31-11-206: /home /ubuntu/fopp
root@ip-172-31-11-206: fhome/ubuntu/app 121x44

s
S
=
W
»

B56914a6-dec2-11ec-9d1e-002248057bd

To return to your computer, move the mouse pointer outside or press Ctrl+Alt - . . | |
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1)

“https://www.microsoft.com/en-

us/msrc/pentest-rules-of-engagement”,

MSRC
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=. Microsoft | MSRC  Reportanissue v  Customer guidance v Engage ~~ Whoweare v Blogsw  Acknowledgments All Microsoft ~  Search O Sign in

Penetration Testing Rules of

Engagement

Microsoft Cloud

INTRODUCTION AND PURPOSE

This document describes the unified rules (“Rules of Engagement”) for customers wishing to perform penetration tests against their Microsoft Cloud (defined below) components. In many cases, the Microsoft
Cloud uses shared infrastructure to host your assets and assets belonging to other customers. Care must be taken to limit all penetration tests to your assets and avoid unintended consequences to other
customers around you. These Rules of Engagement are designed to allow you to effectively evaluate the security of your assets while preventing harm to other customers or the infrastructure itself.

All penetration tests must follow the Microsoft Cloud Penetration Testing Rules of Engagement as detailed on this page. Your use of The Microsoft Cloud, will continue to be subject to the terms and

conditions of the agreement(s) under which you purchased the relevant service. Any violation of these Rules of Engagement or the relevant service terms may result in suspension or termination of your

account and legal action as set forth in the Microsoft Online Service Terms. You are responsible for any damage to the Microsoft Cloud and other customers data or use of the Microsoft Cloud that is caused
by any failure to abide by these Rules of Engagement or the Microsoft Online Service Terms.

e Attempt to break out of a shared service container such as Azure Websites or Azure Functions.
However, should you succeed you must both immediately report it to Microsoft and cease digging
deeper. Deliberately accessing another customer’s data is a violation of the terms.
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@ Create report

% Microsoft MSRC ‘ Researcher Portal
[ @ Comms Hub is now live! Visit our blog to learn more.
My vulnerability reports
®
Q Al Pending Reviewing Developing ~ Complete Additional Info Needed
(= Status ® Bounty Created On Last modified | Report ID Case Number Security Impact Reported Products -
202149 122 9 2= 20219 122 9Y 2= VULN-058369 Elevation Of Privilege Azure

New

Title/Short description

Serverless Vulnerabilities Analysis




I Microsoft Azure Container Instances Escape &2 M E: MSRC
GENERAL AWARDS

Security Impact Report Quality Severity
Critical Important Moderate Low

High $40,000 $30,000

Remote Code Execution Medium $20,000 $20,000 $0 $0
Low $10,000 $10,000
High $40,000 $10,000

Elevation of Privilege Medium $30,000 $4,000 $0 $0
Low $20,000 $2,000
High $12,000 $7,500

Information Disclosure Medium $6,000 $3,000 $0 $0
Low $4,500 $1,500

High $3,000
Case assessment for bounty award

Your bounty award is determined by the severity, security impact and report quality. For more information, please review the specific program information on the Microsoft Bounty
Programs page. If you have any questions about the security impact or severity assessment, or have any additional information to share, please respond to this email case thread to discuss with
your case manager. Please do not alter the subject line when responding.

Your caseD has the following assessment:

» Severity: Important
» Security Impact: Remote Code Execution

If you log into the MSRC Researcher Portal, you can track your case progress and bounty award status.
1) “https://www.microsoft.com/en-us/msrc/bounty-microsoft-azure”, MSRC
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