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Genomic Data & Privacy

Risks & opportunities

e \Why do we need a lot of data for understanding genomic variation in health and
disease”

® Data sharing protocols ...
» GA4GH Beacon

® Breaking data privacy

» Different types of (genomic) privacy attacks
» Beacon attacks and mitigation

» DTC and Longe-range familial attacks

e Regulation of genome data production & access in Switzerland

® Some strategies for enabling genomic data sharing & re-use
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Finding Somatic Mutations In Cancer

Many Needles in a Large Haystack

| Population of
A Cancer Genome A Typical Genome 2 504 people

» a typical human genome (~3 billion

base pairs) has ~5 million variants
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Origin of Variants

Class of Variants

* most of them are "rare”; i.e. can 3.5 - 4.3 84.7M
: . _ 550 — 625K 3.6M
only be identified as recurring 212K 60K
. Somatic | ~50 88.3M
when sequencing thousands of | — 4.1-5M

people

* cancer cells accumulate additional
variants, only few of which
("drivers") are relevant for the
disease

Driver (~0.1%)

Prevalence of Variants

Rare* (1-4%)

Rare

| ,

~75%) | i

* Variants with allele frequency < 0.5% are considered as rare variants in 1000 genomes pror i

The 1000 Genomes Project Consortium, Nature. 2015. 526:68-74
Khurana E. et al. Nat. Rev. Genet. 2016. 17:93-108

Graphic adapted from Mark Gerstein (GersteinLab.org; @markgerstein)
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CANCERS SHOW THOUSANDS OF SINGLE NUCLEQTIDE
VARIANTS PER SAMPLE, MOSTLY IN NON-CODING REGIONS

Pan-Cancer Analysis of Whole Genomes (PCAWG) data show widespread mutations

in non-coding regions of cancer genomes (Khurana et al., Nat. Rev. Genet. (2016)

Quantifying Somatic
Mutations In Cancer
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WIDESPREAD SOMATIC VARIANTS IN CANCER
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On average ~19% of a cancer genome are in an imbalanced state (more/less than 2 alleles);
Original data based on 43654 cancer genomes from progenetix.org
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200+ Genomic Data Initiatives Globally

Clinical/Genomic
Medicine

Research National Cohorts

gadgh.org



biobank’
WHOLE GENOME SEQUENCING DATA ST

ON 200,000 UK BIOBANK PARTICIPANTS
ARE NOW AVAILABLE FOR RESEARCH USE

5 PETABYTES OF WGS DATA

This dataset represents the
world’s largest single release of
Whole Genome Sequencing data

When combined with the extensive amount of lifestyle,
biochemical and health outcome data already held for
the participants in UK Biobank, it wull enable researchers

etter understand the role of genetics for health
outcomes and to advance drug c discover / ,uu JeveL) opment
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Why Is
population
representation
needed?

¢ types and prevalences

Comparison of PIK3CA Mutation
- Prevalence in Breast Cancer Across Predicted
Ancestry Populations

Jessica W. Chen, PhD!; Karthikeyan Murugesan, MS?; Justin Y. Newberg, PhD?; Ethan S. Sokol, PhD?; Heidi M. Savage, BA’;
Thomas J. Stout, PhD?; Sophia L. Maund, PhD?; and Katherine E. Hutchinson, PhD?

JCO Precision Oncology no. 6 (2022) e2200341. Published online November 29, 2022.
PMID: 36446041 | DOI: 10.1200/P0O.22.00341

PURPOSE Understanding the differences in biomarker prevalence that may exist among diverse populations is
invaluable to accurately forecast biomarker-driven clinical trial enrollment metrics and to advance inclusive
research and health equity. This study evaluated the frequency and types of PIK3CA mutations (PIK3CAmut)
detected in predicted genetic ancestry subgroups across breast cancer (BC) subtypes.

METHODS Analyses were conducted using real-world genomic data from adult patients with BC treated in an
academic or community setting in the United States and whose tumor tissue was submitted for comprehensive
genomic profiling.

RESULTS Of 36,151 patients with BC (median age, 58 years; 99% female), the breakdown by predicted genetic
ancestry was 75% European, 14% African, 6% Central/South American, 3% East Asian, and 1% South Asian.
We demonstrated that patients of African ancestry are less likely to have tumors that harbor PIK3CAmut
compared with patients of European ancestry with estrogen receptor—positive’human epidermal growth factor
receptor 2-negative (ER+/HER2-) BC (37% [949/2,593] v 44% [7,706/17,6371; q = 4.39E-11) and triple-
negative breast cancer (8% [179/2,199] v 14% [991/7,072]; q = 6.07E-13). Moreover, we found that
PIK3CAmut were predominantly composed of hotspot mutations, of which mutations at H1047 were the most
prevalent across BC subtypes (35%-41% ER+/HER2- BC; 43%-61% HER2+ BC; 40%-59% triple-negative
breast cancer).

CONCLUSION This analysis established that tumor PIK3CAmut prevalence can differ among predicted genetic
ancestries across BC subtypes on the basis of the largest comprehensive genomic profiling data set of patients
with cancer treated in the United States. This study highlights the need for equitable representation in research
studies, which is imperative to ensuring better health outcomes for all.

of somatic variations
may vary on different
ancestral backgrounds

e relevant e.g. for design
of variant panels, drug
selection and clinical
trial statistics

JCO Precis Oncol 6:e2200341. © 2022 by American Society of Clinical Oncology
Creative Commons Attribution Non-Commercial No Derivatives 4.0 License @@@@

Key Objective

As both biomarker-driven precision medicine trials and calls for diversity in clinical trials become increasingly common,
accurate assessment of biomarker prevalence is critical for informing study enrollment metrics. In this study, we in-
vestigated the variation in the frequency and spectrum of PIK3CA mutations in breast cancer (BC) across predicted genetic
ancestry subgroups.

Knowledge Generated

Patients of African ancestry are less likely to have tumors that harbor PIK3CA mutations compared with patients of European
ancestry with estrogen receptor—positive/human epidermal growth factor receptor 2—negative BC and triple-negative BC.
However, across predicted genetic ancestry groups, the most frequently observed PIK3CA mutations were generally similar
and most, but not all, are able to be identified using commercially available polymerase chain reaction—based assays.

Relevance

This study highlights the need to systematically assess biomarker prevalence in historically under-represented populations to
increase confidence in the generalizability and translatability of clinical trial outcomes to the population at large.
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Limited Population Diversity in Cancer Studies

I/White  [JAmerican Indian Cell lines and models Biobanking
[]African [ Pacific Islander
[JAsian  [Other
[JHispanic [ Not available
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Human population according
to United Nations

Drug development

Figure 1. Racial/Ethnic disparities in cancer research. Racial/ethnic inclusion was studied in several aspects of
oncological research, from cell lines and patient-derived xenografts to biobanking, genomics and clinical trials.

Guerrero S, Lopez-Cortés A, Indacochea A, et al. Analysis of Racial/Ethnic Representation in Select
Basic and Applied Cancer Research Studies. Sci Rep. 2018;8(1):13978.

Publication Landscape of Cancer CNV Profiling

Publication statistics for cancer genome screening studies. The graphic
shows our as- sessment of publications reporting whole-genome
screening of cancer samples, using molecular detection methods
(chromosomal CGH, genomic array technologies, whole exome and
genome sequencing).

For the years 1993-2018, we found 3'229 publications reporting 174'530
Individual samples in single series from 1 to more than 1000 samples. Y-
axis and size of the dots correspond to the sample number; the color
codes indicate the technology used.
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When Dr. Anil Kapoor was diagnosed with stage four
colon cancer in January his prognosis was positive,
and his family was hopeful treatment would buy him
several more years.

Toronto - GO PUBLIC

This commonly prescribed cancer drug was
supposed to help save this doctor’s life. Instead, it

killed him
But weeks later’ the 58_year_0|d Burllngton, Ont" Some provinces pre-screen patients at risk of toxic reactions, but experts say tests
resident was dead — killed not by the cancer, say don't go far enough @&CBC
" Rosa Marchitelli, Jenn Blair - CBC News -
doctors, but by the Commonly preSC”bed cancer « P Posted: Nov 27, 2023 4:00 AM EST | Last Updated: November 28 NEWS

drug Fluorouracil (5-FU) that was supposed to help
save his life.

| ¥
. »
-t =’ - ‘ | t
Studies favour white populations: expert = N ‘g".’ B .ﬁ
\ -

Anil was pre-screened and got the all clear to receive
the drug.

Three weeks later, on Feb. 28, Anil died. More testing
later revealed he had a genetic variant that wasn't
included in the pre-screening.

Anil (Monty) Kapoor died on Feb. 28 after being prescribed a cancer drug that was toxic to him. From left,
brothers Dr. Vimal (Scott) Kapoor, Dr. Sunil Kapoor and Anil's son, Akshay Kapoor. (Keith Burgess/CBC)

www.cbc.ca/news/canada/toronto/cancer-drug-5fu-genetic-variant-testing-1.7039145




How Many Genomes?

O Vs O X

RESEARCH HEALTHCARE CLINICAL TRIALS COHORTS

60M individuals 2.7-3M individuals 140M individuals
132.5M sequences

gadgh.org




Global Genomic Data Sharing Can...
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Collaborate. Innovate. Accelerate. ABOUT US ~ HOW WE WORK ~ GA4GH TOOLKIT ~ NEWS & EVENTS ~ BECOME A MEMBER CONTACT US ~

Enabling genomic data sharing for the
benefit of human health

The Global Alliance for Genomics and Health (GA4GH) is a policy-
framing and technical standards-setting organization, seeking to

enable responsible genomic data sharing within a human rights

framework

Genomic Data @ Regulatory & Ethics N
Toolkit Toolkit

VIEW OUR LEADERSHIP MORE ABOUT US BECOME A MEMBER

Data Security
Toolkit




A federated data ecosystem. To share genomic data globally, this approach furthers
medical research without requiring compatible data sets or compromising patient identity.

S ATTTATCTGCTCTCGTTG
\ L GAAGTACAAAAT T CATRART = @
||| e GETATCCACAARRTCTETAG o< e et e
.' By enomics ramework for rivacy an
g CTAGTGTCCCATCTATTT ' Responsible Sharing Security Policy
v of Genomic and
Health-Related Data J
7 v v
72 N 72 KX
Matchmaker BRCA Other International
i Exchange Challenge Data-Sharing Projects
‘Zg' 2 § Data are organized, secured, and made
§ 5 § accessible through federated use of GA4GH tools
O o o o o o

---------------------------

GENOMICS e .’ joermsenemesasnnsnesnsnsd ........ . , ................. .

A federated ecosystem for
sharing genomic, clinical data

Silos of genome data collection are being transformed into
seamlessly connected, independent systems

................

The Global Alliance for Genomics SCIENCE 10 JUNE 2016 « VOL 352 ISSUE 6291
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Beacon

A Beacon answers a query for a specific genome
variant against individual or aggregate genome
collections
YES | NO | \O
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Have you seen this variant”?
it came up In my patient
and we don't know if this Is
a common SNP or worth

following up.

A Beacon network federates
genome variant queries
across databases that
support the Beacon API

N\ )

Here: The variant has
been found In few
resources, and those
are from disease
specific collections.



it Global Alliance

Global Alliance “Beacon” - Jim Ostell, NCBI, March 7, 2014 ¥ for Genomics & Health

Introduction

... | proposed a challenge application for all those wishing to seriously engage in international data sharing for human genomics. ...
1. Provide a public web service

2. Which accepts a query of the form “Do you have any genomes with an “A” at position 100,735 on chromosome 3?”

3. And responds with one of “Yes” or “No” ...

“Beacon” because ... people have been scanning the universe of human research for signs of willing participants in far reaching data sharing, but ... it
has remained a dark and quiet place. The hope of this challenge is to 1) trigger the issues blocking groups ... in way that isn’t masked by the ...
complexities of the science, fully functional interfaces, and real issues of privacy, and to 2) in short order ... see real beacons of measurable signal ...
from at least some sites ... Once your “GABeacon” is shining, you can start to take the next steps to add functionality to it, and finding the other groups
... following their GABeacons.

Utility
Some have argued that this simple example is not “useful” so nobody would build it. Of course it is not the first priority for this application to be

scientifically useful. ...intended to provide a low bar for the first step of real ... engagement. ... there is some utility in ...locating a rare allele in your
data, ... not zero.

A number of more useful first versions have been suggested.

1. Provide frequencies of all alleles at that point A "| would personally recommend all those e held for
2. Ask for all alleles seen in a gene region (and more elaborate versions of this) > version 2, when the beacon becomes a service."
3. Other more complicated queries Jim Ostell, 2014

»

Implementation

1. Specifying the chromosome ... The interface needs to specify the accession.version of a chromosome, or build number...
2. Return values ... right to refuse to answer without it being an error ... DOS attack ... or because ...especially sensitive...
3. Real time response ... Some sites suggest that it would be necessary to have a “phone home” response ...
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Beacon

A Beacon answers a query for a specific genome
variant against individual or aggregate genome
collections
YES | NO | \O
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Genome Beacons
Compromise
Security?

Querying for thousands of
specific SNV occurrences in a
genomic data pool can identify
iIndividuals in an anonymized
genomic data collection

Sta

nford researc

Al

oer

omic data-sh

SO

entity potential security hole in

arl

g

network

Hackers with access to a person’s genome might find out if that genome is in an
international network of disease databases.

elaapple] Sharing genomic information
among researchers is critical to the
advance of biomedical research. Yet
genomic data contains identifiable
information and, in the wrong
hands, poses a risk to individual
privacy. If someone had access to your genome
sequence — either directly from your saliva or

other tissues, or from a popular genomic

information service — they could check to see if
you appear in a database of people with certain
medical conditions, such as heart disease, lung

cancer or autism.

Work by a pair of researchers at the Stanford
University School of Medicine makes that genomic

Stanford researchers are working with the
Global Alliance for Genomics and Health to
make genomic information in the Beacon
Project more secure.

Science photo/Shutterstock

data more secure. Suyash Shringarpure, PhD, a

postdoctoral scholar in genetics, and Carlos Bustamante, PhD, a professor of genetics, have

demonstrated a technique for hacking a network of global genomic databases and how to prevent it.
They are working with investigators from the Global Alliance for Genomics and Health on implementing
preventive measures.

The work, published Oct. 29 in The American Journal of Human Genetics, also bears importantly on the
larger question of how to analyze mixtures of genomes, such as those from different people at a crime

scene.



The American Journal of Human Genetics 97, 631-646, November 5, 2015

GENOMIC PRIVACY

IDENTIFICATION OF INDIVIDUALS FROM MIXED COLLECTIONS USING RARE ALLELES

Privacy Risks from Genomic Data-Sharing Beacons
Suyash S. Shringarpure!.* and Carlos D. Bustamante!.*

The human genetics community needs robust protocols that enable secure sharing of genomic data from participants in genetic research.
Beacons are web servers that answer allele-presence queries—such as “Do you have a genome that has a specific nucleotide (e.g., A) at a
specific genomic position (e.g., position 11,272 on chromosome 1)?”—with either “yes” or “no.” Here, we show that individuals in a bea-
con are susceptible to re-identification even if the only data shared include presence or absence information about alleles in a beacon. Spe-
cifically, we propose a likelihood-ratio test of whether a given individual is present in a given genetic beacon. Our test is not dependent on
allele frequencies and is the most powerful test for a specified false-positive rate. Through simulations, we showed that in a beacon with
1,000 individuals, re-identification is possible with just 5,000 queries. Relatives can also be identified in the beacon. Re-identification is
possible even in the presence of sequencing errors and variant-calling differences. In a beacon constructed with 65 European individuals
from the 1000 Genomes Project, we demonstrated that it is possible to detect membership in the beacon with just 250 SNPs. With just
1,000 SNP queries, we were able to detect the presence of an individual genome from the Personal Genome Project in an existing beacon.
Our results show that beacons can disclose membership and implied phenotypic information about participants and do not protect pri-
vacy a priori. We discuss risk mitigation through policies and standards such as not allowing anonymous pings of genetic beacons and
requiring minimum beacon sizes.

A B
1.00- 1.00-
0.75- 0.75-
Type
= Empirical
= Theory
) Type )
20.50 — Empirical 20.50 Relatedness
c = ‘Theory s —0.125
— 0.25
0.5
-1
0.25- 0.25-
0.00- 0.00-
2500 5000 7500 10000 1000 2000 5000 10000 20000 40000
Number of SNPs Number of SNPs

Figure 1. Power of Re-identification Attacks on Beacons Constructed with Simulated Data
Power curves for the likelihood-ratio test (LRT) on (A) a simulated beacon with 1,000 individuals and (B) detecting relatives in the simu-
lated beacon. The false-positive rate was set to 0.0S5 for all scenarios.

» rare allelic variants can e used to identify an individual (or her relatives) in a genome
collection without having access to individual datasets

» however, such an approach requires previous knowledge about the individual's SNPs



Information Leakage from
Functional Genomics Data

® many research studies contain
‘functional” genomics data, e.qg.
from expression analyses

® such (anonymized) data may have
lower protection levels than data
from dedicated genotyping studies

® With a non-noisy genome of
Interest, attackers can generate
iInkage scores to identify the best
match to the genomic profile

A Noisy attacked database D: Perfect information 1: B
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Figure 1. Functional Genomics Data De-anonymization Scheme with Perfect Genomes

(A) Anonymized functional genomics data from a cohort of individuals can be seen as a database D to be attacked, which contains functional genomics reads and
phenotypes for every individual in the cohort. The perfect information / about an individual can be the genome of an individual. After obtaining genotypes from the
functional genomics reads, the attacker scores each individual in the cohort based on the overlapping genotypes between the known individual’s genome and the
noisy genotypes called from functional genomics. These scores are then ranked and the top-ranked individual in the cohort is selected as the known individual.
See also Figure S1.

(B) gap values for the 1000 Genomes Project individuals in the gEUVADIS RNA-seq cohort. Red circles are the gap values obtained by linking a random set of
genotypes to the RNA-seq panel. gap values are also shown after adding false-positive genotypes to the genotype set of each individual in the database.

(C) The linking scores for each individual in the functional genomics cohort after the addition of genetically related individuals to the query, with and without the
query individual present in the database.

Gursoy et al., 2020, Cell 183, 905-917
November 12, 2020 © 2020 Elsevier Inc.
https://doi.org/10.1016/j.cell.2020.09.036



But genotyping itself is for professional labs, right?



Rapid re-identification of
human samples

We developed a rapid, inexpensive, and portable strategy to re-
identify human DNA using the MinlON. Our strategy requires only ~60
min preparation and 5-30 minutes of MinlON sequencing, works with

low input DNA, and enables familial searches using Direct-to-
Consumer genomic reference datasets. This method can be
implemented in a variety of fields:

Forensics O Clinic Cell line

Identification of abandoned Clinics procces many samples, Identlﬁcatlon
meterial using DNA either for analysis or, for Cross contamination of cell lines
fingerprinting is a common example, organ donations. in science is a major problem. It
practice. The main challange These samples are DNA results in unreproducible data,
currently being: time. Our fingerprinted to prevent sample and clinical trails based on
method allows rapid sample mix-up mistakes. Our method inaccurate findings. This
preparation at the crime scene can be implemnted in the clinic oroblem costs billions of dollars
(see movie). We envision that the for rapid sanitiy-check of all per year. We envision labs can
method can be adopted in the incoming samples.

adopt our identification method

The MinlON (Oxford Nanopore)
Source: Sophie Zaaijer
adopted in border control to https://medium.com/neodotlitfe/nanopore-6443c81d76d3

field for rapid checks, after a to ensure the purity of the cell

mass disaster, and can be line, and detect contamination.

fight human traffacking.


https://medium.com/neodotlife/nanopore-6443c81d76d3

MinlON bv Oxford Nanopore Bento Lab
Technologies

DEMOCRATIZING DNA FINGERPRINTING

Sophie Zaaijer, Assaf Gordon, Robert Piccone, Daniel Speyer, Yaniv Erlich, 2016
ddf.teamerlich.org

K
% ' ‘ l The MinlON is the smallest DNA
a e sequencer currently around. Its the
M size of a Mars bar, and can be simply The Bento lab is a miniature lab with a
" : . g plugged into a laptop with a USB3.0 centrifuge, thermocycler and a
a : . port. electrophoresis compartment.
= For more information about the MinlON please For more information about the Bento-lab please

o) click: click:

Oxford Nanopore Technologies Bento Lab
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DNA sequencing for identification/fingerprinting soon
“commodity” technology (in contrast with
technological/data challenges in “precision medicine”)



Typical Data Scopes in Genomics (Research) Collections

Biomedical and procedural "Meta"data types

® Diagnostic classitication

® mapping text-based cancer diagnoses to standard classification systems

® Provenance data

® store identifier-based pointers

® geographic attribution (individual, biosample, experiment)
e Clinical information

® core set of typical cancer study values:

= stage, grade, followup time, survival status, genomic sex, age at diagnosis

® palance between annotation effort and expected usability

progenet i X



Routes for breaching
and protecting genetic opiaien
privacy .

.-ccgs_s tqD Yes

of relatives?

Is the target
known?

Try again

s Access to DNA
The map contrasts different scenarios, such as “ekaald
identifying de-identified genetic data sets, revealing
an attribute from genetic data and unmasking of
data. It also shows the interdependencies between
the techniques and suggests potential routes to
exploit further information after the completion of one
attack. There are several simplifying assumptions

(black circles).

Identity
tracing
attacks

A single person

In certain scenarios (such as insurance decisions),
uncertainty about the target's identity within a small
group of people could still be considered a success
(assumption 1). For certain privacy harms (such as
surveillance), identity tracing can be considered a
success and the end point of the process
(assumption 2). The complete DNA sequence is not
always necessary (assumption 3).

Attribute disclosure
attacks using DNA

No

Yaniv Erlich & Arvind Narayanan. Nature Reviews Genetics 15, 409-421 (2014)

Nature Reviews | Genetics



“We're an Information economy. [hey teach you that
N school. What they don't tell you Is that it's
impossible to move, to live, to operate at any level
without leaving traces, bits, seemingly meaningless
fragments of personal information. Fragments that
can be retrieved, amplified . . .”

—William Gibson in "Johnny Mnemonic" (1986)



Genomes
Privacy
Society




Gattaca (1997)

A genetically inferior man assumes the
identity of a superior one in order to
pursue his lifelong dream of space travel.

® genetic determinism

» main character has been determined to be

unsuitable for complex jobs based on
genetic analysis

® genetic identification

» the use of genetic sampling for personal
identification is daily routine

With information from https://www.imdb.com/title/tt0119177/
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Direct to Consumer DNA Analyses

Population Background, Family Trees, Traits & Disease Risks...

Best DNA test kits on sale for Cyber

By the numbers Monday 2023
gy & 2006 12M+
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Letzte Chance DNA- ' . | out to make DNA DNA kits we've
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© MyHeritage DNA
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DTC Genomics

Direct-to-Consumer Genomic Testing

® family ancestry or genealogy

» >/Mill customers in 2018 at ancestry.com

® DNA-based health & traits information

<»iancestry
23andiVle®

€D MyHeritage

https://blogs.cdc.gov/genomics/2017/04/18/direct-to-consumer-2/

» disease risk
» carrier status

» lifestyle information

® participation In large cohort studies
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You’ve always known you're unique. Now learn just how unique
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Whole Genome Sequencing is the only (and last) DNA screening
that you need. This at-home screening gives you clinical-grade
results and provides you with ultra-personalized insights that can

help you live a healthier life. Featured Trending Free
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Learn more about what you can learn with these reports:
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Right to Know?

Dealing with "non-actionable"
genomic predictions

® diagnostic and direct to consumer
genetic tests may provide risk
predictions for disease susceptiblility

® Mmost will be non-deterministic, non-
actionable, and usually be associated
with a very low absolute risk - but
heritable

® Understanding such "prognostications” Is
challenging & potentially fraught with
errors - and opens the door to services

VAMTY FAIR

EXCLUSIVE

Chris Hemsworth
Changed His Life After
an Ominous Health
Warning

In an exclusive sit-down with Janity Fair, the actor discusses
movies, the future of Thor, his businesses, fatherhood, and how a
genetic predisposition for Alzheimer’s alters everything.

BY ANTHONY BREZNICAN

222222222222222

...His makeup includes two copies of the gene APOE4, one from his
mother, the other from his father, which studies have linked to an
increased risk of Alzheimer’s disease. One in four people carry a single
copy of the gene, but only 2 to 3% of the population have both,
according to a 2021 study by the National Institutes of Health.

"For me, the positive of it was like, “Right, if I didn't know this
[Alzheimer's] information, I wouldn't have made the changes I made.”
I just wasn't aware of any of it, so now I feel thankful that I have in my
arsenal the sort of tools to best prepare myself and prevent things
happening in that way."

vanityfair.com/hollywood/2022/11/chris-hemsworth-exclusive-interview-alzheimers-limitless


https://www.nih.gov/news-events/nih-research-matters/study-reveals-how-apoe4-gene-may-increase-risk-dementia

EMILY MULLIN SCIENCE SEP 28B. 2823 7:88 AM

DNA Drives Help Identify Missing People. It’s a
Privacy Nightmare

Police are hosting events to collect DNA samples that can help solve missing persons cases. But
when people put their DNA in a commercial database, it can used for other purposes.
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https://www.wired.com/story/dna-drives-help-identify-missing-people-its-a-privacy-nightmare/
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Hi Michael,

Good news! We've discovered new DNA Matches for you.

e Commercial, "Direct to Customer" DNA analyses

are provided through independent sites and such
affiliated to genealogy services (MyHeritage,
Ancestry.com, 23andMe...)

Genealogy sites identify individuals with matching
haplotype blocks & provide a prediction about
degree of genetic relation

Law enforcement agencies (and who else”!) can
send individual SNP profiles (e.g. recovered from
evidence many years after a crime) using a Jane
Doe identity, to identify relatives of the suspect -
long range familial search

Long-Range Familial Searches

-~ - e |
m il JJ nurn l Helping Northeast Mississippi m!
a g a ”'mfﬂﬁﬁflﬁ‘}'ﬂﬁﬂ.ﬁim%lm “ETETe

842-2613 or djournal .com/subseri N L 3
hi e J

— auwsec Devaughn had never been a suspect until genetic genealogy put police
& eeomon ON his trail several months ago. Earlier this year, police sent the DNA
profile to Parabon, a private genetics company, to compare the
suspect's DNA sample to a public genealogy DNA database looking for
people with similar DNA profiles who might be kin to the suspect. That

eventually led authorities to look at Devaughn.

Rienzi man charged with 1990 Starkville
murder

By William Moore Daily Journal 15 hrs ago Comments

© Copyright 2018 Dally Journal, 1242°S Green St Tupelo, MS
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Attacks Associated With the Golden

Ehe New Nork Times State Killer

How a Genealogy Site Led to the Front T

Door of the Golden State Killer Suspect Ls, 3

Investigators used DNA from crime scenes that had been stored all

these years and plugged the genetic profile of the suspected assailant
into an online genealogy database. One such service, GEDmatch, said
in a statement on Friday that law enforcement officials had used its

database to crack the case. Officers found distant relatives of Mr. B
DeAngelo’s and, despite his years of eluding the authorities, traced Pacific Ocean > N i
their DNA to his front door. The New York Times, April 26, 2018 .

CALIFORNIA



Suspect in 1972 Murder Dies in Suicide
Hours Before Conviction

Detectives used genetic genealogy to connect [ (0
the killing of [N outside Seattle. He was charged last

year.

@ oo Ehe New Pork Eimes

Published Nov. 9, 2020 Updated Nov. 11, 2020

"A man who eluded homicide investigators in Washington State for nearly 50
years — until a DNA match on a coffee cup cracked the cold case — died in a
suicide on Monday just hours before a jury convicted him of murder, the
authorities said. ... Investigators used genetic genealogy, a process that
involved crosschecking DNA evidence — taken from a hiking boot worn by
Ms. yyyyy — with ancestry records to connect Mr. xxxxx to the unsolved

murder. ...

In 2008, the samples were sent to the Washington State Patrol Crime
Laboratory for DNA testing, but they did not return a match. ...

The breakthrough in the case came in 2018 when investigators, working with
Parabon NanoLabs, were able to put together a family tree of possible suspects
based on the semen sample found on the heel of the victim’s hiking boot. The

company uses DNA to help law enforcement agencies find genetic matches.

That’s when investigators began their surveillance of Mr. xxxxx, whom they
followed to a nearby casino and from whom they retrieved a coffee cup that he
had thrown in the garbage, the probable cause affidavit said. The DNA sample
was an exact match to the semen found on Ms. yyyyyy’s boot, the affidavit

said."

https://www.nytimes.com/2020/11/09/us/terrence-miller-suicide.html?referringSource=articleShare

Long-Range Familial Searches

Genealogy Sites Have Helped
Identify Suspects. Now They've
Helped Convict One.

A new forensic technique sailed through its first test in court,
leading to a guilty verdict. But beyond the courtroom, a battle
over privacy is intensifying.

By Heather Murphy ‘ k .
July 1, 2018 Ehe New York imes

"... Genetic genealogy — in which DNA samples are used to find relatives of suspects,
and eventually the suspects themselves — has redefined the cutting edge of forensic
science, solving the type of cases that haunt detectives most: the killing of a
schoolteacher 27 years ago, an assault on a 71-year-old church organ player, the rape and
murder of dozens of California residents by a man who became known as the Golden
State Killer.

But until a trial this month in the 1987 murder of a young Canadian couple, it had never
been tested in court. Whether genetic genealogy would hold up was one of the few

remaining questions for police departments and prosecutors still weighing its use, even

as others have rushed to apply 1t On Frlday, the jury returned a guilty verdict.

_" aid CeCe Moore, a genetic genealogist

- Whose workledf to the rrest 1n the murder case. “I think it will become a regular,

accepted part of law enforcement investigations.” ...

A forensic consulting firm, Parabon, offered to generate a predictive likeness using
DNA. This was not helpful either."

https://www.nytimes.com/2019/07/01/us/dna-genetic-genealogy-trial.html?referringSource=articleShare
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DNA Drives He|p |dent|fy Missing People, It's a A DNA drive planned for June in Massachusetts was
Privacy Ni ghtma re postponed in part because of privacy concerns raised by

, , o the state’'s American Civil Liberties Union. The
Police are hosting events to collect DNA samples that can help solve missing persons cases. But , . , . ,
when people put their DNA in a commercial database, it can used for other purposes. Middlesex COU-ntY District AttOfneY S Offlce, which was
sponsoring the event, planned to ask volunteers for DNA
samples in the form of cheek swabs. In return, people
would get a free genetic ancestry analysis from

FamilyTreeDNA.

Kade Crockford, director for the Massachussetts ACLU's
Technology for Liberty Program, says she worries about

\ potential future uses of consumer DNA databases, such

A \ as investigating people who have had abortions.

\ : “Someone in Massachusetts who provides their sample to

N \ a database, thinking it's going to be helpful to

\ { Massachusetts law enforcement, could be putting their
2! ;:(\;).;\ \é cousin or niece in a different state at risk of law

14%

2 X : enforcement accessing that information to investigate an
abortion crime,” she says. (In 2018, Georgia police
tracked down the mother of fetal remains found in
wastewater using DNA testing. A coroner determined
that the fetus was from a miscarriage.)

PHOTOGRAPH: GETTY IMAGES

NTTPS://wWww.wWlrea.com/storysana-arwes-neLp-waentity-missing-people-its-a-privacy-nightmare/


https://www.theverge.com/2018/5/10/17340666/dna-testing-georgia-fetus-codis-abortion-genetics-investigation
https://www.wrdw.com/content/news/Coroner-says-fetus-found-at-Waste-Water-Plant-481956771.html
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Fig. 1. Individual examples of HIrisPlex-based eye and hair color DNA prediction. Probability outcomes are provided for eye and hair color categories as obtained from
complete HIrisPlex SNP profiles [50] using the enhanced IrisPlex eye color and the enhance HIrisPlex hair color prediction models [25] (http://www.erasmusmc.nl/fmb/
resources/Irisplex_HIrisPlex/) for 12 individuals chosen with varying eye and hair colors. Eye and hair photographs are provided to allow visual phenotype inspection and
comparison with DNA predicted conclusions. Those probabilities that led to the eye and hair color conclusions are highlighted in grey based on the highest probability rule for
eye color and by using the HIrisiPlex hair color prediction guide described elsewhere [25,50]. Individual numbering is 1-6 on the left side and 7-12 on the right side. DNA-
based prediction conclusions are as follows 1: black hair and brown eyes, 2: dark brown/black hair and brown eyes, 3: dark brown/black hair and blue eyes, 4: brown/dark
brown hair and blue eyes, 5: brown/medium brown hair and brown eyes, 6: brown hair and brown eyes (likely with non-brown parts), 7: blond/dark blond hair and blue eyes,
8: blond hair and blue eyes, 9: blond/dark blond hair and blue eyes, 10: red hair and blue eyes, 11: red hair and brown eyes (likely with non-brown parts), and 12: red hair and
blue eyes.

Manfred Kayser. Forensic DNA Phenotyping: Predicting human appearance from crime scene material for investigative purposes. Forensic Science International: Genetics 18 (2015) 33—48



Phenotyping from DNA

From DNA to "Wanted" Posters?

® association of genomic variants with
phenotypic data collection

® while hair, eye color are easy targets not
useful for relevant phenotypic features
especially if large environmental component

® huge biases based on input/collection data

® Belgium and Germany do not allow forensic
DNA phenotyping

e Switzerland: Bundesrat decision on
2020-12-04 to allow phenotyping for law
enforcement purposes

Paragon Nanolabs Inc.

The Snapshot DNA
Phenotyping Service

Snapshot Prediction Results
Composite Profije

Model #1: Skin Color

(2.4)'S, + (~1.7)'S, + (0.6)'S,,

Model #2: Eye Color

(6.3)'S,s + (3.6)'S,, + (=7.1)*S,

Model #3: Hair Color

(7.4)'S,, + (4.3)'S + (1.4)'S,,

Snapshot Models

"When the New York Times ran an informal test of the Parabon system with one of its reporters,

it failed badly." (ACLU.org)

P Blind Testing and Evaluation of a Comprehensive
% AEARN DNA Phenotyping System

Rachel Wiley', Xiangpei Zeng’, 80bby Larue’, Iln M ﬁ[gy}a , Steven Armentrout Bruce Budowle'*
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http://www.nytimes.com/2015/02/24/science/dna-generated-faces.html

DNA & Law Enforcement

Legal minefields, hard to avoid?

e " .when police in Edmonton, Canada, released a suspect’s image, the
crude graphic ... came from the suspect’s DNA."

® " .every time a family member sends in their swab, they’'re sending in
your data too..."

® ' .many players in this growing movement offer to translate our genetic
code into phenotypes (that is, observable features like eye color), often
with scant commitment to scientific accuracy...”

® " .\eering into pseudoscience, they are a modern sales pitch for the
ong-discredited phrenology of the past. They wrongly treat race as a
piological fact, rather than the social construct that it is. And in the
orocess, they open all the flaws of facial recognition to new realms..."

e " .we first have to change our focus from preventing DNA collection to
preventing misuse and managing access..."

® "The answer is simple: Ban DNA searches ... beyond the types of one-
to-one DNA tests that are subject to judicial oversight..."

Gops Might Alreacy Have Your DNA, Without
Your Gonsent

| FAREWELL PRIVACY |

We’ve entered the era of genetic surveillance and nothing—not even our own cells —is off-limits.

Albert Fox Cahn @ Ayesha Rasheed

Published Nov. 14, 2022 4:51AM ET

“The unchallenged expansion of DNA
collection and law enforcement misuse
of the data has also spurred a surge in

ONA surveillance startups.”

thedailybeast.com/cops-might-already-have-your-dna-without-your-consent



The Swiss Way




Genomic Data & Privacy Protection - The Swiss View E£'3

Relevant areas

® Medical treatment (Federal Act on Human Genetic Testing, HGTA)
e Human Research (Human Research Act, HRA)
® [ests other than for medical purposes (new in the HGTA from 2021 on)

e | aw enforcement (Federal Act on the Use of DNA Profiles in Criminal
Proceedings and for ldentitying Unidentified or Missing Person, DNA Profiles Act)

e Data protection (Data Protection Act, DPA)

Content provided by Julian Mausbach | Oberassistent fir Strafrecht und Strafprozessrecht



Law's View on Modern Medicine

(Ordonnances |

(Ordonnances |

e How do we handle the growing overlap area?

= Unclear; current legislative movement:
HRA will relate more to HGTA in the future

HGTA : Federal
Act on Human
Genetic Testing

HRA: Human
Research Act

Content provided by Julian Mausbach | Oberassistent fir Strafrecht und Strafprozessrecht



2021 Data Protection Act

Art. 5 Definitions
The following definitions apply in this Act:

a. personal data: all information relating to an identified or identifiable natural person;
b. data subject: natural person whose personal data is processed;

c. sensitive personal data:

1. data on religious, ideological, political or trade union-related views or activities,

2. data on health, the intimate sphere or the racial or ethnic origin,

3. genetic data,

4. biometric data which unequivocally identifies a natural person,

Therewith Genetic Data is always sensitive data, and especially Art. 6 Principles of data processing and High-risk profiling: profiling
which involves a high risk to the personality or fundamental rights of the data subject, as it creates a pairing between data that enables an
assessment of essential aspects of the personality of a natural person, needs to be considered deeper.

Content provided by Julian Mausbach | Oberassistent flr Strafrecht und Strafprozessrecht



ing

Ic Testi

Federal Act on Human Geneti

HGTA

HGTA new

medical field

outside the medical field

Investigated characteristics

medical relevant

especially protective values
characteristics

other characteristics

General Requirements

Non-discrimination, information and consent, right to information, right not to know,
avoidance of surplus information, protection of samples and genetic data, Circulation
concerning public advertising, state of science and technology, penal provisions

Initiation

Physician

Health professional (controlled
taking of samples)

Consumer (DTC)

Persons concerned

Persons with and without
capacity of judgement,

ONLY persons with Capacity of

ONLY persons with Capacity of

judgement judgement
pregnant woman (PND)
as a rule according to
Communication of surplus w
_ , P decision of the Not allowed Not allowed
information
person concerned

subject to authorization subject to authorization

Laboratory (cyto and molecular genetic (cyto and molecular genetic not subject to authorisation

studies)

studies)

Employers and Insurance
Institutions

Studies and Recovery of
Results / Data only in regulated
exceptional cases

Prohibition to carry out
investigations and the
Recovery of Results / Data

Prohibition to carry out
investigations and the
Recovery of Results / Data




Verordnung
uber genetische Untersuchungen beim Menschen

(GUMV)

vom 23. September 2022 (Stand am 1. Dezember 2022) Dieser Text ist in Kraft
Der Schweizerische Bundesrat,

gestiitzt auf das Bundesgesetz vom 15. Juni 2018’ (iber genetische Untersuchungen beim
Menschen (GUMG) und
Artikel 8 Absatz 2 des Fortpflanzungsmedizingesetzes vom 18. Dezember 19982 (FMedG),

verordnet:

- (# Art. 3 Schutz von Proben und genetischen Daten
(Art. 6 Bst. cund 10 GUMG)

! Wer genetische Daten bearbeitet, muss sicherstellen, dass der Schutz der Daten insbesondere
vor unbefugter oder unbeabsichtigter Bekanntgabe, Veranderung, Loschung, Vernichtung oder
Erstellung von Kopien sowie vor Verlust gewahrleistet ist.

2 Der Schutz ist durch angemessene technische und organisatorische Massnahmen zu
gewahrleisten, insbesondere durch:

a. die Beschrankung der Bearbeitung der genetischen Daten auf diejenigen Personen, die
die Daten zur Erflllung ihrer Aufgaben bendtigen;

b. die Protokollierung aller zur Gewahrleistung der Ruckverfolgbarkeit massgeblichen
Bearbeitungsvorgange;

C. die sichere Ubermittlung genetischer Daten;

d. die Pseudonymisierung genetischer Daten, wenn sie in ein Land Ubermittelt werden,

dessen Gesetzgebung keinen angemessenen Schutz gewahrleistet.

3 Die Massnahmen sind anhand einer Risikoabschatzung und unter Berticksichtigung des Stands
der Technlk zu bestlmmen und zu aktuahsneren _
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4 Werden genetlsche Daten pseudonymmert und in ein Land ubermlttelt dessen Gesetzgebung j;
kelnen angemessenen Schutz gewahrleistet, so muss die betroffene Person im Rahmen ihrer '
&Aufklarung dariber informiert werden.
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2 Fiir die Erstellung von DNA-Profilen zur Klirung der Abstammung oder zur Identifizierung gilt
die Verordnung vom 14. Februar 20072 iiber die Erstellung von DNA-Profilen im Zivil- und im
Verwaltungsbereich (VDZV).
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Untersuchung

Erforderllcher Titel (x
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1. | Creutzfeldt-Jakob-Krankheiten, fatale familidare Insomnie,
Gerstmann-Straussler-Krankheit

2. | Familiar defektes Apolipoprotein B-100 X X

3. | Familidre Krebssyndrome; direkte oder indirekte Mutationsanalyse X
bei Pradispositionen fiir Karzinome, Sarkome, Lymphome,
Leukamien, neurogene, melanozytare oder embryonale Tumore

4. | Genetische Untersuchungen zur Typisierung von Blutgruppensowie x x X X
Blut- und Gewebemerkmalen im Rahmen der Abklarung einer
Erbkrankheit oder einer Krankheitsveranlagung

5. | Himochromatose, familiare; direkte Mutationsanalyse X X X X

6. | Hamoglobinopathien; direkte oder indirekte Mutationsanalyse bei X X
Thalassamien, Sichelzellanamie

Hamostasestorungen; direkte oder indirekte Mutationsanalyse bei

- (# Art. 61 Genetische Untersuchungen von pathologisch verandertem
biologischem Material bei Krebserkrankungen

! Genetische Untersuchungen von pathologisch verandertem biologischem Material, die bei
Krebserkrankungen durchgefihrt werden und nicht zur Abklarung von erblichen Eigenschaften
des Erbguts dienen, sind vom Geltungsbereich des GUMG ausgenommen, wenn aufgrund der
Zusammensetzung des untersuchten biologischen Materials und des gewahlten
Untersuchungsverfahrens davon auszugehen ist, dass keine Uberschussinformationen zu
erblichen Eigenschaften entstehen.

2 pathologisch verandertes biologisches Material bei Krebserkrankungen umfasst insbesondere:

a. pathologisch oder potenziell pathologisch veranderte Gewebe, Zellen oder
Korperflissigkeiten;
b. im Blut vorhandene pathologlsch veranderte Zellen oder deren Bestandtelle

% = < = > = = g =~
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3 Ist be| genetlschen Untersuchungen von pathologlsch verandertem biologischem Matenal d|e

# bei Krebserkrankungen durchgefiihrt werden und nicht zur Abklarung von erblichen
& Eigenschaften des Erbguts dienen, davon auszugehen, dass Uberschuss-informationen zu N
g erblichen Eigenschaften entstehen, so gelten die Artikel 3-5, 7-15, 27 und 56-58 GUMG. _ '




Data Ownership +

o \\ithin Switzerland, there is no coherent approach on ownership of data as such
(lout academic discussion is ongoing, if that is needed).

e Restrictions of usage and disclosure of data other than personal data mainly stem
from contractual relationships.

¢ [N the field of research this leads mostly to a data ownership by the research
institution.

Of course the restrictions of the different acts that are in the field need to be
respected (procuring data lawfully, consent for further use, etc.)

Content provided by Julian Mausbach | Oberassistent flir Strafrecht und Strafprozessrecht



Way forward...



The vision for genomic research: Federation of data
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Making Beacons Biomedical - Beacon v2

» Scoping queries through "biodata” parameters
» Extending the queries towards clinically ubiquitous variant formats

» cytogenetic annotations, named variants, variant effects

» Beacon queries as entry for data delivery

» Beacon v2 permissive to respond with variety of data types

- Phenopackets, biosample data, cohort information ...

» handover to stream and download using htsget, VCF EHRS
» Interacting with EHR standards

» FHIR translations for queries and handover ...
» Beacons as part of local, secure environments

» Authentication to enable non-aggregate, patient derived datasets
» ELIXIR AAlI with compatibility to other providers (OAuth...)
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5 w,-% Global Alliance o
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Have you seen deletions in The Beacon API v2
this region on chromosome 9 proposal opens the way

in Glioblastomas from a Beacon v2 API for the design of a

juvenile patient, in a dataset simple byt powerful
with unrestricted access? genomics API".
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Making Beacons Biomedical - Beacon v2

S\

» Scoping queries through "biodata” parameters
» Extending the queries towards clinically ubiquitous variant formats

> cytogenetlc annctaﬂons named vamants vamant effects

Definitely breaks the

. Beacon queries as entry for data dellvery : "Relative Security
» Beacon v2 permissive to respond with variety of data types | by Design"
- Phenopackets b|osamp|e data cohort mformahon ‘ Concept!

handover to stream and download usmg htsget \/CF EHRS

» Interacting with EHR standards

» FHIR translations for queries and handover ...
» Beacons as part of local, secure environments
» Authentication to enable non-aggregate, patient derived datasets

» ELIXIR AAl with compatibility

277wt Global Alliance
4 for Genomics & Health

to other providers (OAuth...)

EIM
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Human Rights Foundation
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= for Genomics & Health
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“Everyone has the right freely to partici

the cultural life of the community, to enj

“The Right to Science”

nate in

oy the

arts and to share in scientific advancement

and its benefits.”

“The Right to Recognition”

“Everyone has the right to the protection of the
moral and material interests resulting from any
scientific, literary or artistic production of which
he is the author.”

gadgh.org




Improving Data Privacy but Empowering Beneficial Use

Intersecting Areas of Development

® Make genomic (and functional) data "obfuscated"” for malicious use

» e.9g. spiking / randomization of variants in "not-disease"” loci

® access protection with defined user access using standardized protocols for users' roles and
permissions, In contrast to individual per user, per dataset access requests over data access
committees (DACs)

» digital "differential® consent using e.g. data use ontologies

® ntentional and unintentional (!) data providers have to be protected from abuse by legal
regulations - though thin line regarding "overzealous” use by law enforcement

® alternative solution for active consent

» encrypted wide-area networking solutions with managed access control (e.g. SPHN's BiomedIT) and limited access to
anonymized data (e.g. using the Beacon protocol with "handover” scenarios)

» (genomic) data ownership by the individual "data donors, together with strong privacy protection by law



The BioMedIT network

BioMedIT provides researchers with access to a secure and protected computing
environment for analysis of sensitive data without compromising data privacy

HOSPITALS, UNIVERSITIES, PLATFORMS

BioMedIT
analysis environment
SIS (ZH)
Q) e | 9

DCC* RESEARCHER
Core-IT (LS)

L -

*DCC: Data Coordination Center

A project of @SAMW ﬁ

Schweizerische Akademie der Medizinischen Wissenschaften
Académie Suisse des Sciences Médicales

ccccccc ia Svizzera delle Scienze Mediche SWiSS InStitUte Of
Swiss Academy of Medical Sc iences Bioinformatics | 04 . 02 . 2020
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Making Beacons Biomedical - Beacon v2

» Scoping queries through "biodata” parameters

» Extending the queries towards clinically ubiquitous variant formats
> cytogenetlc annotat|ons nanned vanants vanant effects Definitely breaks the

. Beacon queries as entry for data dellvery "Relative Security

- » Beacon v2 permissive to respond with variety of data types I by Design"
, o Phenopackets b|osannp|e data co”\ort |nfornnat|on ‘ Concept!

ownload usmg htsget VCF, EHRs

f) 'andovero stea__andc

Mitigation by
* Interacting with EHR standards T — tailored

g FHIR translat|ons for quenes and handover I | plementation and
Beacons as art of Iooal secure enV|ronments securlty practices

Authentloatlon to enable non- aggregate patlent derived datasets
}_ > ELIXIR AAI vv|th connpatlb|||ty to other prowders (OAuth ) '
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GAA4GH Passports 5 : e it

Communicating a user's data access authorizations

Source org Q = unspecified clients, additional services, protocols

GA4GH 2

- o)

@ Passport Visa Passport Visa Passport  |AA!spec Passport 2
a Assertion Issuer Broker Clearinghouse 8
Repository service service service 2

Passport Visa service @ @ @ @ B
1 o
Assertion <

T

(@)

S

=

=

@ = compliant service with GA4GH Passport and e = specified GA4GH AAI clients, services, protocols
GA4GH AAIl specs

e format to communicate a user's data access authorizations based on either their role (e.g. researcher), affiliation, or access status

e works together with the GA4GH Authentication and Authorization Infrastructure (AAl) OpenlD Connect Profile to streamline researchers'
data access over federated data access protocols

e pboth standards approved in Dec 2019 with early implementation by Google Cloud services and ELIXIR 2 Google Cloud EIM


https://www.ga4gh.org/ga4gh-passports/

Empowering Beacon use through Access Levels

Integrating permissions and discovery E’{Xf

AAI

Beacon Metadata Profiles

i, oy £
o o o
YES YES YES
- BRAC Exch ucsc ELIXIR-FI
p u b I Tos BRAC2 UCSC FIN-Agg
http://url.com http://url.com http://url
Origin Origin
_ / 1345 / 5000 1345 / 5000
‘ Diabetes Cohort FINRISK
‘ ClinSig
Do you have allele: T |

at position: 166226587
on: chromosome 27

CNOA;
RCh38:Chr2:16622658
D ; " >Gll;
"pathogenic";
"primary
erythromelalgia";

https://www.youtube.com/watch?v=LyfmvAs7LtQ&feature=youtu.be

controlled


https://www.youtube.com/watch?v=LyfmvAs7LtQ&feature=youtu.be

Information Leakage from
Functional Genomics Data

"Sanitize"...

in functional
= genomics BAM
maximize utility @ -E’

& —’ /

provide privacy — \ 5
5 8
3 2

sanitized BAM samples '
(PBAM)

GOAL

Jane's private stolen genome )
on a coffee cup linkage attack

e “functional” genomics data can be
sanitized by removing features enson o T O | e
which are not relevant for the i ‘
specific use cases

WHY?
¢

empirical utility of a pBAM

_ reference genome: ... ATCGGGCATCGCTAGCAACGAT...
1 BAM read: GCATCGCTATCAA
pBAM read: GCATCGCTAGCAA
ti

—_— » difference between biological replicates
difference between BAM and pBAM

® an example could be the
randomization of variant alleles Iin
datasets where variant call
specificity Is of minor concern

procedure

BAM pBAM

¥ 3 sl
f(x)  1(x) 8|

privacy - utility balance

HOW?
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gene expression level

Gursoy et al., 2020, Cell 183, 905-917
November 12, 2020 © 2020 Elsevier Inc.
https://doi.org/10.1016/j.cell.2020.09.036



Health Related Data & Privacy

Considerations when evaluating risks of data sharing

® |s the genetic condition outwardly visible”

® How severe Is it? (serious disease, penetrance, age of
ONSset)

® |s it associated with what could be considered to be
stigmatizing health information (e.g., associated with
mental health, reproductive care,
disability)?

® |s it familial (i.e., potential carrier status/reproductive
implications for family/relatives)”

® Does it provide information about the likely
geographical location of individuals”?

® Does it provide information about ethnicity that may
oe considered potentially stigmatizing information®

Sharing health-related data: a privacy test?

Stephanie OM Dyke', Edward S Dove” and Bartha M Knoppers'

Greater sharing of potentially sensitive data raises important ethical, legal and social issues (ELSI), which risk hindering and even
preventing useful data sharing if not properly addressed. One such important issue is respecting the privacy-related interests of
individuals whose data are used in genomic research and clinical care. As part of the Global Alliance for Genomics and Health
(GA4GH), we examined the ELSI status of health-related data that are typically considered ‘sensitive’ in international policy and data
protection laws. We propose that ‘tiered protection’ of such data could be implemented in contexts such as that of the GA4GH
Beacon Project to facilitate responsible data sharing. To this end, we discuss a Data Sharing Privacy Test developed to distinguish
degrees of sensitivity within categories of data recognised as ‘sensitive’. Based on this, we propose guidance for determining the
level of protection when sharing genomic and health-related data for the Beacon Project and in other international data sharing
initiatives.

npj Genomic Medicine (2016) 1, 16024; doi:10.1038/npjgenmed.2016.24; published online 17 August 2016

and of protection within predefined categories of

SHARING 2 The potential resulting harm from possible
PRIVACY re-identification of the data

[1=1) Individuals’ expectations with respect to the
data being shared

4
o

b

Figure 1. The three steps of a Data Sharing Privacy Test to
distinguish degrees of data sensitivity within categories of data
recognised as ‘sensitive.
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Modernizing Patient Consent

forward looking, transparent and technically feasible
regulations for enabling access to research material
and data while empowering patients

Generalkonsent: Eine einheitliche Vorlage soll
schweizweite Forschung erleichtern

Art des Forschungs-
materials

Personenbezug

Unverschliisselt
(identifizierend)

Verschlisselt

Anonymisiert

Biologisches Material und
genetische Daten

Information + Einwilligung in jedes einzelne
Forschungsprojekt

Information Uber Weiterverwendung fur
zukUnftige noch unbestimmte Forschungs-
projekte + Generalkonsent flr Forschungs-
zwecke

Genetische Daten: Information Gber
Weiterverwendung flr zukinftige noch
unbestimmte Forschungszwecke + Uber
Moglichkeit Weiterverwendung abzulehnen
> Widerspruchsrecht

Proben: Information zur Anonymisierung
> Widerspruchsrecht

Nicht-genetische Daten

Information Uber Weiterverwendung
fur zukUnftige noch unbestimmte
Forschungsprojekte + Generalkonsent
far Forschungszwecke

Information Uber Weiterverwendung far
zukUnftige noch unbestimmte Forschungs-
projekte + Uber Moglichkeit Weiterverwen-

dung abzulehnen > Widerspruchsrecht

Ausserhalb des Geltungsbereichs des HFG

@SAMW

—

Switzerland: Definition of a unified "Generalkonsent”, to provide a single framework
to manage permissions for access to patient derived material and related data

Consent Codes: Upholding Standard Data

Use Conditions

Stephanie O. M. Dyke'*, Anthony A. Philippakis?, Jordi Rambla De Argila®*, Dina

N. Paltoo®, Erin S. Luetkemeier®, Bartha M. Knoppers', Anthony J. Brookes®, J. e, g

. 7 8 8 9 ma: 10.11 27N Global Alliance
Dylan Spalding’, Mark Thompson®, Marco Roos”, Kym M. Boycott®, Michael Brudno™ ™" ', A For GaRamics & Healih
Matthew Hurles'?, Heidi L. Rehm?®'3, Andreas Matern'®, Marc Fiume'®, Stephen T. Sherry'® VP

Consent Codes

research and clinical care

Name | Abbreviation Description
Primary Categories (I”)
no restrictions NRES No restrictions on data use.
general research use and clinical care GRU(CC) For health/medical/biomedical purposes and other
biological research, including the study of population
origins or ancestry.
health/medical/biomedical HMB(CC) Use of the data is limited to health/medical/biomedical

purposes, does not include the study of population
origins or ancestry.

disease-specific research and clinical
care

DS-[XX](CC)

Use of the data must be related to [disease].

population origins/ancestry research

POA

Use of the data is limited to the study of population
origins or ancestry.

Secondary Categories (II”) (can be one or more extra condi

tions, in addition to I category)

other research-specific restrictions RS-[XX] Use of the data is limited to studies of [research type]
(e.g., pediatric research).

research use only RUO Use of data is limited to research purposes (e.g., does
not include its use in clinical care).

no “general methods” research NMDS Use of the data includes methods development
research (e.g., development of software or algorithms)
ONLY within the bounds of other data use limitations.

genetic studies only GSO Use of the data is limited to genetic studies only (i.e.,
no research using only the phenotype data).

Requirements

not-for-profit use only NPU Use of the data is limited to not-for-profit
organizations.

publication required PUB Requestor agrees to make results of studies using the
data available to the larger scientific community.

collaboration required COL-[XX] Requestor must agree to collaboration with the
primary study investigator(s).

return data to database/resource RTN Requestor must return derived/enriched data to the
database/resource.

ethics approval required IRB Requestor must provide documentation of local
IRB/REC approval.

geographical restrictions GS-[XX] Use of the data is limited to within [geographic
region].

publication moratorium/embargo MOR-[XX] Requestor agrees not to publish results of studies until
[date].

time limits on use TS-[XX] Use of data is approved for [x months].

user-specific restrictions US Use of data is limited to use by approved users.

project-specific restrictions PS Use of data is limited to use within an approved
project.

institution-specific restrictions IS Use of data is limited to use within an approved

institution.

SOM Dyke, et al. Consent Codes: Upholding Standard Data Use Conditions. PLoS Genetics 12(1): e1005772.
http://journals.plos.org/plosgenetics/article?id=10.1371/journal.pgen.1005772

Contact: Dr. Stephanie Dyke (stephanie.dyke@mcgill.ca)
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Power to the People?!

Individuals as Owners & Managers of their Data

® (genomic) data ownership by the
individual "data donors”

S Oversight g

® supported by technological frameworks
for data management and arbitration

Governance

® One vision here are "data cooperatives’

® need strong support from policy makers
and financial sustainability support

Citizens aggregate data from different sources and make them available for research through data cooperatives. Cooperatives §

offer oversight mechanisms to filter data access requests and tools for the democratic governance of the data.

Blasimme, A., Vayena, E. & Hafen, E. Democratizing Health Research Through Data Cooperatives. Philos. Technol. 31, 473— New Data Economy
479 (2018). https://doi.org/10.1007/s13347-018-0320-8  :




Genomic Data & Privacy - Key Areas

 Re-identification
» identification of an individual based on sets of genomic variants they (or close relatives) carry - so one needs
some genome data first

» information to be gained is circumstantial (e.g. their genome is in a particular disease related dataset)

» currently only risk with some practical use (e.g. long-range familial attacks)

 Genotype-to-Phenotype (G2P) attacks

» determination of some disease risk or phenotypic features from a genome itself
» needs access to genome data which is illegal in many jurisdictions (but technically more & more feasible)

» real-world use cases are limited but abuse through wrong perception of utility

« Genomic Determinism
» assignment of individual abilities and personal development trajectories from genomic profiling
» topic of (some good, most bad) SciFi

» but: Wehret den Anfangen!



Genomic Data & Privacy - Some Take-Home Messages

e Many clinical and research applications in genomics need vast numbers of genomes
to evaluate e.g. genotype-phenotype relationships

e Such data cannot simply be provided by a few reference data curation resources - and
those again rely on multitudes ot original data resources > federated data access +

® (Genomic data is considered to potentially expose unwilling individuals through re-
identification/de-anonymization but also through direct information (genotype ->
phenotype/disease)

® | egislative bodies and law enforcement have varying and curious approaches to
"genomic privacy", with a mix of de-legalizing genomic data generation (e.g. in
Switzerland) or strictly limiting its use while also using "eminent domain” to co-opt such
data for criminal persecution in a possibly extending set of use cases




Welcome to openSNP

99T ITR. v N A - - = openSNP lets customers of direct-to-
a1 PR L L ECHAY i LR OROR Y N customer genetic tests publish their test
O Lgein - ' Ak ATNRIRIRNNY csults, find others with similar genetic
I l ? - L @ Home Family tree Discoveries DNA Research
" » . ’
a a |

v @) MyHeritage >
‘ONASALE  ow5YEig

When ordering 2+ kits

 The Beacon concept - balanced

w
approach for accessing genome variant :

Order now

Shipping not included

’ Ends February 14th
data from internationally distributed i
resources Find out what your |
| X"“ DNA says about you [~
* However: Genome data has the inherent Welcome to you and your family.

“risk” of being identified and linked to a

person \\M

- See how your DNA breaks out across 31

liva collection kit
|‘ || ‘l populations worldwide
— ]
- It g1 - Discover DNA relatives from around the

| < a.ncestry'- SUBSCRIBE SIGNIN >

— ——

Solutions fron] THE AVERAGE BRITISH PERSON’S DNA IS ONLY
TQChﬂOlogy or Soqety? 36% BRITISH

GROW

Discourse!

HlancestryDNA
Find your

ancestors in Discover




TECHNOLOGY
How can a DNA firm lose half its

users’ data to Jew-hating’ hackers?

Dark-web criminals cited the head of 23andMe’s faith after a raid on
the details of 6.9 million people — including her Google-founding ex.
Now the lawsuits are coming
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Welcome to you

saliva collection kit

It has now been confirmed that an additional 6.9 million
23andMe users had ancestry data stolen after hackers
accessed thousands of accounts by likely reusing previously
leaked passwords.

.. Wired estimated that "at least a million data points from
23andMe accounts" that were "exclusively about Ashkenazi
Jews" and data points from "hundreds of thousands of users

L of C.hinase descent" seemed to be exposed.

2 spokesperson to confirm that two groups of
ed into the DNA Relatives feature had their
stolen.

Find out what your
DNA says about you

and your family.
ribes the DNA Relatives feature as ...

- See how your DNA breaks out across 31 it find and connect with genetic relatives and
populations worldwide L ) :

- Discover DNA relatives from around the ROUT your famlly. By Optlng IN, USersS hope to
Rere members by willingly giving others access to

- Share reports with family and friends
e their birth year, current location, and

es and birth locations. Users can opt out at

illion users, was hacked after opting in to
automatically sharing information with DNA Relatives,
including their "name, birth year, relationship labels, the
percentage of DNA shared with relatives, ancestry
reports, and self-reported location," TechCrunch reported.
.. about 1.4 million users, shared "Family Tree profile
information” ... including display names, relationship labels,
birth year, and self-reported location, TechCrunch reported.



https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics

THE SUNDAY TIMES

OOOOOOOOOO

How can a DNA firm lose half its
users’ data to ‘Jew-hating’ hackers?

Dark-web criminals cited the head of 23andMe’s faith after a raid on
the details of 6.9 million people — including her Google-founding ex.

Now the lawsuits are coming

| FAMILY MATTERS —

Hackers stole ancestry data of 6.9 million
users, 23andMe finally confirmed

Majority of impacted users are now being notified. w

ASHLEY BELANGER - 12/4/2023, 11:48 PM
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It has now been confirmed that an additional 6.9 million
23andMe users had ancestry data stolen after hackers
accessed thousands of accounts by likely reusing previously
leaked passwords.

... Wired estimated that "at least a million data points from
23andMe accounts" that were "exclusively about Ashkenazi
Jews" and data points from "hundreds of thousands of users
of Chinese descent" seemed to be exposed.

... prompting a spokesperson to confirm that two groups of
users who opted into the DNA Relatives feature had their
personal data stolen.

23andMe describes the DNA Relatives feature as ...
"allowing you to find and connect with genetic relatives and
learn more about your family." By opting in, users hope to
find lost family members by willingly giving others access to
information like their birth year, current location, and
ancestors' names and birth locations. Users can opt out at
any time ...

... about 5.5 million users, was hacked after opting in to
automatically sharing information with DNA Relatives,
including their "name, birth year, relationship labels, the
percentage of DNA shared with relatives, ancestry
reports, and self-reported location," TechCrunch reported.
... about 1.4 million users, shared "Family Tree profile
information” ... including display names, relationship labels,
birth year, and self-reported location, TechCrunch reported.


https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics

John Yuyi, NYT 2018-02-09

What Can Someone Do With Your DNA K&l
Sequence? .

It depends on who's looking and what else they know about you.

Holly Large

L. . DEC 06, 2023
Editorial Assistant

What could be done with your genetic information?

The real question is perhaps why anybody outside of research or healthcare would want
to bother looking at your DNA. There are, of course, nosy parkers, but one of the ethical
concerns surrounding genetic testing is that genetic information could be used in
more nefarious ways by insurers or employers.

Hypothetically, for example, an insurer could deny you health insurance based on your
genetic profile, which indicates an increased risk of developing heart disease. In the US,
that’s where the Genetic Information Nondiscrimination Act of 2008 comes in, a
law that bans discrimination based on genetic information (although it’s not a catch-all).

With significant strides being made in our genetic testing capabilities and the
unpredictabllity of politics, it’s possible that, with time, the situation may well
change. For now though, if someone were to have a nosy at your DNA, they’d likely
face one too many hurdles; first, even figuring out what it says about you, and
second, legally doing something with that knowledge.
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