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Genomic Data & Privacy
Risks & opportunities



Genomic Data & Privacy
Risks & opportunities
• Why do we need a lot of data for understanding genomic variation in health and 

disease? 

• Data sharing protocols ... 
‣ GA4GH Beacon 

• Breaking data privacy 
‣ Different types of (genomic) privacy attacks 

‣ Beacon attacks and mitigation 

‣ DTC and Longe-range familial attacks 

• Regulation of genome data production & access in Switzerland 

• Some strategies for enabling genomic data sharing & re-use
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Many Needles in a Large Haystack

• a typical human genome (~3 billion 
base pairs) has ~5 million variants


• most of them are "rare"; i.e. can 
only be identified as recurring 
when sequencing thousands of 
people


• cancer cells accumulate additional 
variants, only few of which 
("drivers") are relevant for the 
disease

Finding Somatic Mutations In Cancer

Graphic adapted from Mark Gerstein (GersteinLab.org; 
@markgerstein) 
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Common

Rare* (1-4%)

SNP 3.5 – 4.3M

Indel 550 – 625K

SV 2.1 – 2.5K 
(20Mb)

Total 4.1 – 5M

SNP 84.7M

Indel 3.6M

SV 60K

Total 88.3M

Human Genetic Variation 
A Typical Genome

Population of 
2,504 peoples

The 1000 Genomes Project Consortium, Nature. 2015. 526:68-74  
Khurana E. et al. Nat. Rev. Genet. 2016. 17:93-108

Common

Rare (~75%)

Class of Variants

Prevalence of Variants

* Variants with allele frequency < 0.5% are considered as rare variants in 1000 genomes project.

A Cancer Genome

Coding Non-
coding

Germ-
line

22K 4.1 – 5M

Somatic ~50 5K

Origin of Variants

Driver (~0.1%)

Passenger

http://GersteinLab.org
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Quantifying Somatic 
Mutations In Cancer

GENOMIC COPY NUMBER IMBALANCES PROVIDE  
WIDESPREAD SOMATIC VARIANTS IN CANCER

On average ~19% of a cancer genome are in an imbalanced state (more/
less than 2 alleles); Original data based on 43654 cancer genomes from 
progenetix.org

CANCERS SHOW THOUSANDS OF SINGLE NUCLEOTIDE 
VARIANTS PER SAMPLE, MOSTLY IN NON-CODING REGIONS

Pan-Cancer Analysis of Whole Genomes (PCAWG) data show 
widespread mutations in non-coding regions of cancer genomes 
(Khurana et al., Nat. Rev. Genet. (2016)

http://progenetix.org


ga4gh.org

Clinical/Genomic 
Medicine Research National Cohorts

200+ Genomic Data Initiatives Globally



ga4gh.org

How Many Genomes?

HEALTHCARE CLINICAL TRIALS COHORTS

60M individuals 
132.5M sequences

2.7-3M individuals 140M individuals

RESEARCH

How Many Genomes?



UK Biobank | November 2021



Why is 
population 
representation 
needed? 

• types and prevalences 
of somatic variations 
may vary on different 
ancestral backgrounds 

• relevant e.g. for design 
of variant panels, drug 
selection and clinical 
trial statistics

JCO Precision Oncology no. 6 (2022) e2200341. Published online November 29, 2022.
PMID: 36446041 | DOI: 10.1200/PO.22.00341 

https://pubmed.ncbi.nlm.nih.gov/?term=36446041


Publication statistics for cancer genome screening studies. The graphic 
shows our as- sessment of publications reporting whole-genome 
screening of cancer samples, using molecular detection methods 
(chromosomal CGH, genomic array technologies, whole exome and 
genome sequencing). 

For the years 1993-2018, we found 3'229 publications reporting 174'530 
individual samples in single series from 1 to more than 1000 samples. Y-
axis and size of the dots correspond to the sample number; the color 
codes indicate the technology used.

Limited Population Diversity in Cancer Studies
Publication Landscape of Cancer CNV Profiling

Guerrero S, López-Cortés A, Indacochea A, et al. Analysis of Racial/Ethnic Representation in Select 
Basic and Applied Cancer Research Studies. Sci Rep. 2018;8(1):13978.



When Dr. Anil Kapoor was diagnosed with stage four 
colon cancer in January his prognosis was positive, 
and his family was hopeful treatment would buy him 
several more years.


But weeks later, the 58-year-old Burlington, Ont., 
resident was dead — killed not by the cancer, say 
doctors, but by the commonly prescribed cancer 
drug Fluorouracil (5-FU) that was supposed to help 
save his life.


...


Anil was pre-screened and got the all clear to receive 
the drug.


...


Three weeks later, on Feb. 28, Anil died. More testing 
later revealed he had a genetic variant that wasn't 
included in the pre-screening.

www.cbc.ca/news/canada/toronto/cancer-drug-5fu-genetic-variant-testing-1.7039145



ga4gh.org

Global Genomic Data Sharing Can...

Increase statistical 
significance of 

analyses

Advance 
precision 
medicine

Increase 
accurate 
diagnosis

Lead to 
“stronger” variant 

interpretations

Demonstrate 
patterns in health 

& disease



GA4GH API promotes sharing  

G



ga4gh.org

Federation of Data in Biomedical Genomics

Data Copying Data Visiting

FROM TO

STANDARDS
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A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



17 : 7577121 G > A

Have you seen this variant? 
It came up in my patient 
and we don't know if this is 
a common SNP or worth 
following up.

Here: The variant has 
been found in few 
resources, and those 
are from disease 
specific collections.

A Beacon network federates 
genome variant queries 
across databases that 

support the Beacon API



Figure 2: Global federated network for genomic information discovery and sharing. 
 

 

Beacon Project in 2016
An open web service that tests the willingness of international sites to share genetic data.

	 35+	 	  90+		 200+          100K+
         Organizations       Beacons         Datasets             Individuals



Global Alliance “Beacon” - Jim Ostell, NCBI, March 7, 2014 
Introduction
… I proposed a challenge application for all those wishing to seriously engage in international data sharing for human genomics. … 
1. Provide a public web service 
2. Which accepts a query of the form “Do you have any genomes with an “A” at position 100,735 on chromosome 3?” 
3. And responds with one of “Yes” or “No” … 
“Beacon” because … people have been scanning the universe of human research for signs of willing participants in far reaching data sharing, but … it 
has remained a dark and quiet place. The hope of this challenge is to 1) trigger the issues blocking groups … in way that isn’t masked by the … 
complexities of the science, fully functional interfaces, and real issues of privacy, and to 2) in short order … see real beacons of measurable signal … 
from at least some sites … Once your “GABeacon” is shining, you can start to take the next steps to add functionality to it, and finding the other groups 
… following their GABeacons. 

Utility
Some have argued that this simple example is not “useful” so nobody would build it. Of course it is not the first priority for this application to be 
scientifically useful. …intended to provide a low bar for the first step of real … engagement. … there is some utility in …locating a rare allele in your 
data, … not zero. 
A number of more useful first versions have been suggested. 
1. Provide frequencies of all alleles at that point 
2. Ask for all alleles seen in a gene region (and more elaborate versions of this) 
3. Other more complicated queries 

Implementation
1. Specifying the chromosome … The interface needs to specify the accession.version of a chromosome, or build number… 
2. Return values … right to refuse to answer without it being an error … DOS attack … or because …especially sensitive… 
3. Real time response … Some sites suggest that it would be necessary to have a “phone home” response …

"I would personally recommend all those be held for 
version 2, when the beacon becomes a service." 

Jim Ostell, 2014}
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A Beacon answers a query for a specific genome 
variant against individual or aggregate genome 

collections 
YES | NO | \0



• Scoping queries through "biodata" parameters

• Extending the queries towards clinically ubiquitous variant formats

‣ cytogenetic annotations, named variants, variant effects
• Beacon queries as entry for data delivery 

‣ Beacon v2 permissive to respond with variety of data types
- Phenopackets, biosample data, cohort information ...

‣ handover to stream and download using htsget, VCF, EHRs
• Interacting with EHR standards

‣ FHIR translations for queries and handover ...
• Beacons as part of local, secure environments

• Authentication to enable non-aggregate, patient derived datasets

‣ ELIXIR AAI with compatibility to other providers (OAuth...)

Making Beacons Biomedical - Beacon v2



9:18000000,21975098- 
21967753,26000000:DEL 
NCIT:C3058 
DUO:0000004 
HP:0003621

Have you seen deletions in 
this region on chromosome 9 
in Glioblastomas from a 
juvenile patient, in a dataset 
with unrestricted access?

The Beacon API v2 
proposal opens the way 
for the design of a 
simple but powerful 
"genomics API". 

Beacon v2 API



Genome Beacons 
Compromise 
Security? 
Querying for thousands of 
specific SNV occurrences in a 
genomic data pool can identify 
individuals in an anonymized 
genomic data collection



GENOMIC PRIVACY

IDENTIFICATION OF INDIVIDUALS FROM MIXED COLLECTIONS USING RARE ALLELES

▸ rare allelic variants can be used to identify an individual (or her relatives) in a genome 
collection without having access to individual datasets 

▸ however, such an approach requires previous knowledge about the individual's SNPs



• many research studies contain 
"functional" genomics data, e.g. 
from expression analyses 

• such (anonymized) data may have 
lower protection levels than data 
from dedicated genotyping studies 

• with a non-noisy genome of 
interest, attackers can generate 
linkage scores to identify the best 
match to the genomic profile

Information Leakage from 
Functional Genomics Data



• Scoping queries through "biodata" parameters

• Extending the queries towards clinically ubiquitous variant formats

‣ cytogenetic annotations, named variants, variant effects
• Beacon queries as entry for data delivery 

‣ Beacon v2 permissive to respond with variety of data types
- Phenopackets, biosample data, cohort information ...

‣ handover to stream and download using htsget, VCF, EHRs
• Interacting with EHR standards

‣ FHIR translations for queries and handover ...
• Beacons as part of local, secure environments

• Authentication to enable non-aggregate, patient derived datasets

‣ ELIXIR AAI with compatibility to other providers (OAuth...)

Making Beacons Biomedical - Beacon v2

Definitely breaks the 
"Relative Security 

by Design" 
Concept!



But genotyping itself is for professional labs, right?



The MinION (Oxford Nanopore)
Source: Sophie Zaaijer

https://medium.com/neodotlife/nanopore-6443c81d76d3

https://medium.com/neodotlife/nanopore-6443c81d76d3


Sophie Zaaijer, Assaf Gordon, Robert Piccone, Daniel Speyer, Yaniv Erlich, 2016 
ddf.teamerlich.org

DEMOCRATIZING DNA FINGERPRINTING

DNA sequencing for identification/fingerprinting soon 
“commodity” technology (in contrast with 
technological/data challenges in “precision medicine”)



Typical Data Scopes in Genomics (Research) Collections
Biomedical and procedural "Meta"data types

• Diagnostic classification 
• mapping text-based cancer diagnoses to standard classification systems 

• Provenance data 
• store identifier-based pointers 

• geographic attribution (individual, biosample, experiment) 

• Clinical information 
• core set of typical cancer study values: 

➡ stage, grade, followup time, survival status, genomic sex, age at diagnosis 

• balance between annotation effort and expected usability
progenet x



The map contrasts different scenarios, such as 
identifying de-identified genetic data sets, revealing 
an attribute from genetic data and unmasking of 
data. It also shows the interdependencies between 
the techniques and suggests potential routes to 
exploit further information after the completion of one 
attack. There are several simplifying assumptions 
(black circles).


In certain scenarios (such as insurance decisions), 
uncertainty about the target's identity within a small 
group of people could still be considered a success 
(assumption 1). For certain privacy harms (such as 
surveillance), identity tracing can be considered a 
success and the end point of the process 
(assumption 2). The complete DNA sequence is not 
always necessary (assumption 3).

Routes for breaching 
and protecting genetic 
privacy

Yaniv Erlich & Arvind Narayanan. Nature Reviews Genetics 15, 409–421 (2014)



–William Gibson in "Johnny Mnemonic" (1986)

“We’re an information economy. They teach you that 
in school. What they don’t tell you is that it’s 

impossible to move, to live, to operate at any level 
without leaving traces, bits, seemingly meaningless 
fragments of personal information. Fragments that 

can be retrieved, amplified . . .” 



Genomes 
Privacy 
Society



A genetically inferior man assumes the 
identity of a superior one in order to 
pursue his lifelong dream of space travel.

• genetic determinism 
‣ main character has been determined to be 

unsuitable for complex jobs based on 
genetic analysis 

• genetic identification 
‣ the use of genetic sampling for personal 

identification is daily routine

Gattaca (1997)

With information from https://www.imdb.com/title/tt0119177/



A genetically inferior man assumes the 
identity of a superior one in order to 
pursue his lifelong dream of space travel.

• genetic determinism 
‣ main character has been determined to be 

unsuitable for complex jobs based on 
genetic analysis 

• genetic identification 
‣ the use of genetic sampling for personal 

identification is daily routine

Gattaca (1997)

With information from https://www.imdb.com/title/tt0119177/



Direct to Consumer DNA Analyses
Population Background, Family Trees, Traits & Disease Risks...



DTC Genomics
Direct-to-Consumer Genomic Testing

• family ancestry or genealogy 
‣ >7Mill customers in 2018 at ancestry.com 

•DNA-based health & traits information 
‣ disease risk 

‣ carrier status 

‣ lifestyle information 

•participation in large cohort studies

Think Before You Spit
https://blogs.cdc.gov/genomics/2017/04/18/direct-to-consumer-2/



DTC Genomics



Right to Know?
Dealing with "non-actionable" 
genomic predictions

• diagnostic and direct to consumer 
genetic tests may provide risk 
predictions for disease susceptibility 

• most will be non-deterministic, non-
actionable, and usually be associated 
with a very low absolute risk - but 
heritable 

• understanding such "prognostications" is 
challenging & potentially fraught with 
errors - and opens the door to services

...His makeup includes two copies of the gene APOE4, one from his 
mother, the other from his father, which studies have linked to an 
increased risk of Alzheimer’s disease. One in four people carry a single 
copy of the gene, but only 2 to 3% of the population have both, 
according to a 2021 study by the National Institutes of Health.  
"For me, the positive of it was like, “Right, if I didn't know this 
[Alzheimer's] information, I wouldn't have made the changes I made.” 
I just wasn't aware of any of it, so now I feel thankful that I have in my 
arsenal the sort of tools to best prepare myself and prevent things 
happening in that way." va
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https://www.nih.gov/news-events/nih-research-matters/study-reveals-how-apoe4-gene-may-increase-risk-dementia


• Commercial, "Direct to Customer" DNA analyses 
are provided through independent sites and such 
affiliated to genealogy services (MyHeritage, 
Ancestry.com, 23andMe...) 

• Genealogy sites identify individuals with matching 
haplotype blocks & provide a prediction about 
degree of genetic relation 

• Law enforcement agencies (and who else?!) can 
send individual SNP profiles (e.g. recovered from 
evidence many years after a crime) using a Jane 
Doe identity, to identify relatives of the suspect - 
long range familial search

Long-Range Familial Searches

© Copyright 2018 Daily Journal, 1242 S Green St Tupelo, MS

The New York Times, April 26, 2018



"A man who eluded homicide investigators in Washington State for nearly 50 
years — until a DNA match on a coffee cup cracked the cold case — died in a 
suicide on Monday just hours before a jury convicted him of murder, the 
authorities said. ... Investigators used genetic genealogy, a process that 
involved crosschecking DNA evidence — taken from a hiking boot worn by 
Ms. yyyyy — with ancestry records to connect Mr. xxxxx to the unsolved 
murder. ...

In 2008, the samples were sent to the Washington State Patrol Crime 
Laboratory for DNA testing, but they did not return a match. ...

The breakthrough in the case came in 2018 when investigators, working with 
Parabon NanoLabs, were able to put together a family tree of possible suspects 
based on the semen sample found on the heel of the victim’s hiking boot. The 
company uses DNA to help law enforcement agencies find genetic matches.

That’s when investigators began their surveillance of Mr. xxxxx, whom they 
followed to a nearby casino and from whom they retrieved a coffee cup that he 
had thrown in the garbage, the probable cause affidavit said. The DNA sample 
was an exact match to the semen found on Ms. yyyyyy’s boot, the affidavit 
said."

Long-Range Familial Searches

"... Genetic genealogy — in which DNA samples are used to find relatives of suspects, 
and eventually the suspects themselves — has redefined the cutting edge of forensic 
science, solving the type of cases that haunt detectives most: the killing of a 
schoolteacher 27 years ago, an assault on a 71-year-old church organ player, the rape and 
murder of dozens of California residents by a man who became known as the Golden 
State Killer.

But until a trial this month in the 1987 murder of a young Canadian couple, it had never 
been tested in court. Whether genetic genealogy would hold up was one of the few 
remaining questions for police departments and prosecutors still weighing its use, even 
as others have rushed to apply it. On Friday, the jury returned a guilty verdict.

“There is no stopping genetic genealogy now,” said CeCe Moore, a genetic genealogist 
whose work led to the arrest in the murder case. “I think it will become a regular, 
accepted part of law enforcement investigations.” ... 

A forensic consulting firm, Parabon, offered to generate a predictive likeness using 
DNA. This was not helpful either."

https://www.nytimes.com/2019/07/01/us/dna-genetic-genealogy-trial.html?referringSource=articleSharehttps://www.nytimes.com/2020/11/09/us/terrence-miller-suicide.html?referringSource=articleShare



https://www.wired.com/story/dna-drives-help-identify-missing-people-its-a-privacy-nightmare/

A DNA drive planned for June in Massachusetts was 
postponed in part because of privacy concerns raised by 
the state’s American Civil Liberties Union. The 
Middlesex County District Attorney’s Office, which was 
sponsoring the event, planned to ask volunteers for DNA 
samples in the form of cheek swabs. In return, people 
would get a free genetic ancestry analysis from 
FamilyTreeDNA. 
 
Kade Crockford, director for the Massachussetts ACLU’s 
Technology for Liberty Program, says she worries about 
potential future uses of consumer DNA databases, such 
as investigating people who have had abortions. 
“Someone in Massachusetts who provides their sample to 
a database, thinking it’s going to be helpful to 
Massachusetts law enforcement, could be putting their 
cousin or niece in a different state at risk of law 
enforcement accessing that information to investigate an 
abortion crime,” she says. (In 2018, Georgia police 
tracked down the mother of fetal remains found in 
wastewater using DNA testing. A coroner determined 
that the fetus was from a miscarriage.)

https://www.theverge.com/2018/5/10/17340666/dna-testing-georgia-fetus-codis-abortion-genetics-investigation
https://www.wrdw.com/content/news/Coroner-says-fetus-found-at-Waste-Water-Plant-481956771.html


Legalizing DNA Tests for DNA Indexing
Rapid DNA

https://www.govtrack.us/congress/bills/115/hr510/summary



Forensic G2P

Manfred Kayser. Forensic DNA Phenotyping: Predicting human appearance from crime scene material for investigative purposes.  Forensic Science International: Genetics 18 (2015) 33–48



From DNA to "Wanted" Posters?

• association of genomic variants with 
phenotypic data collection 

• while hair, eye color are easy targets not 
useful for relevant phenotypic features 
especially if large environmental component 

• huge biases based on input/collection data 

• Belgium and Germany do not allow forensic 
DNA phenotyping 

• Switzerland: Bundesrat decision on 
2020-12-04 to allow phenotyping for law 
enforcement purposes

Phenotyping from DNA Paragon Nanolabs Inc.
The Snapshot DNA 

Phenotyping Service

https://snapshot.parabon-nanolabs.com/phenotyping

"When the New York Times ran an informal test of the Parabon system with one of its reporters, 
it failed badly." (ACLU.org)

http://www.nytimes.com/2015/02/24/science/dna-generated-faces.html


DNA & Law Enforcement
Legal minefields, hard to avoid?
• "...when police in Edmonton, Canada, released a suspect’s image, the 

crude graphic ... came from the suspect’s DNA." 

• "...every time a family member sends in their swab, they’re sending in 
your data too..." 

• "...many players in this growing movement offer to translate our genetic 
code into phenotypes (that is, observable features like eye color), often 
with scant commitment to scientific accuracy..." 

• "...Veering into pseudoscience, they are a modern sales pitch for the 
long-discredited phrenology of the past. They wrongly treat race as a 
biological fact, rather than the social construct that it is. And in the 
process, they open all the flaws of facial recognition to new realms..." 

• "...we first have to change our focus from preventing DNA collection to 
preventing misuse and managing access..." 

• "The answer is simple: Ban DNA searches ... beyond the types of one-
to-one DNA tests that are subject to judicial oversight..." th
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Genetic
Discrimination
Is Coming
for Us All
Kristen V. Brown The Atlantic 2024-11-12


Genetic discrimination is becoming a reality in the US, 
with insurers denying coverage or increasing premiums 
based on genetic risk factors for diseases like ALS and 
breast cancer. While GINA protects against genetic 
discrimination in health insurance, exceptions for life, 
long-term care, and disability insurance allow insurers 
to use this information. This has led to people avoiding 
genetic testing and potentially lifesaving treatments, 
raising concerns about the future of genetic testing and 
healthcare access. (Summary by Apple AI)

AI-Assisted Genome Studies Are 
Riddled with Errors
Sahana Sitaraman TheScientist 2024-11-13


Researchers used artificial intelligence in large genomics 
studies to fill in gaps in patient information and improve 
predictions, but new research uncovers false positives and 
misleading correlations.


... GWAS rely on large biobanks with extensive patient data. However, 
these repositories could be lacking anything from blood reports, scans, 
and patient history to family data. Even with a thorough survey, challenges 
such as the lack of data on late onset diseases in a cohort of young 
participants can throw a wrench into researchers’ plans.

To address gaps in the data, scientists developed two approaches: 
machine learning and GWAS-by-proxy (GWAX), which relies on family 
history data as predictors of late-onset diseases. Many researchers 
combine GWAS and GWAX to improve the statistical power of their 
predictions. However, the University of Wisconsin-Madison research team 
has found that these “solutions” can

erroneously link gene variants with diseases....



The Swiss Way



Genomic Data & Privacy Protection - The Swiss View
Relevant areas

• Medical treatment (Federal Act on Human Genetic Testing, HGTA) 

• Human Research (Human Research Act, HRA)  

• Tests other than for medical purposes (new in the HGTA from 2021 on) 

• Law enforcement (Federal Act on the Use of DNA Profiles in Criminal 
Proceedings and for Identifying Unidentified or Missing Person, DNA Profiles Act) 

• Data protection (Data Protection Act, DPA) 

• ...

Content provided by Julian Mausbach | Oberassistent für Strafrecht und Strafprozessrecht 



Law's View on Modern Medicine

Treatment Research
HGTA and 

Ordonnances
HRA and 
Ordonnances

• How do we handle the growing overlap area? 

➡ unclear; current legislative movement: 
HRA will relate more to HGTA in the future 

HGTA : Federal 
Act on Human 
Genetic Testing

HRA: Human 
Research Act

Content provided by Julian Mausbach | Oberassistent für Strafrecht und Strafprozessrecht 



HGTA new medical field outside the medical field

Investigated characteristics medical relevant especially protective values 
characteristics

other characteristics

General Requirements
Non-discrimination, information and consent,  right to information, right not to know, 
avoidance of surplus information, protection of samples and genetic data, Circulation 

concerning public advertising, state of science and technology, penal provisions

Initiation Physician  Health professional (controlled 
taking of samples)

Consumer (DTC)

Persons concerned
Persons with and without 

capacity of judgement, 
pregnant woman (PND)

ONLY persons with Capacity of 
judgement

ONLY persons with Capacity of 
judgement

Communication of surplus 
information

as a rule according to 

decision of the 

person concerned

Not allowed Not allowed

Laboratory
subject to authorization  

(cyto and molecular genetic 
studies)

subject to authorization  
(cyto and molecular genetic 

studies)
not subject to authorisation

Employers and Insurance 
institutions

Studies and Recovery of 
Results / Data only in regulated 

exceptional cases

Prohibition to carry out 
investigations and the 

Recovery of Results / Data

Prohibition to carry out 
investigations and the 

Recovery of Results / DataH
G

TA
 : 

Fe
de

ra
l A

ct
 o

n 
H

um
an

 G
en

et
ic

 T
es

tin
g





Data Ownership 
• Within Switzerland, there is no coherent approach on ownership of data as such 

(but academic discussion is ongoing, if that is needed).   

• Restrictions of usage and disclosure of data other than personal data mainly stem 
from contractual relationships.  

• In the field of research this leads mostly to a data ownership by the research 
institution.  

Of course the restrictions of the different acts that are in the field need to be 
respected (procuring data lawfully, consent for further use, etc.)

Content provided by Julian Mausbach | Oberassistent für Strafrecht und Strafprozessrecht 



SAFETY

PRIVACY SECURITY
ACCESS

BENEFIT

CONSENT

LAWSHACKERS

HEALTH

Health 
Insurance 
Portability and 
Accountability 
Act

Generalkonsent

Genetic 
Information 
Nondiscrimination 
Act 

CRYPTOGRAPHY

BLOCKCHAIN

Right to Research



• Scoping queries through "biodata" parameters

• Extending the queries towards clinically ubiquitous variant formats

‣ cytogenetic annotations, named variants, variant effects
• Beacon queries as entry for data delivery 

‣ Beacon v2 permissive to respond with variety of data types
- Phenopackets, biosample data, cohort information ...

‣ handover to stream and download using htsget, VCF, EHRs
• Interacting with EHR standards

‣ FHIR translations for queries and handover ...
• Beacons as part of local, secure environments

• Authentication to enable non-aggregate, patient derived datasets

‣ ELIXIR AAI with compatibility to other providers (OAuth...)

Making Beacons Biomedical - Beacon v2

Definitely breaks the 
"Relative Security 

by Design" 
Concept!

Mitigation by 
tailored 

implementation and 
security practices



ga4gh.org

Human Rights Foundation

55

“Everyone has the right to the protection of the 
moral and material interests resulting from any 
scientific, literary or artistic production of which 
he is the author.” 

“The Right to Science”

“Everyone has the right freely to participate in 
the cultural life of the community, to enjoy the 
arts and to share in scientific advancement 
and its benefits.”

Universal Declaration of Human Rights (1948)

27(1) 27(2) “The Right to Recognition”



Improving Data Privacy but Empowering Beneficial Use
Intersecting Areas of Development
• Make genomic (and functional) data "obfuscated" for malicious use 
‣ e.g. spiking / randomization of variants in "not-disease" loci 

• access protection with defined user access using standardized protocols for users' roles and 
permissions, in contrast to individual per user, per dataset access requests over data access 
committees (DACs) 
‣ digital "differential" consent using e.g. data use ontologies 

• intentional and unintentional (!) data providers have to be protected from abuse by legal 
regulations - though thin line regarding "overzealous" use by law enforcement 

• alternative solution for active consent 
‣ encrypted wide-area networking solutions with managed access control (e.g. SPHN's BiomedIT) and limited access to 

anonymized data (e.g. using the Beacon protocol with "handover" scenarios) 

‣ (genomic) data ownership by the individual "data donors, together with strong privacy protection by law



A project of

The BioMedIT network

|      04.02.2020

BioMedIT provides researchers with access to a secure and protected computing 
environment for analysis of sensitive data without compromising data privacy 



Communicating a user's data access authorizations

• format to communicate a user's data access authorizations based on either their role (e.g. researcher), affiliation, or access status 

• works together with the GA4GH Authentication and Authorization Infrastructure (AAI) OpenID Connect Profile to streamline researchers' 
data access over federated data access protocols 

• both standards approved in Dec 2019 with early implementation by Google Cloud services and ELIXIR

GA4GH Passports
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https://www.ga4gh.org/ga4gh-passports/


Empowering Beacon use through Access Levels
Integrating permissions and discovery

registered

controlled

public
YES 
BRAC Exch 
BRAC2 
http://url.com 
Origin

YES 
UCSC 
UCSC 
http://url.com

1345 / 5000 
Diabetes Cohort 
ClinSig 

YES 
ELIXIR-FI 
FIN-Agg 
http://url 
Origin

1345 / 5000 
FINRISK 

SCN9A; 
GRCh38:Chr2:16622658
7; "T>G"; 
"pathogenic"; 
"primary 
erythromelalgia";

Beacon Metadata Profiles

https://www.youtube.com/watch?v=LyfmvAs7LtQ&feature=youtu.be 

Do you have allele: T 
at position: 166226587 
on: chromosome 2?

https://www.youtube.com/watch?v=LyfmvAs7LtQ&feature=youtu.be


"Sanitize"...

• "functional" genomics data can be 
sanitized by removing features 
which are not relevant for the 
specific use cases 

• an example could be the 
randomization of variant alleles in 
datasets where variant call 
specificity is of minor concern

Information Leakage from 
Functional Genomics Data



Considerations when evaluating risks of data sharing

• Is the genetic condition outwardly visible?  
• How severe is it? (serious disease, penetrance, age of 

onset)  
• Is it associated with what could be considered to be 

stigmatizing health information (e.g., associated with 
mental health, reproductive care,  
disability)?  

• Is it familial (i.e., potential carrier status/reproductive 
implications for family/relatives)?  

• Does it provide information about the likely 
geographical location of individuals?  

• Does it provide information about ethnicity that may 
be considered potentially stigmatizing information? 

Health Related Data & Privacy



forward looking, transparent and technically feasible 
regulations for enabling access to research material 
and data while empowering patients

Modernizing Patient Consent
Data Use Categories and Requirements (Consent Codes) 

 
Consent Codes 

Name Abbreviation Description 
Primary Categories (Iry) 
no restrictions NRES No restrictions on data use. 
general research use and clinical care GRU(CC) For health/medical/biomedical purposes and other 

biological research, including the study of population 
origins or ancestry. 

health/medical/biomedical 
research and clinical care 

HMB(CC) Use of the data is limited to health/medical/biomedical 
purposes, does not include the study of population 
origins or ancestry. 

disease-specific research and clinical 
care 

DS-[XX](CC) Use of the data must be related to [disease]. 

population origins/ancestry research POA Use of the data is limited to the study of population 
origins or ancestry. 

Secondary Categories (IIry) (can be one or more extra conditions, in addition to Iry category) 
other research-specific restrictions RS-[XX] Use of the data is limited to studies of [research type] 

(e.g., pediatric research). 
research use only RUO Use of data is limited to research purposes (e.g., does 

not include its use in clinical care). 
no “general methods” research NMDS Use of the data includes methods development 

research (e.g., development of software or algorithms) 
ONLY within the bounds of other data use limitations. 

genetic studies only GSO Use of the data is limited to genetic studies only (i.e., 
no research using only the phenotype data). 

Requirements 
not-for-profit use only NPU Use of the data is limited to not-for-profit 

organizations. 
publication required PUB Requestor agrees to make results of studies using the 

data available to the larger scientific community. 
collaboration required COL-[XX] Requestor must agree to collaboration with the 

primary study investigator(s). 
return data to database/resource RTN Requestor must return derived/enriched data to the 

database/resource. 
ethics approval required IRB Requestor must provide documentation of local 

IRB/REC approval. 
geographical restrictions GS-[XX] Use of the data is limited to within [geographic 

region]. 
publication moratorium/embargo MOR-[XX] 

 
Requestor agrees not to publish results of studies until 
[date]. 

time limits on use TS-[XX] Use of data is approved for [x months]. 
user-specific restrictions US Use of data is limited to use by approved users. 
project-specific restrictions PS Use of data is limited to use within an approved 

project. 
institution-specific restrictions IS Use of data is limited to use within an approved 

institution. 
 
SOM Dyke, et al. Consent Codes: Upholding Standard Data Use Conditions. PLoS Genetics 12(1): e1005772. 
http://journals.plos.org/plosgenetics/article?id=10.1371/journal.pgen.1005772 
 
Contact: Dr. Stephanie Dyke (stephanie.dyke@mcgill.ca) 

Switzerland: Definition of a unified "Generalkonsent", to provide a 
single framework to manage permissions for access to patient derived 

material and related data



Individuals as Owners & Managers of their Data

• (genomic) data ownership by the 
individual "data donors" 

• supported by technological frameworks 
for data management and arbitration 

• one vision here are "data cooperatives" 

• need strong support from policy makers 
and financial sustainability support

Power to the People?!

Citizens aggregate data from different sources and make them available for research through data cooperatives. Cooperatives 
offer oversight mechanisms to filter data access requests and tools for the democratic governance of the data.


Blasimme, A., Vayena, E. & Hafen, E. Democratizing Health Research Through Data Cooperatives. Philos. Technol. 31, 473–
479 (2018). https://doi.org/10.1007/s13347-018-0320-8



Genomic Data & Privacy - Key Areas
• Re-identification 
‣ identification of an individual based on sets of genomic variants they (or close relatives) carry - so one needs 

some genome data first 
‣ information to be gained is circumstantial (e.g. their genome is in a particular disease related dataset) 
‣ currently only risk with some practical use (e.g. long-range familial attacks) 

• Genotype-to-Phenotype (G2P) attacks 
‣ determination of some disease risk or phenotypic features from a genome itself 
‣ needs access to genome data which is illegal in many jurisdictions (but technically more & more feasible) 
‣ real-world use cases are limited but abuse through wrong perception of utility 

• Genomic Determinism 
‣ assignment of individual abilities and personal development trajectories from genomic profiling 
‣ topic of (some good, most bad) SciFi 
‣ but: Wehret den Anfängen!



Genomic Data & Privacy - Some Take-Home Messages
• Many clinical and research applications in genomics need vast numbers of genomes 

to evaluate e.g. genotype-phenotype relationships 

• Such data cannot simply be provided by a few reference data curation resources - and 
those again rely on multitudes of original data resources > federated data access + 
data curation 

• Genomic data is considered to potentially expose unwilling individuals through re-
identification/de-anonymization but also through direct information (genotype -> 
phenotype/disease) 

• Legislative bodies and law enforcement have varying and curious approaches to 
"genomic privacy", with a mix of de-legalizing genomic data generation (e.g. in 
Switzerland) or strictly limiting its use while also using "eminent domain" to co-opt such 
data for criminal persecution in a possibly extending set of use cases



• The Beacon concept - balanced 
approach for accessing genome variant 
data from internationally distributed 
resources


• However: Genome data has the inherent 
“risk” of being identified and linked to a 
person

Share YOUR Genome 
data?

Solutions from 
Technology or 

Society?
Discourse!



It has now been confi



... Wired estimated that "at least a million data points from 
23andMe accounts" that were "exclusively about Ashkenazi 
Jews" and data points from "hundreds of thousands of users 
of Chinese descent" seemed to be exposed.
... prompting a spokesperson to confi


23andMe describes the DNA Relatives feature as ... 
"allowing you to fi
learn more about your family." By opting in, users hope to 
fiwillingly giving others access to 
information like their birth year, current location, and 
ancestors' names and birth locations. Users can opt out at 
any time ...
... about 5.5 million users, was hacked after opting in to 
automatically sharing information with DNA Relatives, 
including their "name, birth year, relationship labels, the 
percentage of DNA shared with relatives, ancestry 
reports, and self-reported location," TechCrunch reported. 
... about 1.4 million users, shared "Family Tree profi



https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics


It has now been confirmed that an additional 6.9 million 
23andMe users had ancestry data stolen after hackers 
accessed thousands of accounts by likely reusing previously 
leaked passwords.
... Wired estimated that "at least a million data points from 
23andMe accounts" that were "exclusively about Ashkenazi 
Jews" and data points from "hundreds of thousands of users 
of Chinese descent" seemed to be exposed.
... prompting a spokesperson to confirm that two groups of 
users who opted into the DNA Relatives feature had their 
personal data stolen.
23andMe describes the DNA Relatives feature as ... 
"allowing you to find and connect with genetic relatives and 
learn more about your family." By opting in, users hope to 
find lost family members by willingly giving others access to 
information like their birth year, current location, and 
ancestors' names and birth locations. Users can opt out at 
any time ...
... about 5.5 million users, was hacked after opting in to 
automatically sharing information with DNA Relatives, 
including their "name, birth year, relationship labels, the 
percentage of DNA shared with relatives, ancestry 
reports, and self-reported location," TechCrunch reported. 
... about 1.4 million users, shared "Family Tree profile 
information"  ... including display names, relationship labels, 
birth year, and self-reported location, TechCrunch reported.

https://www.wired.com/story/23andme-credential-stuffing-data-stolen/
https://customercare.23andme.com/hc/en-us/articles/115004659068-DNA-Relatives-The-Genetic-Relative-Basics
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What could be done with your genetic information? 

The real question is perhaps why anybody outside of research or healthcare would want 
to bother looking at your DNA. There are, of course, nosy parkers, but one of the ethical 
concerns surrounding genetic testing is that genetic information could be used in 
more nefarious ways by insurers or employers. 

Hypothetically, for example, an insurer could deny you health insurance based on your 
genetic profile, which indicates an increased risk of developing heart disease. In the US, 
that’s where the Genetic Information Nondiscrimination Act of 2008 comes in, a 
law that bans discrimination based on genetic information (although it’s not a catch-all). 

With significant strides being made in our genetic testing capabilities and the 
unpredictability of politics, it’s possible that, with time, the situation may well 
change. For now though, if someone were to have a nosy at your DNA, they’d likely 
face one too many hurdles; first, even figuring out what it says about you, and 
second, legally doing something with that knowledge.



Genomic Data & Privacy
Articles available through link in OLAT 
... or email michael@baud.is for the link



BIO390 HS24
Exam planning

• 2024-12-17 

• Y-03-G85 & Y-03-G91 

• time: 08:15-09:45 

• multiple (single + multiple) choice w/ 
one or two open questions 

• no material, phones etc. 

• student ID for entrance

• special group 

‣ Y-35-F47 

‣ time: 08:00-09:45 

• repeat exam 

‣ 2025-01-21 

‣ time: 09:15-10:45



info.baudisgroup.org


