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DISSECTED FIL

~$ uname -s -m
Darwin x86_64

~$ ./simple
Hello World!

HEADER

TECHNCAL DETAILS FOR
[DENTIFICATION AND EXECUTION

SIMPLE

SHA-1 5933595C6D709CHCIC02F 3ESTF4ESCB7AD4151
DOWNLOAD @ WWW.CORKAM.COM

L

SECTIONS ™

CONTENTS OF THE EXECUTABLE

LOADING PROCESS

an 0S X executable walkthroug

HEXADECIMAL DUMP

ASCII DUMP

FIELDS VALUES EXPLANATION
/, magic BxFEEDFACE" ™" CONSTANT SIGNATURE
cputype 7o INTEL-BASED
07 00 00 00 03 00 00 60 62 00 00 00 ............ cpusubtype 3 (SAME)
EXECUTABLE
10 01 00 66 81 80 @0 BB ..., ncmds 2 1 SEGMENT COMMAND, 1 THREAD COMMAND
sizeofcmds 110 ) TOTAL SIZE OF THEM
flags e STANDALONE EXECUTABLE
2 cnd e THIS COMMAND DEFINES A SEGMENT
0ffset:Bx8lc cmdsize 0xco ITS TOTAL SIZE
61 60 60 00 -+ segname TEXT NAME OF THE SEGMENT (EXECUTABLE CODE & READ-ONLY DATA)
5F SF 54 45 58 54 90 00 08 00 08 00 TEXT...... WHERE TO LOAD IN MEMORY
vmsize 0x16d SIZE OCCUPIED IN MEMORY
6D 01 00 00 06 06 66 ©66 Meeonnn. fileoff 0 WHERE TO LOAD FROM FILE
07 80 00 00 05 00 00 08 82 08 80 B8 M............... filesize Bx16d SIZE O LOAD FROMFILE
maxprot 7 MAXIMUM PERMTTED RIGHTS
MACH HEADER 00 60 00 00 initprot 5" INTIAL MEMORY RIGHTS
DENTIFY AS A MACH-O TYPE nsects 2 2 SECTIONS: _ _TEXT AND __CSTRING
SPECIFY THE ARCHI T ECTURE
0ffset:0x0854
SF GF 74 65 78 74 00 08 00 08 08 00 text...... iZSEZiZe $E§$ Eﬁg;ﬁ@ggﬁgﬁ?T“”‘CODB
SEGMENT COMMAND 00 06 00 80 5F SF 54 45 58 54 66 00 00 00 66 00 TEXT...... . e ADDRESS OF THS SECTON
TAPPING INEORPATON 00 00 00 00 30 01 66 B0 30 01 60 80 ....0... 0.. SIZE OF THS SECTION
04 00 60 00 00 00 BC 0O 00 00 66 00 00 00 0B 88 ................ offsat 0x130 OFFSET ON FILE
"""""""""""""""""""""""""""""""""""""" 00 00 00 60 00 00 00 B8 R align 4 4
TEXT SECTION CELF 63 73 74 72 69 6F __cstrin  sectnane __cstring NAME OF THE SECTION (CONSTANT C STRNGS)
IOTONTORCoRE e 67 00 80 00 00 00 00 80 5F SF 54 45 58 54 00 08 g....... _TEXT.. sedname é—IEéT i§§£2§g?$ﬁgsgcnom
...................................................................... 00 60 00 00 90 00 00 00 60 01 00 9P e aadr b S OF THS SECTON
60 01 00 00 04 0O B0 PO 0O 00 66 00 00 00 0B 80 T ............... Sfreat oy 168 OFFSET ON FLE
CSTRING SECTION 00 00 00 60 0O 00 00 66 80 80 00 B8 ............ align 4 4
INFORMATONFOR CONSTANT STRNGSRANGE 1) . ... === o mm oo oo oo oo looloooooioiooiooooooooiooo-o-
Of fset: exade cnd 5 THIS COMMANDS SETS THE EXECUTION THREAD
THREADCOMMAND ----------------------------------- 05 66 66 00 cndsize x50 SIZE OF THE WHOLE COMMAND
flavor e HOW THE CPU STATE IS STORED
CEXECUTONNFORMATON >0 60 00 66 01 00 60 09 EEEEREE SIZE (N DOUBLE WORDS) OF THE STATE
"""""""""""""""""""""""""""""""""""""" Btsetigroe T IS
THREAD STATE o 99 o5 9
00 00 00 60 90 00 00 BG 0O 00 00 00 60 00 00 00 ................ _
VALES TOBELOIED 00 00 00 80 B0 80 00 00 00 00 80 08 00 00 80 B8 ................ eip ox130 :3 SETS THE INSTRUCTION PONTER
00 00 00 00 30 01 00 B0 00 00 00 00 00 00 00 00 ....0........... (WHERE EXECUTION STARTS)
00 00 00 00 00 00 00 6B 80 80 00 B0  L...........
X86 ASSEMBLY EQUIVALENT C CODE
3 push @xd™"
push 8x160™
lOffset:Bxl]:)/ﬂddr‘ess:leia \ . USh 1 rrrrrr _FILEND
6A BD 68 60 @1 00 B8 %A @1 'BS B4 88 80 00 83 EC j.h ...je.uun... ﬁov
84 CD 80 83 C4 10 %A 66 BS @1 00 06 88 83 EC 04 ...... Jevennnnn sub e | |
CODE "th 89 int »write(STDOUT_YFILENo, "Hello wBHd!\n", Ten("Hello world!\n™));
INFORMATION TO BE EXECUTED add esp, 4 * 4 ows s
CSTRING Push 07 e
mov , 1
CONSTANT STRINGS USED BY THE CODE sub esp, oot | |
int @x8@™ ™ ~exit(0);
0ffset:@x160/Address: 8x0x168 STRINGS

48 65 6C 6C 6F 28 57 6F 72 6C 64 21 OAR 08

Hello.World!..

"Hello World!\n", @

HEADER 2 MAPPING
THE MACH-0 HEADER IS PARSED
THE COMMANDS ARE PARSED

AND SECTIONS

Offset

fileoff

0x000

__TEXT Segment

@
N
0
@
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< ox16d

N 2 @

THE FILE IS MAPPED IN MEMORY
ACCORDING TO ITS SEGMENT(S)

3 EXECUTION
THE THREAD STATE IS LOADED IN THE CPU
EXECUTION IS RESUMED

SYSCALLS™ ARE ACCESSED VIA:
- SYSCALL NUMBER IN THE EAX REGISTER
- CALLING INTERRUPT 0X30

Virtual Address

vmaddr

0x000—

EYAEIY

0x16d——

THIS IS THE WHOLE FILE, HOWEVER, MOST MACH-O FILES CONTAIN MANY MORE ELEMENTS.
EXPLANATIONS ARE SMPLIFIED, FOR CONCISENESS.

TRIVIA

THE MACH-O FORMAT COMES FROM THE MACH KERNEL,
CREATED AT C MU, IN1485

ITS USED AMONG OTHERS,
BY OS X, 10S, "STEP..
ON IPHONES, IPODS, MACS..

VERSION 1.0A -—
2013112127 @



