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XINAGEHIZSRIVAUSCIRIE, ok, FREITT BEN APl BREBIFHEHIZS
RS .

XAfR, {RETREEEEH TIXFE—MEE: EHESREERF G OATER, FKaE
FEEE CE—MRHRISRIE?

L2 WRBATRY. M, XA R Kubernetes TIB&RERE | ORI,

B3, EEBMRBIAIAIEERIE, Kubernetes RBRRHINTS:, REHEIT
EREMEFTK. Fill, RELFHNEF[MTE, BRI —1 B ChY%mHEF
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X5, LB CRIEHIRERE.

m7E Kubernetes INEE, FHATTUUETRENEIRTHXLTIE, MEr s
BEKYFT—1 TS,

Y, (FEET—MINBES, 7 Kubernetes ERFTIEFRIE APl 335, BRAHL
WIISE T R M EREERIANR: RBAC,

A 150E, Kubernetes HFFERI APl XI5, #RRFIE Etcd BB, ATR, XX
API SISRAVIRIE, Z—rEEPREITAIE) kube-apiserver SCEIRY, HEF—NEREE
FRREE, MRIREE APIServer REBN{ IR TAE.

M{E Kubernetes IRER, REIEIN (Authorization) T{EaINE, FRE
RBAC: EFmAtpinaizs] (Role-Based Access Control) .

ﬁﬂ%ﬂﬂg?szﬁg Kubernetes IiiH#%xF RBAC HISCAHYIE, RIRcSRIEES
Zv, (B3R, S2MRAZIXLE RBAC AT, BEERBRR,

MEXE, HERABLREPHR="IRENITS.

1. Role: fBt&, BB, EX T—EX Kubernetes APl JISHIIR(E
AR,

2. Subject: #EAE, BEILUE "A" , BJLIR "H88" |, e LUERE
Kubernetes B XA "HF" .

3. RoleBinding: XY "#{EFEE" 1 "B8" BEXR.

MX="MES, ESLHREEA RBAC REAWZOFRTE,
B kit#E—T Role,
SCfR L, Role AEFE— Kubernetes B APl 335, XU TFI=:

kind: Role

apiVersion: rbac.authorization.k8s.io/v1
metadata:

namespace: mynamespace

name: example-role

rules:

- apiGroups: [""]

resources: ["pods"]

verbs: ["get”, "watch", "list"]
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L EH1E
B%, X Role WHRIEE T BaEF-4/EFAN Namepace Z: mynamespace,

Namespace 2 Kubernetes TiBEB—MBIEEIREN, A<F Namespace f
API 9%, TEET kubect! apS I TR(FRIIHE, REHERBTH.

Eban, kubectl get pods -n mynamespace,

LR, X{RTFBE LR "PRE" , Namespace AR FAISCiRAIPREaE
ZiEF8e]. MEEXETARINAZEHGIFE, FEIZBIEE Namespace,
At 2(FEANEENA Namespace: default,

PRI, XA Role XSRAY rules FER, B2 ERTEXAIERMN, £ EERIGIT
B, XFRNNEMHE: 706 "SIEAE" , X mynamespace THEHAYJ Pod XJ
%, 17 GET. WATCH #0 LIST #£{E.

A, XPNEARR "HRIFAE" X2WTEENE? XHFEERREI RoleBinding
KLY

L4, RoleBinding A5t 2— Kubernetes f APl 345, BHIENINTER
7

kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: example-rolebinding
namespace: mynamespace
subjects:

- kind: User

name: example-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: example-role

apiGroup: rbac.authorization.k8s.io
CEHE1H
B]LAEE], X1 RoleBinding JWHRETEN T—" subjects E2, B "#%{FFA
&' . BRUEBE User, B Kubernetes BRI, XMNEFIEFE
example-user,
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A&, £ Kubernetes 1, HILFZE—MIUIE "User” B API 395, AR, ¥
(IJERIEFOERE(ER Kubernetes FURIEE, BIAEE User, tigB0IFET
User,

XA User ElwE MIBBE FAIIE?

LR b, Kubernetes Ay “User” , BEiE "FF" . RE—ENERBEZ
ES, CEEEIINEBAILRS, i Keystone, R, =&, REALE
%28 APIServer I8E— NP RA. BREXH. BBA Kubernetes BUISINES, H
BEMMIXNFRIREINIRAY "AF" 7. HAR, EASEFAERIERRES, &
IIREEA Kubernetes 12EHIAE "AF" | BUEET. XEPDFIR, FKEH
S ESiHE

BTk, BII2EBE— roleRef FER, [ERBETIXNMFER, RoleBinding XI5
ML BEREERF, K3 |HEIEIEENXA Role X35 (example-role) , M
MENT "#H1EAE (Subject) " 1 " (Role) " ZEHISFERXRZ.

EEHXREEAIE, Role # RoleBinding XJ5&B2 Namespaced XI5
(Namespaced

Object) , BAITXIBPRAIRFFINMNEENIBE A Namespace RBERY, roleRef
B R28e5 | FZET Namespace A4 Role X35,

382, ¥FIE Namespaced (Non-namespaced) 35 (Et#ll: Node) , %
&, E—1 Role BZ{EAFFBRI Namespace BIBHE, FEfiISUZIMTE#IE
NE?

XBHE, FEATmREER ClusterRole #1 ClusterRoleBinding iXFMNMES T,
XN APl JI5HIFEIR Role 71 RoleBinding 22—, RFNE, BAIMENX
B, 887 Namespace FE&, W FFix:

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: example-clusterrole

rules:

- apiGroups: [""]

resources: ["pods"]

verbs: ["get”, "watch", "list"]
LEHES
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: example-clusterrolebinding
subjects:

- kind: User

name: example-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: example-clusterrole

apiGroup: rbac.authorization.k8s.io

DEHIES

LERIFIFEERY ClusterRole # ClusterRoleBinding f94B&, EHERZNY
example-user IR, HBEXFTAE Namespace EaYJ Pod #17 GET, WATCH

A0 LIST #{ERITSUR.

EH—EH, 7E Role 8i& ClusterRole BB, WNSREM T A example-user i
BIER, FMRMEILAREIEE— verbs ZRIIEE, WTFR:

verbs: ["get”, "list", "watch", "create", "update”, "patch”, "delete"]

NEHAE

XLETLE AT Kubernetes (v1.11) EBEEERY API XS TAIRREERIE T,

EA9, Role XIZAT rules FERBATLIA—ERE. ELaN, (RATLAREIR—

BRI TIIRIRE, WFATR:

rules:

- apiGroups: [""]

resources: ["configmaps"]
resourceNames: ["my-config"]

verbs: ["get"]

DEHIES

XMMFRRR, XFERURY HAERE" . AR "my-config” &Y

ConfigMap XI5, BT GET #{FAIIR.
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MIEMNFBIENRIERY, ERSEEHR, FAIELEAKNER "BRP" 1X1NIh8E,
MEEEFEA Kubernetes BfY "WBRF" .

XNH Kubernetes REEEN "WERAF" | EEF(IIpIESESIRETAY:
ServiceAccount,

[

BTk, FEd—PERRISEHIRARHE—T /9 ServiceAccount S ECABRAYIS

=,
Bk, BIIEEX— ServiceAccount, T APl JWSAEEEE, WTATR:

apiVersion: v1

kind: ServiceAccount
metadata:

namespace: mynamespace

name: example-sa

LSRR
BILAER, — NG ServiceAccount X5 HZEE Name F1 Namespace iX
AN REAHIFER,

RiE, BlihEd&mE RoleBinding B9 YAML 3Xf¥, 3KJ3:X4 ServiceAccount
S ECABR:

kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:

name: example-rolebinding

namespace: mynamespace

subjects:

- kind: ServiceAccount

name: example-sa

namespace: mynamespace

roleRef:

kind: Role

name: example-role

apiGroup: rbac.authorization.k8s.io
DEHIRE
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BJLAERI, XA RoleBinding [WSE, subjects FERHISER! (kind) , FBE
— User, M2—14a0 example-sa Y ServiceAccount, T roleRef 5|FRY
Role 395, #&k#A&NY example-role, HFEHEXMNE—FHRENXR Role X7
%,

128, BB kubectl S SEIEX=MNR:

$ kubectl create -f svc-account.yaml
$ kubectl create -f role-binding.yaml

$ kubectl create -f role.yaml
DEHIRE
RIE, BRAIEEE—TXA ServiceAccount HHFEMER:

$ kubectl get sa -n mynamespace -o yaml|
- apiVersion: v1

kind: ServiceAccount

metadata:

creationTimestamp: 2018-09-08T12:59:17Z
name: example-sa

namespace: mynamespace

resourceVersion: "409327"

secrets:

- name: example-sa-token-vmfg6

EFES
aJLIEZEI, Kubernetes £9—" ServiceAccount BshIEH9E— Secret
3952, Bl: _biA ServiceAcount BN BE&H NEBY secrets FER.

XA Secret, FEIXA ServiceAccount XFMAY. FASKER APIServer T3 EHY
TR, BAT—RRFRE S Token, Token AR ES—REIIPEEZRT,
BLA— Secret WHRAIGTRFE Etcd 20,

XEH®, FFR Pod, ®URJLAREBAERIIXA™ ServiceAccount 7, FUANTFEIXAN
flF:

apiVersion: v1
kind: Pod

metadata:
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namespace: mynamespace
name: sa-token-test
spec:
containers:
- name: nginx
image: nginx:1.7.9
serviceAccountName: example-sa

NEHAE
EXMIFE, HENXT Pod EfERRIEERRY ServiceAccount FIRFE:

example-sa,

FIXA Pod imfTiEs k2 G, FEATMATLIEER!I, % ServiceAccount Y token, 1
FME— Secret X35, # Kubernetes BaEEETH=m1Y
/var/run/secrets/kubernetes.io/serviceaccount BE T, W FR~:

$ kubectl describe pod sa-token-test -n mynamespace
Name: sa-token-test

Namespace: mynamespace

Containers:

nginx:

Mounts:

/var/run/secrets/kubernetes.io/serviceaccount from example-sa-token-
vmfgb (ro)

CEHE1

XEHE, FATETLAEID kubect! exec HEERNXANBFRERISIHE

$ kubectl exec -it sa-token-test -n mynamespace -- /bin/bash
root@sa-token-test:/# |s /var/run/secrets/kubernetes.io/serviceaccount

ca.crt namespace token

NEHIES

WNEFR, B=REBAONA, FATLAMERIXAN ca.crt Kij5ia] APIServer 7, BEE
2, WhteReets GET. WATCH #1 LIST #{E. E3 example-sa X4
ServiceAccount BUIPR, EL#FAI4E T Role T BRH.
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b, BIES 15 = (GENfRNT Pod W& () : (ERAEHK) PBLES
&, NEBR— Pod ;¥B7AHH serviceAccountName, Kubernetes £HEITEER
Namespace TEIEE—&MY default BIBAIA ServiceAccount, D ELLXA
Pod,

BEEXFERT, XNERIA ServiceAccount HEEXBHME([ Role, LR,
LRI EERIA APIServer VB KZEINIR. 35X, X/MAEIFTEERY Token, &
ZENA ServiceAccount IFRZAY Secret JRAEIRMRY, W TFEADR.

$kubectl describe sa default

Name: default

Namespace: default

Labels: <none>

Annotations: <none>

Image pull secrets: <none>

Mountable secrets: default-token-s8rbq
Tokens: default-token-s8rbq

Events: <none>

$ kubectl get secret

NAME TYPE DATA AGE
kubernetes.io/service-account-token 3 82d

$ kubectl describe secret default-token-s8rbq
Name: default-token-s8rbq

Namespace: default

Labels: <none>

Annotations: kubernetes.io/service-account.name=default

kubernetes.io/service-account.uid=ffcb12b2-917f-11e8-abde-
42010aa80002

Type: kubernetes.io/service-account-token
Data
ca.crt: 1025 bytes
namespace: 7 bytes
token: <TOKEN %8 >
NEHIES
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BJLAEZR, Kubernetes £BzNHERIA ServiceAccount BIFEHERE— MR
Secret: BRIEEIRE kubernetes.io/service-account-token; EHJ Annotation =%
%, FEBH T kubernetes.io/service-account.name=default, BPiX/" Secret £IREE—
Namespace &0 default B9 ServiceAccount H174B%E.

FrLA, EAF= IS, FHEZIEENRIMAE Namespace THIZGUA
ServiceAccount, #PE—NRIEFRAY Role, XNMNEREAM, B ETmE

18R

BRTBIE(ERRY "FF"  (User) , Kubernetes itE "FF4H" (Group) BY
WS, tEiE—EH "BAFP BER. WR(RA Kubernetes EL& THMBAEIRS
g, XN "BEPA" IS SBEINBAERRSS IR,

mxtF Kubernetes BINE “FAF" ServiceAccount &5, iR “FAFE” B
StEEEER.

SEfRLE, — ServiceAccount, 7E Kubernetes BXIRA “"HAF" BI8=FE:

system:serviceaccount:<ServiceAccount &= >
LEHIES
MEMNBKNE "AFPAR" (I8F, BE:

system:serviceaccounts:<Namespace F=¢ >

DEHIES
EXAMIEXR, Sii—EEFiC.

v, IEE(TATLATE RoleBinding BEE M AN TRHY subjects:

subjects:
- kind: Group
name: system:serviceaccounts:mynamespace

apiGroup: rbac.authorization.k8s.io
DEHIRE
XEEREIX Role RIRBRAN, ERITF mynamespace BEBRIFFH
ServiceAccount, XFAZEIT “HAFAE" B,
N EX M-

subjects:

- kind: Group
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name: system:serviceaccounts

apiGroup: rbac.authorization.k8s.io

IEHIHS
HEMHEIX Role FIRBRAN, FRTENRFERIFTA ServiceAccount,

55, [BE—ENE, 7 Kubernetes HEBZHETEZSNMNHEFIRZEN
ClusterRole, BfiJHIBRFHLL system: Frsk, (RaJLliEid kubectl get
clusterroles E&ZIE1i1.

—IRR, IXEEERSE ClusterRole, 24BxEZS Kubernetes RFGHARIMNAY
ServiceAccount {SEFHY.

tban, Ed—&N system:kube-scheduler g9 ClusterRole, &N AIRFEALM
2 kube-scheduler (Kubernetes RUEERAM) EITRENVENR, (XA
LABIZ U MESEBXEARIFIZ:

$ kubectl describe clusterrole system:kube-scheduler

Name: system:kube-scheduler

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

services [] [] [get list watch]

replicasets.apps [] [] [get list watch]
statefulsets.apps [] [] [get list watch]
replicasets.extensions [] [] [get list watch]
poddisruptionbudgets.policy [] [] [get list watch]

pods/status [] [] [patch update]
DEHIES
XA system:kube-scheduler 9 ClusterRole, FEMEEBELS kube-system
Namesapce &Y kube-scheduler g ServiceAccount, BIER Kubernetes
VEEEEAY Pod AEHA{ERAY ServiceAccount,

BRIEZ4), Kubernetes iR2H T PUNRSEE X IFAY ClusterRole RIEAFERF
A

1. cluster-admin;
2. admin;
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3. edit;
4. view,

BEENEE, REIZEEXBBHEIEE X THRLRPR, than, X4y
view Y ClusterRole, FiflE 7 #HAEAERB Kubernetes APl B9 R,

MERAEIREE(RIE, XA cluster-admin &, XNAIZEA Kubernetes
IMBHIE&ERER (verbs=*) , WITA7R:

$ kubectl describe clusterrole cluster-admin -n kube-system
Name: cluster-admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate=true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
*FO0
"1 1 [*]

IEFICHS

ATLA, BIRSeEERT/IVOER cluster-admin,

245

ESRXBENETR, HEBNFHETETHREFNEES (RBAC) .

Hst, FIMECXREBIER, FMBAE (Role) , HELHE—HMIRMNITIZE,
AN ECXEAPRAVS T, BT EUE RoleBinding X5, H#{FRE
(subject) FMXBRFIFRIHITHRE.

B, 52Z2XMAY ClusterRole #1 ClusterRoleBinding, T2 Kubernetes 58f
59 Role 71 RoleBinding, BfIIRMFAIEEAS Namespace R,

MRENRIEIERAETIAEREHM (tban, User, Group &) , BEXKAIFE
KIfERS, RZEAIAEIRARE ServiceAccount, Frld, Role + RoleBinding +

ServiceAccount P RDEC A X RIRBEERERENAR. i EEERSTIEE
SMEENE, S2ERRIXMNMES.

BB
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B8, 4faI8FrE Namespace TRIZKIA ServiceAccount (default
ServiceAccount) , ZBE—NRIERRAY Role IE? B RiER
ClusterRoleBinding (&¢# RoleBinding) A9 YAML 3214,
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