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HANXRIWER] CSI FRHRITIRE, WUZ: 1LF(1z{T77E DigitalOcean £AY
Kubernetes S2EFREBSREFACHIRFHEIRSS, (FABSRINUSANFE.

&% 7 DigitalOcean _FZ5&—1" Kubernetes ZEEHHNTFE, BIRE

H, (FREFEZEE DigitalOcean FEIEE/LTNEMDL, AISHEIEE TS
11 BXE (M 07 1: BE—1TEHI Kubernetes 2££E) #M 0 F) 1
SEBEEZESERI,

mB 7 CSl e, FANFENREZMIEERER Y, (RRFREE—UT
Ffr7~fY StorageClass X35REPAE]

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:

name: do-block-storage

namespace: kube-system

annotations:
storageclass.kubernetes.io/is-default-class: "true”

provisioner: com.digitalocean.csi.dobs

L EH1E

B TXA StorageClass, External Provisoner fia S&EEFh#rHIIAY PVC B3f
Bl PV, REEA CSI eI HIXA PV XA Volume, IXIEZ CSIHAR
& Dynamic Provisioning A9SCII 5=,

B L storageclass.kubernetes.io/is-default-class: "true WIS, ZEHFXT

StorageClass (EJT8CAATNFA HFAIEHERE.
THEEZI, XA StorageClass BE—3| 2R, 2
provisioner=com.digitalocean.csi.dobs XMN=FE;., B, XNMNEERERFT
Kubernetes, i&{#F&0Y com.digitalocean.csi.dobs f CSI iHHSKAFALIEIX
/™ StorageClass FBXHIFTEE(F.
ABA, Kubernetes X 2UNMEIRIE— CSI fEHRIBFHIVE?
XEABEM CSI iRHRISE—MIRSS CSI Identity iR S
Hst, — CSI fiaRBEIERES, N ™R:

tree $GOPATH/src/github.com/digitalocean/csi-digitalocean/driver
$GOPATH/src/github.com/digitalocean/csi-digitalocean/driver
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— controller.go
— driver.go
— identity.go
— mounter.go

L— node.go

L EH1RE
Hrp, CSlIdentity ARSSRISEHL, FUENFET driver BRTHI identity.go 34
EO

98, NTEEFELLE Kubernetes (a2 CSI Identity fRSS, FAIEELE
driver.go X8, EX—MrER gRPC Server, W TRA7R:

// Run starts the CSI plugin by communication over the given endpoint

func (d *Driver) Run() error {

listener, err := net.Listen(u.Scheme, addr)

d.srv = grpc.NewServer(grpc.Unarylnterceptor(errHandler))
csi.RegisterldentityServer(d.srv, d)
csi.RegisterControllerServer(d.srv, d)
csi.RegisterNodeServer(d.srv, d)

d.ready = true // we're now ready to go!

return d.srv.Serve(listener)

}
DEHIRE
BILAER, RERREFRY gRPC Server i34 CSI, BREILARRSEE
External Components B9 CSI 53K 7T,

CSl Identity B3R, REEANHEOR GetPlugininfo, BIREIHEIX/MEHF
AIRFHRAS, WTRAs:

BE: CSI B MREATHEOBRH F—RXEHELENEL, 1BaIAFEX
EBHEFEH protoc X14,

func (d *Driver) GetPlugininfo(ctx context.Context, req
*csi.GetPlugininfoRequest) (*csi.GetPlugininfoResponse, error) {
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resp := &csi.GetPlugininfoResponse{
Name: driverName,

VendorVersion: version,

}

}
EHIES
Erh, driverName B9, IER"com.digitalocean.csi.dobs", FrLAix,
Kubernetes IEEi@id GetPlugininfo AUIRENE, EIKZEIMRIE StorageClass BfE=
BREEEARY CSI R4,

| 52 cs1&rmmnps=Es RE DNS” #5=t,

59h—"1GetPluginCapabilities IEOWMBEE. X MEMIRERIZXA CSI H
4R "8ES" .

tean, HRRERY CSI FREAESRTIL "Provision BYER” #1 "Attach Bt

E&"  (tbun, —MExfEERAY NFS FHEREMATEXMIMMNER) B, {REeTLAE
WX AMNMEOIRE]: ANFEEARIREL CSI Controller RS, BD: i&B
csi.PluginCapability Service CONTROLLER SERVICE XA “B&H" . iX#E,
Kubernetes HiANEIXIMEE T .

/=, CSIIdentity fRSSiEIRET —4 Probe $#[0. Kubernetes £AAE¥G
HiXA CSl R EIEETLE.

—RIBER T, HEWNRERSREEITEEIRE— Ready fr&, AR gRPC
Server {ZIERIRHE, BIXA Ready FRiRE A false, EiE, {RAILAEIXEIAIE)
—NMEGRIRO, SUTREREERNEE.

Bt XTFFRMERIEE, 1FaTUBEE—TE 15 mXE (R
Pod XI5 (=) = [EFEZEG) FPHIEGXAE,

e, HAIEFRRS CSIE4RISE MRS, BD CSI Controller fRSS Y. BRI
CABSCHL, 7E controller.go X4E,

FLE—RXEFERCLARHET, X MRS EELIMAIFZ Volume EIF AR
Ry “Provision BER" #1 “Attach fiER" .

“Provision fER” YWRIAYIED, = CreateVolume #1 DeleteVolume, &f1i]
BUEARE R External Provisoner, LA CreateVolume 5Af5ll, BREEZHEU TR

7N
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func (d *Driver) CreateVolume(ctx context.Context, req
*csi.CreateVolumeRequest) (*csi.CreateVolumeResponse, error) {

volumeReq := &godo.VolumeCreateRequest{
Region: d.region,

Name: volumeName,

Description: createdByDO,

SizeGigaBytes: size / GB,

}

vol, , err := d.doClient.Storage.CreateVolume(ctx, volumeReq)

resp := &csi.CreateVolumeResponse{
Volume: &csi.Volume{

Id: vol.ID,

CapacityBytes: size,
AccessibleTopology: [[*csi.Topology{
{

Segments: map|string]string{
"region”: d.region,

b
b
b
b
}

return resp, nil

}
NEHIES
BJLAEE, XJTF DigitalOcean XHFHIAB =K, CreateVolume FHE(HATIE
{E. #27EA DigitalOcean IRIFEIRSSHY API, CiERE—FiES
(d.doClient.Storage.CreateVolume) , MSR{RFEANEEMERRENE (L
g0 Cinder, Ceph RBD %) , XIMAVEMFHEXRUMEARRIEFESHY AP,
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m “Attach FYER” XIRMAYELOR ControllerPublishVolume
ControllerUnpublishVolume, ©1Ja97EFE#E & External Attacher, LA
ControllerPublishVolume 51, EBZi4E0TFI:

func (d *Driver) ControllerPublishVolume(ctx context.Context, req
*csi.ControllerPublishVolumeRequest)
(*csi.ControllerPublishVolumeResponse, error) {

dropletID, err := strconv.Atoi(req.Nodeld)
// check if volume exist before trying to attach it

_, resp, err := d.doClient.Storage.GetVolume(ctx, req.Volumeld)

// check if droplet exist before trying to attach the volume to the
droplet

_, resp, err = d.doClient.Droplets.Get(ctx, dropletID)

action, resp, err := d.doClient.StorageActions.Attach(ctx, req.Volumeld,
dropletID)

if action != nil {
Il.Info("waiting until volume is attached")
if err := d.waitAction(ctx, req.Volumeld, action.ID); err != nil {

return nil, err

}
}

[l.Info("volume is attached")

return &csi.ControllerPublishVolumeResponse{}, nil

}
L EHME
BILAEZI, XTF DigitalOcean 3Eii, ControllerPublishVolume #£ “Attach B
R EEMATE, 28 DigitalOcean B9 API, BEIBiEEIENFES, £
HEFSTEHRERM L (d.doClient.StorageActions.Attach) |,

Hrh, ZigSHIERTH Volumeld SI8E., MEIW, tBHiRIEEIE{T Pod 19
BENL, WEEK$HY Nodeld KiERE. X228, &B2E External Attacher TE4&
ik BEREN.
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RIEL—RBNEDEZRRNET, External Attacher T{FERIE, 2W0F
(Watch) T—#0U VolumeAttachment i API 335:, iXff APl SISRMEE
FERUITER:

// VolumeAttachmentSpec is the specification of a VolumeAttachment
request.

type VolumeAttachmentSpec struct {
// Attacher indicates the name of the volume driver that MUST handle
this
// request. This is the name returned by GetPluginName().
Attacher string
// Source represents the volume that should be attached.
Source VolumeAttachmentSource
// The node that the volume should be attached to.
NodeName string
}
LEHIRE
MIXNISRAVEREHA, IEZH AttachDetachController REREERY (X8, R

BILABER— T 28 &&= (PV. PVC. StorageClass, XLEF|ERAELIE? )
FRIEXRS) .

XMEHEIEIARYERER, EAWEE Pod FIXINAY PV, FEEFERERIEEN LAY
THIEN, NTRERDSFEXIXA PV 1T Attach (8¢E Dettach) #(F.

miXA™ Attach $#2F, 7£ CSI (ARE, FEGIEEH EEXE—
VolumeAttachment X35, RILIEZ!, Attach B{ERTER PV BIB=F

(Source) . BENMIZF (NodeName) . FHEHELHAIRZF (Attacher) , B
E5XAN VolumeAttachment S3SH9—E5.

M= External Attacher BIFEIXEFN— NSRBI G, METLASZBENER
VolumeAttachment EBRUXLFES, 23—~ gRPC i5KkiEA CSI Controller
AY ControllerPublishVolume 75i%.

&fa, BAIEATLERS CSI Node IR T,

CSI Node RSBZIIRAY, 2 Volume EERIZEA "Mount fER" . BAMCRBIE
W, £ node.go X4EE,

B R ERGEZIERT, kubelet B VolumeManagerReconciler f4l{E
h=E#EER CSI Node fRS5k5ERk Volume B “Mount FiER" .
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AN, EEMARRSLHF, X1 "Mount fER" BOSMRESCHAS AL T
NodeStageVolume #1 NodePublishVolume XMz,

XEBENERESLHRASZIER: RERIES 28 FXE (PV. PVC,
StorageClass, XLEF|EMIRIE? ) PEENET, NFHEBUUNPIZEFRIR,
B Attach ZEIBEN EZ/E, BT BEN LR—MEREMERE. mE
T "Mount HE" , BIMTESEERIHNXMNES, ARTEIECERE
Volume SMNMABEFNBERL.

7£ kubelet Y VolumeManagerReconciler 1=FH{EAF, XFERIED BIIU/E
MountDevice #] SetUp,

Hrh, MountDevice #(F, MEEEAEAAT CSI Node fRFSERY
NodeStageVolume £, BMEENY, XMEOMEAR, #MEEIUL Volume 7£
BEVEXINOFERS, AEESE—NMEITER (Staging BR) L.

X34F DigitalOcean i, BXF NodeStageVolume #ZORISCIIAN R

func (d *Driver) NodeStageVolume(ctx context.Context, req
*csi.NodeStageVolumeRequest) (*csi.NodeStageVolumeResponse,
error) {

vol, resp, err := d.doClient.Storage.GetVolume(ctx, req.Volumeld)

source := getDiskSource(vol.Name)

target := req.StagingTargetPath

if 'formatted {

[l.Info("formatting the volume for staging”)

if err := d.mounter.Format(source, fsType); err != nil {
return nil, status.Error(codes.Internal, err.Error())

}

} else {

ll.Info("source device is already formatted")

}

if 'mounted {

file:///C:/Users/giaochaowen/Desktop/k8s/31%20%20%E5%AE%B9%E5%99%A8%E5%AD %98 %E5%82%A8%ES5%AE%IE%E8%B7%B5%EF... 8/20


https://time.geekbang.org/column/article/42698

2019/10/16

31| B BAEISE R CSHARIH4i'S S
if err := d.mounter.Mount(source, target, fsType, options...); err != nil {

return nil, status.Error(codes.Internal, err.Error())

}
} else {

ll.Info("source device is already mounted to the target path")

}

return &csi.NodeStageVolumeResponse{}, nil

}

L EH1E
BJLAEZ, £ NodeStageVolume FUSCIRE, FfiJE5ti®id DigitalOcean B
API ZREVZI T1X4> Volume XJMAYIREEIZE (getDiskSource) ; #Aig, FA}HE

iz

MREBIVCAFSERIETC ( d.mounter.Format) | &ig, F(EEIUUERT

IREFEHB T —MGATHY Staging BR  (StagingTargetPath) T,

i SetUp #{ENI&EA CSI Node f&55HY NodePublishVolume O, &7 LA
SHZFAOFTNIETFE, EIHiEEERT, WTAR:
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func (d *Driver) NodePublishVolume(ctx context.Context, req
*csi.NodePublishVolumeRequest) (*csi.NodePublishVolumeResponse,
error) {

source := req.StagingTargetPath
target := req.TargetPath
mnt := req.VolumeCapability.GetMount()

options := mnt.MountFlag

if Imounted {

[l.Info("mounting the volume")

if err := d.mounter.Mount(source, target, fsType, options...); err != nil {
return nil, status.Error(codes.Internal, err.Error())

}

} else {

[l.Info("volume is already mounted")

}
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return &csi.NodePublishVolumeResponse{}, nil

}
IEHIHS
JLEE, EX—2L, BIIRFEM—SRIE, B): %5 Staging BR, 48
EHERE Volume WY AIEENNBR L.

T Staging B®, IER Volume XIMNANREHASTULEIERTER T LAY
&, FrAZEM Volume IEENBRIPEEHZ/F, X4 Volume BEHIER
R "FRAN" SEBRITER T .

S8, HREEEEZREIE, W HRFRBAFEIRSS KR, ol NFS A
GlusterFS &, BB WNI#E "RE" FETEENL, AL
kubelet £ VolumeManagerReconciler #=H{&I A+, =ikid MountDevice #
YEMBEREHIT SetUp BE. AL F Bk, BHAFELI
NodeStageVolume &7,

RS 7 CSliEtzE, HATMALUBXMEHFD External Components —i2
EREATK,

B, ENIFEECFE— DigitalOcean client ZINFEEERRY Secret X345,
R

apiVersion: v1

kind: Secret

metadata:

name: digitalocean
namespace: kube-system
stringData:

access-token:

"a05dd2f26b9b9ac2asdas  REPLACE ME_ 123cb5d1ec17513e06da"
LEHIRE
E IR, HNBEE—aiESHMALUE CSI RRREEk:

$ kubectl apply -f https://raw.githubusercontent.com/digitalocean/csi-
digitalocean/master/deploy/kubernetes/releases/csi-digitalocean-

v0.2.0.yaml
IEHAES
XA CSI AR YAML XHRIEERBFWN TR (B, FEENRTCERE
x) ¢
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kind: DaemonSet
apiVersion: apps/v1beta2
metadata:

name: csi-do-node
namespace: kube-system
spec:

selector:

matchLabels:

app: csi-do-node
template:

metadata:

labels:

app: csi-do-node

role: csi-do

spec:

serviceAccount: csi-do-node-sa
hostNetwork: true
containers:

- name: driver-registrar

image: quay.io/k8scsi/driver-registrar:v0.3.0

- name: csi-do-plugin
image: digitalocean/do-csi-plugin:v0.2.0
args:

- "--endpoint=$(CSI_ENDPOINT)"

- "--token=$(DIGITALOCEAN_ACCESS TOKEN)"

- "--url=$(DIGITALOCEAN_API URL)"
env:

- name: CSI_ENDPOINT

value: unix:///csi/csi.sock

- name: DIGITALOCEAN_API_URL

value: https://api.digitalocean.com/
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- name: DIGITALOCEAN_ACCESS TOKEN
valueFrom:

secretKeyRef:

name: digitalocean

key: access-token
imagePullPolicy: "Always"
securityContext:

privileged: true

capabilities:

add: ["SYS_ADMIN"]
allowPrivilegeEscalation: true
volumeMounts:

- name: plugin-dir
mountPath: /csi

- name: pods-mount-dir
mountPath: /var/lib/kubelet
mountPropagation: "Bidirectional”
- name: device-dir
mountPath: /dev

volumes:

- name: plugin-dir

hostPath:

path: /var/lib/kubelet/plugins/com.digitalocean.csi.dobs

type: DirectoryOrCreate
- name: pods-mount-dir
hostPath:

path: /var/lib/kubelet
type: Directory

- name: device-dir
hostPath:

path: /dev
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kind: StatefulSet
apiVersion: apps/vibeta
metadata:

name: csi-do-controller
namespace: kube-system
spec:

serviceName: "csi-do"
replicas: 1

template:

metadata:

labels:

app: csi-do-controller
role: csi-do

spec:

serviceAccount: csi-do-controller-sa
containers:

- name: csi-provisioner

image: quay.io/k8scsi/csi-provisioner:v0.3.0

- name: csi-attacher

image: quay.io/k8scsi/csi-attacher:v0.3.0

- name: csi-do-plugin
image: digitalocean/do-csi-plugin:v0.2.0
args:

- "--endpoint=$(CSI_ENDPOINT)"

- "--token=$(DIGITALOCEAN_ACCESS TOKEN)"

- "--url=$(DIGITALOCEAN_API _URL)"
env:

- name: CS| ENDPOINT

value: unix:///var/lib/csi/sockets/pluginproxy/csi.sock

- name: DIGITALOCEAN_API URL
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value: https://api.digitalocean.com/

- name: DIGITALOCEAN_ACCESS TOKEN
valueFrom:

secretKeyRef:

name: digitalocean

key: access-token

imagePullPolicy: "Always"
volumeMounts:

- name: socket-dir

mountPath: /var/lib/csi/sockets/pluginproxy/
volumes:

- name: socket-dir

emptyDir: {}

EHIRES
AILIER, FfImERY CSIEHRE—THEIE, BRIREGRE
digitalocean/do-csi-plugin:v0.2.0,

mE(1ERE CSI R ERRNE:

55—, 1EZ DaemonSet EBM U R LEEBEI—1 CSI i&{E, KA kubelet 12
{# CSI Node RS2, iXE2FEH, CSI Node [BEEEY kubelet B125EM, BTl
TEF] kubelet "—33—" ihER=iHEk,

5, £ EiA DaemonSet RUENEE, BRT CSI A4, FAINELL sidecar BT

TUE1TE driver-registrar XMMNEREMH. BEWER, 2M kubelet j£f#X4™ CSI
iat. XNNEMSREERIEHER, WiBIiBRE— Pod BAJ CSI fE4E:s
A9 Identity FRSSIRENE!.,

FELIENE, BT CSlEHEiTE—1 58882, BBA CSI Node RS

£ "Mount fiER" PUTHIESGRIE, bR E2REEXINERM Mount
Namespace BRY, oI, FEIIEERZEHRITHEIRFIINSR, #BEEEN
/var/lib/kubelet BR TFRISE4FIER.

FRLA, 72X DaemonSet Pod BUBH®E, FHAIEEIRBENLY /var/lib/kubelet
LA Volume 8GR IERGH CSI fF SRR ERT, ARIREXD Volume 1Y
mountPropagation=Bidirectional, BIFFENEHEEHERE, MNMIESEEXNE
R NHTAESEME EE BEEN, RZTFA.
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$=, B StatefulSet EEE— PR LBRBEI—4 CSI #fif¥, 79 External
Components #2fit CSI Controller Bg33. ATLA, {E/ CSI Controller fRS3HYVE
F#&, External Provisioner 1 External Attacher iXFNMNMNEREE, FEELL
sidecar BUATAIORERER CSI HEHEENER— Pod &,

(RETRESIFE, NHAFKAIISHE StatefulSet TiAE Deployment SBEfTHxXA
CSI fE40R.

XZEEZ, BT StatefulSet FEIHRNABHIMSHIRRENE, FrLAEST Pod AY
B, RIFERRIERFRY, B JBERI— Pod FIEHBRC G, ©F 6l
FEIT— Pod.

&A1 L mEiXHEE StatefulSet B9 replicas iIRE 1 BYiE, StatefulSet #EHa
& Pod #MHIREZRNZ, KIZEBRE— CS| #&48Y Pod iIZ1TEEEFP.
X3 CS| fEA4RIIERR M SRR, EXEE,

MAESKXBEYE—TE, KiIIMELSEN TXA™ CSI fEHEXITRAY
StorageClass (BP: do-block-storage) , FRLMRIE FRREEE X — N EAE
FEiX/ StorageClass #9 PVC BIE], ¥ TRATR:

apiVersion: v1

kind: PersistentVolumeClaim
metadata:

name: csi-pvc

spec:

accessModes:

- ReadWriteOnce

resources:

requests:

storage: 5Gi

storageClassName: do-block-storage
DEHIES
LRIB_ A PVC 123845 Kubernetes Zf5, {REtRJLATE Pod EEESRBERTIXAS
csi-pve RIEMFANFR Y. X—Efo A PV f1 PVC IRE, EHAFERAR
7,

LSk
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TESKXBYEH, HLA— DigitalOcean B9 CSI &6, FURDETHRS
CSI IR RIBIRTAZ.

HPXEHA, (FRIERAZEENT Kubernetes A WERARE T — &ML
EFLTRNATAIR,

EMF, JFT—PEBET CSI FEREERY Kubernetes 528N :

BARFEET— PVC 25, {FrRIEZPERY StatefulSet EBRY External
Provisioner 28, mSKIFZEIXA PVC g9iit4, SAFEBERE— Pod EfY CSI
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